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1. AHHOTAIMH PadOYHX MPOrpaMM TUCHHUIIIHH (MOOy/Iei) 0a30BOM YaCTH

b1.0.01 Cepmu¢gukauus cpedcme 3auLumsl uHpopmauuu

Llenu 0CBOEHMS TUCHUIIINHEL

llenbro npenofaBaHus OUCHUAIUINHEL « CepTuduKanus CpeiCTB 3allUTH
nH(pOpMaIuu» IBIIETCS:

IIPENOCTaBUTh CTyIeHTaM 3HaHUS B 0071aCTU OLIEHKU COOTBETCTBUS CPENCTB
3ammTh HHQopManuu TpeboBaHUSAM TEXHUYECKUX PETIaMEeHTOB, ITOI0XKEHUIM
CTaHapTOB, CBOMIOB IIPaBUJI UJIX YCIIOBUSIM JOTOBOPOB, @ TaKXKe B 00JIaCTH eAUHOU
CUCTeMHI CepTUUKAIMU CPEACTB 3amuTh nHbopMaluu (C3U) u atTecTauuu 06bEKTOB
nHpopMaTH3aIluy TPeOoBaHUSAM 110 0€30MaCHOCTH UH(DOPMAIIUK, OPraHu3alus KOTOPOH
ocymectpisieTcss ®CTIOK Poccum.

MecTo pucuuniavHsl B CTpykType OII1

OucuunnuHa «CepTudukaius cpefacTts 3amuTel nHGopmanuu» 51.0.01 oTHOCUTCS K
00s3aTeNbHOM YacTu mporpaMMmbl Maructpartypsl «10.04.01 MudpopmanmoHHas
6e30macHOCTh». MCXOMHBIM YPOBEHb 3HAHWM M YMEHHUU, KOTOPHIMU AOJIKeH 00/1amaTh
CTYOEHT, IPUCTyIlasd K U3y4YEeHUI0 JaHHOU OUCLUIJIUHEL, ONpefesseTcs U3ydYeHueM
TaKUX OUCIUIIIKH, KaK: «YIpaBieHne nHGOPMalOHHONW 0€301TaCHOCTHIOY.

TpeboBaHUS K pe3yiabTaTaM OCBOEHUS

[Tpotiecc n3ydeHus OUCUUIIIMHE HAallpaBieH Ha GOpMUPOBaHUE CIIeAyIOMKAX KOMIIETeHITUN:
B cootBeTcTBUU ¢ PT'OC:

- Crioco6eH 000CHOBBEIBATh TPeOOBaHUS K cCTEMe o0ecliedyeHus “HPOPMaIlMOHHON
0e30macHOCTH 1 pa3pabaThiBaTh MPOEKT TEXHUYECKOTO 3afaHus Ha ee co3ganue; (OITK-1)

- Crioco6eH ocytiecTBAsATh c60p, 00paboTKy ¥ aHaIN3 HayYHO-TeXHUYECKOW WHpOpMaluu 1o
TeMe UCCIIeoBaHus, pa3pabaThiBaTh IJIaHEl ¥ TPOTPAaMMBI TPOBEeHNST HaYYHBIX UCCIIeIOBAHUM
U TeXHU4YeCKUx padpaborok; (OITK-4)

- Crioco6eH ympaBisiTh IPOEKTOM Ha BCeX 3Tallax ero xku3HeHHoro mukia (YK-2)

CopepxkaHue OUCIUIINHEI

Pasmen 1. CepTudukaliisg cpencTB 3alIATE “HOOPMAIIHHN.

3aKOHOJaTeNbHEIE, HOpMATUBHBIE IIPABOBLIE aKThI, CTAHAAPTH M METOOUYECKHE NOKYMEHTH,
perjaMeHTHpPYIOIIKe ITPoBefieHNe paboT 10 OIleHKe COOTBETCTBUS TPeOOBaHUSIM I10
6e3omacHocTy nHGOPMaLKK poaykuuu. Opranu3aloHHas CTpyKTypa CucTeMbl
ceprudukanuu ®CTIK Poccun.

Pazpen 2. [IporpaMMa ¥ MeTOOMKA UCIBITAHUMN,

[Topsimok mpoBegeHus CepTU(DUKAIMOHHEIX UCIBITaHuY B CucteMe ceptudukammu GCTIK
Poccuu. Jramnsl, maru, npouenypksl. [loKyMeHTanbHas poBepkKa, UHCTPYMEHTaJIbHbIM KOHTPOJI,




KOHTPOJIb BHIIIOTHEHHUS ITpoLienyp 1o 0e30macHoM pa3paboTKe CPefCcTB 3alluTh HHGOPMAIIUH.
Pazgen 3. [ToaroToBKa K MpoBeNeHNI0 CePTUGUKAIIMOHHBIX UCILITAHUMN.

[TpemBapuTenbHOE O3HAKOMIIEHKE C U3menueM. TpeOoBaHUS K pa3paboTKe MporpamMM 1
METOIUK CePTU(UKAIMOHHEIX UCIHITaHuN. OTOOD 00pa3IioB U3OEIHi.

Paspen 4. [Tpoduny 3amuTel. 3agaHre 1m0 6e30IacHOCTH

TpeOoBaHus K pa3paboTKe mpoduiel 3aIuTe ¥ 3aJaHui 110 6€30IIaCHOCTH.

Pazgen 5. UcnpiTaHusa Ha COOTBETCTBUE TV,

[TopsimoK IpoBegeHNs UCIIBITaHUY Ha COOTBETCTBUE TEXHUYECKUM YCIIOBUSIM.

Pa3pen 6. MeTtonbl BHSABIEHUS ya3BUMocTer v H]IB.

OKCIIePTHBIN, CTaTUYEeCKUH, IUHAMUYEeCKNUM, KOMOMHIUPOBaHHBIYA U PYYHOU aHAJH3H.
Pasgmen 7. OgopMieHre 0TYETHHIX MaTepHUAaoB 110 Pe3yibTaTaM IPOBeIeHNS
cepTUUKAIIMOHHBIX UCITBITAHUMN.

TpeboBaHus 1Mo pa3pabOTKe OTYETHBIX MAaTEPHAJIOB 10 Pe3yIbTaTaM CEPTUPUKALMOHHBIX
ucnelTaHuii. CogepxKaHue IPOTOKOJIOB, 3aKII0OYEHUN.

Paspen 8. 9kcmepTr3a MaTepUanoB cepTUDUKAIIMOHHLIX UCITHITAHUH.

Oco6eHHOCTH ITPOBEEHUS SKCIEePTU3k MAaTePHaJIOB CePTU(DUKAIIMOHHBIX UCIIHITAHUN CPEICTB
3alIUTH KUHPOPMAalUH.

P ATTecTanysg 00bEKTOB MH MaTH3allun

HopMmaTuBHOe mmpaBoBoe obecriedyeHue OesiTeIbHOCTH 110 aTTeCTalu 00beKTOB
“HpopMaTu3lauuu. [TopsmoK TPOBEOeHNs aTTeCTAllMY aBTOMATH3UPOBAaHHEIX CUCTEM.

P 10. ITopgmoK IpoBedeHNs aTTEeCTAlMOHHBIX HCIBITAHNK

ITpemBapuTensHOE 0o0cnemoBaHue o0beKTa nHDopMaTu3laluu. TpeboBaHus K pa3padoTke
IIporpaMM ¥ METO[MK aTTeCTallMOHHBIX UCIBITaHUM. [IOKyMeHTalbHas IPOBepPKa U
HHCTPYMEHTAIbHEIX KOHTPOJIb 00BEKTOB MHGOpMaTu3auuu. I1opsmok u TpeboBaHus K
0(pOpMJIEHUIO OTUETHBIX MaTEePHAJIOB 10 pe3ybTaTaM aTTeCTallMOHHBIX UCIIBITAHUM.
[TpOTOKOMEI, 3aK/TI0YEHUS 10 pe3yIbTaTaM aTTeCTallMOHHBIX UCIIBITAHUMN.

OO6I1mast TPYAOEMKOCTD TUCITUIITHHEL
108 gac(oB), 3 3ET
dopma IPOMEXYTOUHOU aTTeCTalluu

3auer

Bb1.0.02 TexHono2uu obecneueHuss uHpopmauuoHHol Ge3onacHocmu

Ilenu ocBOEHUS OUCHUUIIIUHEL

Llenbio mpemofaBaHus QUCIUIIIUHLL « TexHomoruu obecrnedyenus nHGOPMaIlMOHHOM
6e30macHOCTH» SIBJISAETCS:

u3yyeHue BOIIPOCOB yIIpaBiIeHUs HHPOPMaLXOHHOM 6e30MacHOCThI0. [IUCIUTIINHA
nomXkHa obecrieynBaTh popMupoBaHUe GyHOaMeHTa MOATOTOBKU OyOYyILIUX
CIelMaIuCcToB B 00macTu GOpMUPOBaHUs Mofesel yrpo3, OlleHK! PUCKOB
MHGOPMaIMOHHEIX HHPOKOMMYHUKALMOHHEIX CUCTEM, HOPMUPOBaHUE aleKBaTHBIX
METOMOB U CpefiCTB obecneuenHus NHGHOPMaIMOHHON 0€30TTaCHOCTH, a TaKXkKe, CO3MaBaTh
HeoOxomuMyto 0a3y AJIsl YCIIEITHOTO OBMafeHus IIOCIEeAYIOUIMMY CIIelMaTbHBIMU
OUCIUIIIMHAMU y4eOHoro miaHa. OHa OOoJKHa CIT0COOCTBOBATh PA3BUTHUIO TBOPUECKUX




CIIOCOOHOCTEH CTYIEeHTOB, YMEHHI0 (DOPMYIHPOBATh U PELIATh 3alayu U3y4aeMOon
CIEeIUATbHOCTH, YMEHUIO TBOPUYECKH MPUMEHSITh ¥ CAMOCTOSTEIbHO TIOBHIIIATh CBOU
3HAHWUS.

MecTo pucuuniavHel B CTpykType OII1

OucnunnuHa «TexHomoruu obecnedyeHuss HHGopPMaImoOHHON Oe3omacHocTu» 51.0.02
OTHOCHUTCS K 00s3aTelbHOM YaCTH IporpaMMbl MaructpaTyps «10.04.01
Hudopmarmontas 6e30mMacHOCTL». MICXOMHEIM YPOBEHb 3HAHUM ¥ YMEHUU, KOTOPHIMU
monxeH obGnmamaTh CTYOEHT, NPUCTyNas K HM3YYEHUIO JAaHHOW OUCHUIIIUHBH,
ompenensaeTcs H3y4eHHeM TaKWX OUCIUNIINH, KaK: «YIIpaBjeHue MHPOPMAIHOHHOM
6e3011aCcHOCTHIOY.

TpebGoBaHus K pe3yIbTaTaM OCBOEHUS

[Tponecc u3yuyeHus: OUCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIINH:
B cootBeTctBuE ¢ PTOC:

- IIpoBeeHre KOHTPOIBHBIX ITPOBEPOK PabOTOCIIOCOOHOCTH MTPOrPpaMMHO-aNIapaTHEIX CPECTB
3amuTh nHPopmanuu (ITK-1)

- IIpoBeeHyre KOHTPOIBHBIX TPOBEPOK 3 (PEKTHBHOCTU MIPUMEHSIEMBIX ITPOTPAaMMHO-
arnmapaTHHX CpefcTB 3auThl nHpopmanun (ITK-2)

- Cnoco0eH TPUMEHSTh COBpeMeHHbIE KOMMYHUKATUBHLIE TEXHOJIOTUH, B TOM YHCIIE Ha
MHOCTPAaHHOM(BIX) SI3HIKE(ax), I/ aKaleMU4eCKoro 1 MpogeCcCuoHaNIbHOTO0 B3aUMOIE CTBU S
(VK-4)

- Cnoco0eH aHaMM3UPOBaTh U YYUTHIBATh Pa3Ho00pa3ue KyJIbTyp B MPOIlecce MeXKYIbTYPHOTO
B3aumopeictus (YK-5)

CopepxkaHue OUCIUATIINHEL

Pasgen 1. BBegeHue B Kypc
OCHOBHEIE COCTaBJIsOIIME HHPOPMALMOHHON 6€30I1aCHOCTH. YTPO3kl HHGOPMALXOHHON

0e3omacHOCTY B MHOOPMALMOHHEIX ciucTeMaX. OCHOBHEIE OTIPefeIeHUsI U KPUTEPUU, YTPO3LI
LIeJIOCTHOCTY U KOHGUAEHIIManbHOCTU. AyTeHTUUKAIUS, UOeHTU(DUKAIIKS, aBTOPU3ALH:
OCHOBHBIE TTOHSTHS ,CIIOCOOBI KCIIOJTb30BAHMS.

P 2. bHEI KOHEL PO B TH WTHL UH Maluy, cTaHgapTH UB.
T'ocymapcTBeHHBIe cTaHAApPTH B o0nactu b P®. Omnenounbie ctanmapC 15408. KputepuuTs B
nHpopMmanmronHOM 6e3omacHocTH. OpaHxkKeBas KHUTa. MexnayHaponHbi ctanmapT ISO/IE
olleHKM 6e30IacHOCTH MHGOPMAIMOHHBIX cucTeM. CTaHIapTH yIIpaBieHus nHOOPMaLOHHOM!
6e3omacHocThio BS 7799 u ISO/IEC 17799. X 0CHOBHEIE IIOJI0OKEeHUS MeXnyHapOomHBIN
crarpapT ISO/IEC 27001:2005 "CucteMsl yripaBiaeHus: “HPOPMaIMOHHON 6€301aCHOCTH.
TpeGoBauus"

Pazpen 3. PykoBopsamue gokyMeHTEl PCTIOK Poccuu.
[Touck nHPOpManuu B pyKoBoaALuuxX fokyMeHTax ®CTIK. MeTogrKa npuMeHeHU .

Pasgen 4. [TpOTOKOJIEL ceTEBOM ayTeHTUQHUKAIMU. BpenoHocHOe TporpaMMHoe obecliedeHue.




OcHOBHBIE MeXaHU3MHI ¥ IPUHIUIIEL. Mopenu pa3rpaHu4YeHus JOCTyIIa.

Pazpen 5. Knaccudukanuyuy ya3BUMOCTEN.,

OCHOBHBIE MEXaHU3MBI ¥ TPUHITUITEL KJTAaCCUGUKALIAY YSI3BUMOCTEN. CUCTeME 00HAPYKEeHUS
BTopxkeHuut IDS/IPS. SIEM[JcucTeMsl.

Pasmen 6. Ayout nHOpMaLXOHHOM 6630I1aCHOCTH

OcnosHble noHATASS DMZ DPI WAF. OcHoBe npoBepnenus ayguta Ub. DLP-cuctemsr, DMZ, DPI.
AymuT cucTeM yOaJeHHOT0 U JIOKaJIbHOTO AOCTYIIA.

Paspen 7. CoumantHasg uHxXeHepus, APT. Kpuntorpadus, imudpoBrsie ceptudukaThi, PKI,
OCHOBEI COLIMaIbHOM HHXKeHepun. MeTorka npuMeHeHUs.. OCHOBH IU(POBBIX CEPTU(PUKATOB.
MeTonvKa BHEOPEHUS.

Pasmen 8. MexceTeBble 9KpaHHL.

OCHOBHBIE TTOHSATUS, METOOLI TPHMEHEHUS.

Pazgen 9. Yopasnenue nHGOPMAMOHHON 0€30IaCHOCTHIO Ha IOCYIaPCTBEHHOM YDOBHE.
OO1Ire MPUHLIKIIEL ¥ POCCUMCKAS MTpaKTHKa. [IpoBegeHne KOMIINIeKca Mpolenyp 1udpoBoro
paccienoBaHus B UHGOPMALMOHHEIX ¥ KOMITBIOTEPHBIX cucTeMax. OOIIui MOPSIOK IIPOBEIeHU ST
npouenyp. Otnuaus.

OO1mast TPyA0EMKOCTD AUCIUIIIMHEL
180 gac(oB), 5 3ET
dopMa MpoOMexKyTOUHOM aTTeCTALUN

DK3aMeH

Bb1.0.03 Ynpaeaenue uHpopmMauuoHHOU 6e30NaACHOCMbIO

Llenu ocBOeHUS TUCLIUITIUHEL

Llenbio IpemomaBaHus QUCIIUIIIUHEL «YIIpaBIeHre nHOOPMaIInOHHOM!
0e30TaCHOCTBIO» SIBIISIETCS:

M3y4eHue BOIIPOCOB yIIPaBIeHUS HHPOPMAIMOHHON 6e30IIacHOCTRI0. [TUCIUIITHHA
«YmpaBnenue nHGOPMAMOHHON 6€30ITaCHOCThIO» MOJIXKHA 00eCIIeuYnBaTh
dbopmupoBanue GyHIaMeHTa IOAT0TOBKY OyIYIIUX CIIEIMAINCTOB B 06IaCTH
dbopMUpPOBaHUS MOJIe/IeN YIPO3, OIeHKKM PUCKOB MHGOPMAIIMOHHBIX
MHGOOKOMMYHUKAITMOHHEIX CHCTEM, (OPMUPOBAHKE aleKBAaTHEIX METOIIOB ¥ CPELCTB
obecneuenus: "HGOPMALMOHHONW 6€30ITaCHOCTH, a TaKXe, CO37aBaTh HE0OX0OUMYI0 0a3y
IIJIs1 YCIIEITHOT'0 OBJANeHUS MOCIENYIOIIMMY CIelMaIbHEIMY TUCIIUIIIHHAMY Y4eOHOT 0
naHa. OHa JoIXKHa CIToCOOCTBOBATh PA3BUTHUIO TBOPUYECKUX CIIOCOOHOCTEM CTYIEeHTOB,
yMeHHuI0 GOPMYIUPOBATE U PEINaTh 3aJjavyl U3y4aeMoy CIelralbHOCTH, YMEHUIO
TBOPYECKM IIPUMEHSTh U CAaMOCTOSITEIbHO ITOBBIIIATH CBOU 3HAHUS.

MecTo pucuuniavHel B CTpyKType OI1

IucnunnuHa «YmnpaBneHue nH@opMalmoHHoM 6e3omacHoCcThio» B1.0.03 oTHOCHUTCS K
06s13aTeNbHON YacCTu mporpaMMmbl MaructpaTyphl «10.04.01 MudopmanuoHHas




0e3011aCHOCTDH».

W3ydyeHue Q[UCHUNNUHB «YOpaBiaeHUe HHOOPMAIUOHHOU 0€30MaCHOCTHIO»
OCHOBBIBaeTCsl Ha 6a3e 3HAHUMN, YMEeHUU U KOMIIETEHLINH, IOIyYeHHBIX CTyleHTaMU Ha
IpenbayIieM ypoBHe 00pa30BaHus.

TpeboBaHUS K pe3yabTaTaM OCBOEHHUS

[Tpouiecc n3ydeHus OUCUUIIIMHEL HAllpaBieH Ha GOpMUPOBaHuE CIIeAyIOMKAX KOMIIETEHITUN:
B cootBeTcTBUU ¢ PT'OC:

- Cnnoco6eH pa3pabaThBaTh TEXHUYECKUH MPOEKT CUCTEMEHI (IIOACHCTEeMEI TH00 KOMIIOHEHTa
cucteMsl) o0ecreyenust nHGopmanuoHHOM 6e3omacHocTy; (OITK-2)

- Crioco6eH pa3pabaThiBaTh MPOEKTH OPraHU3alMOHHO-PACIIOPSIUTEIHHEIX HOKYMEHTOB 10
obecmeuenuio nHpopmalronHon 6e3omacHocty; (OITK-3)

- ®opMupoOBaHUE MOMUTUK HHGOPMaImoHHoU Oe3onacHocTu (ITK-3)

- Pa3paboTka TpeGoBaHUM 10 3aIIUTE KOMIBIOTEPHEIX ceTel u cucteM (I1K-4)

- IIpoBenenue aHanu3a 6€30MaCHOCTH KOMIIbIOTePHEIX cucteM (ITK-8)

- TIpoBegeHue 3KCIEPTU3HI IIPU PACCIeIOBAHUY KOMIIBIOTEPHBIX IPECTYIIEHUM U UHIUIEHTOB
(TIK-9)

- Crioco6eH OpraHu30BLIBATh ¥ PYKOBOOUTEL PA00TOM KOMaHMH, BEIpaOaThBast KOMaHIHYIO
CTPATETHUIo [JIsI MOCTUXKEHUS nmocTaBaeHHou nenu (YK-3)

CopepxkaHue OUCIUIIINHEI

Paspen 1. YpaBneHnue nHGoOpMalioHHOM 6€30I1aCHOCTRI0 Ha T'OCYIapCTBEHHOM YpOoBHe. Ob1ne

IPUHILIXILL ¥ POCCHMCKAs TPaKTUKa
OpraHu3allioOHHO-TIPaBOBEIe (POPMEI yIIpaBieHus: 0€301acHOCTHI0. [IPEITOCHIIKY Pa3BUTHS

rOCyapCTBEHHOTO yIpaBieHus B chepe nHbopMaImoHHou 6e3onacHocTu. Ob11asi METONOIOTUS
¥ CTPYKTypa OpraHu3alrdoHHOT0 o0ecreyeHnss MHPOpMalMoHHON 6e301acHOCTY Ha YPOBHE
rocymapcts. OO61ias nonutuka Poccun B chepe uHbopMalmonHon 6e3onacHoctu. CTPyKTypa
OpraHoB rOCYAapCTBEHHOM BIacTH, 00eceyrnBalomux HHGHOPMaIMOHHYI0 6e301macHOCTE B PO.
Pasgen 2. OCHOBHBEIE IPUHIIUTEL TOCTPoeHUd SIEM

CpepncTBa Bugdyanusanuu 3neMeHToB UB. Budyanusaius ctaTucTuku 1o uanupeHtaM Ub.
KommnnekcHeie cuctemsl MouuToprHra MB. Cpenctea c6opa oT4eToB 1 LogoB. OCHOBHEIE
npuHUuns pabotel SIEM cucteM. CocTtaBnenue oT4eToB mo Ub.

Pazpen 3. [IpoBeneHue KOMIIJIEKCa IPOLIE “(POBOTro paccienoBaHus B ”HOOPMAIIMOHHLIX U
KOMIBIOTEPHLIX CHCTEMAaX

Digital Forensic. PaccnemoBanue UHIMOEHTOB. Y TUIUTHI 7S PacCle0BaHUs HHIUIEHTOB.
Hudpopmalrus 00 UCTOPUM ITOCEIIeHUsT CalTOB, KyKHcax, OyKMapKax, CKauyaHHBIX (aiiiax,
3aMoJIHEHHBIX (POpMaX, COXpaHEHHBIX JIOTHHAX U T.[I.

Pasgen 4. Beenenue B o11eHKY ¥ ayauT Wb nyTeMm BoigBeHus yrpo3 UB «Ha nety»

BBepenue B «3TUUECKUM XaKUHT». OCHOBHBIE IPUHITUIIE €T0 opraHu3aiuu. CocTaBeHue IlaHa
IIPOBENEHUS TECTUPOBAHUS IeJIeBOM CUCTEMEI (MHMPaCTPYKTYyphl). OTHOIIEHKE K
3aKOHOMATENLCTBY U perynsaropaM. CocTaBlieHUe OTYETa ¥ PeKOMeHAalui Ha OCHOBE
IIPOBEIEHHOT'0 TECTUPOBAHMUS.

P . AymuT cucteMm HHOT'Q ¥ JIOKAJIbHOT TVII




OCHOBHBIE MEXaHU3MHI U IPUHIUIIE IIpoBefenus ayouta Ub CKY]] npennpusaTtus, a Takxke
CHACTEM y[aJIEHHOT 0 JOCTYIIa C UCII0JIb30BaHUEM TEXHOJIOTUU BUPTYaJIbHBEIX YACTHBIX CETEU
Pasmen 6. Ayout nHGPacTPYKTYPEL B, MHTErPUPOBAHHEIX CEPBUCOB TenehOHUU U
6ecIpoBOOHOTO [IOCTYIIA

OcHOBHBIE MeXaHM3MHI ¥ IIPUHIUIIE TPOBeeHus aynuTta UMb nuHGpacTpyKTyphl IPEOIpUASITHS.
OcHOBHBIE MeXaHU3MH ¥ IPUHIUIE TpoBefeHus aynouta UMb cucrem IP-tenedorun, a Takxke
cucteM GecipoBogHOro mocTyra Wi-Fi

Pasgen 7. [TpUHIIMIEL OPraHU3alUK ayOKWTa CUCTeM MHGOPMAIMOHHOYW 0€30I1aCHOCTH
OcHOBHbIE TeXHUKM TPOBefieHus ayauTa cucteM MB. Pa3paboTka MeTOOUKY IIPOBENEHNUS
aynuta cucteM UB. OCHOBHBIE CpEeCTBa IpOBefeHUs ayquTta cucteMm UB.

Paspen 8. [IpHHIMIE TOCTPOEHUS HHTETPUPOBAHHEIX CUCTEM MHGOPMAIMOHHOM 663011aCHOCTHI
Co3pmanue monutuk Ub npennpustus. [IpuHIunb o0ecrnedyerHrs: 6€30MacHOCTH
HHOQPACTPYKTYpPHL. [IpuHIUIE 00ecnedyeHnst 0€30IIaCHOCTH IEPUMETPA CETU
TeJIeKOMMYHUKAIIMOHHOM CUCTEMHL. PerynupoBanue mnpaBuil pabotsl CKY]I. PerynupoBaHue
IIpaBUJI yIaaeHHOTo gocTyma cpenctBaMu VPN. KoHTposb 6€30IacHOCTH KOHEYHBIX YCTPOUCTB.
KonTpons 6e3onacHocTu IP-renedonumu.

P TAaHOAPTHL VIPABIEHUS UH MAaIMOHHON IIAaCHOCTh

l'ocymapcTBeHHBIE cTaHAAPTH B o0nmactu UB P®. OreHoyHbEIe CTAHAAPTH B HHGOPMAIIMOHHOM
6e3onacHocTtu. OpaHxkeBas KHuUra. Mexnynaponusii ctangapT ISO/IEC 15408. Kputepuu
olleHKM 6e30I1acHOCTH HHGOPMAIMOHHBIX cucTeM. CTaHOapTH yIIpaBieHus HHOOPMaALMOHHOM
6e3onacHocThio BS 7799 u ISO/IEC 17799. Mx 0CHOBHEIE TIOJIOXKEHUS MeXOyHapOIHbIH
crarpapT ISO/IEC 27001:2005 "CucteMms! yrpaBiaeHus: “HPOPMaIMOHHON 6€30MaCHOCTH.
TpeboBauus"

Paspen 10. OueHka prcKoB HHOOPMAIMOHHON 0€30IaCcHOCTH

OCHOBHBIE COCTABJISIONTHE WHGOPMAIIMOHHOM 6€30IaCHOCTH. YTPO3hl HHOOPMAIMOHHOMN
6e3omacHOCTY B MHDOPMALMOHHEIX cucTeMaX. OCHOBHEIE OTIPeie/IeHUsI U KPUTEPUU, YTPO3LI
1IeJIOCTHOCTY U KOHGUIEHIINAIbHOCTH.

OO61mast TPYAO0EeMKOCTD HUCITUIIINHEL
180 gac(oB), 5 3ET
dopMa MpoMexKyTOYHOM aTTeCTalluu

DK3aMeH

b1.0.04 3awuweHHble UHPOPMAUUOHHbIE cucmeMbl

lenu ocBOEHUS OUCHUUIIIUHEL

Llenbio mpenofgaBaHus OUCHUIIIUHE «3allUIleHHbIe HHOPMAIMOHHBIE CHCTEMBI»
SIBJISIETCS:

OaTh CIyIIATeNsIM Yriay0JeHHbIe U paclIupeHHble 3HaHUS B 00/1aCTH CETEBOM
6e3omacHOCTH. [JUCIUIINIMHA «3aluilleHHbe UHGOPMALMOHHBIE CUCTEMBI CIIELMaTbHOTO
Ha3HAYEeHUs» MOCBSIIEHA H3YYEeHUI0 OCHOBHBIX IIPUHIIUIIOB 00ecreyeHus
MHPOPMAIIMOHHOM 6€30IIaCHOCTH CETH.

MecTo pucuuniuHe B CTpykType OI1




IOucinunnuHa «3alluineHHble WHPOpManuoHHbie cucTteMbl» 51.0.04 oTHOCHUTCA K
00s3aTeNIbHOM YacTU mporpaMMmbl MarucTtpaTypel «10.04.01 HMurdbopmanuoHHas
0e30macHOCTh>.

V3y4yeHne OUCIUIIUHE «3alldlleHHbe NHPOPMAOHHBIE CUCTEMBI» OCHOBHIBAETCS Ha
0a3e 3HaHWM, YMEHUU ¥ KOMIIETEHLUH, MOJIYUEeHHBIX CTyAeHTaMU Ha MpeObAyIlieM
ypOBHE 00pa30BaHMUs.

TpeboBaHUS K pe3yabTaTaM OCBOEHUS

[Tponecc u3yueHus: OUCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIONINX KOMIETEHIINH:
B cootBeTctBuE ¢ PTOC:

- CniocoOeH pa3pabaThBaTh TEXHUYECKUW IMPOEKT CUCTEMHI (MIOOCUCTEMBI TU00 KOMITOHEHTA
CHUCTEMEHI) o0ecrneueHus: uHGOPManoHHOM 6e3omacHocTy; (OTIK-2)

- QopMupoOBaHue MONUTUK UHPopMaImonHou 6e3onacHoctu (I1K-3)

- Crioco6GeH OCyIIeCTBIATh KPUTUUECKUH aHanu3 IPO0IEMHBIX CUTYalliii Ha OCHOBE CHCTEMHOTO
mmoaxofa, BeIpaOaThBaTh cTpaTeruto merctBui (YK-1)

CopepxkaHue OUCIUATIIHHEL

Paspmen 1. YT'QOSBI ceTeBoi 6e30IIaCHOCTH B COBPEMEHHOM MHUDE
YT‘p03bI CeTH, YA3BUMOCTH, BUIEI YTPO3

P 2 UT TEBELIX YCTPOMCTB

YmpaBneHue 1 MOHUTOPUHT YCTPOUCTB, Pacmpenenenre NOCTyIla 10 IPUBUJIETUSIM, 3alllUTa
MIJIOCKOCTH yIIPaBleHUs

P ABTOpH3alNS, aVTeHTUPHUKAIINAI U YYeT Tyna (AAA

[TpoTokon AAA, nokanbHas ayTeHTU(GUKAIMS, CepBEPHas ayTeHTAPUKaLUUs (IPOTOKOJIBL
RADIUS, DIAMETER)

Pa3 4, Peann3anys TeXHOJIOTHK OpeHIMayepa

JIUCTEI KOHTPOJIS OOCTYIIa, MEXXCETEeBLIE 3KpaHbl, PaepBOJI Ha OCHOBE 30H

Pasgen 5. BHempeHne CUCTEMEI 3allIUTHL OT BTOpKeHuu (IPS

Texnonoruu IPS, curnatypel, BHegpeHue IPS

Pazgen 6. O6ecneuenne 6e30maCHOCTH O JIOKaIbHOK ceT (LAN)

3ammMTa KOMMYTaTOPOB, port-security, 3amuTa KOHEYHEIX YCTPOUCTB

Paspen 7. Kpuntorpaduyeckue cCUCTeMbL. BHeapeHre BUPTYadbHBIX YacTHEIX ceTel (VPN
OCHOBHBIE aNTOPUTMBI KPUNITOTpahry IPUMEHUTEIIBHO K JIOKAIbHBEIM BEIUMCITUTEIBHBIM CETSIM.
[Tpotokon IPSEC, BUpTya/ibHbEIE YaCTHHIE CETU

Pasgen 8. YnpaBnenue 6e3omacHoi ceTbio. ASA ycTpoiicTBa 6€30I1aCHOCTH
daepsonsl Cisco ASA, KoH(pUTYpUpPOBaHUE, HOCTYII, IIOMCK HEUCIIPAaBHOCTEU

Pasmen 9. yHQaBHeHI/Ie 6e30aCHOCTEIO CETH
anaBneHI/Ie ceTeBOM 0€30ITaCHOCTHIO. Pa3pa60TKa KOHIIenuuu 6e30acHOCTU CETH




OO611ast TPyA0EMKOCTDb OUCLUATIINHEL
108 gac(oB), 3 3ET
dopma IPOMEXYTOUHOU aTTeCTalluu

3auer

B1.0.05 TexHosno02uu obecneyeHuss uHPOPMaALUOHHOU He30nacHocMu 601bwWUX OAHHBIX

Ilenu ocBOEHUS OUCLUUIIIUHEL

Llenpio IpemofaBaHus QUCIUIIIHHE « TeXHoIornu obecneueHnss HHHOPMaIIHOHHOM
0e30macHOCTH OOJIBIINX JAHHBIX» SIBIISIETCS:

IaTh CTyIEeHTaM 3HaHUS 0 MeTomax 00paboTKuU GOJBIIKMX JAHHHIX, CUCTeMaX
KJIaCTEPHBIX BEIYKCIIEHUH, HECTPYKTYPUPOBAHHEIX 0a3ax MaHHEIX ¥ METOIax
MaIITMHHOTO 00y4YeHHUSs.

MecTo pucuuniauHel B CTpyKType OI1

IOucnunnuHa «TexHonoruu obecrnedyeHuss nHPoPMaUMOHHON 0€30IMaCHOCTH OOJIBIITUX
nanHeix» B1.0.05 oTHOCUTCS K 00s13aTeIbHOM YAaCTH IPOTPAMMBI MaruCTPaTypPHI
«10.04.01 MudopmalmonHasi 6e30macHOCTb». VICXOOHBIN YyPOBEHb 3HAHUU U YMEHUH,
KOTOPBIMU [IOJIXKeH 00jIafaTh CTYMEHT, IPUCTYyIas K U3YUYEHUIO MaHHON MUCHUIIIUHEI,
ompepenseTca M3ydeHHMEeM TaKUX OUCHUIJINH, KakK: «TexHomoruu obecledeHuUs
MHGOPMaIMOHHONW 0e30MacHOCTU».

TpebGoBaHUs K pe3ynbTaTaM OCBOEHUS

[Tpouiecc n3ydeHus OUCUUIUIMHEL HAllpaBjieH Ha GOpMUPOBaHNE CIIeAyIOMNAX KOMIIETEHITIN:
B cootBeTctBuET ¢ PTOC:

- CriocoGeH TPOBONUTH HayUHBIE UCCIIEIOBaHMs, BKIIIOYasl 9KCIIepUMeHTaIbHble, 00pabaThiBaTh
pe3ynbTaThl UCCIENOBaHUM, OPOPMIIATL HAyYHO-TEXHUYECKHNE OTYETHI, 0030PHI, TOTOBUTS I10
pe3ybTaTaM BHIIIOJIHEHHBIX UCCIEN0BaHNY HayuHble foKnafgsl u ctaTeu (OITK-5)

- Cioco0eH ompenensaTh U Peajn30BEBaTh MIPUOPUTETH COOCTBEHHOM [IeATEIBHOCTH U CIIOCOOBI
€e COBEpPIIIeHCTBOBAHUS Ha 0CHOBe caMooreHKH (YK-6)

CopepxkKaHue OUCIUIIINHEI

Paspgen 1. Hadoop.
[TousiTue GonbIIMX JaHHBEIX. IKocucTeMa Hadoop. MeTonsl xpaHeHus U 00pab0TKH

HECTPYKTYPHPOBAHHBIX U CI1a00CTPYKTYPUPOBAHHAIX JaHHEIX. Mofesb pacipeneneHHbIX




BRIYKCIeHu Map Reduce.

Pazmen 2. Momens ganHbIX Yarn ¥ nHQPACTPYKTYPA KIaCTEPHBIX BEIYUCIIEHUN Spark.
Apache Spark. Monynb, 0OTBedYaloIuy 3a yIpaBjieHue PecypcaMu KIacTepOB U IJIaHUPOBaHUE
3amaHui Yarn.

Paspmen 3. baswl ganHbx SQIL 1 NoSQL

Bupnrr 6a3 manubix: oT SQL, Kk NoSQL. OTnuuns.

Pasmen 4. ApXuTeKTyphl 00pab0TKU BOJBIINX TaHHBIX

JIsmbpa v Kanmna apxuTeKTyphl A1 00pa0oTKu BombImx maHHBEIX, 0030, IPENMYyIlecTBa U
HEIOCTATKH PEeIeHUH, TUIIOBEIE PEIIeHUSI.

Pasgen 5. CucTeMbl KOHTENHEPH3allU .

[TnaTdopMel s pa3paboTKM, HOCTABKU U 3allyCKa KOHTEHHEPHHBIX MPUI0KeHuH. OCHOBHBIE
MHCTPYMEHTH ¥ IPUHIUIE KOHTEMHEePU3AIUHU.

Paspen 6. MeTonbl MallIMHHOTO 00y4YeHUS

O6yuenue c yuuteneM. O0yueHue 0e3 yuurtens. [ mybokoe o0yuenrue. Momeny MallluHHOTO
ob0yuenus:DT, SVM.

O61masi TPyA0EMKOCTb OUCIUTITAHEL
180 gac(oB), 5 3ET
dopMa MPoMexKyTOYHOM aTTeCTaAlluN

Ok3ameH. Kypcoas paboTa

2. AHHOTaAIMH PabOYHX MPOrpaMM IHUCIHIUITHH (MOJy/IeH) BapHaTHBHOH
9aCcTH

B1.B.01 3awuma 06/1a4HbIX 8bIYUC/ACHUL U Me/1eKOMMYHUKauuii

Ilenu oCBOEHUST MUCLUIIIMHEL

Llenbio MpernomaBaHus QUCHUTIINHEL «3allriTa 00JIaYHbIX BEIYUCIEHUN U
TeJIEKOMMYHUKAIIUW» SIBIISIETCS:

M3y4eHue MIPUHITUIIOB ITOCTPOEHUS ITPOTrPaMMHO-KOHGUTYPUPYEMBIX CETEH,
3aIIUTH 00JIAYHBIX BEIYUCIIEHUH, TPUHIIUIIOB PAaOOTH THIIEPBU30PA.

MecTo pucuuniauHel B CTpyKType OI1

IOucuunianHa «3amuTa 00JIaYHBIX BHIYMCIEHHNW M TelleKoMMyHuKaiui» B51.B.01
OTHOCHUTCS K 4YacTu, GopMUPyeMOM yd4aCTHHUKaM{ 00pa30BaTElIbHBIX OTHOIIEHUU
nporpaMmbl MaructTpaTtypsl «10.04.01 MabDOopManmoHHass 6e30macHOCTb». MCXOmHBIN
ypOBEeHb 3HAHUU W YMEHUMU, KOTOPBIMU MOIXKeH o0JlaflaTh CTYOEHT, IPUCTyIas K
M3y4YEHUI0 JaHHOM OUCLUIIIMHLI, ONpPEeNeNnsaeTCs U3y4eHueM TaKuX AUCIUIIINH, KakK:
«YmpaBnenue nHGOPMaIMOHHON 0€301TaCHOCTHIOY.
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TpebGoBaHus K pe3yIbTaTaM OCBOEHUS

[Tponecc u3yueHus: UCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIIUH:
B cootBeTctBUET ¢ PTOC:

- IIpoBeeHMrEe KOHTPOIBHBIX ITPOBEPOK PabOTOCIIOCOOHOCTH MTPOrPpaMMHO-aNIapaTHEIX CPECTB
3amuThl nHPopmanuu (ITK-1)

- PaspaboTka TpeOoBaHUY 110 3alIUTE KOMIIBIOTEPHEIX ceTel u cucteM (I1K-4)

- PaspaboTka cpencTB 3amuThl nHPopmauuu (I1K-5)

- IIpoBenenne aHanu3a 0€30MaCHOCTH KOMITbIOTEPHEIX cucTeM (ITK-8)

- Cioco0eH OCYIIEeCTBAAThL KPUTHUECKUM aHaIu3 MPOoOJIEMHBIX CUTYaIlui Ha OCHOBE CUCTEMHOTO
mmoaxofa, BeIpabaThBaTh cTpaTeruto mercteui (YK-1)

- Cnoco0eH TPUMEHSTb COBpeMeHHbIE KOMMYHUKATUBHLIE TEXHOJIOTUM, B TOM YHCIIE Ha
MHOCTPaHHOM(BIX) SI3HIKE(ax), I/ aKafleMU4YeCKOro 1 MpogeCcCuoHaNIbHOTO B3aUMOIE CTBU S
(VK-4)

- Cnoco0eH aHaMM3UPOBaTh U YYUTHIBATh Pa3Ho00pa3ue KyJIbTypP B MPOIlecce MEXKYIbTYPHOTO
B3aumopenctus (YK-5)

CopepxkaHue OUCIUTIINHEL

Pazgen 1. BeefeHue B CETH CAEOVIONIET0 MOKOIEHUS
PaccmartpuBaeTcs mepexon Ha cetu Oymyuiero. IIpoBemeHo CpaBHEHKE CYIIECTBYIOIIUX CETEH U

cetelt OymyIero.

P 2. be3omacHOCTh U HTa B YHBIX BEIYHCIIEHUIX

O61ue MOHSATHS 00JIaYHBIX BEIYMCIEHMH, TPo06ieMbl o0ecrnedeHnst 0€30macHOCTH 00IauyHBIX
BEIYHCJIEHUM, METOHOJIOTHs 00JTaYHbIX BHIYHCIICHUN

Paspmen 3. BupTyanusaimus: [1Ipo6nemel. YTrpo3sl. Penenus.
[Tpo6nembl BupTyanu3aiuu. CBOMCTBA U MMOAXOIEl B BUPTYaHU3alliy, YI'PO3bl, PEeIIeHUSI.

Pazpen 4. IMpunnuner SDN. [Ipotokon Openflow.

[TporpaMMHO-KOHDUTYpHUPYyEMEIE CETH, CTPYKTypa KoHTposiepa SDN, npuMepsl KOHGUTYpaluu
Ha peurenuu komnanuu Cisco Systems. PaccmaTpuBaioTCs IPUHIUIIE KOHPUTYPHPOBaHUS
nporokona OpenFlow.

Pa3pen 5. BupTryanusainus cetei

[TprHIMIEL OpraHU3alyy BUPTyalbHBEIX ceTel (Ha nmpuMepe vSwitch ot VMware), overlay cetu.
Pa3pen 6. BupTyanbHble YacTHBEIE ceTH. CeTeBOM YPOBEeHb. TPAHCIOPTHREIYA YPOBEHD (IPOTOKOI
SSL/TLS)

PaccmaTpuBaloTCa BCe COBpeMeHHbIe MeTOAbl co3manus VPN, BKIto4as Takhe MeTOAbI, KakK:
[PsecVTI, punamudeckue VI, GETVPN, DMVPN, FlexVPN. PaccMaTpuBaTCs CTPYKTYPHI
npoTokosioB IPsec, IKEv.1 uv.2, npuBeneHbl CPaBHUTEIbHBIE XapaKTEePUCTUKU BCEX
COBPEMEHHBIX MeTO0B ocTpoeHus: VPN. PaccMaTpuBaioTCs TPOTOKOIIBI TOCTPOEHUS
mudpoBaHHLIX TyHHeNeu Tpaduka SSL/TLS. ITpuBoAsiTCS OCHOBHBEIE YSI3BUMOCTH ITPOTOKOJIOB U
CrIoco0BI 60PBLOLI C HUMU.

P 7 HATa KOHT D

PaccmaTprBarTCS MPUHLUIIE OpraHu3anuu 3amuThl SDN KOHTpOiepa, Ha IpuMepe
koMmmnanuu Cisco Systems.

P HACTeMBbI IeTeKIUN/I TB HUS BTOPXKEHUW M aHOMaIu

PaccMaTpuBaloTCsl CUCTEMEI IPeNOTBPallleHUs BTOPXKEeHUH 1 anoMmanuii (Ha npumepe I10 c
OTKPHITHIM UCXOOHBIM KOOOM - Snort)
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Pazmen 9. 3amuTa OpenStack
PaccMaTprBaeTCcss KOMIIIEKC IIPOEKTOB CBOOOTHOTO IIPOIPAaMMHOT0 06ecieueHusI, KOTOPHIH

MOXKeT OBITh UCIIOJIb30BaH OJIs1 CO3MaHusI HHPPACTPYKTYPHBIX 00IaYHBIX CEPBHCOB U 00IaYHBIX
XPaHUINI, KaK MyOJIUYHbIX, TaK ¥ YaCTHHIX

Paspen 10. HacTpoiika npogBunyToro NAT, daepBojia cienyioniero moKoneHnus

[TpuBOgsATCS KOHQUTYpaALMU U IPUHLIUI AeXUCTBUS (HaepBoJIoB cienyroiero nokojgerus (NGFW)
Pazpen 11. KorbuoeHIIManbHOCTL 006/TaYHBIX BHIYUCTeHUHN. [1e10CTHOCTE 06/1aYHBIX
BHIYMCIEHUN

[TpuBOAATCS OCHOBHBIE YTPO3Hl ¥ CTPATETMH 3aLIUTEL 00JITaUHBIX BHIUMCIEHUN.
PaccmaTpuBaloTCS OCHOBHBIE YTPO3HI IIEJIOCTHOCTH IaHHBIX ¥ METOMbI 3aIIUTH OT yTPO3 B
00/1aYHEBIX BEIYHUCIIEHHUSIX.

OOI1mast TPyA0EMKOCTD AUCITUILIMHEL
252 gac(oB), 7 3ET
dopma MpoMeXKyTOYHOU aTTeCTallun

Ok3ameH. Kypcoas paboTa

Bb1.B.02 TecmupoeaHue HA NPOHUKHOBEHUe U 3MUYHbIU XaKuH2

ITenu oCBOEHUST MUCLUIIIAHEL

Llenbio IpemomaBaHus QUCITUIIINHE «TecTUpoBaHue Ha IPOHUKHOBEHUE U
STUYHBIA XaKUHT» SBIISIETCS:
u3y4eHre METOOB aHa/Ii3a YIPO3 KOPIIOPAaTUBHOM CETH

MecTo pucuuniavHe B CTpykType OII1

HucuunnvHa «TecTupoBaHMEe Ha INPOHMKHOBEHHE U STUYHHIM XakKuHTr» B1.B.02
OTHOCHUTCS K 4acTu, GOopMUPyeMOM ydaCTHHMKaM{ 00pa30oBaTeNbHBIX OTHOIIEHUU
nporpaMmbl Maructpatypsl «10.04.01 MadbopmanmronHas 6e30nacHOCTb». MCXOMHBIN
ypOBeHb 3HAHWU W YMEHWUMU, KOTOPBIMU [O/IXKeH o0JlaflaTh CTYAEHT, IPUCTyIas K
U3y4YEHUI0 JaHHOU OUCLUIIIMHEL, ONpEeensaeTCs U3y4YeHUEeM TaKUX AUCLHUIIIVH, KakK:
«3amuTa 006/1aYHbIX BEIYMCIEHUN U TeIEKOMMYHUKALIAN».

TpebGoBaHus K pe3yIbTaTaM OCBOEHUS

[Tponecc u3yueHus: OUCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIINH:
B cootBeTctBuE ¢ PTOC:

- IIpoBeeHmre KOHTPOIBHBIX TPOBEPOK 3 (PEKTHBHOCTY MIPUMEHSIEMBIX ITPOTPaMMHO-
arnmnapaTHHX CpefCcTB 3aiuTh nHpopmanun (ITK-2)
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- O11eHKa PUCKOB YyI'PO3 U COOTBETCTBUS TPeOOBAHUSAIM HOPMATUBHBIX TOKYMEHTOB
nHpopManroHHOU 6e3omacHocTH (ITK-7)

- CriocoGeH opraHu30BLIBaTh ¥ PYKOBOOUTE Pab0TOM KOMaHAH, BEIpabaThiBast KOMaHIHYIO
CTPATETHIO [JISI MOCTUXKEHUS mocTaBaeHHou nenu (YK-3)

- CriocoGeH MPUMEHSITh COBPEMEeHHEIE KOMMYHUKATUBHBIE TEXHOJIOTUH, B TOM YHCJIe Ha
MHOCTPaHHOM(BIX) S3bIKe(aX), IJId aKaJeMHU4YeCcKoro ¥ mpodheCcCUOHAIbHOT0 B3aUMOIeCTBUS
(VK-4)

- CriocoGeH aHa/IM3UPOBATh ¥ YYUTHIBATh pa3Hoobpa3ue KyJIbTyp B MPOIlecce MEXKKYIbTYPHOTO
B3auMogencTBus (YK-5)

CopepxkaHue OUCIUITINHEI

Paspen 1. CkaHMpOBaHNe W PeKOTHOCIMPOBKA B ceTeBol IP-MHMPACTPYKTYpe

OcHOBHBIE METOOH UAEHTU(PUKAIMY YCTPOUCTB B IP-ceTu, mporpamMmHuoe obecriedeHue A
IpoBefeHus upeHTUPuKauun. CKaHUPOBaHUE CeTeBOU NH(PPACTPYKTYPHL U ONpefeieHue
TOIIOJIOTUH CETH

Pa3pen 2. Okcnnyartaiusa yI3BUMOCTel onepaluoHHbIX 1 SCADAcucTteM

OCHOBHBIE METOAHI ITOMCKA YSI3BUMOCTeH ornepaimoHHbx cucteM (Windows, Linux, MacOS).
MeTogrl 9KCIITyaTalluu ysa3BUMocTel. Micrionb3oBanue 11/o rootkits, keylogger. Sxcnnyaranus
ysI3BUMOCTEH (haliIOBHIX CUCTEM U IIOACUCTEM BBOMa/BEIBOfa MH(popManuu. OCHOBH IIOUCKa
ysa3BuMocterd SCADA-cucTeMm

Paspmen 3. [TepexBaT Tpaduka

OcHOBHBIE METO[IH TIEpEXBaTa TpaduKa Ha KaHAJTbHOM U CETEBOM YPOBHE, B COOTBETCTBUU CO
cTekoM 1potokoiioB TCP/IP. OkcnnyaTtauus ya3BuMocTer tuna nogMensl MAC, IP-agpecos.
Ataku Ha ARPnpoTokos. OCHOBHOE 11/0 AJIisl 3KCILIyaTalldy YsI3BUMOCTEHN TaKOTO THUIIa.

P 4, OTKa3H B KUBaHUU

[TpoBenmenue aTak Tuna «OTKa3 B 06CTyKuBaHUU» U «PacupeneneHHbIN 0TKa3 B
obcnyxuBaHuu». OCHOBHOE I1/0 IJIsT TPOBEEHMS aTaK TAaKOT0 TUIA. [[pUHIUITE aTaK TaKOTo
THTIA.

P [IepexBat U1 W CETEBHIX HHEeHUN

OCHOBHBIE METO[IH IIOMCKA YI3BUMOCTEN B peanu3alyy IPOTOKOJIOB CETEBOT0 ¥ TPAHCIIOPTHOTO
YPOBHEU, B COOTBETCTBUU CO CTEKOM IIPOTOKOJI0B TCP/IP. MeTopas! sKCIIlyaTaluu ysI3BUMOCTEN
Takoro tuna. [lepexsaT coeguaeruu TCP. OCHOBHOe 11/0 A1 3KCIUIyaTallil YsI3BUMOCTEN
TaKOI'0 THIIA.

Pazpen 6. 9kcnnyaranusa ysa3suMocTteri WEB-CepBHUCOB M IPUTIOKEHUN

OcHOBHBIE METO[H IIOMCKA U JKCITyaTanuu ysa3suMmocted WEB-cepsucos (HTTP)u WEB-
MIPUI0XKEHNUY (C UCIIOIb30BaHME SI3BIKOB IMporpaMMupoBanus Java, PHP). MccnegoBanue SQL-
UHBEKIUH.

Paspen 7. [Touck ¥ 9KCIINIyaTalus YI3BUMOCTEN OeCIIPOBOIHLIX ceTel, pab0oTaouIuX 10

crarmapTy 802.11
OcCHOBHBIE METOQHI ITOMCKA U 9KCIITyaTallul Ys3BUMOCTEN OecripoBOgHbLIX ceTet Wi-Fi.

OcHOBHBIE ySI3BUMOCTH B IpoTOKOoax 6e3onacHoctd WEP, WPA/WPA?2. /o ansi sKCITyaTaluu
YS3BUMOCTEHU TAaKOT 0 THUIIA.

Paszgen 8. [Touck ysS3BUMOCTEN B MOOUTLHALIX YCTPOUCTBAX

OcCHOBHBIE METO[IHI TIOMCKA U 9KCIITyaTallud YI3BUMOCTEN B MOOUJIbHEIX YCTPOMCTBAX, B TOM
YUCIe 9KCIUTyaTalus yI3BUMOCTEN IMePCOHaNbHBIX 6ecripoBomHEIX ceTel Bluetooth, ZigBee.
Paspen 9. MeTonsl 00X0a CUCTeM IPeNOTBPAIEHNST BTOPKEHUN U MEXKCETEBBIX 9KPaHOB
OCHOBHBEIE METOMBI ITOMCKA U IKCIIJTyaTallUK YSI3BUMOCTEH B paboTe CHCTEM IPeqoTBPAIeHus
BTOPKEHUH U MeXKCETEeBHLIX 9KpaHoB. [IporpaMMHOe obecredeHue, MO3BOJISIOIIee
9KCIIIyaTUPOBaTh YSA3BUMOCTU TAaKOTO THUIIA
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Pasmen 10. Mcnonb3oBaHWe BUPYCOB, 3aKIafloK B Kofe. [lepenonHenue 6ydbdepa

OCHOBHBIE METOMHI UCITOIh30BaHUsI BPEIOHOCHOTO I1/0 TIPU IIPOBEJIeHNY aHalu3a ysSI3BUMOCTEN
MH(POKOMMYHUKALMOHHEIX cUcTeM. Mcrionb30BaHue OMMOO0K B IPOrPaMMHOM Kofe [JIs
mpoBeneHus aTak tTuna «Ilepenonuenue 6yddepa».

Pazpen 11. [ToucK ys3BUMOCTEN B Peann3alnax KPUNTOrpahruiecKux afrOPpUTMOB

OCHOBHBIE METOOHI 3KCIITyaTalliK Y3BUMOCTEHN pean30BaHHbBIX KPUIITOIPadhriecKux
aNTOPUTMOB [J151 IPOBEJIeHNS aTaK Ha BUPTYaslbHbE YaCTHbIE CETH.

Pasmen 12. MeToObl COKPHITUSA OEATENHHOCTH B CETH.

OCHOBHBIE METOOHE AHOHUMU3AIMHU IPUCYTCTBUS B IIM(POBOM IIPOCTPAHCTBE U METOLHI
COKDHITHS OeSITEIbHOCTH, CBSI3aHHOM C CETEBOM aKTHBHOCTHIO

OO1mast TPYA0EMKOCTD AUCITUIIINHEL
252 gac(oB), 7 3ET
dopma MpoMexKyTOYHOU aTTeCTalluU

DK3aMeH

Bb1.B.03 Pa3pabomka 3auiuuieHHbIX NPUA0HCEHUT

LTenu oCBOEHUS MUCLUIIIAHEL

Llenbio mpemofaBaHus OUCHUIIIMHEL «Pa3pa00TKa 3allAIIeHHBIX TPUI0KEHUH »
SIBTISIETCS:

n3y4yeHue MIPUHITUIIOB ITOCTPOEHUST 6€30ITaCHOI0 KOMla Ha SI3BIKe
IIPOrpaMMUPOBaHUs Java, UCIIOIb30BaHUS U Pa3paboTKy COOCTBEHHBIX (QYHKITUN
obecreyenns: ”HPOPMaAMOHHON 0€30MaCHOCTHIO.

MecTo pucuuniavHel B CTpykType OII1

IucrunnuHa «Pa3paboTKa 3aluileHHbX npuioxenuii» 61.B.03 0THOCHUTCS K 4acCTH,
dbopMupyeMor y4aCTHUKaM#u 00pa30BaTeIbHBIX OTHOIIEHUH TPOrpaMMbl MaruCTPaTyphI
«10.04.01 MudopmalnonHasi 6e30macHOCTb». VICXOOHBIN YPOBEHb 3HAHUN U YMEHUH,
KOTOPBIMU [IOJIKeH 00jlafiaTh CTy[AEHT, IPUCTyNas K U3YUYEHUIO JaHHON AUCLUIIIUHEL,
omnpenensieTcs U3ydYeHHeM TaKuX OUCHUIIINH, KakK: «YnpaBjaeHue MHPOPMAIMOHHOU
0e3011aCHOCTRIO».

TpebGoBaHus K pe3yIbTaTaM OCBOEHUS

[Tponecc u3yueHus: OUCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIINH:
B cootBeTctBuE ¢ PTOC:

- QopMupoOBaHye MOMUTUK UHPopMaImonHou Oe3onacHoctu (I1K-3)
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- PaspaboTka TpeboBaHUM 10 3aIMUTE KOMIBIOTEPHEIX ceTel u cucteM (I1K-4)

- PaspaboTka cpencTB 3amuThl nHGopmanuu (ITK-5)

- Crioco6eH MPUMEHSITh COBpEMEeHHEIe KOMMYHUKATUBHBIE TEXHOJIOTUH, B TOM YHCIIe Ha
MHOCTPaHHOM(BIX) S3bIKe(aXx), IJIsd aKaJeMHU4eCcKoro ¥ mpoheCcCUOHAIbHOT0 B3aUMOIeNCTBUS
(VK-4)

- CriocoGeH aHaIM3UPOBATh ¥ YYUTHIBATh pa3HooOpa3ue KyJIbTyp B MPOIlecce MEXKKYIbTYPHOTO
B3auMogencTBus (YK-5)

CopepxkaHue OUCIUIIINHEI

Pasgen 1. Beemenue B Java

A3bIK Java Kak CpefCcTBO IIPOrpaMMUPOBaHus, IIPEUMYIIeCTBa, XapaKTepHble 0COOEHHOCTH.
A3wik Java u UaTepHeT. Otnuyus ot C++. TUnel JaHHBIX, apudMeTUdecKre, TOTUYeCKue,
YCIIOBHBIE OTIEPATOPHI U OTIEPATOPHI 1IMKIa. OMHOMEpPHbIE U MHOTOMEPHEBIE MaCCHBHL. [IpuMepE!
MIPOCTHIX ITPOTPaMM.

Paspen 2. OCHOBEI 06bEKTHO-OPUEHTUPOBAHHOTO TPOrPAaMMUPOBAHUS

BBepenue B KOHIIEMINIO 00 BEKTHO-OPHEHTUPOBAHHOI'0 ITPOTPAaMMUPOBAHHUSI, OCHOBHEIE
MOHSTHUS, 0coOeHHOCTH peanu3anuu. O0bsaBIeHus KinaccoB. OCHOBHEIE KOMIIOHEHTH Kjlacca:
TI0JIsT, METOIbI, KOHCTPYKTOPHL. BBOOUTCS MOHATHE HAacIeq0BaHUs, TOMUMOPGhU3Ma.
O06001IEHHbBIE TUTIH faHHBEIX. O01mKe cBefeHus 00 UCKITIOUeHUIX, 00pa00oTKa UCKITIOUEHUH C
IIOMOIIIBI0 KOHCTPYKuHU try/catch/finally.Co3ganue coOCTBEHHOTO UCKITIOUEHUS. AJITOPUTM
00paboTKHu OmKOO0K.

P [I0TOKY BBOIA-BEIB

BBOo[-BEIBOL MAaHHBIX B KOHCOIBHOM U rpaduuecKoM pexuMe.hopMaTUPOBaHNE BEIBOMA,
CUYMTHIBaHME BBOfAa. PaboTa ¢ motokaMu. PaboTa ¢ TeKCTOBHIMU U OuHapHBIMU (atimamu. PaboTa
¢ cetsto TCP/IP. MHOrOIOTOYHOE IIPOrPaMMUPOBaHNE

P 4. T WYECKHUUN UHT i

Co3maHue OKOH, KHOIIOK Ha OKHe, II0JIei BLIBOMA, BBOMIA, MOJIS [IJIST PUCOBaHUS. BrioueHue
CKPOJIIHHTA. MeHemKephl KOMIIOHOBKH.

Paspen 5. O6pa6oTKa COOBITHI

3HAKOMCTBO C MeTogaMu 00paboTKu COOBITHH B Java: HaXKaThe KHOIKY, TBUXKEHHE MEIIITH,
HaXXaTHUIO KHOIIKY Ha KJlaBUaType U [I.p. C ITOMOIIbI0 HHTEeP(dECcoB.

Pasgen 6. CTpykTypa 6aiiT Kona

Komnunsinus .javas .class., CTpyKTypa ¢atina .class: 3aroyoBoK; IyJ1 KOHCTaHT; 00bSIBIEHUS
KJ1acca; IoJIsT MeTOMBl; UMeHa THUIIOB, METOMOB M KJIaCCOB; UCIIOIHSIEMBIN KOfl. [IpruMeph
COOTBETCTBHUS KOJa 1 0alT Kofa

Pazgen 7. OcHOBHBEIE MeXaHM3MEL obecrnedyeHns 0e30IMaCHOCTH

BBeneHnue B OCHOBHBEIE MEXaHU3MEL BCTPOEHHEIE B BUPTYyaslbHYI0 MamnHy JRE: 3arpy34uuku
KJ1acCoB, BepudukaIimsa 6aiT Kofa, AUCIETUEPH TOTHOMOYMY, ayTeHTU(PUKAIIS
Io/Ib30BaTeNel, HH(poBbie IOANUCH, IH(POBEIe CEPTU(DUKATE, aITOPUTMEI ITUPPOBaHUS.
Pazpen 8. ITudpoBbie BoOsSHbBIe 3HAKK B MCIIOIHUMBIX (haiiaax

BBepeHre B OCHOBEI BIIOKEHUST COOOIIEHUM B UCIIOMHIEMEBIA KO, PaccMOTpeHB 0COOEHHOCTH
BJIOKEHUE B OTIIUYME OT KITaCCUYECKUX ITOKPHIBAIOIUX CO00OIeHu. [I[puMeHeHNe BIIOXKEHUH B
KadecTBe HU(PPOBLIX BOASIHBIX 3HAKOB.

OO1mast TPyAO0EMKOCTD AUCIUIIIMHEL

252 gac(oB), 7 3ET
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dopma IPOMEXYTOUHOU aTTeCTalluu

9k3ameH. Kypcosas paboTa

Bb1.B.04 Texnos02uu 3auiumol HecnpoeodHbIX cemel U MOOUMbHBIX NPUAOHCEHUT

lenu ocBOEHUS OUCLUUIIIUHEL

Llenpio IpemomaBaHus JUCIUIIIAHE « TeXHOIOTHY 3aIUTEl OECIIPOBOOHEIX CeTeH U
MOOHUIIbHBIX TTPUITOKEHUI» SIBIISETCS:
u3y4yeHre MEeTO0B aHa/IK3a YIrPo3 KOPIIOPaTUBHOM CETH

MecTo gucuuniavHel B CTPyKType OI1

Oucuunnuia «TeXHONOTHU 3allUTH OECIPOBOAHBEIX CeTed U MOOUIBHBIX
npunoxeHuun» b1.B.04 oTHOCHTCSA K dYacTH, QPOPMUPYeMOH y4YaCTHUKaAMHU
o0Opa3oBaTelbHBIX OTHOLIEHNH NporpaMmel MarucTpatypsl «10.04.01 MadopmanmonHas
6e30macHOCTh». MCXOHBIM YPOBEHbh 3HAHUM U YMEHHUM, KOTOPHIMHU AOJIKeH 00/1amaTh
CTYOEHT, IPUCTyIlasd K U3yYEHUI0 JaHHOU OUCLUIJINHLL, ONpefeseTcs U3ydeHueM
TaAKUX OUCLUIIINH, KaK: «3amuTa 001aYHbIX BEIYUCIEHUN U T€JIEKOMMYHUKALUML».

TpebGoBaHUs K pe3ynbTaTaM OCBOEHUS

[Tpouiecc n3ydeHus OUCUUIIIMHEL HallpaBjieH Ha GOpMUPOBaHNE CIIeAyIOMNAX KOMIIETeHITIN:
B cootBeTctBUET ¢ PTOC:

- PaspaboTka cpencTB 3amuThl HHGopManuu (ITK-5)

- PaspaboTka TpeboBaHUY 10 3aIMuUTe HHGOPMALUH OECIIPOBOMHEIX ¥ MOOUIIBHBIX
KOMITbIOTEPHEIX ceTeit ([TK-6)

- CriocoGeH MPUMEHSTh COBPEMEHHbEIE KOMMYHUKATHUBHBIE TEXHOJIOTUH, B TOM YHCJIe Ha
MHOCTPaHHOM(BIX) SI3bIKe(ax), Mg aKkaJeMHUYeCcKoro ¥ mpodheCcCUOHAIbHOT0 B3auUMOIEeCTBUS
(YK-4)

- Crioco6GeH aHa/IM3UPOBATh ¥ YYUTHIBATh pa3Hoobpa3ue KyJIbTYp B MPOIlecce MEXKKYIbTYPHOTO
B3aumopenctaus (YK-5)

CopepxkKaHue OUCIUIIINHEL

Pasmen 1. BReneHnue B anMUHUCTPUPOBaHKe VMware
OO1mue nTpUHIUIE paboTH BUPTyaIbHOM MaIlWHHL.

Pasgmen 2. ADMUHUCTPHPOBaHWE CUCTEM XpaHeHUs DaHHBIX (CX]T)

PaboTa c pasgenamu Virtual Machine File Systems (VMFS). Storage VMotion.

Paspmen 3. KoHGQUIypHpOBaHKE CETH

HacTpoiika 1 6e30MMaCHOCTh BUPTYaNlbHEIX ceTel. HacTpoiika mporpaMmMHOro amantepa iSCSI.
Hactpoiika 6peramayapa Service Console.
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Pasmen 4. BegeHue B pa3paboTky Android-mpunoxeHuin»
Kpatkas uctopusi OC Android. Intel gnst Android: mapTHepCTBO ¥ UHCTPYMEHTapUM

paspaboTuyuka. ApXuTeKTypa mpunoxenuit ams Android. Pecypcel npunoxeHus.
[Tonb3oBaTenbckuit uHTEPDEiic. UHCTpyMeHTapuit pa3paboTKu mpuaoxeHnui ansg Android.
O630p 11aroB pa3paboTKy THIHUYHOTO npunoxenus mon Android. Oco6eHHOCTH Pa3paboTKH C
HCIIOJIb30BaHKEeM sMysaTopa. OTiaajgKa Kofa B 9IMYJISATOPE U Ha peabHBIX IPUI0KEeHNNaX.
Paspen 5. Co3paHue m0Ib30BaTEIbCKUAX HHTEPGhENCOB U UCIONIb30BaHKe 3]IeMEHTOB
yIIpaBJeHNs B IPUI0KEeHUIX nog Android»

TeKkCTOBbIE 3JIEMEHTH YIIPaBIeHNsI, KHOIIKY, CIIMCKY, TaOIUIb, YIIpaBlieHue JaTol U BpeMeHeM,
MapView, ranepesi, C4eTUMK, IUCIETYEPH ITIa0IOHOB, aflallTEPH], CO3aHue MeHI0, 8
paciupeHHble MEHIO, 3aTrpy3Ka MeHIo IIpu nomoiny XML-¢aiinos, co3faHne JuaoroOBLIX OKOH,
OMaJIoTOBble OKHA C IMOACKa3KaMU U PeAynpexRIeHNuIMHU.

Paspen 6. 2D-aHuManus, CO3IaHue W UCIIOIb30BaHNe CIyKO B mpunoxeHusx nog Android»
[TnaHmpoBaHMeE MOKaPOBOM aHMMalMY, aHUMUPOBaHKWeE, aHUMallus 1a0I0HOB, BUIOB,
ucnonb3oBaHue Kiaacca Camera. [IpoBepka 6e3omacHocTH, paboTa €O CiiyK0aMu, OCHOBAHHBIMU
Ha MeCTOIoJI0OkeHuH, ucnonb3oanue HTTP-cinyxk0, cmyx6er AIDL

P 7. Pa6orta ¢ Android Mark

[ToproroBka AndroidManifest.xml mist 3akauku, noKanu3auus MPUI0KEHUs, TOATOTOBKA
SIpJIbIKA MpuIoxkeHus, mogroroska APK-daiina s 3akauku, paboTa nons3oBartens ¢ Android
Market

P HHcTpyMeHTH Intel nns onTuMu3anuy ¥ oTnagkyu Android-npumoxeHuin

Intel Power Monitoring Tool. Intel Graphics Performance Analyzer. Intel Energy Checker SDK.
Intel Hardware Accelerated Execution Manager.

OO11ast TPYAO0EMKOCTD OUCLUTIINHEL
252 gac(oB), 7 3ET
dopma poOMeKyTOUHOM aTTECTALlUN

9k3aMeH. KypcoBoii TpOeKT

b1.B.[IB.01.01 IIugposeas KpumMuHaaucmuka

Ilenu ocBOEHUS OUCHUUIIIUHEL

Llenbio mpenofaBaHus OUCHUIIIAHE « {1 poBas KpUMUHATUCTUKA» SIBIISIETCS:

dbopmupoBaHue pyHIaMeHTa MOATOTOBKY OyIyIIUX CIIEIManIuCcTOB B 001aCTH
1M (POBLIX TOKA3aTENbCTB, a TakXKe, Co30aBaTh HE0OX0OuMYyI0 6a3y [JS YCIEIIHOT 0
OBJIaf€HUS TIOCNIEAYIOUIMMU CIIeIIMaTbHEIMY TUCHUIIINHAMU yueOHoro mnaHa. OHa
IOJIZKHA CII0COOCTBOBATh PA3BUTHIO TBOPUECKUX CIIOCOOHOCTEH CTYIE€HTOB, YMEHUIO
dbopMyIHpOBaTh U pellaTh 3aJa4yy U3y4aeMOoy CIIelnalbHOCTHA, YMEHUIO TBOPUYECKU
IIPUMEHSTh U CAMOCTOSITEIbHO ITOBHIIIATh CBOM 3HAHUS.

MecTo pucuuniauHel B CTpyKType OI1
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OucnunnuHa «IIudpoBas kpumuHanuctuka» b1.B.[IB.01.01 oTHocuTCca K 4acTH,
dbopMupyeMor ydaCTHUKaM#u 00pa30BaTeIbHBIX OTHOIIEHUH IPOrPpaMMbl MaruCTPaTyphI
«10.04.01 MudopmalnonHasi 6e30macHOCTb». VICXOOHBIN YPOBEHb 3HAHUU U YMEHUH,
KOTOPBIMU [IOJIKeH o0jlafiaTh CTy[EHT, IPUCTyNas K U3YUYEHUIO NJaHHON OUCLUIIIUHEL,
ompepensieTcd M3y4YeHHMEM TaKUX OUCIUIINH, KakK: «Pa3paboTkKa 3aluIleHHBIX
IIPUIOKEHUL».

TpebGoBaHus K pe3yIbTaTaM OCBOEHUS

[Tponecc u3yueHus: UCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIINH:
B cootBeTctBUET ¢ PTOC:

- CriocoGeH 000CHOBBIBaTh TPEOOBAHUS K CUCTEMe 00ecliedyeHnsT UHPOPMaIMOHHON
0e3omacHOCTH 1 pa3pabaThiBaTh MMPOEKT TEXHUYECKOTO 3alaHus Ha ee co3nanue; (OITK-1)

- IIpoBeneHMe 3KCIEPTU3LI IPX PaCcCIeNOBaHUU KOMITbIOTEPHBIX MPECTYIJIEHUN ¥ UHIUIEHTOB
(TTIK-9)

- Cnoco0eH TPUMEHSITb COBpeMeHHbIE KOMMYHUKATUBHLIE TEXHOJIOTUM, B TOM YHCIIE Ha
MHOCTPaHHOM(BIX) SI3HIKE(ax), I/ aKaleMUYeCKoro 1 mpogeCccuoHaNIbHOTO B3aNMOIE CTBUS
(YK-4)

- Cnoco0eH aHaTM3UPOBATh U YYUTHIBATh Pa3Hoo0pa3ue KyJIbTyp B MPOIlecce MeXKYIbTYPHOTO
B3aumopenctus (YK-5)

CopepxkaHue OUCIUTIINHEL

P 1. BRemenue B 1In BEI Ka3aTeabCTB

3HaueHue TepMUHa IU(PPOBOM (POPEeH3UKHU, CTaHAaPTHLIE MIPOIETYPH, METOMbl HAallMCaHUS
OTYETOB, TEXHOJIOTUY NOKYMEHTHPOBAHUS, CTAHIAPTHl M1 UOeHTU(HUKaIuU, cOopa
uHpopmauuu (ISO/IEC 27037), onucaHre HUHCTPYMEHTOB C KpaTKUM aHalIn30M GyHKIMOHAJIa
xmount, guymager, ewf-tools, u T.1., HacTpoiika paboueil CTaHIUHU.

P 2. PaboTa ¢ DJaHHBEIMHA

Co3pganue obpasa s 1ubpoBor GopeH3UuKU: onucaHue HHCTPYMeHTapus, KOMaHab Linux,
dopmaTtet 06pa3os (dd, ewf), xemmpoBaHue (KOHTPOJb 3@ IIEJIOCTHOCTHIO JAHHBIX - QYHKIIUU
MD5, SHA1, SHA256)..

Pasgen 3. Pa6oTa C KECTKMMHK OUCKAMH.

dusnyeckue u IoruYeckre ToMa, QyHKIMU: 00pa3kl A pa3duenus: guckos, MBR, GPT,
003opdyukuit RAID-MaccrBOB.

Paspen 4. ®aiiioBble CUCTEMEL

FAT, ocuoBuble pyHKuuu NTFS, ocroBHble Qpyrknuu HFS and HFS+

Pazgen 5. AHanu3 paGoTHL OIlepalliOHHBIX CUCTeM Ha npuMepe ceMerictBa OC Windows
Ananu3 noros OC Windows, KOHQUTypaI[MOHHOTO peructpa, 6pay3epoB, MeTagaHHbIX.

Paspen 6. Ananu3 uHTepHeT npunoxenuit OC Windows
Bpay3eprl, MECCEHKEPHI, P2 MPUJIOKEHUST, UHCTPYMEHTAPHUH [/ aHaIu3a IPUI0KEeHUH
Windows (sqllite-bowser), mudposanue (bitlockers).

Pasgen 7. Ananus yga3suMocTert OC Linux, MacOS
AHamu3 JI0roB, UCTOPUY aKTUBHOCTH II0JIh30BaTeNel, KOHDUrypamus

Pasgen 8. AHanu3 ysa3suMocTeir MacOS
AHanu3 JI0roB, UCTOPUY aKTUBHOCTH II0JIh30BaTeNel, KOHDUTypaLus.

P TeBad H3UK
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[TepexBaT ceTeBOro TpadrKa, aHaIu3 YPOBHS IPUI0KEHUN, UHCTPYMEHTApUU [IJISI CETEBOU
dopen3uku (Wireshark, Ettercap, gpyrue).

Paspmen 10. ®opeH3uKa B peallbHOM BPEMEHU

OOcnyxuBaHNMe MAlllMH B pealbHOM BpeMeHH, PYHKIINY TaHHLIX B PealbHOM BpEMEHU Ha
npuMepe OC Windows, Linux, Mac OS).

Paspen 11. ®opensuka SSD
WHcTpymMeHTapuu [Ajg paboTh ¢ popeH3ukor SSD, GyHKIIMOHAIbHBIE 0COOEHHOCTHI

Pa3pen 12. ®opeH3uKa naMATH
OcHOBEI pabOTH C aHATTM30M MTAMSITH, aHAIUTHKA [aMIIOB MaMsiTi RAM

OOI1mast TPYAO0EMKOCTD OUCITUIIITNHEL
252 gac(oB), 7 3ET
dopma MpoMexKyTOYHOU aTTeCTalluu

Ok3ameH. KypcoBas paboTa

b1.B.[IB.01.02 OcHoebl cmez2aHozpaguu

Lenu ocBoeHUST TUCHUILINHEL

Llenbio mpemnomaBaHus OUCHUTIINHEL « OCHOBBI CTETaHOTPadUu» SIBISETCS:
nU3y4yeHue CTyOeHTaMu 0COOeHHOCTEN TPUMEHEHUS CTeraHorpaduu u

IpeabsBIsIeMbIX K Hell TpeboBauus. [uciumnaria «OCHOBH cTeraHorpaduu» momkHa
obOecneunBaTh GopMupoOBaHue PyHOaMeHTa ITOATOTOBKY OYOYLINX CIELUaTiCTOB B
001acTy 3allMTH aBTOPCKUX IIPaB, 00ecIeyeHus IeJI0OCTHOCTHY IlepefaBaeMoM uin
coxpaHseMol nHGOPMAIlUK Ha HOCUTEJSX C IIOMOIIbI0 CTeTaHOTpadruIeCKUX METOOB
3amu T HHQOpMaLKy, a TakKkKe, Co3gaBaTh HeoO6xoauMyto 0a3y [y yCIeIHOT0
OBIIafieHUs OCIIeNYIOIIUMY CIIeIUaTbHBIMY OUCIUIIIMHAMY y4eOHOro MiTaHa.

MecTo gucuunavHel B CTpyKType OI1

Oucnunnuia «OcHOBH cTeraHorpa¢uu» B1.B.IB.01.02 oTHOCHTCS K 4YacCTH,
dbopMupyeMor y4aCTHUKaM#u 00pa30BaTeIbHBIX OTHOIIEHUH IIPOrPaMMbl MaruCTPATYPhI
«10.04.01 UudopmalimonHasi 6e30macHOCTb». VICXOOHBIN YypOBEHb 3HAHUU U YMEHUH,
KOTOPBIMU [IOJIXKeH 00jlafiaTh CTYMEHT, IPUCTyIas K U3YUYEHUIO MaHHON MUCHUIIIUHEI,
ompepenseTca KM3ydeHWEeM TaKWX OUCLUUIJINH, KakK: «TexHomoruum obecledeHus
MHGOPMaIMOHHONW 6e301MacHOCTI».

TpebGoBaHUs K pe3yIbTaTaM OCBOEHUS

[Tpouiecc n3ydeHus OUCUUIIMHEL HallpaBjieH Ha GOpMUPOBaHNE CIIeAyIOMINX KOMIIETeHITUN:
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B cootBeTctBuE ¢ PTOC:

- Crmoco6eH 060cHOBHIBaTH TpebOBaHUs K CUCTeMe obecreyeHrss HHGOPMaLXOHHON
6e30mMacHOCTH ¥ pa3pabaThiBaTh MPOEKT TEXHUYECKOTO 3alaHus Ha ee co3manue; (OIIK-1)

- [TpoBeneHue 9KCIEPTU3LI TPY PACCIENOBAHUY KOMITBIOTEPHBIX TPECTYIIEHUH U MHIUAEHTOB
(TIK-9)

- CniocoOeH pUMEHSITh COBpEMEHHBIE KOMMYHUKATUBHbIE TEXHOJIOTHH, B TOM YHCJIe Ha
WHOCTPAHHOM(BIX) SI3BIKe(ax), M/ aKafleMUYeCcKOoro U ITPOQeCcCoHaIbHOTO B3aUMOIEHCTBUS
(YK-4)

- CiocoOeH aHaIM3UPOBATh ¥ YYUTHIBATh Pa3HO00OPa3ue KyJIbTyp B IPOIECCe MeXKKYIIbTYPHOTO
B3auMopencTBus (YK-5)

CopepkaHue OUCIUTIIMHEL

P 1 TH OPUMEHEeHUS CTeraHor 1501

Omnpenenenue mudponoi creranorpaduu (CI') B mmpokom cmeiciie. CobctBerHO CI' u 1iudpoBEe
“BopstHbie” 3HaKM (IIB3). Tunuunbie mokpeiBalomnue coobmenus (I1C).OCHOBHBIE aTaKu Ha
cucteMrl CI' u 11B3.

Pasmen 2. IIpocTenmue cucteMsl CI'

Bnoxenue B HauMmeHbIre 3Havamue o0uTs (H3B) ¢ 3amemenuem u H3b6 ¢ corimacoBaHueM.
Ocnosuele coricTBa CI-H3B. ITpumeps cuctem ¢ H3b (Jsteg,Outgiess,F5). CI', ucnomnbs3yiomue
mrpokomnonocHeie curHansl (CI-IITIC) u ux cBoricTBa. Cremnor 1 "HGOPMUPOBAHHLIN OEKOOEPHL.

Pasgen 3. CI" anist gpyrux MOKPHIBAIOMINX CO0OIIEHNH
JIuarsuctuueckue, rpapuyeckue, Matepuer CI' 1 UX CBOMCTBA.

Pazgen 4. CI" cTolKHe K ONTUMATbHOMY CTaTUCTUYECKOMY 00HaPYXKEHHUI0

Kputepuu cekpetHoctu CI'.OTHOcHUTenbHasa SHTponusa. MogenbHo o0ycimoBnernHbie CI.CI" Ha
OCHOBE afallTUBHOr0 KBaHTOBaHUsA. CI' ¢ coxpaneHueM cratuctuku [1C. Crnemnou creroaHanua.
Paspen 5. O0mue cBemeHus o cucreMax ¢ 11B3

Knaccuduxkaiusa cuctem LIB3. OcHoBHBIE aTaku Ha cucteMbl LIB3. Kputepuu agpheKkTuBHOCTH
LIB3. Bupgsl [1C ucnons3ywmuxcs ¢ LIB3. OcHoBHBEIE TpuMeHeHUs cucteM LIB3

Pasgen 6. TexHuKa norpyxkeHus ¥ u3pnedyeHns [1B3 YCTOMYMBLIX K CIYYaWUHOMY U

[IpeJHaMepPeHHOMY YIaJIeHUI0
Knaccuduxkarnusa cuctem LIB3. OcHoBHEBIE aTaku Ha cucteMsl LIB3. Kputepuu apdekTuBHOCTH

IB3. Bupgsl [1C ucnons3ywomuxcs ¢ LIB3. OcHoBHBIE TpuMeHeHUs cucteM LIB3 (MOHUTOPUHT
PeKIaMHl ,uaeHTuUKAIKS [T0Ih30BaTelel J0Ka3aTeIbCTBO IIPaB COOCTBEHHOCTH,
ayteHTuuKamus I1C).

P 7 HHOCTH IIOCTpoeHusd cuctem [1B s 10 1 BU WTHAJIOB

[IB3 Ha OCHOBE UCIIONIb30BaHUS SIBJIEHUN 9X0 U peBepOepauuu. [IpuMeHeHre KeNCTpabHbIX
METO[IOB B leKofepe. 3aluTa oT mpeoOdpa3oBanuil popmMaToB. OCHOBHEIE METOMEI ITOCTPOEHMUS
cuctem LIB3 gns sugeo I1C pa3mu4HBIX CTAaHOAPTOB.

OO11ast TPYAO0EMKOCTD OUCHIUTIIUHEL
252 gac(oB), 7 3ET
dopma IPOMEXYTOUHOU aTTeCTalluu

9k3ameH. KypcoBas paboTa
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b1.B./IB.02.01 BpedoHocHoe npo2paMMHOe obecneueHue

lenu ocBOEHHUS OUCUUIIIUHEL

Llenbio mpemofaBaHus OUCIUIIIUHLL « BpemoHOCHOe TporpaMMHoOe obecrieueHre»
SIBIISIETCH:

dbopMupoOBaHyE y CTyIEHTOB IIPOGeCCHOHANTBHEIX KOMIIETEHINM, CBI3aHHBIX C
MICII0JIb30BaHUEM TEOPETUYECKUX U IPaKTUUEeCKNX 3HaHUM B 00/1acTy 00ecredyeHus
nHGOPMaIlMOHHOM 0€30IIaCHOCTHU NPU MPOEKTUPOBAaHNY, BHEIPEHUH U SKCIITyaTalluu
MH()OPMAIMOHHEIX CUCTEM, a TaK Xe U3y4eHue CTPYKTYPHL U IPUHIUIIOB
GYHKIMOHMPOBaHUS BPEOOHOCHOTO IIPOrPaMMHOT0 ob6ecredeHus.

MecTo pucuuniavHsl B CTpykType OI1

HucnunnuHa «BpemonocHoe mporpamMuoe obecnevenue» b1.B.J1B.02.01 oTHOCHUTCS K
yacTu, GOpMHPYeMOM ydaCTHHKaMH 00Opa30BaTENIbHBIX OTHOIIEHWW MPOTrpPaMMBbI
Maructpatyps «10.04.01 MudopmanuonHas 6Ge30macHOCTb». VCXOOHBIN ypPOBEHbD
3HAHUM U YMEHHUU, KOTOPLIMU AOJXKeH 00jlagaTh CTYAEHT, MPUCTyNas K U3y4eHUI0
OAHHOU OUCLUUIIIMHEL, OIpelesiseTcsd U3y4yeHUueM TaKUX OUCLUIJINH, KaK: «3alluTa
CETEeBBIX IIPUJIOKEHUN .

TpeboBaHUS K pe3yabTaTaM OCBOEHUS

[Tponecc u3ydeHus: UCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIINH:
B cootBeTctBUET ¢ PTOC:

- CniocoOeH pa3pabaThBaTh TEXHUYECKUM IMPOEKT CUCTEMHI (MIOOCUCTEMBI TU00 KOMITOHEHTa
CHUCTEMEHI) o0ecneuenust uHGOpPMaoHHo# 6e3omacHocTy; (OTIK-2)

- IIpoBeneHne aHanu3a 6€30MaCHOCTH KOMITbIOTEPHEIX cucteM (ITK-8)

- IIpoBenenne cepTuuUKaLUy TPOrPaMMHO-aITapaTHRIX CPEACTB 3aluTh nHGopmaruu (ITK-
10)

- CriocoGeH IPUMEHSTh COBPpEMEeHHbIe KOMMYHUKATHBHBIE TEXHOJIOTUH, B TOM YHCJIe Ha
MHOCTPaHHOM(BIX) SI3HIKE(aX), OIS aKaleMUYeCKoro 1 MpogeCcCuoHaTbHOTO0 B3aUMOIE CTBU S
(YK-4)

- CriocoGeH aHa/IM3UPOBaTh ¥ YYUTHIBATh pa3Hoobpa3ue KyJIbTyp B PoIiecce MeXKKYIbTYPHOTO
B3aumopenctaus (YK-5)

CopepxkaHue OUCIUATIIHHEL

Pasgen 1. KoMnbioTepHbIe YIPO3El, OCHOBHASA KnaccuUKaIusg BpenoHocHOro I10
OBOIIONMS TPOrPaMM C BpemoHOCHbIM [10, mpuMepsl

P 2. Texu TUHU aTakK XUTEKT X
TexHONOruM aTak, apxXuTekTypa x86
P QUIIMHTOBLIE aTAKK, VIPO3EI OHJIAWH OaHKUHT

Ompepnenenue u Knaccuukaims GUITMHTOBEIX aTak, IEeTEKINUS aTak, 0030p yrpo3 OHJIAWH
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OaHKWHTA, IPUMEPH aTaK, METOIBI 3aIUTHI

Paspen 4. [IporpaMMHoe obecnedyeHne, IpegHa3HaYeHHOe [IJIsT BEIMOTaTeIbCTBA
Knaccudukanus yrpos Ransom ware and Scareware. [IpuMeps! aTak, METOABL 3aIIUTEL OT
yIpos.

Pazgen 5. boTHETH

OnpepeneHue, TOMOIOTHH, IPOTOKOIEI B3aUMOOEUCTBUS, IPUMEDHI.

Paspen 6. Yrpo3sl MoOunbHEIX minaTdopm: 10S

Knaccudukanuus ocHOBHBIX BU0OB yrpo3 10S. Bupyce u ysa3sumoctu ApplelOS. Cpenctaa
3aIUTHI.

Pazgen 7. Yrpo3wl MoOMIbHEIX maTdopm: Android

0630p apxutekTypsl Android. [Tpumeps! mporpamm. [1aTyu, SKCIIJIOUTHL.

Pasgen 8. Be6-yrpostl, colnanbHas NHKEeHEepUs, YIPO3kI U YI3BUMOCTHI
[Tousitue ya3BuMocTeit u yrpo3. Web-skcnnoutsl, PDF, MSOffice, opyrue.

Pasgen 9. PYTKUTHI ¥ OYyTKUTHL

0O630pWindows Kernel (sgpa OC Windows), IOHSTHE PYTKUTOB, 9BOJIIOIUSA PYTKUTOB. [IoHATHE
OYTKUTOB, 9BOJIIOIHS.

P 10. AHTUBUDYCHBIE TEXHOIIOTUN

OmnpepeneHre KOMITIEKCHBIX aHTUBUPYCOB, KilacCU(pUKalusi, COBPEMEeHHbEIe aHTUBUDPYCHEIE
TEXHOJIOTUU

P 11. Texnonoruu sandbox
Ompepnenenue sandbox. [JocTynHEle pellleHUs Ha PHHKe A1t 60psObl ¢ BpegoHOCHEIM [10
P 12. Oo HUE B HocHoro [10, uHT KTVAIbHLINA aHAIU HHBIX

OcHoBHHIE cpeficTBa 60pPLOLI ¢ BpemoHOCHBIM [10, MHTENTeKTya IbHbIM aHATU3 JaHHBIX

OO11ast TPYAO0EMKOCTD OUCLUTIINHEL
252 gac(oB), 7 3ET
dopma poOMeKyTOUHOM aTTECTALlUN

9k3ameH. KypcoBasi paboTa

Bb1.B.[IB.02.02 3awuma cemeeabix NPu/a0HceHUll

Llenu 0CBOEHMS TUCHIUIIINHEL

Llenwto npenogaBaHus OQUCIUIIINHLL «3allliTa CETEBhIX MPUIOKEHUN» SIBISIETC:
Llenbio M3y4YeHUs OQUCLIAIIIAHBL «3allliuTa CETEBHIX IPUIOKEHUN» SIBIIETCS
TeopeTHYeCcKas U MpakTA4YeCcKas IIOAT0TOBKa CIeIMaTuCTOB K AesATeIbHOCTH,
CBSI3aHHOU C IPUMEHEHWEM COBPEMEHHBIX TEXHOJIOTUM aHaslk3a IIPOrpaMMHBIX
peanu3alyy, 3alUThH IPOTPaMM U IIPOTPAaMMHBIX CUCTEM OT aHalu3a U BPEOOHOCHBIX
IIPOrPaMMHBIX BO3[EMCTBUU.

MecTo pucuuniavHe B CTpykType OII1

[uciunnuHa «3amura ceTeBuX npunoxenuu» b1.B.[1B.02.02 oTHOCUTCS K 4YacTH,
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dbopMupyeMor y4aCTHUKaM#u 00pa30BaTeIbHBIX OTHOIIEHUH IIPOrPaMMbl MaruCTPATYPhI
«10.04.01 UudopmarmonHasi 6e30macHOCTb». VICXOOHBIN YypPOBEHb 3HAHUU U YMEHUH,
KOTOPBIMU [IOJIXKeH 00JlafiaTh CTYMEHT, IPUCTyIas K U3YUYEHUIO MaHHON MUCHUIIIUHEI,
ompefegeTcs U3ydeHNeM TaKuX OUCIUIIINH, KaK: «3alldllleHHble HHPOopMaluoHHbIEe
CHCTEMBI CIIeI[aIbHOT0 Ha3HaYeHHU .

TpebGoBaHUs K pe3ynbTaTaM OCBOEHUS

[Tpouiecc n3ydeHus OUCUUIIIMHEL HAllpaBjieH Ha GOpMUPOBaHNE CIIeAyIOMNX KOMIIETEHITUN:
B cootBeTctBuET ¢ PTOC:

- Cnoco6eH pa3pabaThBaTh TEXHUYECKUN MPOEKT CUCTEMEHI (IIOOCHCTEMBI TH00 KOMIIOHEHTa
CHCTEMEHI) o0ecrneueHns: nHGoOpPManuoHHo# 6e3omacHocTy; (OTIK-2)

- IIpoBenenue aHanu3a 6€30MaCHOCTH KOMITbIOTePHEIX cucteM (ITK-8)

- IIpoBenenne cepTuduKaIuy TPOrpaMMHO-alIapaTHLIX CPEOCTB 3aIuTh nHpopMaluu (ITK-
10)

- CriocoGeH MPUMEHSTh COBpEMEeHHbEIe KOMMYHUKATHUBHBIE TEXHOJIOTUH, B TOM YHCJIe Ha
MHOCTPaHHOM(BIX) SI3bIKe(aX), I/ aKaJeMHU4eCcKoro ¥ mpodheCcCUOHAIbHOT0 B3aUMOIeCTBUS
(VK-4)

- Crioco6eH aHaIM3UPOBaTh ¥ YUYUTHIBATh pa3Hoobpa3ue KyJIbTyp B MPOIlecce MEXKKYIbTYPHOTO
B3auMogencTBus (YK-5)

CopepxkaHue OUCIUIIINHEI

Pazmen 1. MeTonbl 9KCIIEPUMEHTOB C Y€PHEIM SITUKOM
MeTombl 3KCIIEPUMEHTOB C YePHHIM SIIHKOM; CTaTudecKuid MeTof; [InHaMU4eCKU METO]I.

Pasmen 2. MeTonwl uccnenoBaHus TPOrpamMMm

Metop masikoB; Metop Step-Trace nepBoro sTana; MeTop annapaTHOM TOYKU OCTaHOBA;
IuHaMHU4YecKoe U3MeHeHHe Kofja MporpaMMbl; MICKyCcCTBeHHOE YCIOKHEHNE CTPYKTYPH
nporpammel; HectaHmapTHOe oOpaltieHue K GQyHKLIKASIM OePallMOHHON CUCTEME;
HcKycCTBEHHOE YCITOXKHEHUE alTOPUTMOB 00pab0OTKY NaHHBIX; BrisiBIeHNEe (PAaKTOB BHITIOTHEHUS
MIPOrPaMMEI TTOT, OTIagYHUKOM.

Paspen 3. Oco0eHHOCTH aHanM3a IpPorpamMMm

Oco0eHHOCTH aHa/l3a OBePIENHOBHIX ITporpamMM; Oco0eHHOCTH aHanu3a rpahruiecKkux
mporpamyM; *Oco0eHHOCTH aHAIM3a IapaliebHOro Koga; Oco6eHHOCTH aHalu3a Koaa B
pexume sapa Windows.

P 4 KUTa OPOrpaMM OT aHalll

IuHaMu4yecKui MeTof; MICKyCCTBEeHHOE YCII0XKHEHNe CTPYKTYPHI TPorpaMMbl; ICKyCcCTBEHHOE
YCIOXKHEHNWe CTPYKTYPHI IPOrpaMMbl; MICKyCCTBEHHOE YCII0OKHEHNE arOPUTMOB 00paboTKU
OaHHHIX; BrigBneHune (pakTa BHIIOIHEHUS IIPOTPAMMEI IIOJT OTJIagYUKOM.

P M 1 B3aMMOOEHCTBUS MPOrPaMMHOM 3aKJagKH C aTaKyeMOUW CUCTeMOM
Mopenb «HabmomaTenb»; Momens «mepexsaT»; Momenb «ucKaxeHne»; HecaHKIIMOHUPOBAaHHOE
KCIIOIb30BaHKUE CPEIICTB TUHAMUYECKOr0 U3MEHEHUS ITOJTHOMOYMH;

Pasmen 6. [IpeanoChIIKY K BHEIPEHHUIO IPOTPAMM 3aKIaloK

Ys3BUMOCTS lepenoHeHus 6ydepa; Ya3BUMOCTE "0OTCYTCTBUE HEOOXOOUMBIX IIPOBEPOK
BXOOHBIX maHHBEX"; GetAdmin;

Paspmen 7. MeTonel BHEOPEHUS MPOTPAMMHEIX 3aKIaI0K
Knaccudukanus MeToqoB BHEOPEHUS TPOrPAaMMHBIX 3aKJIagoK; MacKMpOBKa IPOrpaMMHOM
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3aKJIagKy I0f] IPUKIagHOe IIporpaMMHoe obecriedenre; MacKupoBKa IMPOrPaMMHOM 3aKIagKy
IIOJl CUCTEMHOE TIPOTpaMMHOe 00ecIeueHue;

Paspmen 8. 3amuTHbIE MEXaHU3MEI

Mertopn! 3amuThl; Kiaccudukanus 3auuT 10 poay CEKPEeTHOro Kio4da; HagexKHOCTh 3aIUTH;
HepmocTaTku roTOBBIX "KOPOOOYHHIX" pEIIeHUH.

Pasmen 9. PacnpocTpaHeHHbIe OIIKMOKK peanr3alliyl 3alUTHEIX MeXaHN3MOB

3ammTa OT HeCAaHKI[MOHMPOBAaHHOT O KOIIMPOBAHUS U PACIPOCTPaHEHUS CEPUMHBIX HOMEDOB;
3aluTa UCIIHITaTEIbHEIM CPOKOM U ee ciiabbie MecTa; [Ipo6ieMa epeyCcTaHOBKY;
PexoHCTpyKIKS anroputMa; HeCKOIbKO CEPUUHEIX HOMEPOB B OTHOM;

OOI1mast TPYAO0EMKOCTD OUCITUIIITNHEL
252 gac(oB), 7 3ET
dopma MpoMexKyTOYHOU aTTeCTalluu

Ok3ameH. KypcoBas paboTa

3. AHHOTaIlU¥ NPOrpaMM NPaKTHK

npouzeodcmeentol b2.B.01.01(H) HayuHo-ucciaedoeame ibCKasi paboma

Lenu IIpOBEeOEHUA IIPAKTUKHU

Llenbio MpoBeeHus MpaKTUKU «Hay4dHo-uccneqoBaTenbckas paboTa» SIBISIETCS:
3aKpeInyeHue u yrioyo0jeHre TeoOpeTuUYeCcKuX 3HaHuM; GOPMUPOBAHNE U PA3BUTHE
mpodeCCUOHAIPHEIX 3HAHUM; TPHoOpeTeHre MIPaKTHYeCKUX HaBEIKOB; (POpMUpPOBaHTE
KOMIIETEHIIM, a TaKXKe MPUoOpPeTeHNe OIbITa CAaMOCTOSITEIbHOM TPOoGheCCHOHAIBHON U
Hay4YHOU OesiTebHOCTH, HeOOXOOUMBIX [IJIS ITOCTIeyIome mpodhecCcroHanbHOM
HesITEeIbHOCTH.

OTa 11eNTb JOCTUTAETCS IIyTeM PellleHus Caeayomux(er) 3agad(u):

- 3aKpelljieHre Ha MMPaKTHKe 3HAaHUM U YMEeHUH, IOJTyYeHHBIX B IIPOIlecce
TEOPEeTUYECKOro 00ydeHus;

- pa3BuTHE MPOdHeCCHOHAIBHEIX HABLIKOB;

- O3HAKOMJIeHUe C 001Iel XxapaKTepPUCTUKOM 00beKTa MPAKTUKK U IIPaBUIaMU
TeXHUKH 0€30I1acHOCTY;

. IIJTAaHUPOBAHUE KCCIJIeqoBaHus (BHIOOP TeMEI, 000CHOBaHUE HE0OXOIMMOCTH,
omnpenesieHue Mefiel U 3afayd, BEIABUKEHNE TUIIOTE3, GOPMUPOBaHKE
IIPOTPAMMEI, TOI00P CPENCTB U UHCTPYMEHTapPHs);

- TIPOBeJIeHNEe HUCCIeloBaHus (M3yYeHre TUTepaTyprl, cOop, o0paboTka u
0000ITieHre TaHHBIX, 00bsICHEHNEe IOIYYeHHEIX Pe3yJIbTaTOB U HOBHIX (haKTOB,
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apryMeHTHUPOBaHUE, POPMYINPOBKa BEIBOOB);

- opopmiIeHHE OTUETA O Pe3yabTaTaX UCCIeN0BaHUs (M3ydeHre HOPMaTUBHBIX
TpeboBaHul, GOPMUPOBaHNE CTPYKTYPH U COlepKaHuUs, HallucaHue,
pefaKTHpOBaHue, POpMUpPOBaHUE CIIUCKA UCIOIb30BaHHBIX KCTOYHUKOB
nHpopManuu, 0ohopMIIeHNEe IPUIOXKEHNN);

- BBICTYTLJIEHHE C AOKJIaflaMy Ha CTyAeHYeCKUX KOH(DEPEHIUIX 10 pe3yabTaTaM
KCCJIENOBAaHUM.

Mecto npakTuku B CTpyKType Ol

«Hayuno-uccnenoBaTtenbckas pabora» 52.B.01.01(H) BxoguT B 610K 2 y4eGHOr0 1j1aHa,
KOTOPBIM OTHOCUTCS K YacTu, GOPMUPyeMOM ydYaCTHMKaMU 00pa3oBaTeIbHHIX
OTHOINEHUW, U SBISAETCS 0053aTeNbHOW COCTABHOM YacCcThi0 00pa3oBaTeNbHOMU
nporpaMMhl 1o HampaBneHuio «10.04.01 MudopmanmonHas 6€30I1aCHOCTD».

«HayuHo-uccnemoBaTenbckasgs pabora» omnupaeTcs Ha 3HAHUS, MONyYEHHBIE IIPU
M3y4eHUH IIPEeIIeCTBYIONINX TUCIIUIIINH, a TaKXKe Ha 3HAHUS U MPAKTU4YECKUe HaBhIKHU,
IIOJTy4YeHHbIE TIPY MMPOX0XKAeHUH NMPaKTUK (1) «TexHonoruueckas mpakTUKa».

TpeboBaHUS K pe3yabTaTaM OCBOEHUS

B mporiecce mpoxoxXaeHus MPAKTUKY CTYOEHT GOPMUPYET U IeMOHCTPUPYET CIIeAyIoIue
KOMIIEeTEHIIUH:

- CriocobeH ocyiecTBAATH cO0p, 060paboTKy U aHanu3 HayYHO-TEXHUYECKOW WHPOpMaluu 1o
TEMe UCCIIe[IOBaHusI, pa3pabaThiBaTh IJIAHK ¥ IPOTPAMMEI IPOBENEHUST HayYHBIX UCCIENOBaHUH
U TeXHU4YeCKUx pa3paborok; (OIIK-4)

- Crmoco6eH TPOBOOUTH Hay4YHbIE UCCIIEIOBAHUS, BKITIOUAst 9KCIIepUMeHTaIbHEIE, 00pabaThiBaTh
pe3yIbTaThl UCCITeOBaHUM, 0QOPMIIATh HAyYHO-TEXHUYECKHUE OTUYETH], 0030PHI, TOTOBUTH 110
pe3ybTaTaM BHIIOJTHEHHBIX UCCITeOBaHUY Hay4yHbIe JoKagsl u ctaTbu (OITK-5)

ComepxKaHne TPaKTUKU

Pasgen 1. CornacoBaHue TeMbl MHOUBUOYAIbHOTO 3aJaHUs
Bri6op TeMHI, U3 CIIHCKA MIPECTaBIEHHOI0 HayYHLIM PYKOBOOUTEIEM U MTOCIEIyolIee

COrjiaCOBaHHue

P 2 TaBIeHNe WHINBU BHOTO IIJIaH TBL CTYIEHT
COTJIaCOBaHUE MHOWBUAYAJILHOTO IIJIaHa PAa00T C HAyYHHIM PYKOBOOUTETIEM
P BrimonHeHNe MHONBU BHOT HUS

BrinmonHeHVe MHOUBUAYAIbHOTO 3aaHUs

Pazpen 4. [TooroToBKa oT4eTa

[IpenocTraBieHue NIpegBapUTENIBHOTO OTYETAa HAYYHOMY PYKOBOAUTEIIIO [JI COrJIaCOBaHUS
Pa3pen 5. 3amuTta oTyera
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[TpoBeneHue 3a4eTa 110 MPAKTHKE C IIOCJIeAYIOIIUM OTBETOM Ha BOIIPOCH COTJIACHO C BEIOPAHHOM
TEMe

OO6I1mast TPYAO0EeMKOCTD TUCITUIIINHEL
756 gac(oB), 21 3ET
dopma IPOMEXYTOUHOU aTTeCTalluu

3auer

npou3eodcmeenHol b2.B.01.02(I1) TexHosno02uyeckas npaKkmuka

Llenu mpoBeneHUs MPaKTUKU

Llenpio TPoBeeHus MTPAKTUKHU « TeXHOIOrnYeckKas MpakKTHKa» SIBIISeTCS:
3aKperieHne u yriuybineHre TeOPeTHYEeCKUX 3HAHUM; (OPMUPOBAHKE U Pa3BUTHE
npodeccroHaNbHLX 3HAHNN; TPHoOpeTeHre IPAaKTHYECKUX HaBHIKOB; (OPMHUPOBAHUE
KOMITETEHIIUH, a TaKXkKe MProOpeTeHNe OMBITa CaMOCTOSITETbHOM TPo(eCcCHOHaTbHON 1
Hay4HOU eI TeTbHOCTH, HeOOXOMUMEIX [IJIst TOC/Iemyouiei mpodecCuoHaNTbHOM
IesITeNIbHOCTH.

OTa 1eNlb JOCTUTAETCSA ITyTeM PelleHus CIenyolux(er) 3agad(u):

- 3aKpellyieHre Ha NMPaKTHKe 3HaHUM U YMEHUH, TOJTy4eHHBIX B IIPOIlecce
TEOPETUYECKOTr0 00yUeHNS;

- pa3BuTHE IPodeccruoHaTbHLIX HAaBLIKOB;

- O3HAKOMJIeHHe C 00Iel XxapaKTepPUCTUKONW 00beKTa MPAKTUKH U IIPaBUIaMHU
TeXHUKHU 0e30I1aCHOCTH;

MecTo npakTuku B CTpyKType Ol

«TexHomoruyeckas npaktuka» 52.B.01.02(II) Bxomut B 670K 2 y4eOHOTO IIJIaHa,
KOTOPBIM OTHOCHUTCSI K YacTu, GOPMHUpPYeMOM ydacTHUKaMu o00pa30BaTelIbHHIX
OTHOINEHUN, U SBIseTCS 00sS3aTenbHOW COCTABHOM YacThi0 00pa3oBaTeIbHOM
nporpaMMhl 1o HampaBneHuio «10.04.01 HMudopmalmonHas 6e301aCHOCTDH».

«TexHONIOTUYECKAS MTPaKTHKa» ONKUPAETCd Ha 3HaHUSA, IMONy4YeHHBIE IPU U3yYEeHUU
IpenIIecTBYIOMUX OUCUUIMINH, a TaKXe Ha 3HaAaHUS U NMPaKTHUYeCKHEe HaBHIKH,
IIOJTy4YeHHbIe TIPU IPOXOXKOEHUM NMpPaKTUK(u) «HaydHo-uccnemoBaTenbckasi paboTa».
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TpebGoBaHus K pe3yIbTaTaM OCBOEHUS

B mporiecce mpoxoxkaeHUs IPAKTUKY CTYOEHT GOPMUPYET U IEMOHCTPUPYET CIIeAyIoIIue
KOMIIETEHIIUH:

- Crioco6eH pa3pabaThBaTh MPOEKTH OPraHU3alMOHHO-PACIIOPSIUTETBHEIX HOKYMEHTOB 10
obecneuyenuio nHpopmalronHou 6e3omacHocty; (OITK-3)

- Cioco0eH ocyIecTBIAThL cO0p, 00pab0TKy U aHaNMU3 HayYHO-TEXHUYECKON HH(POPMALUK 110
TeMe UCCIeOBaHus, pa3pabaTeiBaTh MJIAHEL ¥ TPOTPAMMBI POBEIeHNST HAYYHBIX UCCIIeIOBAHUM
U TeXHUYeCKUX pa3padborok; (OIIK-4)

- Crioco6eH MPOBOAKUTEL HAyYHBIE MCCIIEMOBAHUS, BKITIOYAs 9KCIIePpUMeHTaIbHEIe, 00pabaTeiBaTh
Pe3yIbTaThl KCCIENOBaHUM, 0POPMIIATh HAYYHO-TEXHUYECKHE OTYETHI, 0030PHI, TOTOBHUTS I10
pe3ybTaTaM BBHITOTHEHHBIX UCCIEeNOBaHUM HaydyHbIe oKnaagsl U ctaThu (OITK-5)

ComepxKaHne TPaKTUKU

P 1 T BaHHNE TEeMLI MHINBU BHOT HUS
Bribop ¥ cormacoBaHue TeMBI C HAYYHBIM PYKOBOOUTETIEM

P 2 TaBJIeHVE UHIVBYU bHOI'O TJIaH THL CTYIEHT
oTipefieieHHe ¥ COTJIaCOBaHNE WHOUBUIYAIbHOTO IJIaHa PaboThl

P BrimonHeHVe MHONBU BHOT HUS

[I0JIyYeHUe U BBHINOJIHEHVE MHAUBUAYAJIbHOTO 3aJaHus

Pazpgen 4. [loaroToBka oT4yeTa

odopMIeHKE U TOATOTOBKA PAbOTEI

Pa3pen 5. 3amuTta oT4yera
BHICTYIIJIEHHE U 3alIiTa PabOTh

OO6I1mast TPYAOEeMKOCTD TUCITUIIINHEL
540 ygac(oB), 15 3ET
®opMa MpoMexKyTOYHOM aTTeCTalluu

3auer

npouzeodcmeenHoli 52.0.01.01(IId) IIpedduniomuasi npaKkmuka

Llenu mpoBeneHUs MPaKTUKU

Llenbio MpoBefeHus MPaKTUKU «[IpeaauIioMHast IPaKTUKa» SBJISETCS:
3aKpeInyeHne U yrioyoneHne TeOpeTuUeCcKuX 3HaHWM; GOpMUPOBaHUE U PA3BUTHE
mpo¢eCCUOHANTbHBIX 3HAHWM; TpruobpeTeHNne MPaKTHYeCKUX HaBHIKOB; GOpMUPOBaHNE
KOMIIETEHIIMM, a TaKXKe MPUoOpeTEHNE OIbITa CAaMOCTOSITEIbHOM TPOoGheCCHOHAIbHOU U
Hay4YHOMU JesITeNbHOCTH, HeOOXOMUMBIX [IJI TIOCIIeyIolei mpodheccuoHanbHOM
NesTeIbHOCTH.
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OTa 1eNlb JOCTUTaeTCs IIyTeM PelleHus Claenyolux(er) 3aaad(u):

- 3aKpeneHre Ha MPakKTUKe 3HAHUW U YMEHUH, ITOJTyYeHHBIX B IIPOIecce
TEOPETUYECKOTr0 00yueHus;

- pa3BUTHE MPOPeCCUOHATbHEIX HABLIKOB;

- 03HAKOMJIeHHUe C 001Iel XxapaKTepPUCTUKOM 00beKTa MPAKTUKK U IIPaBUIaMU
TEeXHUKU 0e30MaCHOCTH;

- 1o60p HeoOXOOUMBIX MaTepPHUasIOB O BHITIOTHEHUS BHIITYCKHOMN
KBaIUOUKAIIMOHHOM PAOOTH! (MJIM MAaruCTEPCKON OUCCEPTAIIUH).

Mecto npakTuku B CTpyKType Ol

«IIpegounnomuas npaktuka» 52.0.01.01(TIx) BxomuT B 070K 2 y4yeOHOTO IIJIaHa,
KOTOPHIM OTHOCHUTCSI K 00s3aTelbHOU YaCTH, U SIBNseTCSd 00g3aTeNbHOM COCTABHOU
yacThi0 00pa3oBaTeIbHOM MporpaMMel 1Mo HamnpaBiaeHuio «10.04.01 MadopmalimoHHas
6e3011acHOCTh».

«[IpegounioMHas NpaKTUKa» ONMpAeTCs Ha 3HAHUA U IPaKTUUYeCKHe HaBBIKU
IOJIyUeHHblE NPU M3YUEHUHU AUCLUIIIMH U MPOXOXKAEHUM BCEX TUIOB IPaKTHUK.
«IIpegouninoMHas npaKTHUKa» SBISETCS 3aBepllalolleil B npouecce oO0y4eHUST U
IIPEOIIEeCTBYET BHIIONIHEHUIO BEHITYCKHOM KBanu(GUKALXOHHOM pabOoTHL.

TpeboBaHMS K pe3yabTaTaM OCBOEHHUS

B mporiecce npoxoxkaeHUs IPaKTUKKU CTYOEHT POPMUPYET U IEMOHCTPUPYET CIIeAyIoIIne
KOMIIETEHIIUHU:

- Crioco6eH 000CHOBBEIBATh TPEOOBAHUS K CUCTEME o0eclieyeHus HPOPMaIMOHHON
0e30macHOCTH 1 pa3pabaThIBaTh MPOEKT TEXHUYECKOTO 3afaHus Ha ee co3ganue; (OITK-1)

- CriocobGeH pa3pabaThiBaTh TEXHUYECKUM IIPOEKT CUCTEMBI (IIOICUCTEMBI THO0 KOMIIOHEHTA
cucteMsl) ob0ecrieyenust nHGopManuroHHOM 6e3omacHocTy; (OITK-2)

- Crioco6eH pa3pabaThiBaTh MPOEKTH OPraHU3alOHHO-PACIIOPSIUTEIHHBIX HOKYMEHTOB 110
obecmeuennio nHpopmanronHon 6e3omacHocty; (OITK-3)

- Crioco6eH ocytiecTBAsATh c60p, 00paboTKy U aHaIN3 HayYHO-TeXHUYECKOW WHPOpMaluu 110
TeMe UCCIIeoOBaHusI, pa3pabaTeiBaTh IJIaHEl ¥ TPOTPAaMMBI POBEIeHNST HAYYHBIX UCCIIeIOBAHUM
U TeXHU4YeCKUx padpaborok; (OITK-4)

- Crioco6eH TPOBOMUTH HayUHBIE MCCIIEOBAHMS, BKITIOYasl 9KCIIepUMeHTabHEIe, 00pabaTeiBaTh
pe3ynbTaThl UCCIIENOBaHUM, 0POPMIIATL HAYyYHO-TEXHUYECKHNE OTYETHI, 0030PHI, TOTOBUTS I10
pe3ybTaTaM BHIIOJIHEHHEIX UCCIEeN0BaHNY HayuHble HoKnafasl u ctaTeu (OIIK-5)

- Crioco6eH oIpefeNsiTh ¥ Peanu30BHBATh IPUOPUTETH COOCTBEHHOM eSITETPHOCTH U CIIOCOOBI
€e COBEpPIIIeHCTBOBAHUS Ha 0OCHOBe caMoolneHKH (YK-6)
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CopepxkaHue PaKTUKU

Paspen 1. Cornacosanve TeMbl MHOWBUIYAJIbHOTO 3alaHUS
Bribop u corjacoBaHue TEME C HAYYHBIM PYKOBOIUTETIEM

Pasgen 2. CocTaBleHre HHOUBXYAIbHOTO I1JIaHa Pab0THL CTYIEeHTa
olipefie/ieHHe U COTJIaCOBaHNe WHOUBUAYaIbHOTO IJIaHa paboTHl

Pa3pen 3. BrllonHeHVe WHANBHAOYANBLHOTO 3aJaHns
[IOJIy4YeHUe U BHIIOJHEHNE UHAUBUAYAIbHOTO 3aaHUS
Paspmen 4. ITogroToBKa oT4yeTa

odopMIIeHNE U TTOATOTOBKA PabOTEHI

Paspgen 5. 3ammura otdeTa
BHICTYTIJIEHHE U 3aluTa PabOoTH

OO61masi TPyI0EMKOCTb OUCIUTITAHEL
540 gac(os), 15 3ET
dopMa MPoOMeXKyTOYHOM aTTeCTaAllUN

3aueT

4. AmHOoTanus nporpammsel I'HA

«FocyﬂapcmeeHHaﬂ umoeoseasa ammecmauusi»

Henu 1 3a0a4yy OUCHUIIIHHEIL

Llenbio rocylapCTBEHHOM UTOTOBOM aTTECTAIlMU SIBIISETCS ONpeneieHue
COOTBETCTBUS Pe3y/IbTaTOB OCBOEHUS CTYOeHTaMU OCHOBHOM IPO(eCcCroHanbHON
0o0pa30BaTeNbHOM ITPOTrPaMMEI BEICIIET0 00pa30BaHus TpeOoBaHUIM pemepanbHOTO
roCyoapCTBeHHOTO 06pa3oBaTenbHOro cTanmapTa (mamee ®I'OC BO) mo HampaBIeHUIO
moaroToBky (cmeranbHOCTH) «10.04.01 MHpopManmonHas 6€30macHOCTh»,
OPHEHTHPOBAaHHOU Ha Ha CJIeAyIOLIde BUABl OesSTETbHOCTHU:

- IPOEKTHHIA
- HAy4YHO-UCCJIef0BaTEeIbCKUU
- OPTaHK3alMOHHO-YTIPaBIeHYEeCKUH.

MecTo gucuunIruHL B CTPyKType OIT

B cooTBeTCTBUY C y4eOHBIM IIJIaHOM TOCyIapCTBEHHAs UTOTOBAsI aTTeCTAIlUs
IIPOBOJMTCS B KOHIIE IIOCTIEQHEro rofia o0y4yeHusi. IIpu yCIoBHAU YCIIEITHOTO
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IIPOXOXKAEHUS BCEX YCTAHOBIIEHHBIX BUOOB UTOTOBHIX aTTECTAlIMOHHBIX MCIIBLITAHUH,
BXOMSIILIAX B UTOTOBYIO TOCYOAPCTBEHHYIO aTTECTAIINIO0, BHIIYCKHUKY ITPHCBAUBAETCS
COOTBETCTBYIOIIas KBanupuKaius.

TpeboBaHus K pe3yabTaTaM OCBOCHUS

[Iporpamma I'MA HanpaBieHa Ha OLIEHKY Pe3yJIbTaTOB OCBOEHHUS 00y4aroImUuMUCs
o0pa30oBaTeIbHOM TPOTPAaMMEI M CTETIIEHH OBJIAAEeHUS CIEOYIOIMIUMU
npodeccruoHanbHbIMU KoMneTeHIUIMHA (ITK):

B cootBetcTBuU ¢ OPT'OC:

- Cnocob6eH 000CHOBEIBaTh TPeOOBaHUS K cUCTeMe 00ecreyeHuss HHPOPMallMOHHON
0e30macHOCTH ¥ pa3pabaThiBaTh MPOEKT TEXHUYECKOTO 3alaHus Ha ee co3nanue; (OITK-1)

- CnnocoOeH pa3pabaThBaTh TEXHUYECKUM TPOEKT CUCTEMHI (IIOOCUCTEMBI TH00 KOMITIOHEHTA
CHUCTEMEHI) o0ecrneuenust nHGOPMaIMoHHOM 6e3omacHocTy; (OTIK-2)

- Crioco6GeH pa3pabaThiBaTh MIPOEKTH OPraHN3alOHHO-PaCIIOPSAUTETHHBIX HOKYMEHTOB 110
obecneuyennio nHpopmalrorHou 6e3omacHocty; (OITK-3)

- Crioco6eH ocyIiecTBIATH c60p, 060paboTKy U aHaIu3 HayYHO-TeXHUUYECKOW WHPOpMaluu 1o
TeMe UCCIIeJoBaHus, pa3pabaTriBaTh IJIaHEL ¥ IPOTPaMMbI IPOBEIeHNST HayYHBIX UCCIIeJOBaHUM
¥ TEXHUYEeCKUX pa3paboTok; (OTIK-4)

- CriocoGeH IPOBOMUTH HayuHBIE HCCIIeIOBaHMs, BKIII0Yasl 9KCIiepuMeHTaIbHbEle, 00pabaThiBaTh
pe3ynbTaThl UCCIENOBaHUM, OPOPMIIATL HAyYHO-TEXHUYECKHNE OTYETHI, 0030PH], TOTOBUTSD 110
pe3ybTaTaM BHIIIOJIHEHHBIX UCCIeN0BaHNY HayuHble foKnafgsl u ctaTeu (OIIK-5)

- IIpoBeeHre KOHTPOIBHEIX ITPOBEPOK PAa00TOCIIOCOOHOCTH MPOrPpaMMHO-aNIapaTHEIX CPECTB
3amuThl nHpopMalmu (ITK-1)

- IIpoBeneHye KOHTPOIBHBIX TPOBEPOK 3 (PEKTUBHOCTY MIPUMEHSIEMBIX IIPOTPAaMMHO-
anmapaTHHIX CPECTB 3amuTh nHbopMaliuu (ITK-2)

- ®opMHpoOBaHUe NONMUTUK nHPopMaImonHou 6e3omacHoctu (ITK-3)

- PaspaboTka TpeOoBaHUM 110 3aIIUTE KOMIIBIOTEPHEIX ceTel u cucteM (I1K-4)

- PaspaboTka cpencTB 3amuThl nHGopmanuu (ITK-5)

- PaspaboTka TpeboBaHUY 110 3amuTe HHGOPMALKUKU OECITPOBOMHEIX ¥ MOOUIIBHBIX
KOMITbIOTePHEIX ceTei ([TK-6)

- O11eHKa PUCKOB YI'PO3 U COOTBETCTBUS TPeOOBAHUSAM HOPMaTUBHBIX JOKYMEHTOB
nHpopManroHHoU 6e3omacHocTH (ITK-7)

- IIpoBenenne aHanu3a 6€30MaCHOCTH KOMITbIOTEPHEIX cucteM (ITK-8)

- IIpoBegeHne 3KCIEPTU3H IIPU PaCCielOBAHUY KOMIBIOTEPHBIX IPECTYIIEHNWN U UHITUIEHTOB
(TIK-9)

- IIpoBenenue cepTuduKaIMy TPOrpaMMHO-alIapaTHLIX CPEOCTB 3aIuTh nHpopMmaluu (ITK-
10)

- Crioco6GeH OCyIIeCTBIATh KPUTUUECKUHM aHanu3 ITPO0IEeMHbIX CUTYallii Ha OCHOBE CHCTEMHOTO
mmoaxofa, BepaOaThBaTh cTpaTeruto mercteui (YK-1)

- CriocoGeH ympaBisTh IPOEKTOM Ha BCeX 3Talax ero xku3HeHHoro nukia (YK-2)

- CriocoGeH opraHu30BLIBaTh ¥ PYKOBOOUTEL Pab0TOM KOMaHAH, BEIpabaThiBasi KOMaHIHYIO
CTpaTeTHUIo OIS MOCTUXKEeHUS nmocTaBaeHHou nenu (YK-3)

- CriocoGeH IPUMEHSTh COBPpEMEeHHEIe KOMMYHUKATHUBHBIE TEXHOJIOTUH, B TOM YHCJIe Ha
MHOCTPaHHOM(BIX) SI3bIKe(ax), IJId aKkageMHU4eCcKoro ¥ mpodheCcCUOHAIbHOT0 B3aUMOIEeCTBUS
(YK-4)

- CriocoGeH aHa/IM3UPOBaTh ¥ YUYUTHIBATh pa3Hoobpa3ue KyJIbTyp B MPOIiecce MEXKKYIbTYPHOTO
B3aumopenctaus (YK-5)
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- Cnoco0eH ompenesnsaTh ¥ Peajn30BEBaTh MIPUOPUTETH COOCTBEHHOM IeATEIBHOCTH U CIIOCOOBI
€e COBEpPIIIeHCTBOBAHUS Ha OCHOBe caMooreHKH (YK-6)

CopepxkaHue

[TogroToBKa M 3aluTa BHITYCKHOM KBaTu(DUKAIMOHHON PabOTh

OG6r111ast TPYIOEMKOCTD MU CHUIIINHBL

216 gac(oB), 6 3ET

31




