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1. AHHOTAIMH PadOYHX MPOrpaMM TUCHHUIIIHH (MOOy/Iei) 0a30BOM YaCTH

b1.0.01 Cepmu¢gukauus cpedcme 3auLumsl uHpopmauuu

Llenu 0CBOEHMS TUCHUIIINHEL

[lenpio mpenofaBaHus QUCLUIIIUHEL «CepTUu(UKaIusa CPeACTB 3alUTEl
nH(pOpMaIuu» IBIIETCS:
n3ydyeHue CTyAeHTaMu CII0CO00B CepTU(UKAIMU CPELCTB 3alllUTH HHPOPMAIU.

MecTo pucuuniusel B CTpykType OI1

HOucnunnvHa «Ceptudukauusa cpeacTs 3amuTel nHpopMmanuu» b1.0.01 oTHOCHUTCS K
006s3aTebHON YacTu mporpaMmbl Maructpatyphkl «10.04.01 MupopmaumoHHas
6e30macHOCTh». MCXOMHBIM YPOBEHb 3HAHWM M YMEHHUM, KOTOPHIMHU AOJIKeH 00/1amaTh
CTY[EHT, IPUCTyIasd K U3yYEHUI0 JaHHOU OUCLHUIJINHBL, ONpefesseTcs U3ydeHueM
TaKUX JUCIUIIINH, KaK: «YIpaBiaeHrne nHPOpPMaImoHHON 0€30IaCHOCThIO».

TpeboBaHUS K pe3yabTaTaM OCBOEHUS

[Tponecc u3yueHus: UCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIINH:
B cootBeTctBUET ¢ PTOC:

- CriocoGeH 000CHOBBIBaTh TPEOOBaHUS K CUCTEMe 00ecliedyeHnsT NHPOPMaIOHHON
0e30macHOCTH 1 pa3pabaThiBaTh MMPOEKT TEXHUUYECKOTO 3alaHus Ha ee co3nanue; (OITK-1)

- CriocoGeH ocymiecTBAATH cO0p, 00paboTKy ¥ aHanu3 HaydHO-TEXHUUYECKOW WHPOpMaluu 1o
TEMe UCCIIeJOBaHus, pa3pabdaThiBaTh IJIAHK ¥ POTPAMMEI IPOBENEHUST HAyYHBIX UCCIENOBaHUH
U TeXHUYeCKUx pa3padborok; (OIIK-4)

- CriocobeH ympaBsaTh MPOEKTOM Ha BCeX 3Talax ero xkKu3HeHHoro nukia (YK-2)

CopepxkaHue OUCIUATIIHHEL

Pasgen 1. TeneKOMMYHUKAIIMYA U UX PDETYIXPOBaHNE B IPaBOBOU cucTeMe PO.
CuctemMa HOPM IIpPaBa, PETryIUPYIOIINX AeSTeIbHOCTh TeJIeKOMMYyHUKaIui B PO, CybopauHaius

HOpM npaBa. Konnu3uu npaBa. KOHCTUTYIIMOHHBIE OCHOBH A€SITENIBHOCTU B
TeJleKOMMYHUKauax PO.

Pasgen 2. [IpaBoBbIE OCHOBHL IeATEILHOCTH CBI3U B PO.

®epnepanbHas cBsizb PO u ee cocTaB. CeTh CBsI3M 00IIET0 MOTb30BaHUS. BEIIEIeHHBIE CETH
cBs3u. TexHonorunyeckue cetu CBI3u. CeTu CBA3U CIelabHOI0 Ha3HaUYEeHUS.
['ocymapcTBeHHOE peryIupoBaHue [IesATeIbHOCTH B 0671acTu cBsi3u. O6s13aHHOCTH OIIepPaToOpPOB
CBS3U B COOTBETCTBUU C pemepanbHbIM 3aKOHOM PO "O cBs3u". YHUBEpCaANbHEIE YCIIYTH CBSA3H.
Pazpen 3. MudopMalus, nHPOpMallMOHHBIE TEXHOJIOTUY U 3alliuTa HHGQOPMAIINY B IPAaBOBOM
cucreme PO

Hudopmalius, “HPOpMaLXOHHEIE TEXHOJIOTUH, JOCTYI K UHGOPMaLHy, IIpeoCTaBIeHue
HH(POPMAIIMK, PaCIPoCTPaHeHre nHPpOpMaIlii B COOTBETCTBUHU C 3aKOHOM P® "O6 nHbOpManuy,




“HGOPMAIIMOHHBLIX TEXHOJIOTHSX U 0 3amuTe nHbopMaluu". [[pUHIKUIILE TPABOBOTO
perynupoBaHus OTHOILIEHUY B chepe HHPpOopMaLuun, HOOPMAaIMOHHLIX TEXHOIOTHN U 3aLIUTH
vHbopMmanuu B PO.

Paspen 4. l'ocymapcTBeHHad TaiiHa B PO,

[TepeuyeHs cBefieHNH, COCTABIAIOIINX FOCYOapCTBeHHYIO TaliHy B PO. CBefenus, He
IofJiekalie OTHECEHHUIO K TOCYylapCTBEHHOU TallHe U 3aceKpedeBaHuio B PO. [Tomyck
OOJIXKHOCTHBIX JIWI] ¥ TPpaXkaaH K rocyapcTBeHHOU TaliHe. OcOOBIY MOPSIOK JOMYyCKa K
rocygapcTBeHHOU TariHe. OCHOBaHUS A7 0TKa3a AOIXKHOCTHOMY JIMILY UJIU TPaXKOaHUHY B
LOIYCKe K TOCYyJapCTBEHHOU TalHe.

Paspmen 5. [IpaBoBad 3allliTa IePCOHANLHBIX JAHHBIX B PO.

[TepcoHamnbHEIE JaHHbBIE, UX 00pa00TKa, pacIpoCTPpaHeHNe, TPefoCTaBieHre, OJI0KUPOBaHNE,
VHUUTOXKEHNE U 00e3TMYNBaHue B COOTBETCTBUHU C ¢efiepalbHBIM 3aKOHOM PO "O
TIePCOHABHBIX JaHHBIX". [IpuHIUIE 00Pa00TKM IIEPCOHAMBHEIX faHHBIX. Cornacue cy0ObeKTa
TIePCOHAJIBHBIX JaHHBIX Ha 00pab0TKY ero epCcOHANIbHBIX JaHHBIX.

Paspgen 6. [IpaBoBoe perynupoBanue B PO nHGopManuy, IPUINHAIONIEH BPEL 3[I0POBLIO U (MIH)
DA3BUTHUIO TETEH

Bupsl nabopMaImy, TpUYUHSIONIEN Bpey 300POBhIO U (MTK) pa3BUTHIO feTel. Knaccupukanus
“H(pOPMaUUOHHON IPOOYKIMU B COOTBETCTBUU C (pefepanbHEIM 3aKOHOM PO "O 3amuTe geten
0T UH(pOpPMAIY, IPUYNHIIOMINX BPEL UX 3T0POBbS U PA3BUTHUIO".

OO1mas TPyA0EeMKOCThb AUCIUIIINHEL
108 gac(oB), 3 3ET
dopMa IpOMeKyTOUHOM aTTeCTAllUN

3auer

Bb1.0.02 TexHoo02uu obecneueHusi uHpopmauuoHHol 6e3onacHocmu

Llenu 0CBOEHMS TUCLUUIIINHEL

Llenbio mpenomaBalHus QUCHUIUINHEL « TexHonoruu odecneyerHnss HHPOPMAaIlHOHHOK
0e30IIaCHOCTU» SIBJISIETCS:

M3y4yeHue CTYOEHTaMH CYLUTHOCTH, COOEPKAHUSI U 0COOEHHOCTEN TEXHOIIOT UM
obecneueHus: HGOPMALMOHHON 6e30IacHOCTH [y O0bInuX naHHbX (Big Data)

MecTo pucuuniavHel B CTpykType OI1

HOucnunnuHa «TexHomoruu obecnedyenus nHGopMauuoHHOU Oe3omacHocTtu» b1.0.02
OTHOCHUTCS K 00s3aTelbHOM YaCTH IporpaMMbl MaructpaTyps «10.04.01
HMudopmanmonHas 0e30macHOCTh». MICXOOHBIN YPOBEHL 3HAHUM U YMEHUU, KOTOPHIMHU
monxeH ob6mamaTh CTYOEHT, NPUCTyMNas K M3YYEHUIO JAaHHOW OUCHUIIIUHEH,
ompenenseTcsd U3ydeHWeM TaKuX OAUCHUIIINH, KakK: «YIpaBiaeHWe MHPOPMaLUOHHOU
6e3011acHOCTHIOY.




TpebGoBaHus K pe3yIbTaTaM OCBOEHUS

[Tponecc u3yueHus: UCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIIUH:
B cootBeTctBUET ¢ PTOC:

- IIpoBeeHMrEe KOHTPOIBHBIX ITPOBEPOK PabOTOCIIOCOOHOCTH MTPOrPpaMMHO-aNIapaTHEIX CPECTB
3amuThl nHPopmanuu (ITK-1)

- IIpoBeeHre KOHTPOIBHBIX TPOBEPOK 3 (HEKTHBHOCTY MIPUMEHSIEMBIX ITPOTPAaMMHO-
alnmapaTHHIX CpefCcTB 3auThl nHpopmauun (ITK-2)

- Cnoco0eH TPUMEHSTh COBpeMeHHbIE KOMMYHUKATUBHLIE TEXHOJIOTUH, B TOM YHCIIE Ha
MHOCTPaHHOM(BIX) SI3HIKE(ax), I/ aKafleMUYeCKoro 1 MpoeCcCuoHaNIbHOTO B3aUMOIE CTBUS
(VK-4)

- Cnoco0eH aHaIM3UPOBATh U YYUTHIBATh Pa3Ho00pa3ue KyJIbTypP B MPOIlecce MEXKYIbTYPHOTO
B3aumopenctus (YK-5)

CopepxkaHue OUCIUTIINHEL

Pazpen 1. Beemenue

Llenu u 3afjayy OCBOEHUS OUCHUIIIUHEL. Cofep:KaHue QUCHUIIIUHGL. [IpUHLIUIIE 1 METOMBI
W3y4YeHUSs OUCLHUTIINHEL.

P 2. bonwum HHEBIE (Big D

OcHoBHBIE MexaHU3MHI PaboThl Big Data, mpuHITMIIHABHBIE OTJIMYKS OT KJIAaCCUYECKUX CUCTEM
yrnpaBnenust 6azamu gaHHbIX (CYB]I).

Pazpen 3. [IpvHIIMNIEL OPraHW3allMOHHOr0 IPOEKTUPOBaHus cucteM Big Data.

PaccMoTpeHue 0CHOBHBIX Mojienierr 00pa0oTKy GOIbINNX NAaHHBIX, OCHOBHEIX HauOoiee
pacrpocTpaHeHHbIX pelieHul B chepe nHGopMannoHHOM 6e30macHOCTH Ha ocHOBe Big Data.
Paspen 4. Pa6oTa ¢ Big Data

PaccmoTpeHnue cTaHOapTHHIX MeXaHU3MOB cOopa ¥ aHalM3a HECTPYKTYPUPOBaHHOM
rHpopManuu, a Takke 00pab0TKa MMOIyYeHHBIX JaHHBIX U3 3TOM MHGOPMAaIUH.

OO6I1mast TPYAOEeMKOCTD AUCITUIIINHEL
180 gac(oB), 5 3ET
®opMa MpoMexKyTOYHOM aTTeCTalluu

DK3aMeH

B1.0.03 Ynpaeienue uHpopmauuoHHoli 6e30NacHOCMbIO

Llenu ocBOEHUS OUCUUIIIUHEL

Llenbio MpernomaBaHus QUCHUIIINHEL «YIIpaBieHre HHPOPMaIllnOHHON
0e30MaCHOCTBIO» SIBJISIETCS:
H3y4eHHe BOIIPOCOB yIIpPaBiieHus HHPOPMAIIMOHHON 0€3011acHOCTEIO0. [IUCIUITIMHA
«YmpaBneHue HHGOPMALMOHHON 6€30IIaCHOCThIO» HOJIXKHA 00€CIIeUYnBaTh




dbopmupoBanue pyHmaMeHTa MOATOTOBKY OyIyIIUX CIIEeIManruCcTOB B 001aCTU
dbopMupOBaHUSA MOJie/IeX YIPO3, OLeHKU PUCKOB NH(GOPMaIMOHHBIX
MH()OKOMMYHUKAIIMOHHBIX CUCTEM, (OPMHUPOBaHKE aleKBATHLIX METONOB ¥ CPEICTB
obOecneuyeHuss nHGOPMALMOHHOK 0€30ITaCHOCTH, a TakKXkKe, Co3[aBaTh HE0OX0OUMYI0 Oa3y
IIJIST YCIIEIIHOT'0 OBJIafleHUS MTOCIIeYIONIUMY ClIelMaTbHBIMU OUCIUTIIMHAMY Y4eOHOTO
nnaHa. OHa [oIKHa CII0COOCTBOBATh PA3BUTHUIO TBOPUYECKUX CIIOCOOHOCTEN CTYHEHTOB,
yMeHuI0 GOpPMYIHPOBATh U PellaTh 3alayy U3y4aeMOoH CIIeIldaIbHOCTH, YMEHUIO
TBOPYECKU MPHUMEHSITL U CAMOCTOSITENIFHO TIOBBIIIATh CBOM 3HAHMUS.

MecTo gucuunavHbl B CTPyKType OI1

IucnunnuHa «YmnpaBneHnue nHGopMalrmoHHon 6e3omacHoCThio» 51.0.03 oTHOCHUTCS K
00s13aTeNbHON YaCTU NporpaMMmbl MaructpaTyphl «10.04.01 MudopmainuoHHas
0e3011aCHOCTDH».

W3yyeHue M[UCHUNNUHB «YTnpaBineHue HHOOPMAIUOHHONU 06€30MaCHOCTHIO»
OCHOBEIBaeTCsl Ha 6a3e 3HAHUU, YMEeHUU U KOMIIETEHLINH, IOIyYeHHBIX CTyleHTaMU Ha
IpeObIAYIEM YPOBHE 00pa30BaHus.

TpebGoBaHUs K pe3yibTaTaM OCBOEHUS

[Tpouiecc n3ydeHus OUCUUIIIMHEL HallpaBjeH Ha GOpMUPOBaHNE CIIeAyIOMHAX KOMIIETEHITIN:
B cootBeTctBHE ¢ PTOC:

- Crioco6GeH pa3pabaThiBaTh TEXHUYECKUI IIPOEKT CUCTEMBI (IIOICUCTEMBI THO0 KOMIIOHEHTA
CHCTEMEHI) o0ecrneuennss nHGoOpPManuoHHo# 6e3omacHocTy; (OTIK-2)

- Crioco6GeH pa3pabaThiBaTh MPOEKTH OPraHU3alOHHO-PACIIOPSAUTEIHHEIX TOKYMEHTOB 110
obecmeuenuio nHpopmalronHon 6e3omacHocty; (OITK-3)

- ®opMHpoOBaHUe MONMUTUK HHPopMaIoHHou Oe3omacHocTu (ITK-3)

- PaspaboTka TpeboBaHUM 10 3aIIUTE KOMIBIOTEPHEIX ceTel u cucteM (I1K-4)

- IIpoBenenue aHanu3a 6€30MaCHOCTH KOMITbIOTePHEIX cucteM (ITK-8)

- TIpoBegeHMe 3KCIEPTU3H! IIPHU PACCIelOBAHUY KOMIIBIOTEPHBIX IPECTYIIEHUH U UHITUIEHTOB
(TIK-9)

- Crioco6eH opraHu30BLIBaTh ¥ PYKOBOOUTEL Pab0TOM KOMaHAH, BEIpabaThiBasi KOMaHOHYIO
CTPaTETHIO [JISI MOCTUXKEHUS mocTaBaeHHou nenu (YK-3)

CopepxkaHue OUCIUIIINHEI

Paspen 1. YpaBneHnue nHGOpPMalOHHOM 6€30I1aCcHOCThI0 Ha TOCYIapCTBEHHOM YPOoBHe. Ob1ine

IPUHIWILL ¥ POCCHMCKAs TPaKTUKa
OpraHu3allioHHO-TIPaBOBEIE (POPMEI yIIpaBieHus: 0€301acHOCThI0. [IPeOCHIIKY Pa3BUTHS

rOCy[AapCTBEHHOTO yIpaBiieHus B chepe nHbopMalmoHHou Oe3onacHocTu. Ob11asi MEeTONOIOTUS
¥ CTPYKTypa OpraHu3alroHHOT0 o0ecleyeHns UHPOPMaIMOHHON 0e301aCHOCTH Ha YPOBHE
rocymapcts. Obmas nonutuka Poccuu B cdhepe nHpopMannonHou 6e3onacHocTi. CTPyKTypa




OpraHoOB rOCYHapCTBEHHOM BIaCTH, 00ecIeyrBalomux HHHOPMaIMOHHYI0 6e301macHOCTE B PO,

Pasmen 2. OCHOBHBIE IPUHITAOE TOCTPoeHUs SIEM

CpenctBa Busyanusaiuu 3jeMeHToB Mb. Busyanusanus ctTaTuCTUKY 110 uHUupeHTam Ub.

KommnnekcHrie cucteMmsl MouuToprHra MB. Cpenctba c6opa oT4eToB 1 LogoB. OCHOBHEIE

npuHIuns padotel SIEM cucteMm. CocTaBneHue otdyeToB mo Wb.

Pazpen 3. [IpoBeneHre KOMIIIEKCa IPOIIE “(POBOro paccrenoBaHus B ”HOOPMAIMOHHLIX U

KOMIBIOTEPHLIX CACTEMax

Digital Forensic. PaccnegoBanue UHIUOEHTOB. Y TUIUTHL A7 Paccaef0BaHUs HHIUIEHTOB.

Hudbopmalusg 00 MCTOpUM TTOCeIleHNsI CalTOB, KyKucax, OyKMapKaX, CKadyaHHBIX (aiinax,

3aI0JIHEHHBIX (PopMax, COXpaHEHHBIX JIOTHHAX U T.[I.

Pa3pen 4. Beenenue B o1leHKY ¥ ayouT Ub nmyTem BrsBneHUs yrpo3 UB «Ha nety»

BBeneHue B «3TU4eCKUil XakuHr». OCHOBHBIE TPUHIIUIIE €70 OpraHu3auuu. CocTaBieHue IlaHa

MIPOBEMIEHUST TECTUPOBAHUS 1IeJIEBOM CUCTEeMEI (MHPPACTPYKTYpHI). OTHOLIIEHHE K

3aKOHOMATENIbCTBY U perynsaitTopaM. CocTaBlieHHe OTYeTa U PEKOMEHJalliil Ha OCHOBE

MIPOBEEHHOT0 TECTUPOBAHUS.

Paspen 5. AyOuT CUCTEM YIOAaJIEHHOTr0 ¥ JIOKAJIbHOT'0 JOCTYIa

OcHOBHBIE MeXaHU3MEI ¥ IPUHIUIE IpoBefeHus ayauta UB CKVY] npennpusdTus, a Takxke

CHCTEM yAaJIeHHOTO OOCTYyIIa C UCII0JIb30BaHNEM TEXHOJIOTHU BUPTYaJIbHBIX YACTHBIX CETEU

P Aymut v TPVKTYPLL b, MHTErpupoBaHHEIX BUCOB T HUU U
IIPOBOIHOT Ty

OcHOBHBIE MeXaHU3MHIl ¥ IIPUHIUIIL TPOBeNeHus aynuTta Mb nHGpacTpyKTyphl IPEOIPUASTHSA.

OcHOBHBIE MeXaHU3MH ¥ IIPUHIUIIL TPOBefeHus aynouta Ub cuctem IP-renedonun, a Takxke

cucreM 6ecnpoBogHOro goctyna Wi-Fi

Pasmen 7. [TpUHIIMIILL OPraHU3aIMK aVOKNTa CUCTeM MHGOPMAIMOHHONW 6€3011aCHOCTH

OCHOBHBIE TEXHUKM ITPOBefieHus ayauTa cucteM MB. Pa3paboTka MeTOIUKY ITPOBENEHNUS

ayguta cucteM MB. OcHOBHEBIE CpefCcTBa IpoBeneHus ayguTa cucteMm Ub.

Paspen 8. [IpHHIMIE TOCTPOEHUS HHTEIPUPOBAHHAIX CHCTEM WHGOPMAIIMOHHOM 6630I1aCHOCTH

Co3pmanue monutuk UB npemnpustus. [IpuHIUIE o0ecnedyeHrs: 6€30IMacHOCTH

uH}pacTpyKTyphl. [IpuHIUnE 00ecredyeHns: 6€30IaCHOCTH ITepUMeTpa CETH

TeJIEKOMMYHUKAIIMOHHOW CUCTEMEHI. PerynupoBanue npaBuil pabotsl CKVY]I. PerynupoBanue

IIpaBuI yaaneHHoro goctymna cpeactBamMu VPN. KoHTposb 6e301macHOCTH KOHEYHBIX YCTPOUCTB.

KonTpons 6e3onacHocTu IP-renedonun.

Paspmen 9. CtaHmapThl yiipaBiaeHdsS HHOOPMaNXOHHOM 6e3011aCHOCTRIO

['ocymapcTBeHHBIe cTaHAApTH B o0nact UB PO. O1ieHoYHBIe CTaHAAPTH B MHGOPMAIMOHHOU

6e3omacHocTu. OpaHxKeBas KHura. MexnyHaponusiid ctaugapT [SO/IEC 15408. Kpurtepuu

olleHKM 6e30macHOCTH UHGOPMAIMOHHEIX cucTeM. CTaHAapTH yIIpaBieHusa NHOOPMALXOHHON!

6e3omacHocThiO BS 7799 u ISO/IEC 17799. Mx 0CHOBHEIE IIOJIOKEeHU MeXayHapOoaHBIN

crangapt ISO/IEC 27001:2005 "CucteMnl yrpaBieHus HHPOPMallMOHHON 0€301TaCHOCTH.

TpeboBauus"

Pasmen 10. Ouenka puCKOB WHGOPMAIIMOHHON 6e30MacHOCTH

OCHOBHBIE COCTaBJIsOIIME HHPOPMALMOHHON 6€30I1aCHOCTH. YTIPO3kl HHGOPMALXOHHON

Oe3omacHOCTY B HHOOPMALMOHHEIX cucTeMaX. OCHOBHEIE ONIPefeIeHUsI U KPUTEPUH, YTPO3LI

LIeJIOCTHOCTY U KOHOUAEHIINaTbHOCTH.

OO1mas TPyA0EeMKOCTb AUCIUIIINHEL
180 gac(oB), 5 3ET

dopMa MpoMexKyTOYHOM aTTeCTalluu




DK3aMeH

b1.0.04 3awuweHHble UHPOPMAUUOHHbIE cuCMmeMbl cneuud/a1bH020 HA3HAYEeHU 1

e ocBOEHHUS TUCUUIIINHEL

Llenbio mpenofgaBaHus QUCHUIIIUHE «3alluIeHHbIe HHHOPMAIlIOHHBEIE CUCTEMBI
CIIeIaibHOTO Ha3HAUYEeHUSI» SIBIISIETCH:

OaTh CNyIIATeNsIM yriy0eHHbIe U paclIupeHHble 3HaHUS B 0071aCTH CETEBOM
6e3omacHOCTH. [JUCIUIINIMHA «3aluileHHbe UHGHOPMAlMOHHBIE CUCTEMBI CIIELIMaTbHOTO
Ha3HAYeHUSs» IOCBSIIEHAa N3YYEeHUI0 OCHOBHBIX IIPUHIIUIIOB 00ecreyeHus
MH(POPMAIMOHHOM 0€30TIaCHOCTH CETH.

MecTo pucuunnusel B CTpykType OI1

OucuunnuHa «3allUIOleHHbEe WHQOPMALUOHHBIE CUCTEMH CIENUAJIbHOTO
Ha3HaueHus1» 61.0.04 oTHOCUTCA K 0053aTE/IbHOM YaCTA MPOTPaMMbl MaruCTpPaTypPhI
«10.04.01 UudpopmaunroHHass 6€30MacCHOCTh». MICXOOHBEIA YyPOBEHb 3HAHUU U YMEHUH,
KOTOPBIMU [IOJIKeH 00jlafiaTh CTy[AEHT, IPUCTyNas K U3YUYEHUIO JaHHOU AUCLUUIIIAHEL,
onpefensieTcs W3y4eHHEeM TakKuX AUCHUINMNH, KakK: «TexHomoruu obecredyeHUs
nH(pOpMaImoOHHON 0e301MaCHOCTH».

TpeboBaHUS K pe3yibTaTaM OCBOEHUS

[Tpouiecc n3ydeHus OUCUUIIIMHEL HAallpaBjieH Ha GOpMUPOBaHUE CIIeAyIOMKAX KOMIIETEHITUN:
B cootBeTcTBUU ¢ PT'OC:

- Cnoco6eH pa3pabaThBaTh TEXHUYECKUN MPOEKT CUCTEMEHI (IIOACHCTEeMBI TH00 KOMIIOHEHTa
CHCTEMEI) o0ecrneuenns: nHGopManuoHHo# 6e3omacHocTy; (OTIK-2)

- GopMupoBaHue MOMUTUK MHPOpMaImoHHou Oe3onacHoctu (ITK-3)

- Crioco6GeH OCyIIeCTBASATh KPUTUUECKUH aHaIN3 ITPO0IEeMHbBIX CUTYalli Ha OCHOBE CHCTEMHOTO
Ioaxofa, BhipaOaThBaTh cTpaTeruio mencTeui (YK-1)

CopepxkaHue OUCIUIIINHEI

Paspen 1. Yrpo3kl ceTeBoy 0€30IacHOCTHA B COBPEMEHHOM MUDPE
Yrpossl ceTH, yI3BUMOCTH, BUABL yTPO3

Paspgen 2. 3amuTa CeTeBBIX YCTPOUCTB

Ynpasnenue u MOHUTOPHUHT YCTPOUCTB, Pacnpenenenre foCcTyna 10 IPUBUIIETUAM, 3alIUTa
IIJIOCKOCTHU yIIPaBJIEHUS

Pa3pen 3. ABTopu3aimsd, ayTeHTUQUKALIKA U yIeT goctymna (AAA)

[TpoToxon AAA, nokanbvHas ayTeHTU(GUKAIMS, CepBEPHas ayTeHTUPUKALUS (IPOTOKOJIBL
RADIUS, DIAMETER)

Pasgen 4. Peanu3aliiusa TEXHOIOTUHI 6peHgMayepa




JIMCTEI KOHTPOJIS OOCTYIIa, MEKCETEeBLIE 3KpaHbl, (paepBOJI Ha OCHOBE 30H

Pasgen 5. BHempeHne CHCTEME 3allIUTHL OT BTOpKeHuu (IPS

Texnonoruu IPS, curnatypel, BHenpeHue IPS

Pazgen 6. O6ecneuenne 6e30maCHOCTH O JIoKaabHOK ceT (LAN)

3ammTa KOMMYTaTOPOB, port-security, 3amuTa KOHEYHEIX YCTPOUCTB

Paspen 7. Kpuntorpaduyeckue cCUCTeMEL. BHeapeHne BUPTYadbHBIX YaCcTHEIX ceTel (VPN
OCHOBHBIE aNTOPUTMBI KPUNITOTpahry IPUMEHUTEIIBHO K JIOKAIbHBIM BEIUMCITUTEIBHBIM CETSIM.
[TpoTokon IPSEC, BUpTya/ibHbEIE YaCTHHIE CETU

Pasgen 8. YnpaBnenue 6e3omacHoi ceTbio. ASA ycTpoiicTBa 6€30IaCHOCTH
®aepsomnsl Cisco ASA, KoHGUTYpHpPOBaHUE, NOCTYII, IOMCK HEUCIIPaBHOCTEN

Pasmen 9. YHQaBJ'[eHI/Ie 6e30aCHOCTEIO CETH
YHpaBJ'IeHI/Ie ceTeBOM 0€30ITaCHOCTHIO. Pa3pa60TKa KOHIIenuuu 6e30acCHOCTU CETH

O61masi TPyA0EeMKOCTb MUCIUTITAHEL
108 gac(oB), 3 3ET
dopMa MPOMexKYTOYHOM aTTeCTaAlluN

3aueT

Bb1.0.05 TexHoi02uu obecneuyeHusi UHpHoOpMauuUoHHOU 6e3onacHocmu 60 a1bwWUX OAHHBLIX

LTenu oCBOEHUS MUCLUIIIAHEL

Llenbio mpemnomaBaHus OUCHUTIINHEL « TexHonoruu obecrneyenHuss HHPOPMaIliOHHON
0e30IaCHOCTY OOJBIINX JaHHBIX» SIBIISIETCS:

CTyIeHTaMH CYIITHOCTH, COflepKaHusSI U 0COOEHHOCTE!N TeXHOJIOTHM 00ecreyeHus
nH(pOopMaImoHHOM 6e30macHOCTH A 00NbIIKX AaHHBIX (Big Data)

MecTo pucuuniauHel B CTpyKType OI1

IOucnunnuHa «TexHonoruu obecrnedyeHuss nHPoPMaUMOHHON 0€30IMaCHOCTH OOJIBIITUX
nanHeix» B1.0.05 oTHOCUTCS K 00s13aTeIbHOM YAaCTH IIPOTPAMMBI MaruCTPaATypPH
«10.04.01 MuadopmalmonHasi 6e30macHOCTb». VICXOOHBIN YyPOBEHb 3HAHUU U YMEHUH,
KOTOPBIMU [IOJIXKeH 00jIafaTh CTYMEHT, IPUCTYyIas K U3YUYEHUIO MaHHON MUCHUIIIUHEI,
ompepenseTca M3ydeHHMEeM TaKUX OUCHUIJINH, KakK: «TexHomoruu obecledeHuUs
MHGOPMAaIMOHHONW 6e30MacHOCTU».

TpebGoBaHUs K pe3ynbTaTaM OCBOEHUS

[Tpouiecc n3yyeHus OUCUUIUIMHEL HAllpaBjieH Ha GOpMUPOBaHNE CIIeAyIOMNAX KOMIIETEHITIN:
B cootBeTctBuET ¢ PTOC:




- CriocoGeH TPOBOAUTH HAayUHBIE MCCIIEOBAHMS, BKITIOYasl 9KCIIepUMeHTaIbHEIe, 00pabaTeiBaTh
pe3ynbTaThl UCCIIENOBaHUM, 0POPMIIATL HAyYHO-TEXHUYECKHNE OTYETHI, 0030PHI, TOTOBUTS I10
pe3ynbTaTaM BHIIIOJIHEHHBIX HCCIEN0BaHNY HayuHble HoKnafgsl u ctaTeu (OIIK-5)

- Cnoco0eH ompenesnsaTh ¥ Pean30BEBaTh MIPUOPUTETH COOCTBEHHOM IeATEIBHOCTH U CIIOCOOBI
€e COBEpPIIIeHCTBOBAHUS Ha OCHOBe caMooIeHKH (YK-6)

CopepxkaHue OUCIUIIINHEI

Pasgen 1. Beemenue

Lenu u 3amayu OCBOEHUS OUCIUIIINHEL. CogepkKaHUe TUCIUIIINHBL. [[pUHIIUIE ¥ METOOBI
W3y4YeHUS OUCLIUTIINHEL

Paspen 2. bonwiine manable (Big Data

OcHoBHBIE MexaHU3MHI paboThl Big Data, mpuHIUNMaNbHBIE OTIMYUS OT KJIaCCHUYECKUX CUCTEM
ynpaBnenus 6azamu gaHHbX (CYB]I).

Pazpen 3. [IprHIKIE OPraHU3alMOHHOr0 IPOEKTHPOBaHud cucTeM Big Data.

PaccmoTpenue ocHOBHBEIX Mopiesnelr 06paboTKu OONBIINX HaHHBIX, OCHOBHHIX Hanbosee
pacmpocTpaHeHHBIX pelleHud B chepe nHbDoOpMaImoHHOM 6e30macHOCTH Ha ocHOBe Big Data.
Paspen 4. Pa6ora c Big Data

PaccMmoTpeHnue cTaHOApPTHHRIX MEXaHW3MOB cO0pa ¥ aHaIM3a HECTPYKTYPHPOBAHHOM
nHpopManuu, a TakkKe 00pad0TKa MOIYYEHHBIX JAaHHBIX U3 3TOM HHGOPMAIIUH.

O61masi TPyA0EMKOCTb OUCIUTTTAHEL
180 gac(oB), 5 3ET
dopMa MPoMeXKyTOYHOM aTTeCTAllUN

Ok3ameH. Kypcosas paboTa

2. AHHOTaAIUHU PabOYHX MPOrpaMM IHUCIHHIUIHH (MOJy/ieH) BapHaTHBHOH
YacCcTH

B1.B.01 3auwuma 06/1a4HbIX 8bIYUCACHUL U Me/AeKOMMYHUKauutii

Ilenu oCBOEHUST MUCLUIIIAHEL

Llenbio mpenofaBaHus QUCIUIIIMHEL «3alliuTa 00JJaYHBIX BEIYNCIIEHUM 1
TeJIEKOMMYHUKAIIUW» SIBIISIETCS:

n3y4eHue MIPUHITUIIOB ITOCTPOEHUS TPOTrPaMMHO-KOHGUTYPUPYEMBIX CETEH,
3aIIUTH 00JIAYHBIX BEIYUCIIEHUH, TPUHIIUIIOB PAaOOTH THIIEPBU30PA.

MecTo pucuuniavHel B CTpyKType OI1

IOucnunianHa «3aluTa 00JIaYHBIX BHIYMCIEHHW M TelleKoMMyHuKamui» 51.B.01
OTHOCHUTCS K 4YacTu, GopMUPyeMOM ydaCTHHUKaM{ 00pa30oBaTelIbHBIX OTHOIIEHUU




nporpaMmbl Maructpatypsl «10.04.01 MabopmanmronHas 6e301nacHOCTb». MCXOMHBIN
ypOBeHb 3HAHWU W YMEHWUMU, KOTOPHIMU [IO/XKeH o0JlaflaTh CTYAEHT, IPUCTyIas K
U3y4YEHUI0 JaHHOU OUCLUIIIMHEL, OIpEeesaeTCs U3Yy4YeHUEeM TaKUX AUCLHUIIIVH, KakK:
«YrpaBnenne nHOOPMaIMOHHON O€30ITaCHOCTRION.

TpebGoBaHus K pe3yIbTaTaM OCBOEHUS

[Tponecc u3yueHus: UCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIINH:
B cootBeTctBUET ¢ PTOC:

- IIpoBeeHMrEe KOHTPOIBHBIX ITPOBEPOK PabOTOCIIOCOOHOCTH MPOrPpaMMHO-aNIapaTHEIX CPECTB
3amuThl nHPopmanuu (ITK-1)

- PaspaboTka TpeOoBaHUY 110 3allIUTE KOMIIBIOTEPHEIX ceTel u cucteM (I1K-4)

- PaspaboTka cpencTB 3amuThl nHPopmauuu (I1K-5)

- IIpoBenenne aHanu3a 0€30MaCHOCTH KOMITbIOTEPHEIX cucTteM (ITK-8)

- Cnoco0eH OCYIIEeCTBAAThL KPUTHUECKUM aHaIu3 MPOoOJIEMHBIX CUTYaIlui Ha OCHOBE CUCTEMHOTO
mmoaxofa, BeIpabaThBaTh CTpaTeruto mercteui (YK-1)

- Cnoco0eH TPUMEHSTb COBpeMeHHbIE KOMMYHUKATUBHLIE TEXHOJIOTUH, B TOM YHCIIE Ha
MHOCTPaHHOM(BIX) SI3HIKE(ax), I/ aKafleMU4YeCKoro 1 mpoeCcCuoHaNIbHOTO B3aUMOIE CTBU S
(VK-4)

- Cnoco0eH aHaTM3UPOBATh U YYUTHIBATh Pa3Ho00pa3ue KyJIbTypP B MPOIlecce MeXKYIbTYPHOTO
B3aumopenctus (YK-5)

CopepxkaHue OUCIUTIINHEL

Pazgen 1. BeemeHue B CeTH CAEOVIONIET0 MOKOIEHUS
PaccmatpuBaeTcs mepexon Ha ceTtu Oymyuiero. IIpoBemeHo CpaBHEHKE CYIIECTBYIOIIUX CETEH U

cetelt OymyIero.

P 2. be3omacHOCTh U HTa B YHBIX BEIYHCIIEHUIX

O61ue MOHSATHS 00JIaYHBIX BEIYMCIEHMH, TPo6IeMbl o0ecrnedeHnst 0€30ImacHOCTH 00IauyHBIX
BEIYHCJIEHUM, METOHOJIOTHs 00JTaYHbIX BHIYHCIICHUN

Paspmen 3. BupTyanusaius: [1Ipo6nemel. Yrpo3sl. Penenus.
[Tpo6nembl BupTyanu3aiuu. CBOMCTBA U MMOAXOIEl B BUPTYaIU3alliy, YI'PO3bl, PEeIIeHUS.

Pazpen 4. IMpunnuner SDN. [Ipotokon Openflow.

[TporpaMMHO-KOHDUTYpHUPYyEMEBIE CETH, CTPYKTypa KoHTposiepa SDN, npuMepsl KOHGUTypaluu
Ha peurennu komnanuu Cisco Systems. PaccmaTpuBaioTCs IPUHIUIIE KOHPUTYPHPOBaHUS
nporokona OpenFlow.

Pa3pen 5. BupTryanusaius cetei

[TprHIMIEL OpraHu3alyy BUPTyalbHBEIX ceTel (Ha nmpuMepe vSwitch ot VMware), overlay cetu.
Pa3pen 6. BupTyanbHble YacTHBEIE ceTH. CeTeBOM YPOBEeHb. TPAHCIOPTHREIYA YPOBEHD (IPOTOKOI
SSL/TLS)

PaccmaTpurBaloTCa BCe COBpeMeHHbIe MeTOAbl co3manus VPN, BKIto4as TakKhe MeTOAbI, KakK:
[PsecVTI, punamudeckue VI, GETVPN, DMVPN, FlexVPN. PaccMaTpuBaoTCs CTPYKTYPHI
npoTtokoyioB IPsec, IKEv.1 uv.2, npuBeneHbl CPaBHUTEIbHBIE XapaKTEePUCTUKU BCEX
COBPEMEHHBIX MeTO0B nocTpoeHus: VPN. PaccMaTpuBaioOTCs TPOTOKOIIBI TOCTPOEHUS
mrdpoBaHHLIX TyHHeNeu Tpaduka SSL/TLS. ITpuBoAsiTCS OCHOBHBEIE YSI3BUMOCTH ITPOTOKOJIOB U
cr1oco0BI 6OPLOLI C HUMU.

P 7 WTa KOHT D
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PaccMmaTprBaloTCA NPUHIIANL OpraHu3aiuy 3anuTel SDN KOHTPOIIepa, Ha IpuMepe
koMmaHuu Cisco Systems.

Paszgen 8. CrucTeMbl IeTEKIIMKU/TPeOOTBPAIIeHNS BTOPKEHUN ¥ aHOMATuN

PaccmaTprBarTCS CUCTEMBI TPEIOTBPAIlleHN ST BTOPXKEHUY U aHoManuu (Ha nmpumepe I10 ¢
OTKPBITHIM MCXOIHBIM KOJIOM - Snort)

Pasmen 9. 3amuTa OpenStack

PaccMaTprBaeTCss KOMIIIEKC IPOEKTOB CBOOOMHOTO ITPOIPaMMHOT0 06ecIieyeHust, KOTOPHIH
MOXKeT OBITh UCIIOJIb30BaH OJIs1 CO3MaHusI HHPPACTPYKTYPHBIX 00IaYHBIX CEPBHCOB U 00JIaYHBIX
XPaHUINI, KaK MyOJINYHbIX, TaK ¥ YaCTHBIX

Paspmen 10. HacTtpoiika npogsuryToro NAT, daepBojia CIenyIoIiero HoKoIeHns

[TpuBomaTCS KOHDUTYPAIMU U IPUHLKI JeiCTBUSA (aepBoJIoB cienyomero nokoaenus (NGFW)
Paspmen 11. KoHGUOeHIINATFHOCTD 00JIAYHEIX BEIYKCIeHNH. [1eT0CTHOCTD 00JIaUYHEIX
BLIYKCIIEHUHT

[TpuBOOSATCS OCHOBHBIE YTPO3bI ¥ CTPATETHUM 3ALIUATH 00JIaYHBIX BEIYUCIIEHUM.
PaccMaTprBaloTCsl OCHOBHBIE YT'PO3HI 1IE€JIOCTHOCTY HAHHBIX ¥ METOMIBI 3aIUTHL OT YyTPO3 B
00JITaYHAIX BEIYMCIICHHUSX.

OO1mast TPyA0EMKOCTD AUCIUIIIMHEL
252 gac(oB), 7 3ET
dopMa MpoOMexKyTOUHOM aTTeCTALUN

Ok3ameH. Kypcoas paboTa

B1.B.02 TecmuposaHue HA NPOHUKHOB8EHUE U 3MUYHbIU XdKUH2

Llenu ocBOeHUS TUCLIUITIUHEL

Llenbio MpernofaBaHus OUCHUIIINHEL « TecTUpoBaHUe Ha MPOHUKHOBEHUE U
STUYHBIA XaKUHT» SBIISETCS:
M3y4eHNe METOMIOB aHalln3a yrpo3 KOPIOPaTUBHON CETH

MecTo pucuuniuHe B CTpyKType OI1

HucnunnuHa «TecTupoBaHMEe Ha IPOHMKHOBEHHE M STHUYHHIKM XakuHr» B1.B.02
OTHOCHUTCS K 4YacTu, GopMHUPyeMOM y4YaCTHHKaMU 00pa30BaTeIbHHIX OTHOIIEHUU
nporpaMmbl Maructpatypsl «10.04.01 MadopmanmrontHas 6e30nacHOCTb». MCXOOHBIN
ypPOBEeHb 3HAHUU M YMEHHMU, KOTOPHIMU MOJXKeH 00JlaflaTh CTYOEHT, IPUCTyIas K
VM3Y4EeHUI0 JaHHOW AUCLUIINHEL, ONpefenseTcsd U3ydeHueM TaKUX OUCIUIIIMAH, KakK:
«3amuTa 00/TaYHbIX BEIYMCIIEHUN U TeJIEKOMMYHUKAIIAN».

TpeboBaHUS K pe3yabTaTaM OCBOEHHUS
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[Tponecc u3yuyeHus: OUCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIIUN:
B cootBeTctBUE ¢ PTOC:

- [IpoBengeHNEe KOHTPOIBHEIX TPOBEPOK 3(PPEKTUBHOCTY IPUMEHSIEMEIX IPOTrPaMMHO-
anmnapaTHHIX CPeACTB 3amuTh nHpopmarmu (I1K-2)

- OlleHKa PUCKOB yTPO3 U COOTBETCTBUS TPEOOBAHUSIM HOPMATUBHAIX JOKYMEHTOB
uHpopmanuonHou 6e3onacHoctu (ITK-7)

- Crmoco6eH OpraHM30BLIBaTH U PYKOBOAUTH pab0TOM KOMaH/bI, BhpabaThiBas KOMaHIHYIO
CTpaTEeruio AJIs JOCTUXKEHUS mocTaBneHHou uenu (YK-3)

- Croco6eH PUMEHSITh COBpeMeHHbBIe KOMMYHUKATUBHEIE TEXHOJIOTHY, B TOM YHCJIe Ha
MHOCTPAHHOM(BIX) SI3bIKe(aX), A7 aKageMU4eCcKoro 1 mpodeccroHanIbHOTO B3aUMOOEeUCTBUS
(YK-4)

- Crmoco6eH aHANMM3UPOBaTh U YUUTHIBATh Pa3HOOOpa3ue KyJIbTyp B IIPOIECCE MEXKYIbTYPHOTO
B3auMopencTBus (YK-5)

CopepxkaHue OUCHUTIIMHEL

P 1. CKaHNpOBaHNE W PEKOTHOCIIMPOBKA B ceTeBoM IP-uH TPYKT

OCHOBHBIE METOOB! UAEHTUPUKAIIMY YCTPOUCTB B IP-ceTu, mporpamMmHuoe obecriedeHue st
IpoBefeHUs upeHTAPuKauun. CKaHUPOBaHUE CeTeBOU MH(MPACTPYKTYPHL U ONpefeieHne
TOIIOJIOTHH CeTH

Pazpen 2. Okcnnyartanusa yI3BUMOCTel onepauoHHbIX 1 SCADAcucTteM

OcHOBHBIE METO[IHI IIOKCKA YA3BUMOCTEX onepauroHHbIX cucteM (Windows, Linux, MacOS).
MeTopbl 3KCIINTyaTalldu ya3BUMOCTel. Mcnonbp3oBaHue 11/0 rootkits, keylogger. SxcnmyaTtamnus
YSA3BUMOCTEH (ParIOBLIX CUCTEM U IIOACUCTEM BBOAA/BEIBOAA MH(popMauuu. OCHOBEHL ITOKCKa
ysa3sumocterd SCADA-cucTeM

Paspen 3. [TepexBaT Tpaduka

OcHOBHBIE METO[IHI TIepexBaTa Tpaduka Ha KaHAJIbHOM U CETEBOM YPOBHE, B COOTBETCTBUU CO
ctekoM mpotokoioB TCP/IP. 9kcnnyaTauus ya3BuMocTer tuna nogMmessl MAC, IP-agpecos.
Ataku Ha ARPrpoTokos. OCHOBHOE I1/0 [ 3KCIIJTyaTalliy YA3BUMOCTEX TaKOT 0 THUIIA.

Pasgen 4. OTKa3kl B 00CITYKMBaHUYT

[TpoBemenue aTak Tuma «OTKa3 B 00CIyKUBaHUU» U «PacmpeeneHHEIA 0TKa3 B
obcnyxuBaHuu». OCHOBHOE I1/0 OJIsI TPOBENEHUS aTaK TAaKOro TUMa. [IpUHIUITEL aTaK TaKOTO
THIIA.

Pasgen 5. [lepexBaT ceccuid M CETEBLIX COeINHEHUN

OcCHOBHBIE METOMBI IOMCKA YSI3BUMOCTE! B peanr3aliiyl IPOTOKOI0B CETEBOr0 M TPAHCIIOPTHOTO
YPOBHEH, B COOTBETCTBUU CO CTEKOM IPOTOKOJI0B TCP/IP. MeToas! sKCITyaTaluu YsI3BUMOCTEN
Takoro tuna. [Iepexsat coeguHeHuy TCP. OCHOBHOe 11/0 A/is 3KCIUIyaTalliu YsI3BUMOCTEN
TAKOI'0 THIIA.

P KcnnyaTaiys ya3suMocTeit WEB-cepBHCOB U IPHIOKEHUN

OcHOBHBIE METOOHI TOUCKA U 3KcInyaTauuu ysa3sumocter WEB-cepsucos (HTTP)u WEB-
MIPUIIOKEHUH (C UCIIOIb30BaHMe SI3HIKOB MporpaMMupoBanus Java, PHP). MccnemoBanue SQL-
UHDBEKINH.

Paspmen 7. [Touck ¥ 9KCIINIyaTalus YI3BUMOCTEN OeCIIPOBOIHLIX ceTel, paboTaouIuX M0

craHpgapty 802.11
OcCHOBHBIE METOMHI ITOMCKA U 3KCIIJTyaTalluu YA3BUMOCTEN OecripoBogHbIX ceTelt Wi-Fi.

OcCHOBHBIE YSI3BUMOCTH B IpoTOKonax 6e3onacHocty WEP, WPA/WPA?2. I1/o anst sKCITyaTaluu
YS3BUMOCTEH TaKOT0 THUIIA.

Paszpen 8. [Touck ys3BUMOCTEN B MOOUILHAIX YCTPOKCTBAX
OCHOBHBIE METOZHI ITOMCKA U 3KCIITyaTallul YA3BUMOCTEN B MOOUIIBHBIX YCTPOMCTBAX, B TOM
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YHCIle 9KCIUTyaTalus ysI3BUMOCTEN ITepCOHaIbHEIX OecrpoBogHbIX ceTelt Bluetooth, ZigBee.
Paspen 9. MeTonpl 06X01a CHCTEM IPeNOTBPAIEeHNST BTOPKEHUN ¥ MEXKCEeTEBBIX 9KPaHOB
OCHOBHBIE METOMHI ITOMCKA U 3KCIIJTyaTalluu YA3BUMOCTEN B paboTe CHCTEM IIPedOTBPalleHus
BTOP2KEHMH U MEXCETEBLIX 9KPaHOB. [IporpaMMHOe o0ecrnederre, I03BOJISI0IIee
3KCIIJIyaTUPOBaTh YA3BUMOCTH TAKOTr'0 THIIA

Pasmen 10. Mcnonb3oBaHKWe BUPYCOB, 3aKalokK B Kone. [lepenontenne 6ybdepa

OCHOBHBIE METO[IBI UCIIOIb30BAHMUS BPELOHOCHOTO I1/0 TP IPOBENEHUU aHa/In3a yA3BUMOCTEN
MH()OKOMMYHUKALMOHHEIX cUcTeM. Mcronb30BaHue OMMOO0K B IPOrPaMMHOM Kofe OIS
mpoBeneHus aTak tTuna «I[lepenonuenue 6yddepar.

Paspen 11. [ToucK ysI3BUMOCTEN B pealn3alligX KPUITOrpapruieCcKrx aITOPUTMOB

OCHOBHBIE METOOHI IKCIITyaTalliK YA3BUMOCTEN pean30BaHHBIX KPUIITOIpadhriecKux
alTOPUTMOB [JIs1 MPOBEEHUS aTak Ha BUPTyaIbHbIE YaCTHBIE CETH.

Pasgen 12. MeToObl COKPHITUSA OEATENbHOCTH B CETH.

OcCHOBHBIE METOMIBI AHOHUMU3AIUY TPUCYTCTBUS B IU(GPOBOM IIPOCTPAHCTBE U METOIHI
COKDPBITUS OesATEeNbHOCTH, CBI3aHHOM C CETEBOM aKTUBHOCTHIO

OO1mast TPyA0EMKOCTD AUCIUIIINHEL
252 gac(oB), 7 3ET
dopMa MpoOMexKyTOUHOM aTTECTALUN

JK3aMeH

Bb1.B.03 Pa3pabomka 3auiuuieHHbIX NPUA0HCEH Ul

ITenu oCBOEHUST MUCLUIIIAHEL

Llenbio mpernofaBaHus QUCHUIINIUHEL «Pa3pa0boTKa 3allUIIeHHBIX TPUI0XKEHUH »
SIBJISIETCS:

n3y4eHue MPUHITUIIOB ITOCTPOEHUST 0€30ITaCHOT0 KOMla Ha SI3BIKe
IIPOTPAMMMPOBAHHUS Java, UCIIOJIb30BaHUS U pa3paboTKu COOCTBEHHBIX (PYHKITUN
obecrieyennst ”HPOPMaALMOHHOM 0€30MaCHOCTHIO.

MecTo pucuuniuHe B CTpykType OI1

IOucnunnuHa «Pa3paboTKa 3aluileHHbX npunoxenuii» 61.B.03 0THOCHUTCS K 4acCTH,
dbopMupyeMoi y4aCTHUKaMKU 00pa30BaTeIbHEIX OTHOIIIEHUH ITPOrPaMMbl MaruCTPATYPHI
«10.04.01 UudpopmaunoHHas 6€30MacHOCTh>». MICXOOHEIYM yPOBEHb 3HAHUU U YMEHUH,
KOTOPBIMU [IOJIXKeH 00J1afaTh CTYNEHT, IPUCTyIas K U3YUYEHUIO MaHHON MUCHUIIIUHEI,
OoIpefenseTcs U3y4eHHeM TaKWX OAUCIUIJINH, KaK: «YIpaBjieHne UHPOPMalHOHHOU
0e30IIaCHOCTRIO.

TpebGoBaHUs K pe3yIbTaTaM OCBOEHUS
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[Tpouiecc n3ydeHus OUCUUIIIMHEL HAallpaBjieH Ha GOpMUPOBaHuE CIIeAyIOMINX KOMIIETeHITUN:
B cootBeTcTBUU ¢ PT'OC:

- ®opMupoOBaHUe MONMUTUK nHPopMaIonHou Oe3omacHocTu (I1K-3)

- PaspaboTka TpeboBaHUM 10 3aIMUTE KOMIBIOTEPHEIX ceTel u cucteM (I1K-4)

- PaspaboTka cpencTB 3amuThl nHGopmanuu (ITK-5)

- CriocoGeH MPUMEHSITh COBpEMEeHHEIe KOMMYHUKATHUBHBIE TEXHOJIOTUH, B TOM YHCIIe Ha
MHOCTPaHHOM(BIX) S3bIKe(aX), I/ aKageMHU4YeCcKoro ¥ mpoheCcCUOHAIbHOT0 B3aUMOIeCTBUS
(VK-4)

- Crioco6eH aHaIM3UPOBATh ¥ YUYUTHIBATh pa3Hoobpa3ue KyJIbTyp B MPOIecce MEXKKYIbTYPHOTO
B3auMogeicTBus (YK-5)

CopepxkaHue OUCIUIIINHEI

Pasgen 1. Beemenue B Java

A3bIK Java Kak CpefCcTBO IIPOrpaMMUPOBaHus, IIPEUMYILIeCTBa, XapaKTepHbIe 0COOEHHOCTH.
A3wik Java u MaTepHeT. Otnuyus ot C++. Tunel JaHHBIX, apudMeTUdeCcKre, TIOTUYeCKue,
YCJIOBHBIE OTIEPATOPHL U OIlePaTopsl ukKiIa. OMHOMEPHbIE U MHOTOMEPHBIE MacCUBHL. [IpuMepE
MIPOCTHIX ITPOTPaMM.

Paspen 2. OCHOBEI 06bEKTHO-OPHEHTUPOBAHHOTO ITPOTPAaMMUPOBAHUS

BBepenue B KOHIIEMINIO 00BEKTHO-OPHEHTUPOBAHHOI'0 ITPOTPAaMMUPOBAHHUS, OCHOBHEIE
MOHSTHUS, 0coOeHHOCTH peanu3anuu. O0bsaBIeHus KiaccoB. OCHOBHEIE KOMIIOHEHTH Kjlacca:
TI0JI51, METOOBI, KOHCTPYKTOPEL. BBOIUTCS MOHATHE HacIegoBaHUs, TONUMOphr3Ma.
O06o001EHHbIE TUTIH faHHBIX. O01mKe cBefeHuns 00 UCKITIOUeHUIX, 00pa0oTKa UCKITIOUEHUH C
TIOMOIIIbI0 KOHCTPYKIuHU try/catch/finally.Co3manue coOCTBEHHOTO UCKITIOUEHUS. AITOPUTM
00paboTKu OMuOOK.

Paspmen 3. [ToToKM BBOOA-BEIBOZIA

BBOo[-BEIBOM MAaHHBIX B KOHCOIBHOM U rpaduueckoM pexuMe.hopMaTUPOBAHUE BHIBOMA,
CUYMTHIBaHME BBOfA. PaboTa ¢ moTokaMu. PaboTa ¢ TeKCTOBHIMHU U OuHapHBIMU (aiimamu. PaboTa
¢ cetsto TCP/IP. MHOrONIOTOYHOE IIPOTPaMMUPOBAHNE

P 4.T WYECKHUYN UHT i

Co3pmaHue OKOH, KHOIIOK Ha OKHe, TI0JIel BHIBOMa, BBOAA, MOJIS AJIS PUCOBaHUS. BKioueHne
CKPOJITMHTA. MeHemXephl KOMIIOHOBKH.

P TK BITUI

3HAKOMCTBO ¢ MeTogamMu 00paboTKu COOBITHH B Java: HaXKaTHe KHOIKY, TBUXKEHNE MEIIITH,
Ha’kKaTHIO KHONIKK Ha KJlaBHUAType U A.P. C IIOMOIIbI0 UHTEP(ENUCOB.

Paspen 6. CTpykTypa 6aiiT Kona

Komnunsinus .javas .class., CTpyKTypa ¢aiina .class: 3aroyoBoK; Iys1 KOHCTaHT; 0ObSIBIEHUS
KJIacca; MoJIst MEeTOIbl; UMeHa THUIIOB, METOMMOB M KJIaCCOB; MCIIOIHAEMBIHN Kofl. [TpuMeph
COOTBETCTBHUS KOJa 1 0alT Kofa

Pazgen 7. OcHOBHBEIE MeXaHM3MEL obecredyeHns 0e30IMaCHOCTH

BBeneHnue B OCHOBHBIE MEXaHU3MEL BCTPOEHHEIE B BUPTYyasibHYI0 ManHy JRE: 3arpy34yuku
KJ1acCoB, Bepudukalimsa 6aiT Kofa, AUCIEeTUYEPH TOJTHOMOYMY, ayTeHTU(PUKAIUA
[ob30BaTesel, qu(ppPOBLIE MOATNCH, TU(PPOBLEIE CePTU(DUKATE, aITOPUTMEL IKU(PPOBaAHUS.
Paspen 8. ITudpoBLie BoOsIHbEIE 3HAKKM B MCIIOTHUMEIX (aiiax

BBepeHre B OCHOBEI BIIOKEHUST COOOIIEHUY B UCIIOMHIEMEBIA KOf. PaccMOTpeHB 0COOEHHOCTH
BIJIOKEHUE B OTIIUYKE OT KITaCCUYECKUX ITOKPHIBAIOIIUX CO00IIeHu . [I[puMeHeHNe BIIOXKEHUM B
KauecTBe NU(PPOBLIX BOASIHBIX 3HAKOB.
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OO611ast TPyA0EMKOCTDb OUCLUATIINHEL
252 gac(oB), 7 3ET
dopma IPOMEXYTOUHOU aTTeCTalluu

9k3ameH. KypcoBasi paboTa

Bb1.B.04 Texnos02uu 3auiumol 6ecnpoeodHbIX cemel U MOOUMbHBIX NPUAOHCEHUT

Ilenu ocBOEHUS OUCLUUIIIUHEL

Llenpio mpernofaBaHus QUCIUILIMHEL « T€XHONIOT MY 3aIlUThl OECIIPOBOIHEIX CETeH U
MOOWIIbHBIX TTPUTIOKEHUN» SBISIETC:
U3y4eHNe METONOB aHaJIM3a YIP03 KOPIIOPATUBHOM CeTH

MecTo pucuuniauHel B CTpyKType OI1

Oucuunnuia «TeXHONOTUU 3allUTH OECIPOBOAHBEIX CeTed U MOOUIBHBIX
npunoxeHnuun» b1.B.04 oTHOCHTCSA K dYacTH, QPOPMUPYeMOH ydYaCTHUKaAMHU
o0Opa3oBaTeIbHBIX OTHOLIEHUY MporpamMMel MarucTpatypsl «10.04.01 MadopmanmonHas
6e30macHOCTh». MICXOMHBIM YPOBEHbh 3HAHUM U YMEHHUM, KOTOPHIMHU AOJIKeH 00/1amaTh
CTY[EHT, IPUCTyIasd K U3yYEHUI0 JaHHOU OUCLUIJINHBL, ONpefesseTcs U3ydeHueM
TAKUX OUCLUIIINH, KaK: «3amuTa 001aYHbIX BEIYUCIEHUN U T€JIEKOMMYHUKALUM».

TpebGoBaHUs K pe3ybTaTaM OCBOEHUS

[Tpouiecc n3ydeHus OUCUUIUIMHEL HAllpaBjieH Ha GOpMUPOBaHNE CIIeAyIOMINX KOMIIETEHITNN:
B cootBeTctBuET ¢ PTOC:

- PaspaboTka cpencTB 3amuThl nHGopmanuu (ITK-5)

- PaspaboTka TpeboBaHUY 110 3aIMuUTe WHGOPMALUH OECIIPOBOMHEIX ¥ MOOUIIBHBIX
KOMITbIOTEPHEIX ceTeit ([TK-6)

- CriocoGeH IPUMEHSTh COBPEMEHHEIE KOMMYHUKATHUBHBIE TEXHOJIOTUH, B TOM YHCJIe Ha
WHOCTPaHHOM(BIX) SI3bIKe(ax), Mg aKkageMHU4eCcKoro ¥ mpodheCcCUOHAIbHOT0 B3aUMOIEeCTBUS
(VK-4)

- CriocoGeH aHa/IM3UPOBaTh ¥ YUYUTHIBATh pa3Hoobpa3ue KyJIbTyp B MPOIlecce MEXKKYIbTYPHOTO
B3auMogencTBus (YK-5)

CopepxkaHue OUCIUIIINHEI

Pasmen 1. BBeneHnue B anMUHUCTPUPOBaHKe VMware
OO1mue nTpUHIUIIE paboTH BUPTyaIbHOM MaIIUHHL.
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Paspmen 2. ATMPHUCTPHAPOBaHKE CHCTEM XpaHeHUs maHHbIX (CX]I)
Pa6oTa ¢ pasgenamu Virtual Machine File Systems (VMFS). Storage VMotion.

Paspen 3. KoHQUrypuposanve cetu

Hactpolika 1 6e301acHOCTb BUPTyaJIbHEIX ceTell. HacTpoiika mporpaMMHoro amanrtepa iSCSI.
Hactpolika 6peramayapa Service Console.

Paspen 4. BregeHue B pa3paboTky Android-mpunoxeHnin»

Kpatkasa uctopus OC Android. Intel gnst Android: mapTHepCTBO ¥ UHCTPYMEHTapUM
pa3paboTyuka. ApXuUTeKTypa mpunoxeHnui aag Android. Pecypcel npunoxeHus.
[Tonb3oBaTenbckuit uHTEPDEiic. UHCTpyMeHTapuil pa3paboTKu mpumoxeHui ang Android.
O630p 11aroB pa3paboTKu TUNUYHOTO npunoxenus mon Android. Oco6eHHOCTH Pa3paboTKH C
KCIIONb30BaHUEM aMyJigTopa. OTiIagKa Kofa B IMYJIITOpe U Ha pealbHBIX IPUI0KEeHUHaX.
Paspen 5. Co3maHue m0nb30BaTENLCKUX NHTEPGhENCOB U UCIIONIb30BaHKe 3JIEMEHTOB
yIpaBIeHUs B IPUII0KEHUIX mon Android»

TeKCTOBbLIE 37IEMEHTHI YIIPAaBIEHUSI, KHOIIKH, CIIMCKU, TaOIUIILI, YIIPaBIeHNE JaTOi U BpeMEHEM,
MapView, ranepesi, C4eTUMK, IUCIETYEPH I1a0NIOHOB, aflaliTEPH], CO3TaHue MeHI0, 8
pacIupeHHble MEHIO, 3arpy3Ka MeHIo rpu nomoiny XML-¢haiinoB, co3maHre OUaoroBEIX OKOH,
OUaNoroBble OKHA C MOACKa3KaMU U IPeaynpexXaeHUsIMU.

P 2D-aHuManusg HYE W WCII0Ib30BaHU K0 B IpUI0KEHUAX mod Android»
[TnaHWpOBaHME OKAPOBOM aHUMAIINH, aHUMUPOBaHUE, aHUMALKS I11a0I0HOB, BU/IOB,
HCIIoNb30BaHue Kimacca Camera. IIpoBepka 6e30macHOCTH, paboTa o cinyk0aMu, OCHOBAHHBIMU
Ha MeCTOIoJIokeHuH, ucnonb3oBanue HTTP-cinyxk0, cmyx6er AIDL

P 7. PaboTta ¢ Android Mark

[ToproroBka AndroidManifest.xml aist 3akauku, nTOKanu3auus MPUI0KEHUs, ITOATOTOBKA
sIpIBIKA TPUI0KeHus1, moaroroBka APK-daiina g 3akauku, paboTa monb3oBaTens ¢ Android
Market

Paspen 8. UHcTpyMeHTHI Intel g onTruMu3anyy 1 oTnagku Android-npunoxxkeHni

Intel Power Monitoring Tool. Intel Graphics Performance Analyzer. Intel Energy Checker SDK.
Intel Hardware Accelerated Execution Manager.

OO61mast TPYAOEMKOCTD AUCITUIIINHEL
252 gac(oB), 7 3ET
®opMa MpoMexKyTOYHOM aTTeCTalluu

JK3aMeH. KypcoBoii IpoeKkT

b1.B.[1B.01.01 ITu¢gposasi KpuMuHaaucmuka

lenu ocBOEHUS OUCUUIIIUHEL

Llenbio mpemnomaBaHus OUCHUTIINHEL «[[udpoBass KpUMHUHATUCTHKA» SBIISETCS:
M3y4eHre OCHOB paccaeqoBaHus NHIMAEHTOB NHDOPMaIMOHHOM 6e301aCHOCTH.

MecTo pucuuniIuHe B CTpykType OI1
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OucnunnuHa «IIudpoBas kpumuHanuctuka» b1.B.[IB.01.01 oTHocuTCca K 4acTH,
dbopMupyeMor ydaCTHUKaM#u 00pa30BaTeIbHBIX OTHOIIEHUH IPOrPpaMMbl MaruCTPaTyphI
«10.04.01 MudopmalnonHasi 6e30macHOCTb». VICXOOHBIN YPOBEHb 3HAHUU U YMEHUH,
KOTOPBIMU [IOJIKeH o0jlafiaTh CTy[EHT, IPUCTyNas K U3YUYEHUIO NJaHHON OUCLUIIIUHEL,
ompepensieTcd M3y4YeHHMEM TaKUX OUCIUIINH, KakK: «Pa3paboTkKa 3aluIleHHBIX
IIPUIOKEHUL».

TpebGoBaHus K pe3yIbTaTaM OCBOEHUS

[Tponecc u3yueHus: UCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIINH:
B cootBeTctBUET ¢ PTOC:

- CriocoGeH 000CHOBBIBaTh TPEOOBAHUS K CUCTEMe 00ecliedyeHnsT UHPOPMaIMOHHON
0e3omacHOCTH 1 pa3pabaThiBaTh MMPOEKT TEXHUYECKOTO 3alaHus Ha ee co3nanue; (OITK-1)

- IIpoBeneHMe 3KCIEPTU3LI IPX PaCcCIeNOBaHUU KOMITbIOTEPHBIX MPECTYIJIEHUN ¥ UHIUIEHTOB
(TTIK-9)

- Cnoco0eH TPUMEHSITb COBpeMeHHbIE KOMMYHUKATUBHLIE TEXHOJIOTUM, B TOM YHCIIE Ha
MHOCTPaHHOM(BIX) SI3HIKE(ax), I/ aKaleMUYeCKoro 1 mpogeCccuoHaNIbHOTO B3aNMOIE CTBUS
(YK-4)

- Cnoco0eH aHaTM3UPOBATh U YYUTHIBATh Pa3Hoo0pa3ue KyJIbTyp B MPOIlecce MeXKYIbTYPHOTO
B3aumopenctus (YK-5)

CopepxkaHue OUCIUTIINHEL

P 1. BRemenue B 1In BEI Ka3aTeabCTB

3HaueHue TepMUHa IU(PPOBOM (POPEeH3UKHU, CTaHAaPTHLIE MIPOIETYPH, METOMbl HAallMCaHUS
OTYETOB, TEXHOJIOTUY NOKYMEHTHPOBAHUS, CTAHIAPTHl M1 UOeHTU(HUKaIuU, cOopa
uHpopmauuu (ISO/IEC 27037), onucaHre HUHCTPYMEHTOB C KpaTKUM aHalIn30M GyHKIMOHAJIa
xmount, guymager, ewf-tools, u T.1., HacTpoiika paboueil CTaHIUHU.

P 2. PaboTa ¢ DJaHHBEIMHA

Co3pganue obpasa s 1ubpoBor GopeH3UuKU: onucaHue HHCTPYMeHTapus, KOMaHab Linux,
dopmaTtet 06pa3os (dd, ewf), xemmpoBaHue (KOHTPOJb 3@ IIEJIOCTHOCTHIO JAHHBIX - QYHKIIUU
MD5, SHA1, SHA256)..

Pasgen 3. Pa6oTa C KECTKMMHK OUCKAMH.

dusnyeckue u IoruYeckre ToMa, QyHKIMU: 00pa3kl A pa3duenus: guckos, MBR, GPT,
003opdyukuit RAID-MaccrBOB.

Paspen 4. ®aiiioBble CUCTEMEL

FAT, ocuoBuble pyHKuuu NTFS, ocroBHble Qpyrknuu HFS and HFS+

Pazgen 5. AHanu3 paGoTHL OIlepalliOHHBIX CUCTeM Ha npuMepe ceMerictBa OC Windows
Ananu3 noros OC Windows, KOHQUTypaI[MOHHOTO peructpa, 6pay3epoB, MeTagaHHbIX.

Paspen 6. Ananu3 uHTepHeT npunoxenuit OC Windows
Bpay3eprl, MECCEHKEPHI, P2 MPUJIOKEHUST, UHCTPYMEHTAPHUH [/ aHaIu3a IPUI0KEeHUH
Windows (sqllite-bowser), mudposanue (bitlockers).

Pasgen 7. Ananus yga3suMocTert OC Linux, MacOS
AHamu3 JI0roB, UCTOPUY aKTUBHOCTH II0JIh30BaTeNel, KOHDUrypamus

Pasgen 8. AHanu3 ysa3suMocTeir MacOS
AHanu3 JI0roB, UCTOPUY aKTUBHOCTH II0JIh30BaTeNel, KOHDUTypaLus.

P TeBad H3UK
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[TepexBaT ceTeBOro TpadrKa, aHaIu3 YPOBHS IPUI0KEHUN, UHCTPYMEHTApUU [IJISI CETEBOU
dopen3uku (Wireshark, Ettercap, gpyrue).

Paspmen 10. ®opeH3uKa B peallbHOM BPEMEHU

OOcnyxuBaHNMe MAlllMH B pealbHOM BpeMeHH, PYHKIINY TaHHLIX B PealbHOM BpEMEHU Ha
npuMepe OC Windows, Linux, Mac OS).

Paspen 11. ®opensuka SSD
WHcTpymMeHTapuu [Ajg paboTh ¢ popeH3ukor SSD, GyHKIIMOHAIbHBIE 0COOEHHOCTHI

Pa3pen 12. ®opeH3uKa naMATH
OcHOBEI pabOTH C aHATTM30M MTAMSITH, aHAIUTHKA [aMIIOB MaMsiTi RAM

OOI1mast TPYAO0EMKOCTD OUCITUIIITNHEL
252 gac(oB), 7 3ET
dopma MpoMexKyTOYHOU aTTeCTalluu

Ok3ameH. KypcoBas paboTa

b1.B.[IB.01.02 OcHoebl cmez2aHozpaguu

Lenu ocBoeHUST TUCHUILINHEL

Llenbio mpemnomaBaHus OUCHUTIINHEL « OCHOBBI CTETaHOTPadUu» SIBISETCS:
nU3y4yeHue CTyOeHTaMu 0COOeHHOCTEN TPUMEHEHUS CTeraHorpaduu u

IpeabsBIsIeMbIX K Hell TpeboBauus. [uciumnaria «OCHOBH cTeraHorpaduu» momkHa
obOecneunBaTh GopMupoOBaHue PyHOaMeHTa ITOATOTOBKY OYOYLINX CIELUaTiCTOB B
001acTy 3allMTH aBTOPCKUX IIPaB, 00ecIeyeHus IeJI0OCTHOCTHY IlepefaBaeMoM uin
coxpaHseMol nHGOPMAIlUK Ha HOCUTEJSX C IIOMOIIbI0 CTeTaHOTpadruIeCKUX METOOB
3amu T HHQOpMaLKy, a TakKkKe, Co3gaBaTh HeoO6xoauMyto 0a3y [y yCIeIHOT0
OBIIafieHUs OCIIeNYIOIIUMY CIIeIUaTbHBIMY OUCIUIIIMHAMY y4eOHOro MiTaHa.

MecTo gucuunavHel B CTpyKType OI1

Oucnunnuia «OcHOBH cTeraHorpa¢uu» B1.B.IB.01.02 oTHOCHTCS K 4YacCTH,
dbopMupyeMor y4aCTHUKaM#u 00pa30BaTeIbHBIX OTHOIIEHUH IIPOrPaMMbl MaruCTPATYPhI
«10.04.01 UudopmalimonHasi 6e30macHOCTb». VICXOOHBIN YypOBEHb 3HAHUU U YMEHUH,
KOTOPBIMU [IOJIXKeH 00jlafiaTh CTYMEHT, IPUCTyIas K U3YUYEHUIO MaHHON MUCHUIIIUHEI,
ompefesnsgeTcs U3ydeHneM TaKuX OUCIUIIINH, KaK: «3alldllleHHble HHPOopMaluoHHbIEe
CHCTEMEBI CIIeI[MaIbHOT0 Ha3HAYEeHHU .

TpebGoBaHUs K pe3yIbTaTaM OCBOEHUS

[Tpouiecc n3ydeHus OUCUUIIMHEL HallpaBjieH Ha GOpMUPOBaHNE CIIeAyIOMINX KOMIIETeHITUN:
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B cootBeTctBuE ¢ PTOC:

- Crmoco6eH 060cHOBHIBaTH TpebOBaHUs K CUCTeMe obecreyeHrss HHGOPMaLXOHHON
6e30mMacHOCTH ¥ pa3pabaThiBaTh MPOEKT TEXHUYECKOTO 3alaHus Ha ee co3manue; (OIIK-1)

- [TpoBeneHue 9KCIEPTU3LI TPY PACCIENOBAHUY KOMITBIOTEPHBIX TPECTYIIEHUH U MHIUAEHTOB
(TIK-9)

- CniocoOeH pUMEHSITh COBpEMEHHBIE KOMMYHUKATUBHbIE TEXHOJIOTHH, B TOM YHCJIe Ha
WHOCTPAHHOM(BIX) SI3BIKe(ax), M/ aKafleMUYeCcKOoro U ITPOQeCcCoHaIbHOTO B3aUMOIEHCTBUS
(YK-4)

- CiocoOeH aHaIM3UPOBATh ¥ YYUTHIBATh Pa3HO00OPa3ue KyJIbTyp B IPOIECCe MeXKKYIIbTYPHOTO
B3auMopencTBus (YK-5)

CopepkaHue OUCIUTIIMHEL

P 1 TH OPUMEHEeHUS CTeraHor 1501

Omnpenenenue mudponoi creranorpaduu (CI') B mmpokom cmeiciie. CobctBerHO CI' u 1iudpoBEe
“BopstHbie” 3HaKM (IIB3). Tunuunbie mokpeiBalomnue coobmenus (I1C).OCHOBHBIE aTaKu Ha
cucteMrl CI' u 11B3.

Pasmen 2. IIpocTenmue cucteMsl CI'

Bnoxenue B HauMmeHbIre 3Havamue o0uTs (H3B) ¢ 3amemenuem u H3b6 ¢ corimacoBaHueM.
Ocnosuele coricTBa CI-H3B. ITpumeps cuctem ¢ H3b (Jsteg,Outgiess,F5). CI', ucnomnbs3yiomue
mrpokomnonocHeie curHansl (CI-IITIC) u ux cBoricTBa. Cremnor 1 "HGOPMUPOBAHHLIN OEKOOEPHL.

Pasgen 3. CI" anist gpyrux MOKPHIBAIOMINX CO0OIIEHNH
JIuarsuctuueckue, rpapuyeckue, Matepuer CI' 1 UX CBOMCTBA.

Pazgen 4. CI" cTolKHe K ONTUMATbHOMY CTaTUCTUYECKOMY 00HaPYXKEHHUI0

Kputepuu cekpetHoctu CI'.OTHOcHUTenbHasa SHTponusa. MogenbHo o0ycimoBnernHbie CI.CI" Ha
OCHOBE afallTUBHOr0 KBaHTOBaHUsA. CI' ¢ coxpaneHueM cratuctuku [1C. Crnemnou creroaHanua.
Paspen 5. O0mue cBemeHus o cucreMax ¢ 11B3

Knaccuduxkaiusa cuctem LIB3. OcHoBHBIE aTaku Ha cucteMbl LIB3. Kputepuu agpheKkTuBHOCTH
LIB3. Bupgsl [1C ucnons3ywmuxcs ¢ LIB3. OcHoBHBEIE TpuMeHeHUs cucteM LIB3

Pasgen 6. TexHuKa norpyxkeHus ¥ u3pnedyeHns [1B3 YCTOMYMBLIX K CIYYaWUHOMY U

[IpeJHaMepPeHHOMY YIaJIeHUI0
Knaccuduxkarnusa cuctem LIB3. OcHoBHEBIE aTaku Ha cucteMsl LIB3. Kputepuu apdekTuBHOCTH

IB3. Bupgsl [1C ucnons3ywomuxcs ¢ LIB3. OcHoBHBIE TpuMeHeHUs cucteM LIB3 (MOHUTOPUHT
PeKIaMHl ,uaeHTuUKAIKS [T0Ih30BaTelel J0Ka3aTeIbCTBO IIPaB COOCTBEHHOCTH,
ayteHTuuKamus I1C).

P 7 HHOCTH IIOCTpoeHusd cuctem [1B s 10 1 BU WTHAJIOB

[IB3 Ha OCHOBE UCIIONIb30BaHUS SIBJIEHUN 9X0 U peBepOepauuu. [IpuMeHeHre KeNCTpabHbIX
METO[IOB B leKofepe. 3aluTa oT mpeoOdpa3oBanuil popmMaToB. OCHOBHEIE METOMEI ITOCTPOEHMUS
cuctem LIB3 gns sugeo I1C pa3mu4HBIX CTAaHOAPTOB.

OO11ast TPYAO0EMKOCTD OUCHIUTIIUHEL
252 gac(oB), 7 3ET
dopma IPOMEXYTOUHOU aTTeCTalluu

9k3ameH. KypcoBas paboTa
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b1.B./IB.02.01 BpedoHocHoe npo2paMMHOe obecneueHue

lenu ocBOEHHUS OUCUUIIIUHEL

Llenbio mpemofaBaHus OUCIUIIIUHLL « BpemoHOCHOe TporpaMMHoOe obecrieueHre»
SIBIIIETCS:

M3yyeHue BOIIPOCOB OCHOB 3aIlUTH MHGOPMAaIH B I1100aIbHOM CETH Ha OCHOBE
aHTUBUPYCHAIX penrenui Komnauuu ESET NOD32, omHoro U3 muepoB B 9Toi 00/1acTu
pa3paboTKKu aHTUBUPYCHOTO IIPOTPAMMHOT0 00eCIIedeHus.

MecTo pucuuniavHel B CTpykType OII

HucnunnuHa «BpemonocHoe mporpamMuoe obecneuenue» b1.B.J1B.02.01 oTHOCHUTCS K
yacTu, GOpMHPYeMOM ydaCTHHKaMH 00Opa30BaTENIbHBIX OTHOIIEHHWW MPOTpPaMMBbI
Maructpatyps «10.04.01 MudopmanuonHas 6Ge3omacHOCTb». VCXOOHBIM ypPOBEHbDb
3HAHUM U YMEHHUU, KOTOPLIMU AOIXKeH 00jlagaTh CTYAEHT, MPUCTyNas K U3y4YeHUI0
OAHHOU OUCLUUIIIMHEL, OIpelesiseTcsd U3y4yeHUueM TaKUX OUCLHUIIINH, KaK: «3alluTa
CETEeBBIX IIPUJIOKEHUN .

TpeboBaHUS K pe3yabTaTaM OCBOEHUS

[Tponecc u3yueHus: OUCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIINH:
B cootBeTctBUE ¢ PTOC:

- CnnocoOeH pa3pabaThBaTh TEXHUYECKUM IMPOEKT CUCTEMHI (MIOOCUCTEMBI TU00 KOMITOHEHTa
CHUCTEMEHI) o0ecrnieuenus: uHGOpPManoHHo# 6e3omacHocTy; (OTIK-2)

- IIpoBeneHne aHanu3a 6€30MaCHOCTH KOMITbIOTEPHEIX cucteM (ITK-8)

- IIpoBenenne cepTuuUKauy TPOrPaMMHO-aITapaTHRIX CPEACTB 3aluTh uHGopmaruu (ITK-
10)

- CriocoGeH IPUMEHSTh COBPEMEHHBIE KOMMYHUKATHBHBIE TEXHOJIOTUH, B TOM YHCJIe Ha
MHOCTPaHHOM(BIX) SI3HIKE(ax), I/ aKaleMUYeCKOro ¥ MpogeCcCuoHaTbHOTO0 B3aUMOIEH CTBU S
(YK-4)

- CriocoGeH aHa/IM3UPOBaTh ¥ YYUTHIBATh pa3Hoobpa3ue KyJIbTyp B MpoIiecce MeXKKYIbTYPHOTO
B3aumopenctaus (YK-5)

CopepxkaHue OUCIUATIIHHEL

Pasgen 1. KoMnbioTepHbIe YIPO3El, OCHOBHASA KnaccuUKaIusg BpenoHocHOro I10
OBOIIONMS TPOrPaMM C BpemoHOCHbIM [10, mpuMepsl

P 2. Texu TUHU aTakK XUTEKT X
TexHONOruM aTak, apxXuTekTypa x86
P QUIIMHTOBLIE aTAKK, VIPO3EI OHJIAWH OaHKUHT

Omnpepenenue u Kiaccupukanus QUIIMHTOBBIX aTaK, JeTEKIUS aTak, 0630p yrpo3 OHJIaliH
OaHKHHTA, IPUMEPHI aTaK, METOIbI 3aIUTHI
P 4. TIporpaMmH [evyeHue, o Ha3HAYeHH §1 BLIMOTATEIbCTB
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Knaccudukanus yrpos Ransom ware and Scareware. [IpuMepsl aTak, METOABL 3QIIUTHL OT
yIpos.

Pazgen 5. boTHETH

OnpeperneHue, TOMOJIOTHH, IIPOTOKOIEI B3aUMOOENCTBUS, IPUMEDHI.

Paspen 6. Yrpo3sl MoOunbHEIX minaTdopm: 10S

Knaccudukanuus ocHOBHBIX BU0OB yrpo3 10S. Bupyce u ysa3sumoctu ApplelOS. Cpenctaa
3aIUTH.

Paspen 7. Yrpo3sl MoOunbHEIX mnaTdopM: Android

0630p apxutekTypsl Android. ITpumeps! mporpamm. I1aTyu, SKCIIJIOUTHL.

Pasgen 8. Be6-yrpostl, colnanbHas MHKEeHEePUs, YIPO3bI ¥ YI3BUMOCTHI
[Tousitue yg3BuMocTeit u yrpo3. Web-skcnnoutsl, PDF, MSOffice, opyrue.

Paspgen 9. PYTKUTHI ¥ OYTKUTHL

0O630pWindows Kernel (sgpa OC Windows), IOHSITHe PYTKUTOB, 9BOJIIOIUSA PYTKUTOB. [I0HATHE
OYTKUTOB, SBOJTIOLIUS.

Pa3pen 10. AHTUBUDYCHEIE TEXHOJIOTUU

OmnpepeneHre KOMIJIEKCHBIX aHTUBUPYCOB, KilacCU(pUKaLKs, COBPEMEHHbEIE aHTUBUPYCHEIE
TEeXHOJIOTUU

P 11. Texnonoruu sandbox
Ompepnenenue sandbox. [JocTynHEle pelleHUs Ha PHIHKE A1 60psOb ¢ BpegoHocHBM [10
P 12. On HUe B HocHoro [10, uHT KTyaJlbHbIN aHalIn HHBIX

OcHoBHEHIE cpefcTBa 60PLOLI ¢ BpemoHOCHBIM I10, MHTENIeKTyaIbHbIM aHATU3 JaHHBIX

OO1mas TpyA0eMKOCTh AUCIUIIINHEL
252 gac(oB), 7 3ET
dopma IPOMEXYTOUHOU aTTeCTalluu

9k3ameH. Kypcoasi paboTa

Bb1.B.[1B.02.02 3awuma cemeeabix NPU/A0AHCeHUll

Llenu 0CBOEHMS TUCLUUIIINHEL

Llenbio mpenofaBaHus OUCLUIITIMHLL «3alllUuTa CETEBBIX IIPUIIOKEHUN» SIBIISIETCH:
Llenbto M3y4YeHUs OQUCLIAIIIAHBL «3allliTa CETEBHIX IPUIOKEHUN» SIBIIETCS
TeopeTUYecKas U IpakKTUdecKas IIOATOTOBKA CIEUaINCTOB K AesATeIbHOCTH,
CBSI3aHHOU C IPMMEHEHWEM COBPEMEHHBIX TEXHOJIOTUM aHaJlk3a IPOrpaMMHBIX
peanu3anuy, 3alUTH IPOrpaMM U IPOrPaMMHEBIX CUCTEM OT aHaJih3a U BPEeTOHOCHBIX
IIPOrPaMMHBIX BO3[I€MCTBUU.

MecTo pucuuniavHel B CTpykType OII1

HucuunnuHa «3aluTa ceTeBhX npunoxeHui» b1.B.[1B.02.02 oTHOCUTCS K 4acCTH,
dbopMupyeMoOr y4aCTHUKaM#u 00pa30BaTeIbHBIX OTHOIIEHUM ITPOrPpaMMbl MaruCTPaTyPhI
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«10.04.01 MudopmalnonHasi 6e30macHOCTb». VICXOOHBIN YPOBEHb 3HAHUU U YMEHUH,
KOTOPBIMU [IOJIKEeH 00J1aflaTh CTYNEHT, MPUCTYyNas K U3YUEeHUI0 JaHHON OUCIUIIIUHEL,
ompefeseTCs U3yYeHNueM TaKUX OUCIUIIINH, KaK: «3alluilleHHble HHQOopMalnoHHbIEe
CHCTEMBI CIIeI[MaIbHOI0 Ha3HAYECHUSI».

TpebGoBaHus K pe3yIbTaTaM OCBOEHUS

[Tponecc u3yueHus: UCHUIIIMHE HallpaBieH Ha GOPMUPOBaHKE CIEeAYIOMINX KOMIETEHIINH:
B cootBeTctBUET ¢ PTOC:

- CnnocoOeH pa3pabaThBaTh TEXHUUECKUW ITPOEKT CUCTEMHI (IIOOCUCTEMBI TU00 KOMITOHEHTa
CHCTEMEHI) o0ecnieueHus: uHGoOpMannoHHo# 6e3omacHocTy; (OTIK-2)

- IIpoBeneHne aHanu3a 0€30MaCHOCTH KOMITbIOTEPHEIX cucTeM (ITK-8)

- IIpoBenenne cepTu@uKauy TPOrPaMMHO-aITapaTHRIX CPECTB 3aluTh nHGopmaruu (ITK-
10)

- Cnoco0eH TPUMEHSTb COBpeMeHHbIE KOMMYHUKATUBHLIE TEXHOJIOTUM, B TOM YHCIIE Ha
MHOCTPaHHOM(BIX) SI3HIKE(ax), I/ aKafleMU4YeCKOro 1 MpogeCcCuoHaNIbHOTO B3aUMOIE CTBU S
(VK-4)

- Cnoco0eH aHaTM3UPOBATh U YYUTHIBATh Pa3Ho00pa3ue KyJIbTyp B MPOIlecce MEXKYIbTYPHOTO
B3aumopenctus (YK-5)

CopepxkaHue OUCIUTIINHEL

Pazgen 1. MeToObl 9KCIIEPUMEHTOB C Y€PHEIM SITUKOM
MeTofbl 3KCIIEPUMEHTOB C YePHHIM SALIMKOM; CTaTu4eCcKuid MeTof; [JuHaMU4eCKUUA METO.

Pazgen 2. MeTonwl uccieqoBaHKS IPOrPaMM

Mertog masikoB; Metop Step-Trace nepsoro stana; MeTop anmnapaTHOW TOYKU OCTAHOBQ;
[InHaMr4YecKoe u3MeHeHre Kofia mporpaMMbl; MCKyCCTBEHHOE YCII0KHEHNE CTPYKTYPEI
mporpammel; HectanmapTHoe obpallieHue K GYHKIHUSIM OIePAllMOHHON CUCTEMH;
VcKyCcCTBEHHOE YCII0KHEHUEe aITOPUTMOB 00pa00TKY HaHHAIX; BrisiBrneHrue paKTOB BHIITIOTHEHUS
MIPOTPAaMMEI ITOJT OTJIAAYUKOM.

Paspen 3. Oco6eHHOCTH aHa/IM3a IPOrpaMM

Oco0eHHOCTH aHa/IM3a OBEPIEeHHOBHIX TporpaMM; Oco6eHHOCTH aHaMu3a rpadhuiyecKux
nporpamyM; *Oco0eHHOCTH aHaIKM3a MapasiebHoro Koma; Oco0eHHOCTH aHalIu3a Kofia B
pexuMe sapa Windows.

Pasmen 4. 3amuTa TporpamMM OT aHaIK3a

IuHamMuyeckui MeTofn; MCKyCCTBEeHHOE yCI0KHEeHNe CTPYKTYPhI IporpaMMel; MICKycCTBeHHOe
yCIOXKHEHWEe CTPYKTYPhI IPOrpaMMebl; MICKyCcCTBEHHOE YCII0KHEeHNEe aNTOPUTMOB 00paboTKU
OaHHBIX; BrigBneHue GakTa BHIMOIHEHUS IPOTPaMMEI IO OTIagYUKOM.

Pa3pen 5. Mopeny B3auMOOeNCTBUSA IPOrPaMMHOU 3aKIaiKy C aTaKyeMOU CUCTEMOU

Mopens «HabmogaTenb»; Momens «mmepexsaT»; Momenb «uckaxeHue»; HecaHKIIMOHUPOBaHHOE
KCII0Ib30BaHUE CPEACTB JUHAMUYECKOr0 MU3MEHEHMS ITOJITHOMOYNH;

Paspen 6. [1peonochinky K BHEIPEHUWIO IPOrpPaMM 3aKIagokK

Ys3BuMocCTh nepemnonHenus 0ydepa; Ys13BUMOCTD "0TCYTCTBUE HEOOXOIUMBIX IIPOBEPOK
BXOMHBIX MaHHBIX"; GetAdmin;

Paspen 7. MeTopwl BHEOPEHUS TPOTPAMMHBIX 3aKIaI0K

Knaccudukanus MeTONOB BHEIPEHUS IPOrPaMMHBIX 3aKiafioK; MaCKUpOBKa IPOTpaMMHOM
3aKJIagK¥ 0[] IPUKIagHOe IIPorpaMMHoe obecredyernre; MacKUpPOBKa ITPOTPAaMMHOM 3aK/IagKu
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IIO[] CHCTEMHOE IIPOTPaMMHOe 00eCIIeYeHHE;

Pazgen 8. 3aluTHEIE MEeXaHN3MEI

Mertops! 3amuThl; Kimaccudukanus 3aluT 0 pOAY CEKPETHOro Kio4da; HageKHOCTh 3aIUTH;
HepmocTaTKu roTOBBIX "KOPOOOYHEIX" PEIIeHUH.

Paspen 9. PacupocTpaHeHHbIe OMKUOKY PeaTr3alliy 3allIUTHEIX MeXaHN3MOB

3allrMTa 0T HECAHKIIMOHUPOBAHHOT'0 KOIMMPOBAHUS M PACIIPOCTPaHEHUSI CEPUMHBIX HOMEDOB;
3aluTa UCIIBITaTENIbHEIM CPOKOM U ee citabrie MecTa; [IpobGeMa epeyCTaHOBKY;
PexoHCTpyKIKS anroputMa; HeCKOIbKO CEpUUHEIX HOMEPOB B OTHOM;

OOI1mast TPYAOEMKOCTD TUCITUIIINHEL
252 gac(oB), 7 3ET
dopma MpoMexKyTOYHOM aTTeCTalluu

Ok3ameH. KypcoBas paboTa

3. AHHOTaIlU¥ MPOTrpPaMM NPaKTHK

npou3zeodcmeenHol b2.B.01.01(H) HayuHo-ucciedoeame ibCKasi paboma

Lenu IIpoBeOEeHUA IIPAKTUKHU

Llenbio MpoBefeHus MpaKTUKU «Hay4dHo-uccneqoBaTenbckas paboTa» SIBISIETCS:
3aKpenyeHue u yrioyo0neHre TeoOpeTuUYeCcKuX 3HaHuM; GOPMUPOBAHNE U PAa3BUTHE
mpodheCcCUOHAIPHLIX 3HAHUM; TpHuoOpeTeHre MPaKTHYeCKUX HaBEIKOB; (POpMUPOBaHUE
KOMIIETEHIIMM, a TaKXKe MPHoOpeTeHrne OIbITa CAaMOCTOSITEIbHOM ITPOoGheCCHOHAIbHON U
Hay4YHOU OesITeIbHOCTH, HeOOXOOUMBIX [IJIS ITOCTIeyIomel mpodhecCcruoHanbHOM
OesITEeIbHOCTH.

OTa 11eNTb JOCTUTAETCS IIyTEM PelleHus CIeayomux(er) 3agad(u):

- 3aKpelljieHre Ha MMPaKTHKe 3HAaHWM U YMEHUH, IOJTyYeHHBIX B IIPOIlecce
TEOPEeTUYECKOro 00ydeHus;

- pa3BuTHE MPOdHeCCHOHAIBHBEIX HABLIKOB;

- O3HAKOMJIeHUe C 001Iel XxapaKTepPUCTUKOM 00beKTa MPAKTUKK U IIPaBUIaMU
TeXHUKHN 0€30I1acHOCTY;

. IIJITAHUPOBAHUE UCCIIeqoBaHus (BEIOOP TeMEI, 000CHOBaHUE HEe0OXOIMMOCTH,
omnpenesieHue Mefiel U 3afayd, BEIABUKEHNE TUIIOTEe3, GOPMUPOBaHUE
IIPOTPAMMEI, TOI00P CPENCTB U HHCTPYMEHTaPHs);

- TIPOBeJIeHNe UCCIeloBaHus (M3yUeHre TUTepaTyprl, cOop, oOpaboTKa u
0000ITIeHre TaHHBIX, 00bsICHEHNEe IOTYYeHHEIX Pe3yJIbTaTOB U HOBHIX (haKTOB,
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apryMeHTHUPOBaHUE, POPMYINPOBKa BEIBOOB);

- opopmiIeHHE OTUETA O Pe3yabTaTaX UCCIeN0BaHUs (M3ydeHre HOPMaTUBHBIX
TpeboBaHul, GOPMUPOBaHNE CTPYKTYPH U COlepKaHuUs, HallucaHue,
pefaKTHpOBaHue, POpMUpPOBaHUE CIIUCKA UCIOIb30BaHHBIX KCTOYHUKOB
nHpopManuu, 0ohopMIIeHNEe IPUIOXKEHNN);

- BBICTYTLJIEHHE C AOKJIaflaMy Ha CTyAeHYeCKUX KOH(DEPEHIUIX 10 pe3yabTaTaM
KCCJIENOBAaHUM.

Mecto npakTuku B CTpyKType Ol

«Hayuno-uccnenoBaTtenbckas pabora» 52.B.01.01(H) BxoguT B 610K 2 y4eGHOr0 1j1aHa,
KOTOPBIM OTHOCUTCS K YacTu, GOPMUPyeMOM ydYaCTHMKaMU 00pa3oBaTeIbHHIX
OTHOINEHUW, U SBISAETCS 0053aTeNbHOW COCTABHOM YacCcThi0 00pa3oBaTeNbHOMU
nporpaMMhl 1o HampaBneHuio «10.04.01 MudopmanmonHas 6€30I1aCHOCTD».

«HayuyHo-uccnenoBaTenbckasgd paboTa» OmMMpaeTCss Ha 3HAHUS IOJIy4eHHbIE IIPU
M3y4eHUH IIPEeIIeCTBYIONINX TUCIIUIIINH, a TaKXKe Ha 3HAHUS U MPAKTU4YECKUe HaBhIKHU,
IIOJTy4YeHHbIE TIPY MMPOX0XKAeHUH NMPaKTUK (1) «TexHonoruueckas mpakTUKa».

TpeboBaHUS K pe3yabTaTaM OCBOEHUS

B mporiecce mpoxoxXaeHus MPAKTUKY CTYOEHT GOPMUPYET U IeMOHCTPUPYET CIIeAyIoIue
KOMIIEeTEHIIUH:

- CriocobeH ocyiecTBAATH cO0p, 060paboTKy U aHanu3 HayYHO-TEXHUYECKOW WHPOpMaluu 1o
TEMe UCCIIe[IOBaHusI, pa3pabaThiBaTh IJIAHK ¥ IPOTPAMMEI IPOBENEHUST HayYHBIX UCCIENOBaHUH
U TeXHU4YeCKUx pa3paborok; (OIIK-4)

- Crmoco6eH TPOBOOUTH Hay4YHbIE UCCIIEIOBAHUS, BKITIOUAst 9KCIIepUMeHTaIbHEIE, 00pabaThiBaTh
pe3yIbTaThl UCCITeOBaHUM, 0QOPMIIATh HAyYHO-TEXHUYECKHUE OTUYETH], 0030PHI, TOTOBUTH 110
pe3ybTaTaM BHIIOJTHEHHBIX UCCITeOBaHUY Hay4yHbIe JoKagsl u ctaTbu (OITK-5)

ComepxKaHne TPaKTUKU

Pasgen 1. CornacoBaHue TeMbl MHOUBUOYAIbHOTO 3aJaHUs
Bri6op TeMHI, U3 CIIHCKA MIPECTaBIEHHOI0 HayYHLIM PYKOBOOUTEIEM U MTOCIEIyolIee

COrjiaCOBaHHue

P 2 TaBIeHNe WHINBU BHOTO IIJIaH TBL CTYIEHT
COTJIaCOBaHUE MHOWBUAYAJILHOTO IIJIaHa PAa00T C HAyYHHIM PYKOBOOUTETIEM
P BrimonHeHNe MHONBU BHOT HUS

BrinmonHeHVe MHOUBUAYAIbHOTO 3aaHUs

Pazpen 4. [TooroToBKa oT4eTa

[IpenocTraBieHue NIpegBapUTENIBHOTO OTYETAa HAYYHOMY PYKOBOAUTEIIIO [JI COrJIaCOBaHUS
Pa3pen 5. 3amuTta oTyera
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[TpoBeneHue 3a4eTa 110 MPAKTHKE C IIOCJIeAYIOIIUM OTBETOM Ha BOIIPOCH COTJIACHO C BEIOPAHHOM
TEMe

OO6I1mast TPYAO0EeMKOCTD TUCITUIIINHEL
756 gac(oB), 21 3ET
dopma IPOMEXYTOUHOU aTTeCTalluu

3auer

npou3eodcmeenHol b2.B.01.02(I1) TexHosno02uyeckas npaKkmuka

Llenu mpoBeneHUs MPaKTUKU

Llenpio TPoBeeHus MTPAKTUKHU « TeXHOIOrnYeckKas MpakKTHKa» SIBIISeTCS:
3aKperieHne u yriuybineHre TeOPeTHYEeCKUX 3HAHUM; (OPMUPOBAHKE U Pa3BUTHE
npodeccroHaNbHLX 3HAHNN; TPHoOpeTeHre IPAaKTHYECKUX HaBHIKOB; (OPMHUPOBAHUE
KOMITETEHIIUH, a TaKXkKe MProOpeTeHNe OMBITa CaMOCTOSITETbHOM TPo(eCcCHOHaTbHON 1
Hay4HOU eI TeTbHOCTH, HeOOXOMUMEIX [IJIst TOC/Iemyouiei mpodecCuoHaNTbHOM
IesITeNIbHOCTH.

OTa 1eNlb JOCTUTAETCSA ITyTeM PelleHus CIenyolux(er) 3agad(u):

- 3aKpellyieHre Ha NMPaKTHKe 3HaHUM U YMEHUH, TOJTy4eHHBIX B IIPOIlecce
TEOPETUYECKOTr0 00yUeHNS;

- pa3BuTHE IPodeccruoHaTbHLIX HAaBLIKOB;

- O3HAKOMJIeHHe C 00Iel XxapaKTepPUCTUKONW 00beKTa MPAKTUKH U IIPaBUIaMHU
TeXHUKHU 0e30I1aCHOCTH;

MecTo npakTuku B CTpyKType Ol

«TexHomoruyeckas npaktuka» 52.B.01.02(II) Bxomut B 670K 2 y4eOHOTO IIJIaHa,
KOTOPBIM OTHOCHUTCSI K YacTu, GOPMHUpPYeMOM ydacTHUKaMu o00pa30BaTelIbHHIX
OTHOINEHUN, U SBIseTCS 00sS3aTenbHOW COCTABHOM YacThi0 00pa3oBaTeIbHOM
nporpaMMhl 1o HampaBneHuio «10.04.01 HMudopmalmonHas 6e301aCHOCTDH».

«TexHONMoTHYeCKas IMpakKTUKa» ONMUPAETCS HAa 3HAHUSA IOJy4YeHHbIE NMPU U3yYEeHUU
IpenIIecTBYIOMUX OUCUUIMINH, a TaKXe Ha 3HaAaHUS U NMPaKTHUYeCKHEe HaBHIKH,
IIOJTy4YeHHbIe TIPU IPOXOXKOEHUM NMpPaKTUK(u) «HaydHo-uccnemoBaTenbckasi paboTa».
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TpebGoBaHus K pe3yIbTaTaM OCBOEHUS

B mporiecce mpoxoxkaeHUs IPAKTUKY CTYOEHT GOPMUPYET U IEMOHCTPUPYET CIIeAyIoIIue
KOMIIETEHIIUH:

- Crioco6eH pa3pabaThBaTh MPOEKTH OPraHU3alMOHHO-PACIIOPSIUTETBHEIX HOKYMEHTOB 10
obecneuyenuio nHpopmalronHou 6e3omacHocty; (OITK-3)

- Cioco0eH ocyIecTBIAThL cO0p, 00pab0TKy U aHaNMU3 HayYHO-TEXHUYECKON HH(POPMALUK 110
TeMe UCCIeOBaHus, pa3pabaTeiBaTh MJIAHEL ¥ TPOTPAMMBI POBEIeHNST HAYYHBIX UCCIIeIOBAHUM
U TeXHUYeCKUX pa3padborok; (OIIK-4)

- Crioco6eH MPOBOAKUTEL HAyYHBIE MCCIIEMOBAHUS, BKITIOYAs 9KCIIePpUMeHTaIbHEIe, 00pabaTeiBaTh
Pe3yIbTaThl KCCIENOBaHUM, 0POPMIIATh HAYYHO-TEXHUYECKHE OTYETHI, 0030PHI, TOTOBHUTS I10
pe3ybTaTaM BBHITOTHEHHBIX UCCIEeNOBaHUM HaydyHbIe oKnaagsl U ctaThu (OITK-5)

ComepxKaHne TPaKTUKU

P 1 T BaHHNE TEeMLI MHINBU BHOT HUS
Bribop ¥ cormacoBaHue TeMBI C HAYYHBIM PYKOBOOUTETIEM

P 2 TaBJIeHVE UHIVBYU bHOI'O TJIaH THL CTYIEHT
oTipefieieHHe ¥ COTJIaCOBaHNE WHOUBUIYAIbHOTO IJIaHa PaboThl

P BrimonHeHVe MHONBU BHOT HUS

[I0JIyYeHUe U BBHINOJIHEHVE MHAUBUAYAJIbHOTO 3aJaHus

Pazpgen 4. [loaroToBka oT4yeTa

odopMIeHKE U TOATOTOBKA PAbOTEI

Pa3pen 5. 3amuTta oT4yera
BHICTYIIJIEHHE U 3alIiTa PabOTh

OO6I1mast TPYAOEeMKOCTD TUCITUIIINHEL
540 ygac(oB), 15 3ET
®opMa MpoMexKyTOYHOM aTTeCTalluu

3auer

npouzeodcmeenHoli 52.0.01.01(IId) IIpedduniomuasi npaKkmuka

Llenu mpoBeneHUs MPaKTUKU

Llenbio MpoBefeHus MPaKTUKU «[IpeaauIioMHast IPaKTUKa» SBJISETCS:
3aKpeInyeHne U yrioyoneHne TeOpeTuUeCcKuX 3HaHWM; GOpMUPOBaHUE U PA3BUTHE
mpo¢eCCUOHANTbHBIX 3HAHWM; TpruobpeTeHNne MPaKTHYeCKUX HaBHIKOB; GOpMUPOBaHNE
KOMIIETEHIIMM, a TaKXKe MPUoOpeTEHNE OIbITa CAaMOCTOSITEIbHOM TPOoGheCCHOHAIbHOU U
Hay4YHOMU JesITeNbHOCTH, HeOOXOMUMBIX [IJI TIOCIIeyIolei mpodheccuoHanbHOM
NesTeIbHOCTH.
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OTa 1eNlb JOCTUTaeTCs IIyTeM PelleHus Claenyolux(er) 3aaad(u):

- 3aKpeneHre Ha MPakKTUKe 3HAHUW U YMEHUH, ITOJTyYeHHBIX B IIPOIecce
TEOPETUYECKOTr0 00yueHus;

- pa3BUTHE MPOPeCCUOHATbHEIX HABLIKOB;

- 03HAKOMJIeHHUe C 001Iel XxapaKTepPUCTUKOM 00beKTa MPAKTUKK U IIPaBUIaMU
TEeXHUKU 0e30MaCHOCTH;

- 1o60p HeoOXOOUMBIX MaTepPHUasIOB O BHITIOTHEHUS BHIITYCKHOMN
KBaIUOUKAIIMOHHOM PAOOTH! (MJIM MAaruCTEPCKON OUCCEPTAIIUH).

Mecto npakTuku B CTpyKType Ol

«IIpegounnomuas npaktuka» 52.0.01.01(TIx) BxomuT B 070K 2 y4yeOHOTO IIJIaHa,
KOTOPHIM OTHOCHUTCSI K 00s3aTelbHOU YaCTH, U SIBNseTCSd 00g3aTeNbHOM COCTABHOU
yacThi0 00pa3oBaTeIbHOM MporpaMMel 1Mo HamnpaBiaeHuio «10.04.01 MadopmalimoHHas
6e3011acHOCTh».

«[IpegounioMHas NpaKTUKa» ONMpAeTCs Ha 3HAHUA U IPaKTUUYeCKHe HaBBIKU
IOJIyUeHHblE NPU M3YUEHUHU AUCLUIIIMH U MPOXOXKAEHUM BCEX TUIOB IPaKTHUK.
«IIpegouninoMHas npaKTHUKa» SBISETCS 3aBepllalolleil B npouecce oO0y4eHUST U
IIPEOIIEeCTBYET BHIIONIHEHUIO BEHITYCKHOM KBanu(GUKALXOHHOM pabOoTHL.

TpeboBaHMS K pe3yabTaTaM OCBOEHHUS

B mporiecce npoxoxkaeHUs IPaKTUKKU CTYOEHT POPMUPYET U IEMOHCTPUPYET CIIeAyIoIIne
KOMIIETEHIIUHU:

- Crioco6eH 000CHOBBEIBATh TPEOOBAHUS K CUCTEME o0eclieyeHus HPOPMaIMOHHON
0e30macHOCTH 1 pa3pabaThIBaTh MPOEKT TEXHUYECKOTO 3afaHus Ha ee co3ganue; (OITK-1)

- CriocobGeH pa3pabaThiBaTh TEXHUYECKUM IIPOEKT CUCTEMBI (IIOICUCTEMBI THO0 KOMIIOHEHTA
cucteMsl) ob0ecrieyenust nHGopManuroHHOM 6e3omacHocTy; (OITK-2)

- Crioco6eH pa3pabaThiBaTh MPOEKTH OPraHU3alOHHO-PACIIOPSIUTEIHHBIX HOKYMEHTOB 110
obecmeuennio nHpopmanronHon 6e3omacHocty; (OITK-3)

- Crioco6eH ocytiecTBAsATh c60p, 00paboTKy U aHaIN3 HayYHO-TeXHUYECKOW WHPOpMaluu 110
TeMe UCCIIeoOBaHusI, pa3pabaTeiBaTh IJIaHEl ¥ TPOTPAaMMBI POBEIeHNST HAYYHBIX UCCIIeIOBAHUM
U TeXHU4YeCKUx padpaborok; (OITK-4)

- Crioco6eH TPOBOMUTH HayUHBIE MCCIIEOBAHMS, BKITIOYasl 9KCIIepUMeHTabHEIe, 00pabaTeiBaTh
pe3ynbTaThl UCCIIENOBaHUM, 0POPMIIATL HAYyYHO-TEXHUYECKHNE OTYETHI, 0030PHI, TOTOBUTS I10
pe3ybTaTaM BHIIOJIHEHHEIX UCCIEeN0BaHNY HayuHble HoKnafasl u ctaTeu (OIIK-5)

- Crioco6eH oIpefeNsiTh ¥ Peanu30BHBATh IPUOPUTETH COOCTBEHHOM eSITETPHOCTH U CIIOCOOBI
€e COBEpPIIIeHCTBOBAHUS Ha 0OCHOBe caMoolneHKH (YK-6)
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CopepxkaHue PaKTUKU

Paspen 1. Cornacosanve TeMbl MHOWBUIYAJIbHOTO 3alaHUS
Bribop u corjacoBaHue TEME C HAYYHBIM PYKOBOIUTETIEM

Pasgen 2. CocTaBleHre HHOUBXYAIbHOTO I1JIaHa Pab0THL CTYIEeHTa
olipefie/ieHHe U COTJIaCOBaHNe WHOUBUAYaIbHOTO IJIaHa paboTHl

Pa3pen 3. BrllonHeHVe WHANBHAOYANBLHOTO 3aJaHns
[IOJIy4YeHUe U BHIIOJHEHNE UHAUBUAYAIbHOTO 3aaHUS
Paspmen 4. ITogroToBKa oT4yeTa

odopMIIeHNE U TTOATOTOBKA PabOTEHI

Paspgen 5. 3ammura otdeTa
BHICTYTIJIEHHE U 3aluTa PabOoTH

OO61masi TPyI0EMKOCTb OUCIUTITAHEL
540 gac(os), 15 3ET
dopMa MPoOMeXKyTOYHOM aTTeCTaAllUN

3aueT

4. AmHOoTanus nporpammsel I'HA

«FocyﬂapcmeeHHaﬂ umoeoseasa ammecmauusi»

Henu 1 3a0a4yy OUCHUIIIHHEIL

Llenbio rocylapCTBEHHOM UTOTOBOM aTTECTAIlMU SIBIISETCS ONpeneieHue
COOTBETCTBUS Pe3y/IbTaTOB OCBOEHUS CTYOeHTaMU OCHOBHOM IPO(eCcCroHanbHON
0o0pa30BaTeNbHOM ITPOTrPaMMEI BEICIIET0 00pa30BaHus TpeOoBaHUIM pemepanbHOTO
roCyoapCTBeHHOTO 06pa3oBaTenbHOro cTanmapTa (mamee ®I'OC BO) mo HampaBIeHUIO
moaroToBky (cmeranbHOCTH) «10.04.01 MHpopManmonHas 6€30macHOCTh»,
OPHEHTHPOBAaHHOU Ha Ha CJIeAyIOLIde BUABl OesSTETbHOCTHU:

- IPOEKTHHIA
- HAy4YHO-UCCJIef0BaTEeIbCKUU
- OPTaHK3alMOHHO-YTIPaBIeHYEeCKUH.

MecTo gucuunIruHL B CTPyKType OIT

B cooTBeTCTBUY C y4eOHBIM IIJIaHOM TOCyIapCTBEHHAs UTOTOBAsI aTTeCTAIlUs
IIPOBOJMTCS B KOHIIE IIOCTIEQHEro rofia o0y4yeHusi. IIpu yCIoBHAU YCIIEITHOTO
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IIPOXOXKAEHUS BCEX YCTAHOBIIEHHBIX BUOOB UTOTOBHIX aTTECTAlIMOHHBIX MCIIBLITAHUH,
BXOMSIILIAX B UTOTOBYIO TOCYOAPCTBEHHYIO aTTECTAIINIO0, BHIIYCKHUKY ITPHCBAUBAETCS
COOTBETCTBYIOIIas KBanupuKaius.

TpeboBaHus K pe3yabTaTaM OCBOCHUS

[Iporpamma I'MA HanpaBieHa Ha OLIEHKY Pe3yJIbTaTOB OCBOEHHUS 00y4aroImUuMUCs
o0pa30oBaTeIbHOM TPOTPAaMMEI M CTETIIEHH OBJIAAEeHUS CIEOYIOIMIUMU
npodeccruoHanbHbIMU KoMneTeHIUIMHA (ITK):

B cootBetcTBuU ¢ OPT'OC:

- Cnocob6eH 000CHOBEIBaTh TPeOOBaHUS K cUCTeMe 00ecreyeHuss HHPOPMallMOHHON
0e30macHOCTH ¥ pa3pabaThiBaTh MPOEKT TEXHUYECKOTO 3alaHus Ha ee co3nanue; (OITK-1)

- CnnocoOeH pa3pabaThBaTh TEXHUYECKUM TPOEKT CUCTEMHI (IIOOCUCTEMBI TH00 KOMITIOHEHTA
CHUCTEMEHI) o0ecrneuenust nHGOPMaIMoHHOM 6e3omacHocTy; (OTIK-2)

- Crioco6GeH pa3pabaThiBaTh MIPOEKTH OPraHN3alOHHO-PaCIIOPSAUTETHHBIX HOKYMEHTOB 110
obecneuyennio nHpopmalrorHou 6e3omacHocty; (OITK-3)

- Crioco6eH ocyIiecTBIATH c60p, 060paboTKy U aHaIu3 HayYHO-TeXHUUYECKOW WHPOpMaluu 1o
TeMe UCCIIeJoBaHus, pa3pabaTriBaTh IJIaHEL ¥ IPOTPaMMbI IPOBEIeHNST HayYHBIX UCCIIeJOBaHUM
¥ TEXHUYEeCKUX pa3paboTok; (OTIK-4)

- CriocoGeH IPOBOMUTH HayuHBIE HCCIIeIOBaHMs, BKIII0Yasl 9KCIiepuMeHTaIbHbEle, 00pabaThiBaTh
pe3ynbTaThl UCCIENOBaHUM, OPOPMIIATL HAyYHO-TEXHUYECKHNE OTYETHI, 0030PH], TOTOBUTSD 110
pe3ybTaTaM BHIIIOJIHEHHBIX UCCIeN0BaHNY HayuHble foKnafgsl u ctaTeu (OIIK-5)

- IIpoBeeHre KOHTPOIBHEIX ITPOBEPOK PAa00TOCIIOCOOHOCTH MPOrPpaMMHO-aNIapaTHEIX CPECTB
3amuThl nHpopMalmu (ITK-1)

- IIpoBeneHye KOHTPOIBHBIX TPOBEPOK 3 (PEKTUBHOCTY MIPUMEHSIEMBIX IIPOTPAaMMHO-
anmapaTHHIX CPECTB 3amuTh nHbopMaliuu (ITK-2)

- ®opMHpoOBaHUe NONMUTUK nHPopMaImonHou 6e3omacHoctu (ITK-3)

- PaspaboTka TpeOoBaHUM 110 3aIIUTE KOMIIBIOTEPHEIX ceTel u cucteM (I1K-4)

- PaspaboTka cpencTB 3amuThl nHGopmanuu (ITK-5)

- PaspaboTka TpeboBaHUY 110 3amuTe HHGOPMALKUKU OECITPOBOMHEIX ¥ MOOUIIBHBIX
KOMITbIOTePHEIX ceTei ([TK-6)

- O11eHKa PUCKOB YI'PO3 U COOTBETCTBUS TPeOOBAHUSAM HOPMaTUBHBIX JOKYMEHTOB
nHpopManroHHoU 6e3omacHocTH (ITK-7)

- IIpoBenenne aHanu3a 6€30MaCHOCTH KOMITbIOTEPHEIX cucteM (ITK-8)

- IIpoBegeHne 3KCIEPTU3H IIPU PaCCielOBAHUY KOMIBIOTEPHBIX IPECTYIIEHNWN U UHITUIEHTOB
(TIK-9)

- IIpoBenenue cepTuduKaIMy TPOrpaMMHO-alIapaTHLIX CPEOCTB 3aIuTh nHpopMmaluu (ITK-
10)

- Crioco6GeH OCyIIeCTBIATh KPUTUUECKUHM aHanu3 ITPO0IEeMHbIX CUTYallii Ha OCHOBE CHCTEMHOTO
mmoaxofa, BepaOaThBaTh cTpaTeruto mercteui (YK-1)

- CriocoGeH ympaBisTh IPOEKTOM Ha BCeX 3Talax ero xku3HeHHoro nukia (YK-2)

- CriocoGeH opraHu30BLIBaTh ¥ PYKOBOOUTEL Pab0TOM KOMaHAH, BEIpabaThiBasi KOMaHIHYIO
CTpaTeTHUIo OIS MOCTUXKEeHUS nmocTaBaeHHou nenu (YK-3)

- CriocoGeH IPUMEHSTh COBPpEMEeHHEIe KOMMYHUKATHUBHBIE TEXHOJIOTUH, B TOM YHCJIe Ha
MHOCTPaHHOM(BIX) SI3bIKe(ax), IJId aKkageMHU4eCcKoro ¥ mpodheCcCUOHAIbHOT0 B3aUMOIEeCTBUS
(YK-4)

- CriocoGeH aHa/IM3UPOBaTh ¥ YUYUTHIBATh pa3Hoobpa3ue KyJIbTyp B MPOIiecce MEXKKYIbTYPHOTO
B3aumopenctaus (YK-5)
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- Cnoco0eH ompenesnsaTh ¥ Peajn30BEBaTh MIPUOPUTETH COOCTBEHHOM IeATEIBHOCTH U CIIOCOOBI
€e COBEpPIIIeHCTBOBAHUS Ha OCHOBe caMooreHKH (YK-6)

CopepxkaHue

[TogroToBKa M 3aluTa BHITYCKHOM KBaTu(DUKAIMOHHON PabOTh

OG6r111ast TPYIOEMKOCTD MU CHUIIINHBL

216 gac(oB), 6 3ET
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