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PaGoyas mporpaMma AUCLUIJIMHEL COCTaBjieHa Ha OCHOBe TpeboBaHui PemepabHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenuanbHOCTH) mOAroToBKM «38.03.05 BusHec-uHPopMaTHKa», yYTBEPKAEHHOTO
nprKa3oM MuHKcTepcTBa oOpa3oBaHus U Hayku Poccuiickoir ®emepanuu ot 29.07.2020
Ne 838, u B cooTBeTCTBUM C PaboyuM y4yeOHBIM IJIaHOM, YTBEPXKIEHHBIM PEKTOPOM
YHUBEPCUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio penofaBaHus OUCHUIIINHEL «MeTomsl 00ecriedeHnsT HETTPEPEIBHOCTH
OusHeca» SIBISETCH:

IIOATOTOBKA CTY[AEHTOB K MCIIOIb30BaHUIO 3 (PEKTUBHLHIX METOMOB pPelleHus 3agayd
co3maHus Oe3omacHOM MHGOPMALMOHHOM CpeOhl COBPEMEHHBIX MPEeANpPUATUN U
opraHu3anuu

OTa menb [OCTUTaeTCd MyTeM pelleHus clenyommx(eir) 3apgad(u):

1. ObGecmeuyuTh CTygeHTaM 3HaHWe OCHOB Haubojiee MOMyJSAPHBIX CETEBHIX
TexHonorui obecrmeyeHusi 0e30MaCHOCTH B ceTeBOU cpeme. 2. II03HAKOMUTH C
TePMUHOIOTHEN, KilaccuuKanuel U IpUHIUIAMY TOCTPOEHUSI CUCTeM 0e30IacHOCTH,
OCHOBaMU OpTaHMU3alyy U NPAaKTU4YEeCKOT0 UCIOIb30BaHUEM 3TUX CUCTEM, B TOM UYHCJIE B
cetu WHTepHeT. 3. [laTh HaBHIKKA, HEOOXOOMMEIE OJIST UCIOIb30BaHUSA 3(DPEKTUBHBIX
TEXHOJIOTUN B peIleHWU 3afad CO3[0aHUsA, yIPaBJIeHUS U MOAEPHU3AIUU CUCTEM
0e30maCHOCTY Ha COBPEMEHHBIX INPEANpPUATUSIX U OpraHu3alusdx.

2. MecTo THCIHUIIIHHEI B CTPYKType 00pa30BaTe/IbHOH MPOrPaMMEI

Hucuunnuaa «MeTonbl 0b6ecriedeHus HeNMpeprBHOCTH Ou3Heca» B1.B.12 gBnsercs
OUCIHUTIINHOM YacTH, popMupyeMol yuacTHUKaMu 00pa30BaTeIbHEIX OTHOIIEHUH 6110Ka 1
y4eOHOTO IJlaHa MOATOTOBKM OaKanaBpuara mo HampaBneHuio «38.03.05 BusHec-
nHpopMaTuKa». HM3ydeHHe OUCHUIIIUHH «MeTonobl obecriedyeHUs] HEIPEPHIBHOCTHU
Ou3Heca» omnupaeTcs Ha 3HaHUU AucUUNIUH(b) «MHDOKOMMYHUKAIIMOHHBIE CPENCTBA
yIIpaBIeHUS MPEOIPUATAEM».

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yIbTaTOB 00yUY€HH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Tpouiecc u3y4yeHus OUCLHUIIINHL HallpaBieH Ha (GOpMUpPOBaHUeEe CIETYIOMINUX
KOMIIETEHIINN:

Tabnuia 1
Ne Kopn
HauMeHOBaHME KOMIIETEHIUHA
I/ [KOMIIeTeHIIUHU
1 IK-9 Cnioco6eH K TPOeKTUPOBaHMIO, BHEOPEHUIO ¥ OPraHU3alUK IKCIUTyaTalluu
MH(POPMalXOHHO-KOMMYHHUKAIIMOHHON NHPPACTPYKTYPHl NIPEANPUATUS

WHOVKaTOPH DOCTUXKEHUS KOMIIETEHIIUMN
Tabnuia 2

3HaTh: OCHOBHbEIE HH(GOPMAaIMOHHO-KOMMYHUKAIIMOHHEIE TEXHOJIOTUY YIIpaBlIeHus
O6U3HECOM; CTPYKTYPH MHGOKOMMYHHUKALXOHHEIX CUCTEM; ITPUHIUIIE 00eCTieYeHu st
“HQOpPMaIMOHHOM 6e30macHOCTU OM3HECA; MOMENIH YIPO3 U METOOUKY UX OILIEHKU;
TEXHOJIOTUY 3alUTE NHOOPMAIN
YMeTh: UCII0NIh30BaTh COBPEMEHHBIE CTaHAAPTHl U METOAMKHU 11 OPraHU3aluu
[1K-9.2 “H()OKOMMYHUKAIIMOHHON HHOPACTPYKTYPHI IPEeNNpUATHS; GOPMUPOBATH MONIUTUKY
nH(}OPMaIMOHHON 6e301aCHOCTH Ha NPEIPUATUN
BrameTs: MeTOZaMM paliOHaIbHOTO BEI0Opa MH(POKOMMYHUKAIIMOHHEIX TEXHOIOT I
IJI1g yIpaBjieHus: 0M3HeCOM; MeTOJaMy IPOEKTUPOBaHNUs, BHEIPEHUS U OpPraHu3alluu
[1K-9.3 3KCITyaTalluy NHPOKOMMYHUKAIMOHHON UHPPACTPYKTYPHL IPEANPUATHS;
COBPEMEHHLIMY TEXHOJIOTUSIMU KOMIIBIOTEPHEIX CETEl; METOLAMU U TEXHOIOTUIMUI
obecriedeHrs HENIPEPHIBHOCTH OM3HECA

[1K-9.1




4., 00beM THCHIHUIUITHHBI ¥ BHABI y4€0HOH PadoThI

Ounas ¢popMa o0ydeHUs

Bupn yueOHO#H padoThI

Bcero
JacoB

CeMeCTpBI

8

OG11ast TPyEOEMKOCTb | 2 3ET

72

72

KoHnTakTHasi paboTa ¢ 00yJalOINIUMHUCS

34.25

34.25

B TOM 4YHCJI€E:

Jlekun

14

14

[TpakTruyeckue 3anatus (113)

12

12

JTabopaTtopHbie paboTs (JIP)

8

8

3amyTa KOHTPOJIbHOM pPabOoTHI

3amuTa KypcoBoi paboTH

3aluTa KypCcoBOro IpoeKTa

HpOMe}Ky’TOT-IHaH aTTeCTallusia

0.25

0.25

CamocTositeibHasi paboTa od6yudaromuxcsi (CPC)

37.75

37.75

B TOM 4HCJIE:

Kypcosas paboTa

KypcoBoii mpoekT

W / unu gpyrye BUOLI CAaMOCTOSITENTbHOM pabOTHI:
IIOITOTOBKA K JTa00paTOPHEIM PaboTaM, MPaKTUYECKUM
3aHSATHUSIM, KOHTPOJIbHEIM paboTaM, u3ydeHue
TEOPETHYECKOr0 MaTepuasa

29.75

29.75

ITogroToBKa K HpOMe}KYTO‘{HOfI aTTeCTallun

By npoMeKyTOUYHOH aTTeCTalluu

3auer

5. CogepKaHue TUCIUILIAHBI

5.1. ComepxaHue pa3aesioB OUCLUIIINHEL.

Tabmnuma 3

Tabnuma 4

HaunMeHoBaHHe
pa3aena
THCIHIUIMHBI

CopepikaHue pa3gesia

Ne cemecTpa

O4YHasi|3a04-

OYHO-
3a04-

Has
HasA

Pazgen 1.

BBepmenue .
YPOBEHb TEXHOJIOTUH

OcHoBHEBIEe onpepenenusd. ICToOpus CTaHOBIEHUS
mpo6ieMbl HeTPEPHIBHOCTY OU3HECA U COBPEMEHHBIN

Pazpen 2.
Knaccudukarus
2 | yrpos, aTak u
3alIuiaeMon
“HpOpMaImu

[IpuMeps aTak

[TpuHIMITE HHPOPMAIIMOHHOM 6e30macHoCTH. Momenu
yTPO3 ¥ METOOUKY OIEHKHU YIPO3 U YSI3BUMOCTEM.

Pazgen 3.
Puck. ITonutuka
“HGMOPMAIMOHHON

I10JIb30BaTesNen
0€e30IIaCHOCTH

MeTo[nE! OLIEHKU U yIIpaBieHus puckamiu. [lonutuka
nHbopMaImoHHOM 6e3omacHocTd. OCBENOMIIEHHOCTh

Pazgen 4.
4 | TexHosmoruu
3aIUTH

MeTo[bl CETEBOM 3aIUTEL. AyTeHTU(hUKALNS,
Ynpasnenue poctynom. llludposanue. Lludpposas
TIOMMUCE, CepTUGHUKATH 6€30aCHOCTH




5.2. MexXpOucHUNINHapHbE CBA3W C obOecnmeduBaeMbHIMU (MOCTEOYIOITUMU)
OVICLIUIITIMHAMM.
«MeTonbel obecredyeHuss HEMPEPHIBHOCTH OM3Heca» SBIASETCS OUCIHUIIIUHON,
3aBeplamwileil TeopeTudeckoe o0yueHue mo nporpamme 38.03.05 busHec-uHpopmMaTHKa

5.3. Pa3nesnsl AUCIUIIINHE 1 BUOLL 3aHATHH.

Ounas ¢popMa o0ydeHUs

Tabmnuia 5
No H JIek-| Ilpakr. | JIa6. |CeMu- Bcero
aMMeHOBaHHUe pa3Jeia JUCIUILIUHBI CPC
n/n WY [3aHATHABAHATHS HapbI 9aCOB
1 Pazpen 1. 9 9 7 11
Beepenue
Pa3zpen 2.
2 | Kmaccudukauus yrpos, aTak U 3alllydlIaeMOn 2 6 7 15
nH(poOpMauu
Pazpen 3.
3 | Puck. [TonuTtuka nHGOPMaLXOHHOM 4 2 8 7 21
6e30macHOCTHI
4 |Pasmend. 6 | 2 8.7516.75
TexXHOJIOTUH 3aIUTH
Hroro: | 14 12 8 - [29.75|63.75
6. Jlekuuu
Ounas hopMa o0yueHus
Tabmnuia 6
Ne | Homep Bcero
TeMa JTeKIIuHA
/o pa3aeal JacoB
1 1 OcHOBHBIE 3aflauy 00ecreyeHuss HeIPePRIBHOCTH OU3Heca 2
2 2 KommiekcHas 3amuta #HOOPMAIMOHHEIX CUCTEM 2
3 3 MeTopbl ¥ TEXHONIOTUM 00ecrieyeHnst HelpephIBHOCTH O6u3Heca. YacTs 1. 2
4 3 MeTops! ¥ TexHONIOTUM 00eCliedeHNsI HenpephIBHOCTH Ou3Heca. YacTs 2. 2
5 4 Kpunrorpadpuyeckas 3amura 2
6 4 3aluTa CEeTEBEIX CEPBUCOB U KOPIIOPATUBHEIX JOKYMEHTOB 2
7 4 3amuTa KOPInopaTuBHOM NHPOPMAIMOHHON Cpedbl 2
Urtoro: | 14
7. JIabopaTOPHBIA MPAKTHKYM
Ounas ¢popMa o0yueHUs
Tabmuma 7
Ne | Homep H o Bcero
auMeHOBaHMe J1a0opaTOpHOH PadoThI
n/1 [pa3jge’ia) JaCoOB,
1 3 Ytunuts g onpepenenus [P agpecos 2
2 3 Apxus cautoB ARCHIVE.ORG 2
3 3 OmnepaTopsl 0OKHa mmorcka Google 2
4 3 WutepHeT-cepBuckl WHOIS 2
Hroro:| 8




8. [IpakTHueckue 3aHATUA (CEeMHHAPHI)

Ounas ¢popMa o0ydeHUs

Tabmnuia 8
No | Homep Bcero
TeMa 3aHATHA
/1 [pa3je’ia) JaCcoB,
1 1 CraHgapTH cucteM o0ecreyeHns] HeIIPepPLIBHOCTH Ou3Heca 2
2 2 VHTepHeT-CepBUCH IPOBEPKU afpPeCcOB 3JIEKTPOHHOU IOYTEH 2
3 2 VHTepHeT-CepBUCH IPOBEPKU JOCTYIIHOCTU CAUTOB 2
4 2 WHcTpyMeHT nslookup ans monyyenus: nHGoOpMaIyu 0 JOMeHax 2
5 3 IupekTusl morucka ROBOTS. TXT 2
6 4 I/IHTepuHeT-CepBI/ICbI IIPOBEPKHU 3aIUIIEHHOCTH IOPTOB TEPMUHAIBHEIX 9
YCTPOXCTB
Hroro: | 12
9. IIpumepHas TeMaTHKa KYPCOBBIX IPOEKTOB (padoT)
PaboyuM y4eOHbIM IIJTaHOM HE IIPEeAyCMOTPEHO
10. CamocTosiTeibHasi padora
Ounas ¢popMa o0ydeHUs
Ta6muua 9
Ne | Homep o Bcero
CogepkaHne CaMOCTOSITE/IbHOU PadOThHI ®opMa KOHTPOISA
/1 [pa3aeia) JacoB
W3yueHne TeopeTUYECKOT0 MaTepuala.
1 1 [TogroroBka K 1a60paTOPHBEIM U MTPAKTUYECKUM 0IIpoC 7
3aHATUIM
V3ydyeHue TeopeTUYeCKOro MaTepuana.
2 2 [TogroroBka K 1a60paTOPHEIM U IPAKTUYECKUM 0IIpoC 7
3aHATUIM
W3ydyeHre TeopeTUYEeCKOro MaTepuania.
3 3 [ToproToBka K 1a00pPaTOPHEIM M TPAKTHYECKUM 0IIpocC 7
3aHATUIM
W3yueHne TeopeTUYECKOr0 MaTepuala.
4 4 [TogroToBka K 1ab0paTOPHBEIM U IPAKTHYECKUM oIpoc 8.75
3aHATUIM
Htoro: [29.75

11. IlepedyeHb Y4€OHO-METOTHIECKOT 0 00EeCIIeYeHHS [IJIsi CAMOCTOSITe TbHOU
padoThI 00YUAIONIUXCSI TI0 TUCIUIITHHE

+ PEKOMEHOOBaHHAsA OCHOBHASA W OOIIOTHUTEJIbHAA JINTEPATyPA;

[71s1 caMOCTOsITETbHOM pabOTHI 110 AUCIUIININHE PEKOMEHAOBaHO Clenyoilee yueOHo-
MEeTOANYEeCKoe o0ecrieyeHue:
- [TonoxeHne 0 caMOCTOSITeNbHOU paboTe cTyneHTOB B CaHKT-IleTepOyprckom

rOCyapCTBEHHOM YHHBEPCUTETE TeleKOMMyHUKauui uM. npod. M.A. boru-BpyeBuua;

- KOHCIEKT 3aHSATHUM M0 OUCLUIIINHE;
. cnaﬁnbr-npe:;eHTauI/m u JIpyTOfI MEeTOOUYECKHUH MaTepuarl, I/ICHOJ'IB3y'eMI:>II;I Ha 3aHATHAX;



- METOOWYECKHEe PEeKOMEeHIAIWY II0 TOAT0TOBKe MUChbMEHHEIX Pa0oT, TpeOOBaHUS K MX
comepxkaHuio U opopmieHuIo (pedepart, acce, KOHTPONbHAs padoTa) ;

- (GOH[IH OIEHOYHHIX CPEICTB;

- METOOUYeCKHe YKa3aHUs K BBRIIOTHEHUIO Ta00paTOPHHIX paboT IJIs CTYOEHTOB;

12. ®oHJ OLIEHOYHBIX CPEICTB ISl MPOBeIeHUsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Jaromuxcst

®OoHJI OIIEHOYHHIX CPeNCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAJIbHBIM aKTOM
yHuBepcureta "[lonoxeHune o GOHME OLIEHOUYHLIX CPEACTB" U ABNSETCS MPHUIIOKEHUEM

([Tpunoxenue A) K pabouyelt mporpaMMe OUCIHUTIIVHEL

®oHI OIEHOYHHBIX CpPENCTB [OJid IPOBEOEHUSA NPOMEXYTOYHOU aTTecTaluu
00y4JalolIuXCcsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IlepeyeHb KOMIIETEHLIUM C yKa3aHUEM 3TaNoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OIIACaHMe II0Ka3aTejlel U KPUTEPUEB OLIeHUBaHUSI KOMIIETEHLIIMM Ha Pa3/IMYHBIX 3Talax
¥x (OPMUPOBaHUS, ONIMCaHKE IIKal OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHBIE 3a[jaHus I HHBIE MaTepuabl, He00XO[UMbIE [IJIST OLleHKU
3HaHWM, YMEHNY, HaBBIKOB U (MIIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX ITallbI
(dhopMupoBaHUS KOMIIETEHIIAN B IIPOLIECCEe OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMME;

- METOAMYEeCKHe MaTepualibl, ONpeaessollye IpoLenyphl OlleHUBaHUs 3HaHUM, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIINX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXXmoro pe3yibTaTa 00y4eHUs 0 AUCHUIIINHE ONpPEeensioTCsa IoKa3aTeNlu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha PAa3/IMYHBEIX 3TamaX HX

dbopMupoOBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

13. IlepeyeHb OCHOBHOH H [IOIOJTHHTE/ILHOH JIUTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHSI THCIHIITHHBI

13.1. OcHOoBHas nuTEpaTypa:

1. Munocnasckas, H. I
YnpaBneHue HHIUAEHTaMU WHGOPMALUMOHHOK 0€30ITaCHOCTH U HETIPEPEIBHOCTHIO
O6usHeca. YuebHOe mocoOue s By30B : [InmeKTpoHHBIN pecypc] / H. I'. MunocnaBckas,
M. FO. Cenatopos, A. U. Tonctou. - M. : Topsuasa nunus-Temekom, 2013. - 170 c. : umn. -
URL: http://ibooks.ru/reading.php?productid=334012. - ISBN 978-5-9912-0273-2 : b.
II.

2. Epmakoga, A. 1O.
MeTo[bI ¥ CPEACTBA 3aIUTE KOMIIBIOTEPHOM HH(POPMAIIUY : [IJTeKTPOHHBIU pecypc] :
yuebHoe mocobue / A. }0. Epmakoga. - M. : PTY MUP3A, 2020. - 223 c. - URL:
https://e.lanbook.com/book/163844. - B. u. Kuura u3 konnekuuu PTY MUPOA -
HMudpopmaTuKa

3. AupnpeeBa, TaTbsiHa AJTeKCeeBHa.
MeTopbl 00ecredyeHusT HEIIPEePHIBHOCTU OHU3HEca : [DNeKTPOHHBIHM pecypc] : yuebHoe



mocobue / T. A. AumpeeBa ; peil.: A. B. Konwinbiios, B. Y. KoToB ; M-Bo nugpoBoro
Pa3BUTHUS, CBSI3U ¥ MacCOBBIX KoMMyHUKanuu PO, C.-ITetepO. roc. yH-T
TeJlleKOMMYHUKalui uM. mpod. M. A. bonu-bpyesuua. - CII6. : CII6GI'YT, 2022. - 103 c. :
Ui - (mata obpaugenus: 22.12.2022) . - Pexxum gocTyna: CBOOOIHBIN OOCTYII U3 CETH
VuTepHeT,CBOOOMHBIN MOCTYI U3 JIOKaIbHOM ceTH. - bubnuorp.: ¢. 104. - 663.31 p.

13.2. [JonnonHUTENbHAS IUTEPaTypa:

1. OcHoBH UH(MOPMaIMOHHOM Ge30mMacHOCTH. YueOHoe moco0Ore A BY30B :
[OnekTponusiii pecypc] / E. b. benos, B. I1. Jlocs, P. B. Metepsikos u ap. - M. :
lopsuas nuuug-TenekoMm, 2011. - 544 c. : un. - URL:
http://ibooks.ru/reading.php?productid=333362. - ISBN 5-93517-292-5 : b. 1.

2. OcHOBEI ynpaBneHus: “HGOPMaLMOHHON 0€30I1acHOCThI0. YueOHOe mocobue [yt By30B :
[SnexTponubd pecypc] / A. I1. Kypumno, H. I'. Munocnasckas, M. 0. CeHaTOpoOB u [p. -
M. : l'opsiuas nunus-Tenekom, 2013. - 244 c. : un. - URL:
http://ibooks.ru/reading.php?productid=334010. - ISBN 978-5-9912-0271-8 : b. 1.

3. Munocnasckas, H. I
YnpaBneHue prucKkaMy WHGOPMaLUOHHOK 0e30macHOCTU. YuyebHoe mocolue [ By30B :
[OnekTponub pecypc] / H. I'. Munocnasckas, M. 0. Cenatopos, A. U. TomncToi. - M. :
Fopsuas nuuaug-TenekoMm, 2013. - 130 c. : un. - URL:
http://ibooks.ru/reading.php?productid=334011. - ISBN 978-5-9912-0272-5 : b. 1.

4. Kammupckas, E. H.

Kpunrorpadguueckuil aHanu3 U METOIbI 3alIUTH UHOOPMALUY : [ITIeKTPOHHEIN pecypc]
: yuebHOe nocobue / E. H. Kamupckas. - M. : PTY MUPOA, 2020. - 91 c. - URL:
https://e.lanbook.com/book/163861. - b. 11. Kuura u3 xkomnekuuu PTY MUPDA -
HMudopmaTuKa

5. 3axapoB, ApuaH ApraHOBHY.

MeTopbl 00ecriedueHrsT HEIIPePHIBHOCTU OM3HECA : [DNeKTPOHHBIM pecypc] :
nabopaTopHbil mpakTukyM / A. A. 3axapos, [I. M. Co3ues ; pei. B. K. KoToB ;
MuHmMCTEPCTBO IIM(POBOTO PA3BUTHUS, CBSA3U U MaCCOBLIX KOMMyHUKaiuu PO, C.-
[TeTepb. roc. yH-T TeneKOMMYHUKanu# uM. mpod. M. A. bonu-Bpyesuua. - CIIO. :
CII6I'VT, 2021. - 21 c. - (maTa obOpamenus: 24.12.2021) . - Pexxum gocTyna: CBOOOTHBIN
OOCTYII U3 ceTu MHTepHeT,CBOOOIHBIN NOCTYII U3 JI0KanbHOM cetu. - 309.79 p.

14. IlepeyeHsb pecypcoB HH(POPMANIHOHHO-TEIeKOMMYHHUKAIIHOHHOH CEeTH
«AHTEepHEeT»

Pecypchl nHGOPMAI[MOHHO-TEJIEKOMMYHUKALMOHHOM CETH MHTEPHEeT U3 YKa3aHHOTO
nepeyHs SBISIOTCI PEKOMEHOYEeMBIMH [OMOJHHUTENbHEIMH (BCIOMOTaTeIbHEIMH)
HCTOYHUKAMH oQHUIMaNbHOM MHGOPMAaLUU, Pa3MeIleHHO! Ha JIerajJbHEX OCHOBAHUAX C
OTKPHITHIM [OCTYIIOM. 3a IOJIHOTY COREepXaHHs ¥ KadecTBO paboTy caliTOB HeceT
OTBETCTBEHHOCTH IIpaB000IafaTeb.

Tab6mua 10
| HauMeHOBaHHe pecypca | Agpec |




Habrahabr - Wireshark habrahabr.ru/company/pentestit/blog/204274
Kali Linux ru.docs.kali.org

15. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOJIb3YEeMBbIX IPH
OCYIIIeCTB/IEHHH 00pPa30BaTeILHOT0 MPOIecca M0 THCHHIIHHE (MOIYITIO),
BK/II0OUasi MepedeHb MPOrpaMMHOr0 o0ecrnedyeHusi H HHGpOpPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

15.1. TIporpaMMHOe obecriedeHne OUCIUTIINHBL:

Google Chrome

- Kali Linux

- Open Office

Windows 7 LISYBU
WireShark

CIIC «KoncynbranaTllnoc»

15.2. UHpOpMallOHHO-CIIPABOYHEIE CUCTEMBI:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

16. MeTomuuecKHue yKa3aHHUS IS 00y4alONIUXCS 10 OCBOEHHUIO TUCITHIITHHBI

15.1. IImaHupOBaHKWEe W OPraHW3aluUs BpeMeHU, He0OXOOUMOTO Mg U3YUYEHHUS
TVCITUIITHHEL

BaXHBIM YCIOBUEM YCIIELIHOTO OCBOEHHUS OUCHUIIIUHHE «MeTombl o0ecredyeHus
HEIPEPHIBHOCTY OM3HECa» SIBISIETCS CO3[aHue CUCTEMbI ITPAaBUIbHON OpraHU3alliy TPYOa,
TI03BOJISAIONIEH paclpeneuTh y4eOHYI HArpy3kKy pPaBHOMEPHO B COOTBETCTBUHU C
rpadukoM 00pa30BaTEIbHOr0 Mpolecca. boJbllyio MOMOIIL B 3TOM MOXeT 0Ka3aTh
CcoCTaBJIeHUe IJTaHa paboTH Ha CEMECTP, MECSII, Hefleno, feHb. Ero Hanuyue mo3BOJIUT
IIOOYHMHUTH CBOOOIHOE BpeMs IeNsiM y4ueOnl, TpyOuThCcs 6ojiee ycrelnHo U 3hPeKTUBHO.
HyXHO OCYyIIECTBASATh CAMOKOHTPOIIb, KOTOPHIHA SBISETCS HEOOXOOUMBEIM yCIIOBUEM
ycrenHo# y4eOnl. Bce 3amaHusi, BKI0o4as BHIHECEHHBIE HA CAMOCTOSTEJIbHYI0 paboTy,
PEKOMEHOYETCS BHIIONHSATL HEMOCPEOCTBEHHO ITOCJIE COOTBETCTBYIOIIETO ayAUTOPHOTO
3aHATUS (JIEeKIUU, TPAKTUYECKOTO 3aHSTHS), YTO CIOCOOCTBYEeT NydIlleMy YCBOEHUIO
MaTepHalla, IT03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTh «IPOOENEI» B 3HAHUSX,
CHUCTEeMaTH3UpPOBaTh paHee NPOUAEHHBIM MaTepual, Ha ero OCHOBe MPUCTYIUTHL K
OBJIQIEHUIO0 HOBHIMH 3HAHHUSIMH M HaBHIKAMH.

CucteMa YHUBEPCUTETCKOTO 00yUeHUsI OCHOBHIBAETCS Ha PallOHAIbHOM COYETaHUU
HECKOJIbKUX BUIOB y4eOHBIX 3aHATUN (B IMEpPBYI0 Oo4Yepedb, JEKIUN M MPaKTUYEeCKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/IagaeT onpeaeieHHON Clielu(pUuKOu.

15.2. I[TooroToBKa K JNEKIUSIM
3HAKOMCTBO C OUCLUIIIMHOU MIPOUCXOAUT yKe Ha MepPBOM JIEKLUHU, TAe OT CTyHeHTa



TpebyeTcsl He MIPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM NEKIUN He0OXOOUMO YUUTHBATL TOT (AKTOpP, YTO OOHU JEKIUU
[AI0T OTBETH HA KOHKPETHHIE BOIIPOCH! TEMEI, APYTHE - JIULIb BHIABIAIOT B3aUMOCBSA3U
MeXIy SBJIEHHUSMH, IIOMOTas CTYHEHTY IMOHSATh T'IyOMHHBIE HPOIECCH Pa3BUTHUS
M3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHCcmeKkTUpoBaHUE JEKUUU - CIO0XKHBIM BUI BY30BCKOU aymIUTOPHOM paboOTHI,
Ipenamnoaraliiui WHTEHCUBHYI YMCTBEHHYIO HOEeSTelIbHOCTh CTyoeHTa. KOHCIeKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3aliCcaHo caMoe CYIIeCTBEHHOE M CHEeNTaHO 3TO CaMUM
obyvaromumcsa. He Hago CTpeMHUTHCS 3anucaTh OOCJIIOBHO BCIO JIeKIui0. Takoe
«KOHCITEKTHPOBaHKE» MMPUHOCUT OOJIBbINE Bpema, YeM IMoib3bl. Ilemecoo6pa3Ho BHadase
TIOHSTh OCHOBHYIO MBICJIb, M3JIaraeMyl0 JJeKTOPOM, a 3aTeM 3amucarTh ee. 2KenaTenbHO
3allUCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JTUCTA UK OCTABNSAS IOJS, Ha KOTOPHX
II03[IHee, IPU CaMOCTOSATEIbHOM paboTe ¢ KOHCIIEKTOM, MOXKHO CHeJlaTh AOMOIHUTENIbHEIE
3aIMKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIeKT NeKnuu aydine Ioapa3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B OOnbIION cTemeHu OymyT cmoco6CTBOBAThH BOMPOCH IjlaHA JIEKIUH,
IpenloXeHHbIe mpemnonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [eNTaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMHU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIIPENETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYI0 CHUCTEMY COKpalleHui, abOpeBUaTyp u
cuMBonoB. OgHAKO MpY JanbHeuIel paboTe ¢ KOHCIIEKTOM CUMBOJIB JTy4YIlle 3aMEHUTh
OOBIYHBIMHU CJIOBaAMHU [1Jis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BCceTrma HeE0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO Yy4eOHUK, HO U TY
JUTEPaTypy, KOTOPYIO JOTIOJHUTEILHO PEKOMEHI0Ba J1eKTOp. UIMEeHHO TaKas cephe3Hasi,
KpomoTnuBasi paboTa C JNEKUUMOHHBIM MaTepHalioM I03BOMUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. ITogroToBKa K IPakKTU4YECKUM 3aHATUAM

TmaTenbHOe MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMAEHHOr0 MaTepuasa (MaTepuana JIeKIWi, MPakKTUYeCKUX 3aHATHH), a
3aTeM u3y4yeHuss 00s3aTeNbHOM U [IOMOTHUTEIPHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HOMXKEH IMPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TEOPETUYECKHE BOIPOCH NpPAKTHKyMa, €r0 BHICTYIJIEHWN U y4aCTUHU B
KOJIJIEKTUBHOM OOCYXKIOEHMH BOMPOCOB M3y4yaeMOM TeMbl, MPABUIbHOM BHIIIOTHEHUU
IPaKTUYeCKUX 3aJaHui ¥ KOHTPOJBHHIX PadoT.

Heo0xomuMo MOHUMATh, YTO HEBO3MOXKHO BO BpeMsI ayOUTOPHBIX 3aHATUN U3T0KUTh
BeCh MaTepual KM3-3a JUMHUTA ayOgUTOPHBIX YaCOB, ¥ NMPH U3YYEHUU OUCLUIMIUHEI
HEeIOCTAaTOYHO KOHCIIEKTOB 3aHATHH. [103TOMy caMocTosiTeNbHAsI paboTa ¢ yueOHUKaAMU,
y4eOHBIMU TOCOOMSIMHK, HAy4YHOW, CIPaBOYHOW NUTepaTypol, MaTepualaMu
IepUoNnuYecKUX MU3maHul u MHTepHeTa sBnseTcss Haubonee 3hPEeKTUBHEIM METOOOM
IIOJIy4YEeHUS NOMOJHUTENIbHBIX 3HaHUM, IT03BOMISET 3HAYUTEIbHO aKTHBU3UPOBATh MIPOLIECC
oBNajieHusT uHPoOpMaluen, crnocodCcTByeT Goyee rIy00KOMY YCBOEHMIO HM3y4aeMOTO
MaTepuana, GopMUpPYET y CTYOEHTOB CBOe OTHOIIEHHE K KOHKPETHOW Ipobiieme.
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15.4. PekoMeHpmanuu 1o paboTe ¢ TUTEpaTypoOn

Pa6oTy c nuTepaTypoii Ilenecoobpa3Ho HayaTh C U3ydyeHUs oOuKx paboT 1o TeMe, a
TaKXe y4eOHUKOB U yuyeOHBIX mocobuii. [lanee peKOMeHAyeTCs MepeuTu K aHanusy
MoOHOrpaduil U cTaTel, paCCMaTPUBAIOIINX OTAENIbHEIE aCIIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke opuIIMaTbHBIX MaTepUaaoB U HEOMyOJIUKOBAHHBIX MOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue pPaboThl, AUCCEePTalliM), B KOTOPHIX MOTYT COAepXkKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOM MPOOIIeMEI.

PaboTy ¢ uCTOYHMKaAMHU HaJO0 HaYyWMHATh C O3HAKOMUTENILHOTO UYTEHHS, T.€.
IIPOCMOTPETH TEKCT, BHIEIAS €er0 CTPYKTYPHbIE eQUHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKkaMyd OTMeYaloTCS Te CTPaHHUIb, KOTOpkle TPeOyiT 0oliee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT Pe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCS
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MOCTaBIEHHOU
3amauu TpebyeTcs u3ydyeHUe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUs. Eciu B KHUTe HET IoApoOHOro OrjiaBlieHus, ClefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIe U UMEeHHbIe YKa3aTelu.

V36paHHbe (pparMeHTH WU BECb TEKCT (€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHUBOI'0, HETOPOIIJIUBOTO UYTEHMHS C «MBICIIEHHOM IMpopaboTKOim»
MaTepuana. Takoe YTeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymMeHToB; 3) BeIBoOoB. Ocob0oe BHUMaHUe cjaefyeT 00paTUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHalIU3UpPOBaTh, KakKue U3 yTBEPKAEHUN
aBTOpPa HOCST NpoOIeMaTUYHBIM, TUIOTETUUYECKUM XapaKTep M YIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NIPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HayduUThCS BHIAENSATH T'JIaBHOE B TEKCTe, ylIaBlIUBaTh
npo0yieMaTUYHLIM XapakTep YTBEPXKIEHUU, NaBaTh OI[EHKY aBTOPCKOM MO3ULMHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAKOMUTCS C Pa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH ¥ [ieslaeT BHIBO 0 Haubomnbinel yoemuTeIbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEUYaTCA pa3Hble TOUYKYU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SIBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuch. [Ipy HaTUYUM PACXOXKOEHUU MeXOy aBTOpaMu HeoOXOOWMO HaWUTHU
palyoHanbHOE 3€ePHO YV KaXXOOro M3 HUX, YTO MO3BOJIUT T'Iy0xKe YCBOUTH MpEeAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHWBATh U3ydyaeMble BOIPOCH. 3HAKOMSCh C 0COOBIMU
MO3UIUSIMU aBTOPOB, HYKHO ONpPENeNATh UX CXO0XKUe CYyKOEeHHUs, apT'yMEHTHI, BEIBOAHL, a
3aTeM CpPaBHMBATh UX MeXy cO00M U MPUMEHSITh U3 HUX Ty, KoTopas Oojiee ybeouTenbHa.

CnepyomuM 3TarnoM paboTel ¢ MUTePaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue
KOHCIIEKTOB, (PUKCUPYIOIINX OCHOBHLIE TE3UCH M apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha
OTHOENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM
M3y4aeMoro Kypca. [Ipyroi cmocob - 3TO BefleHNe TeEMaTUYeCKUX TeTpanei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinue cnenuanbHble PabOTH MOHOTPad@HUYeCcCKOTO
XapakTepa Ienecoo0pa3HO KOHCIIEKTUPOBATb B OTHENIbHBIX TeTPafsx. 31eCh BaxXHO
BCIIOMHUTB, UYTO KOHCIIEKTHI IIAIIYTCS Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTAaTOYHBIM
IJIST UCTIPABJIEHUS ¥ PEMAPOK MEXKCTPOUYHHIM PACCTOSTHMEM (9TU IpaBuia COOMIOOAIOTCS
sl ynoOCTBa peflakTupoBaHus). EC/IM B KOHCIIEKTaX IPUBOOATCS IUTATEL, TO HEIIPEMEHHO
OOIXKHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHLEIE MaHHBIE, Ne
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CcTpaHulkl). BriocnemcTBuu 3Ta wHGOPMAIMK MOXKeT OBITh MCII0JIb30BaHa IPKU HAallMCAHUHN
TeKCTa pedepaTa Uy OPyroro 3afgaHus.
TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOM BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUIUPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKIO0 B COOTBETCTBUY C OIpeeIeHHON y4eOHOH 3aauel;

- 00001maTh MOTy4YEHHYI0 HH(POPMALXIO, OLleHNBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coob1IeHu; GopMyIupoBaTh, YCTHO U IHChbMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyINPOBATh TE3UCH;

- TOTOBUTb U IIPE3EHTOBATh Pa3BepPHYyThIe COODIIEHHUS THIIa NOKIIaa;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYaANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NENCTBHS CBOMX TOBAPHINEH, 00BeKTHBHO OI€HUBATh
CBOM JIE€MCTBHUSI;

.- obpamaThCsa 3a IOMOIINbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPerofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJlbHOW AOTagKOoH, CJIOBapsiMH
Pa3IMYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMu B TEKCTE (KIJTI0UeBhIe
CJIOBa, CTPYKTypa TEKCTa, IpefaBapsoilas nHpopMalus 1 ap.);

- UCIIONb30BaTh MPU TOBOPEHUM U MHUCHME Nepudpas, CHHOHMMUYHLIE CPEe[CTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIUINKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3bIBAHUS UJIK BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBLI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMMKY, XKeCTH (BOOOIIe X B Te€X CIydasix, KOrha S3bIKOBEIX CPENCTB He
XBaTaeT [Jig BhIPakKeHUS TeX UM MHBIX KOMMYHUKaTABHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXkyTOYHOU aTTeCTALlUU
[Tpu moATrOTOBKE K IPOMEXKYTOYHOM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMAaTEJIbHO M3Y4YUTh NI€pPeYeHb BOIPOCOB W ONPENENuTh, B KaKUX UCTOYHUKAX
HaxXOOsTCSl CBeNeHUs, He0OXOOuMBbIe [OJig OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JIUTEPATYPY;
- COCTaBUTh KpaTKNe KOHCIIEKTEl OTBETOB (IIJIaHEl OTBETOB).

17. MaTrepHaIbHO-TEXHHYECKOe 00eclieueHHe THCIHIITHHBI

Tabnumna 11
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoOBaHHE 000PYyI0BaHHS
n/n ayIUTOPHH U TabOpaTOpPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC
AYOUTOPHUH MJIsI IPOBENEeHUs I'PYIIIOBLIX 1
2 YAHTOPHH [ p A py Aynro-BUe0 KOMIIJIEKC
MPaKTU4YEeCKUX 3aHSITUHN
3 |KOMIIBIOTEPHBIM KJTaCC [IepcoHaANTbHBIE KOMIIBIOTEPE
AyOUTOPHS I KYPCOBOTO M JUILJIOMHOTO
4 [YRHTODHA I yp a [TepcoHanbHBIE KOMIIBIOTEPHI
MPOEKTHUPOBAHUS
5 |AyguTopus Ojisi CAaMOCTOSITeIbHOM PabOTHI KoMIIbIOTEpHas TEXHUKa
6 [YuTanmbpHBIM 3all [TepcoHaIbHBIE KOMIIBIOTEPHI
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