[Ipunoxenue A
MHWHUCTEPCTBO ITU®POBOT'O PA3BUTHA],
CBSI31 U MACCOBBIX KOMMYHHUKAIIUA POCCUMCKOM ®ETEPAIINU

OENEPAJIBHOE TOCYOJAPCTBEHHOE BIOJI2KETHOE OBPA30BATE/IBHOE
YYPEXKTEHUE BBICHIEI'O OBPA30OBAHUA
«CAHKT-IIETEPBYPICKHH I'OCYIAPCTBEHHBIM YHUBEPCUTET
TEJJEKOMMYHHUKAIIUM UM. [IPO®. M.A. BOHY-EPYEBUYA»
(CIIeI'YT)

Kadempa 3allAIIEeHHBIX CUCTEM CBS3U
(momHoe HauMeHOBaHUe Kadephl)

YTBEPXIEH

Ha 3acemanuu Kadempel Ne 9 ot 18.05.2022

®OHI OHEHOYHBbIX CPEICTB I10 TUCHUIIJINHE

TeCTI/IPOBaHI/Ie Ha ITIPOHUKHOBEHNE U 9TUYHBIN XaKUHT
(HauMeHOBaHNE MUCITAIIINHEL)

11.04.02 Ma)OKOMMYHUKALIMOHHBIE TEXHOJIOTUY M CUCTEMBEI CBSI3H
(KOJI " HaMMEHOBaHN € HallpaBJIEHUA IOATOTOBKHU / Cl'IeI_II/IaJ'IbHOCTI/I)

3aLL[I/IH.IeHHbIe CUCTEMEI U CETHU CBA3U
(HampaBIIeHHOCTH / TPOdUIIL 06pa30BaTEILHON IPOTPAMMEI)

Caukr-IleTepbypr



1. O01IHe OI0ZKEeHHU ST

®oHp oueHoYHBEIX cpefcTB (O®OC) mo gUCHUNNIKHE HCIONbB3yeTCS B LEIAX
HOPMUPOBAHUS NPOLEAYPH OIeHWBAHUS KadyeCTBa IOATOTOBKU M OCYIIECTBISET
yCTaHOBJIEHNE COOTBETCTBUS YUEOHBIX NOCTHXKEHHU 3all/laHMPOBAHHBIM pe3yIbTaTaM
oOyueHusi u TpeboBaHUSIM 00pPaA30BaTEIbHOM ITPOTPAMMBI OUCLUIIINHEL.

[IpegMeTOM OLleHWBAHUSA SABIAKTCA 3HAHUSA, YMEHUS, HAaBBIKU M (UJIM) OIBIT
NesTeNbHOCTH, XapaKTepPHU3yllie 3Tankl (OPMUPOBAHUSI KOMIETEHIIUH § 00y4aromuxcs.

[Ipouienyphl OlleHUBaHUSA NMPUMEHSIOTCS B Ipoliecce 00y4eHUs Ha KaXXAOM 3Talle
dbopMupOBaHUS KOMIIETEHIIMH MMOCPEACTBOM OMNpENeNIeHus OIS OTHOEeIbHBIX COCTAaBHBIX
YacTeu OUCIUIIIAHL METON0B KOHTPOIS - OIIEHOYHBIX CPEACTB.

OCHOBHBIM MeXaHM3MOM OILIeHKY Ka4eCTBa IOATOTOBKY U (HOPMOM KOHTPOIS yueOHOM
paboTH CTY[EHTOB SBAAIOTCS TEKYIIWW KOHTPOIb YCIeBaEMOCTH U NPOMEXKYTOYHAas
atTtectanus. O0mue TpeboBaHUS K MpPOIlefypaM MPOBEIEHUS TEKYIIero KOHTPOJS U
IIPOMEXYTOYHOU aTTeCTalluy OIpefesseT BHYTPEHHUU JIOKaJbHBIM aKT YHUBEPCUTETA:
[TonoxeHue O TeKylleM KOHTPOJIE YCII€eBAaeMOCTH U NMPOMEXKYTOYHOU aTTeCTalluu
obOyyatomuxcs. [Ipu mpoBeleHUH TEKYIIEro KOHTPOJIS YCIIeBAEMOCTH M ITPOMEKYTOYHOU
aTTeCTalluy CTyIeHTOB ucrosuab3yercs @OC.

1.1.Ile1p ¥ 3agayM TEKYIero KOHTPOJisi CTYIEHTOB N0 JTUCHUIIINHE.

[lenp TeKyllero KOHTPOJS - CUCTeMaTH4yecCcKas IIPOBEpPKa CTEIeHU OCBOEHUS
IpOrpaMMbl OUCLHUINNHE «TeCTUpPOBaHME Ha NMPOHUKHOBEHUE M ITHUUYHBIM XaKUHT»,
YPOBHS TOCTUKEHUS IJIAHUPYEMBIX Pe3yJIbTaToB 00yUeHHUs - 3HAHUM, YMEHUMN, HAaBHIKOB, B
XOZle ee U3y4YeHUs IIPHU IIPOBEJIeHUU 3aHITHM, TPEeTyCMOTPEHHBIX y4eOHBIM IIJITaHOM.

3agayu TeKyllero KOHTPOJIA:

1. obHaApyXeHHUe U yCTpaHeHKe TP00eioB B OCBOEHUHY Y4eOHOU OUCLUTIINHEL;

2. CBOEBPEMEHHO€E BHIIOJHEHUE KOPPEKTUPYIOIIUX [OEeWCTBUU MO COOEpXKaHUI U
opraHu3aluu mpoiecca 00y4eHus;

3. olpefeneHnue MHOUBHUIYATbHOTO y4eOHOT0 PeUTHHTa CTYIEeHTOB;

4. MOArOTOBKA K IIPOMEXYTOYHOU aTTECTalUH.

B TeueHue cemMecTpa NpU U3yYEHUU OUCLUIIIUHB peajul3yeTcsd TpagullioHHas
CHCTeMa II03TaIllHOT0 OIleHMBaHUS YPOBHS OCBOEHMS. 3a KaXK[bli BUM YyUeOHbBIX JelCTBUU
CTYOEHTHl II0Iy4aloT OLIEHKY .

1.2.1le1b ¥ 3aJa4Yu MPOMEKYTOYHON aTTECTAllHH CTYIEHTOB IO THCHHUIIIHHE.
[lens MPOMEXYTOYHON aTTECTAIlUM - IMPOBEpPKA CTEIeHU YCBOEHHUS CTyOeHTaMHU
y4eOHOTO MaTepuana, YPOBHS HOCTUXKEHUS ITAHUPYEMBIX PEe3yNIbTaTOB 00y4eHUS U
c(hOPMUPOBAaHHOCTH KOMIIETEHIIMH Ha MOMEHT 3aBePUIEHUS U3YYEHUS IHACIUTITNHEL.
[TpoMexXyTOYHas aTTECTAIUS ITPOXOAUT B popMe IK3aMeHa.
3aauy MPOMEXKYTOYHON aTTeCTaIUH:
1. ompeneneHue YPOBHS OCBOEHUS YUeOHOU OUCIUIIITUHEL;
2. ompefenieHWe YPOBHSA MOCTUXKEHUS IJIAHUPYEMHBIX pPe3yJbTAaTOB 00y4YeHHUS U
c(hOpPMUPOBAHHOCTH KOMIIETEHITUH;
3. COOTHECeHHE IJTaHUPYEMBIX PE3y/IbTAaTOB 00YYEHUS C MJIaHUPYEMBIMU PEe3yIbTaTaMu
0CBOeHMSsT 00pa30BaTEIbHOM ITPOrPaMMEI B PaMKax U3YYEeHHON OUCITUIIINHEL



2. [lepeyeHb KOMIIETEHIIUH C YKa3aHHEM 3TAIOB HX ()OPMHPOBAHHS B MpoIiecce
OCBOEHHUS TUCIHUIITHHBI

2.1.IlepeuyeHb KOMIIETEHIIHH.
ITK-2 Cnoco0eH caMOCTOSITeIbHO BBIITOIHSATE SKCIIEPUMEHTaIbHbIe UCCIIeMOBAHUS s
pelIeHns HayYHO-MCCIeN0BaTeIbCKUX U ITPOU3BOICTBEHHBIX 3alay C UCII0Ih30BaHUEM
COBPEMEHHOH ammnapaTypsl ¥ METOMIOB MCCIeq0BAHUS
IIK-22 CmocoGeH OIeHWBATh KPUTUYHOCTh BOSHUKHOBEHUS UHIUAEHTOB OIS CHCTEMHOT'O
IIPOrPaMMHOTO 00ecTedYeHus

2.2.91ansl GOpMHPOBAHHS KOMIIETEHIIHH.

Tabnuia 1
Ko ITtan dopMHpPOBaHHSA Bun yueOHOM Tun
JI bopmup 1y ®opMa KOHTPOJIA
KOMIIeTeHITHH KOMIIeTeHIITHH padoThI KOHTPOJIS
. JIeKIIUY,
TeOpPeTUYeCcKui .
. CaMOCTOSITeJIbHAS TeKyIIuH cobecenoBaHue
(vHpOPMAITMOHHEIN)
pabota
IIpaKTUYeCKHe
(mabopaTopHEIe)
MK-2. TIK-22 [IPaKTUKO-OPHEHTHPOBAHHEIM 3aHATHS, TEeKyIIu# | JoMalllHee 3afjaHue
! CaMOCTOSITeNbHAS
pabota
. IPOMEXKY-
[IPAKTUKO-OPUEHTUPOBAHHEIN|  KypcoBas paboTa TOUHLL 3amuTa PadoTH
. IPOMEXY-
OII€HOYHBIN aTTecTalus - 9K3aMeH
TOYHBIN

[TpumeHsieMEle 06pa30BaTeIbHEIE TEXHOIOTUHU ONIPENeIsTIOTCS BUIIOM KOHTAaKTHOR
paboTHI.

2.3.CooTBeTCTBHE pa3e/ioB TUCHHUIUIHHBI (OPMHUPYEMbIM KOMIIETEHIIUSIM.
OranamMu (HOpMHUPOBAHUS KOMIIETEHLUUU SBISETCS B3aMMOCBSI3aHHAs JIOTHYeCKas
II0CJIel0BaTEIbHOCTh OCBOEHHUS Pa3fesioB (TeM) yueOHOU QUCLUIIAHEI.

Tabmuna 2
Ne Pa3gen (Tema) Kopgsbl
Copgep:kaHue pa3aena (TeMbl) TUCIHIITHHbBI o
n/o IUCIHUTITHHBI KOMIIEeTEeHIIHH
Pazpmen 1. .
OCHOBHEBEIE METOAB! UAEHTU(GUKAINYN YCTPOUCTB B IP-
CKaHUPOBaHUE U
ceTH, IporpaMMHoOe o0ecIieueHue sl IPOBENEHUS
1 | pekorHocurpoBKa B . [TK-2
ceTEeROI IP- upeHTuGUKanuu. CKaHUPOBaHUE CETEBOU
MH(PaACTPYKTYPHL U OIlpefesieHNue TOIOJIOTUU CeTH
MH(PaCTPYKType bpacTpyxTyp pen
OCHOBHEIE METOMH! IIOUCKA YSA3BUMOCTEN
Pazmen 2. onepaunoHHbx cucteM (Windows, Linux, MacOS).
OKcnnyaTauus MeTopnbl 9KCIITyaTallu YsI3BUMOCTEN.
2 | ys3BUMOCTEHN Hcnonw3oBaHue 11/0 rootkits, keylogger. [1K-2
OIlepPallOHHEIX U OKkcnnyaTauus ya3BUMOCTeH (aiIoBIX CUCTEM U
SCADAcucrem MIOJICUCTEM BBOMa/BhIBOfa MHMopManuu. OCHOBHI
noucka yassuMmocte SCADA-cucTeM
OcHOBHBIE METO[HI IlepexBaTa Tpadrka Ha
KaHaJIbHOM U CETEBOM YPOBHE, B COOTBETCTBUHU CO
3 Paszpen 3. ctexkoM npotokonos TCP/IP. 9kcnnmyaTtanus K->
[TepexBaT Tpaduka |ysi3BuMocTei Tuna nogMmensl MAC, IP-ampecos.
Ataku Ha ARPrpoTokon. OCHOBHOE 11/0 OJid
9KCIJTyaTallly YsI3BUMOCTEX TAaKOr'0 TUIIA.




Pasgen 4 [TpoBenenue atak Tumna «OTKa3 B 00CIyKUBAaHUU» U
' «PacmpeqenneHHBIN 0TKa3 B 00CITyKUBAHUM».
4 | OTKa3H B I1K-2
OcHOBHOe 11/0 751 MPOBEeAEeHUS aTaK TaKOro THUIIA.
00CITyKMBaHUU
[TpMHIUIIEL aTaK TAKOTO THUIIA.
OCHOBHBIE METO[BI IIOMCKA YSI3BUMOCTEN B
Pasmern 5 peanu3aluy IPOTOKOJIOB CETEBOTO ¥ TPAHCIIOPTHOTO
‘ . YPOBHEH, B COOTBETCTBHAU CO CTEKOM IIPOTOKOJIOB
5 |IlepexsaT ceccuu u N ITK-2
.| TCP/IP. MeTofb! 3KCIIIyaTalluy yA3BUMOCTEN
CeTeBHIX COedHEeHUN N
Takoro tumna. [lepexsat coeguHernuut TCP. OcHOBHOE
I1/0 [J1s1 9KCIIyaTalldy YSI3BUMOCTEHN TaKOro THIIA.
OCHOBHEBIE METOMHI IIOUCKA U 9KCITyaTalluu
ysa3sumocTtet WEB-cepsucos (HTTP)u WEB-
MIPUIOXKEHUH (C UCIIOTb30BaHUE S3bIKOB
nporpaMMmupoBanud Java, PHP). UccrnemoBanue
SQL-unbekiui. OCHOBHBIE METOLHI IOMCKA U
9KCIITyaTallly YsI3BUMOCTEM OECIIPOBOMHEIX CeTeH
Wi-Fi. OcHOBHBIE YI3BUMOCTHY B IIPOTOKOJIaX
Pasgen 6 6e3somnacuocty WEP, WPA/WPA2. IT/o mnsa
' 9KCIIIyaTalliy VSI3BUMOCTElM TaKOI'o THIIA.
6 | 9kcmnyaTaius yaranus y [1K-2
. OCHOBHBIE METOMHI IIOUCKA U 9KCITyaTalluu
ySI3BUMOCTEH o -
ySI3BUMOCTEM B MOOUITbHEIX YCTPOUCTBAX, B TOM
YHUCIie 3KCITyaTalus yYI3BUMOCTE! IIepPCOHAIbHBIX
6ecripoBonHBIX ceTelt Bluetooth, ZigBee. OcHOBHBIE
MeTO[bI IOKMCKa M 3KCIIJTyaTalliy ysI3BUMOCTEN B
paboTe cUCTEM MTPENOTBPAIEHUST BTOPXKEHUHN 1
MeXCEeTeBBIX 9KpPaHOB. [IporpaMMHOe o0ecredyeHue,
IIO3BOJISAOLIEe 3KCIITyaTUPOBaTh YI3BUMOCTH TaKOTO
THIIA.
Pazpgen 7. OCHOBHBIE METOMBI UCIIOIb30BaHUS BPEIOHOCHOTO
Hcnonb30BaHue I1/0 TIpYU IIPOBEeIeHUY aHanu3a ysI3BUMOCTEN
7 | BUpPYCOB, 3aK/IagoK B | KHPOKOMMYHUMKAIIMOHHLIX CUCTEM. MICIlonb30BaHNue [K-22
Kope. IlepenonHenue| omubOK B IPOrPaMMHOM KOfIe [IJIs TPOBEIEeHHS aTak
6yddepa tuna «Ilepenonuenue 6ybhdepa».
Pa3zpgern 8. .
. | OCHOBHBIE METOABI SKCITyaTallil YSI3BUMOCTEHN
[Touck ysa3sumMocTen
peanu30BaHHBIX KPUIITOrpadhUIeCKUX aNrOPUTMOB
8 | B peanusanmsax [1K-22
[ IPOBefleHUs aTaK Ha BUPTyasbHbIE YaCTHHIE
KpPUITOrpaduiecKux
CeTH.
AJITOPUTMOB
Pazmen 9.
OCHOBHBIE METOIbl RHOHUMHU3ALUY IIPUCYTCTBUS B
MeTOonbl COKPHITUS
9 IM(GPOBOM IIPOCTPAHCTBE ¥ METOOLI COKPHITHS [TK-22
OesITeJIbHOCTH B N o
coTH OesiTeJIbHOCTH, CBSI3aHHOM C CETEeBOM aKTHBHOCThIO

3. OnucaHue MOKa3aTe/led H KPUTepHeB OlleHUBAaHHsI KOMIIETEHIIUH Ha
Pa3/IMYHBIX 3Tanax UX (POPMUPOBAHHUSI, ONTUCAHHE IITKAJI OIleHUBAHUS

3.1.0nucaHue moKa3aTejlled OINeHHBAaHHS KOMIETEHIHMH Ha pa3/IHYHBIX
3Tamax ux (pOPMHPOBAHHUSI.

Tab6mnua 3
Kog
IToka3aTe/IH OLIeHUBAHHUSA
KoMIIe- " O1neHoOYHBIE CPeICTBa
eHIuH (MHIHKATOPbI TOCTHXKEHUS KOMIIeTeHITHHN)




[1K-2

[1K-2.1 3HaeT MmeToguku c6opa, aHanmu3a 1 00paboTKu
CTaTUCTHUYECKOU HH(pOpManuu nHPOKOMMYHUKAIIMOHHEIX
CUCTeM,;

[1K-2.2 YMeeT npOBOAUTS UCCIIE0BaHUS XapaKTEPUCTUK
TeJIEKOMMYHUKAIIMOHHOT0 000pyIOBaHUS U OL€HKH
KaudeCTBa [IPEefoCTaBIIEMBIX YCIIYT;

[T1K-2.3 BnapmeeT HaBHKaMy aHaJIM3a Hay4HO-
TEXHUYECKOU 1po6eMbl Ha OCHOBe Tof0opa U U3ydeHus
JIUTePATyPHBIX ¥ TAaTEHTHHIX UCTOYHUKOB;

[1K-2.4 BnapmeeT HaBHKaMy MPOBEIEHUS
9KCIIePUMEHTAJIbHEIX PaboT 110 TPOBEPKEe OOCTUKUMOCTH
TeXHUYECKUX XapaKTePUCTUK, PAAU03JIEKTPOHHON
annaparypesl;

TEOPETUYECKUWU ITAII:
cobecegoBaHue

[TPAKTUKO-
OPUEHTHUPOBAHHBIN ITAIT:
IoMalllHee 3afaHue
OLIEHO‘{HBII;I ITAII: Guners
K 9K3aMeHY

[1K-22

[TK-22.1 YMeTh ugeHTUGUIMPOBATh UHITUOEHTEI IPU
paboTe CHCTEMHOTO IIPOTPaMMHOT0 00eCIIeYeHUs;
[TK-22.10 3HaTh CTaHAAPTH HHPOPMAIIMOHHOTO
B3aMMOJENUCTBUS CUCTEM;

[TK-22.11 3HaTh periaMeHTHl IPOBEIEHUS
npodunakTUYeCKUX paboT Ha afMUHUCTPUPYEMOMH
MH(POKOMMYHUKAI[MOHHON CUCTEME;

[TK-22.12 3HaTh I0KaIbHBIE IIPABOBHE AKTHI,
[EeWCTBYIOIINE B OpraHu3aluy;

[1K-22.13 3HaTh TpeboBaHUS OXpPaHHl TPyda IIpu paboTe C
annapaTHBIMHU, IPOTPaMMHO-allapaTHEIMUA 1
IIPOrPaMMHBLIMU CPECTBaMHU afMUHUCTPUPYEMOKU
MHPOKOMMYHUKAIIMOHHON CUCTEMEI;

[TK-22.2 YMeTs IPpUMEHATH ClelMaIn3uPOBAHHEIE
IIpOrpaMMHO-alapaTHhE CPeCTBa s TOKaIu3auu
WHIIMOEHTOB IIpU paboTe CUCTEMHOTO ITPOTrPAMMHOTO
o0ecCIieueHus;

[1K-22.3 YMeTh perucTpupoBaTh UHIUAEHTH IIpU paboTe
CHCTEMHOTO ITPOTPAMMHOTO 00eCIIeYEHMUS;

[TK-22.4 YMeTb BHIIONHATH A€MCTBUS 0 YCTPaHEHUIO
KPUTUYECKUX WHIMIEHTOB TP PaboTe CHCTEMHOT0
IIPOTPAMMHOTO 00eCIIeYeHUST B paMKaX JOJIZKHOCTHBIX
00s13aHHOCTEH;

[TK-22.5 BnageTh HaBHIKAMU 00HAPYKEHUST KPUTUYECKUX
WHIUIEHTOB IIPU paboTe CUCTEMHOTO IIPOTPaMMHOT0
obecreyeHus;

[TK-22.6 YMeTh onpenensaTh MPUUYNHB BOSHUKHOBEHUS
KPUTUYECKUX UHIUIEHTOB IPU paboTe CUCTEMHOI0
IIPOTPaMMHOT0 00€eCIIeYeHUS;

[1K-22.7 3HaTh mpaBUila HACTPOUKM U SKCIIyaTalluu
yCTaHaBIMBaeMOI'0 CUCTEMHOTI'0 IIPOTPaMMHOT0O
obecrieyeHus1, BKIIOYasl TMIeH3NOHHBIE TPeOOBaHUS;
[TK-22.8 3HaTh OCHOBBEI apXUTEKTYPHI, YCTPOUCTBA U
(YHKIIMOHUPOBAHUS BHIYUCIIUTENILHEIX CUCTEM;

[TK-22.9 3HaTh NPUHIUIIE OPraHu3allii, COCTaB U CXEMEI
pabOoTHI OTlepalMOHHbIX CUCTEM;

TEOPETUYECKUWU ITAII:
cobeceoBaHKe

[TPAKTUKO-
OPUEHTHWPOBAHHBIN 3TAIT:
IoMalllHee 3aJaHue
OLIEHO‘{HBII;I ITAII: 6uners
K 9K3aMeHY

3.2.CTaHgapTHbIE KPUTEPHUH OLlEeHUBAHMUSI.
Kputepuu paspabortansl ¢ yuetoM TpeboBanui ®I'OC BO K KOHEYHHIM pe3ybTaTaM
00y4eHUST ¥ CO3[al0T OCHOBY [IJIsSI BHISIBIIEHUS YPOBHSI CHOPMUPOBAHHOCTY KOMIIETEHIIUH:
MUHUMAaJIbHOT0, 6a30BOT0 MU BHICOKOTO.




Kpurepuu OoleHKH YCTHOT 0 OTBETa B X07e coDeceT0OBaHHUsL:

- JIOTHKa IpPH MU3JI0OKEHUU COofmepxkKaHUSI OTBeTa HA BOIPOC, BHISIBIIEHHHEE 3HAHUSI
COOTBETCTBYIOT 00bEMY U T'TTyOUHE UX PACKPBHITUS B UCTOYHUKE;

- HUCIOJIb30BaHNe Hay4YHOU TEPMUHOJIOTUY B KOHTEKCTE OTBETA;

- 00BbsICHEHVE TPUYMHHO-CIEICTBEHHBIX U (YHKLIMOHABHAIX CBS3EH;

- yMeHUe OIleHWBaTh HNEUCTBUS CYOBEKTOB COIMANIbHOM XU3HU, GOpPMyIHpPOBaATh
coOCTBEeHHBIE CYKIEHUS U apTYMEHTHI T10 OIpefesIeHHEIM IIpo0ieMam;

- 3MOIMOHANbHOE 60TaTCTBO peyul, 00pa3Hoe U SPKOe BEIpakeHue MEICTIEH.

Kpurepuu o1ieHKH OTBeTa 3a 3K3aMeH:
[I71s 9K3aMeHa B YCTHOM BU[Ie YIIOTPeOUMBI KpUTEPUY OIIEHKH YCTHOT'O OTBETA B XO[IE
cobecemoBaHus (CM. BRIIIIE)

KpuTepHH OleHKH KYpPCOBOH pPadOTHI:

- CoOTBETCTBHE BBHIIIOJHEHHOM PAOOTHI TOCTABIEHHBIM IIEJIIM U 3aflavyaM.

- AKTyanbHOCTDb BHIODAQHHOU TEMEL.

- JIOTMYHOCTB TOCTPOEHUS BBICTYIIICHUS.

- ApryMmeHTaIus BCEX OCHOBHBIX IIOI0KEHUH.

- CBoOomHOE BllafieHre MaTepUasoM.

- CaMOCTOSITETbHOCTD BHIBOJIOB.

- [IporHo3upoBaHue MyTey pellleHus: MOCTABIeHHBIX IPOOIEM B 11eJI0M U BLICTPAuBaHUE
IIePCIeKTUB AalibHeuIe pab0TE Hall TEMOM.

- KyneTypa BHICTyI/IeHHS (pedeBas KyJIbTypa, KOMMyHHKATHBHAs KOMIIETEHTHOCTb,
BllafiIeHNEe ayAUuTOPUEN).

- KynpTypa nucbMeHHOT0 0pOopMITeHHST KYPCOBOM PabOTEL.

KpHuTepHuu OolleHKH JTa00paTOPHOH PadOTHI:

- Bumonuenune nabopaTopHO# pabOTH (IIOATOTOBIEHHOCTh K BHIIIOJIHEHMIO, OCO3HAHUE
1171 paboThl, METOOB COOMPAHUs CXeMEI, IPOBeeHNe N3MEePeHNH U GUKCUPOBAHUS HX
Pe3yNbTaTOB, IPUIeKaHNue, CAMOCTOSITeIbHOCTD BHITIOJTHEHUS, HAJTUYHe ¥ IPAaBUIIbHOCTD
oopMIeHNST HEOOXOOUMBIX MAaTEPHAJIOB s IPOBeNeHKsT paboTH - CXeMa COeqUHEHHH,
TaOJIUIIEL 3aKCeH U T.I1.);

- Opopmnenue ordyeTra mo nabopaTopHOU pabGoTe (aKKypaTHOCTbH OoQoOpMIeHHUS
pPe3yIbTaTOB M3MEPEHUH, IPAaBUIbHOCTh BHIYMCIIEHWH, IPABUIBHOCTDL BBITOTHEHUS
rpadHKOB, BEKTOPHEIX OHArpaMM H [1p.);

- ITpaBUIBHOCTL ¥ CAMOCTOSITEIBHOCTE BEIOOPA (HOPMYII [JIST PACUETOB IPU 0HOPMICHUHU
Pe3yIbTaToB PabOoTHI;

- [TpaBUNTBHOCTE ITOCTPOEHUS TPA(PUKOB, yMEeHHE 00bSICHUTh WX XapaKTep;

- [TpaBUIBHOCTH MMOCTPOEHUST BEKTOPHBIX OHATrPaMM, YMeHHEe WX CTPOUTH M IOHUMaHHe
TOT'0, YTO OHU 3HAYAT;

- OTBeTH Ha KOHTPOJILHEIE BOIIPOCH K Ta00paTOpHOH padoTe.

OO0mue KPUTEPHH OIEHKH PadOThI CTYIeHTA Ha MPAKTHYECKHUX 3aHSITHSIX:

- OTNIUYHO - aKTHBHOE ydYacTue B 00CyXOeHHH MpobGIeM KaxXOoro ceMuHapa,
CaMOCTOSITEJIPHOCTb OTBETOB, CBOOOAHOE BIajJeHHWE MaTepPHUaloOM, IIOJHHE U
apryMeHTHPOBAaHHEIE OTBETHI Ha BOIPOCH CEMUHApa, y4aCTHe B JUCKYCCHUSX, TBEPIOE
3HaHWeE JIEKIMOHHOTO MaTepuasa, 00sg3aTeTbHOM M PEKOMEHIOBAHHOM HOMOTHUTEIbHON
JTUTEPATYPHI, PETYIISIPHAs MOCEITaeMOCTh 3aHATHH.



- XOpowo - HEeJOCTAaTOYHO IOJIHOE paCKphITUE HEKOTOPHIX BOIPOCOB TEMEI,
He3HaUYUTeNbHEIE OUIMOKKM B (HOPMYJIMPOBKE KaTeropuil U MOHSATUN, MeHbIIas
aKTUBHOCTh Ha CeMUHapax, HeIlOJIHOe 3HaHMe [OIOJIHUTENIbHONU TUTepaTyphl, XOpollas
[I0CeIaeMOCTh.

- YOOBIETBOPUTENIBHO - OTBETHl OTPaxXalT B ILIeJIOM IIOHMMaHWE TEeMH, 3HaHUE
comepkKaHUS OCHOBHBIX KQTErOPUU U MOHSATUM, 3HAKOMCTBO C JIEKIIMOHHBIM MaTepruajioM
Y PEKOMEH[0BaHHOW OCHOBHOU JIUTEPaTypOU, HefOCTaTOYHas aKTUBHOCTD Ha 3aHATHUAX,
OCTaBJIAIOLIas XKeaaTh Jy4YIlero IoceiaeMoCTh.

- HeymoBneTBOPUTENBHO - IACCUBHOCTh Ha CEMMHApaXx, YacTasi HeTrOTOBHOCTb IIPU OTBETaX
Ha BOIIPOCHI, I1JI0Xas II0CeIaeMOCTh.

[Topsimok MpUMEeHEHUST KpUTEPHEB OIIeHKHM KOHKPETU3UPOBaH HUXKe, B pa3fene 4,
copiepzKaleM OIleHOYHBIe CPENCTBA OISl TEKYIET0 KOHTPOJIS YCIIeBaeMOCTH U IS
IIPOBEIeHUS ITPOMEXKYTOYHON aTTECTAINHU CTYIEHTOB 10 HaHHOW JUCIUIIINHE.

3.3.0nucanue mIKaJ OlleHUuBaHHUS.

B mpotiecce olleHUBaHUS Pe3yIbTaTOB 00yUYeHUsT U KOMIIETEHITUN Ha Pa3/IMYHBIX
3Tamnax ux GOPMUPOBAHUS IIPU OCBOEHUH TUCIUTIIMHEI [IJISI BCEX ITEPEeUYHCIIEHHLIX BhIIIE
OLIEHOYHBIX CPEICTB MCIIOIb3YeTCS ITKajla OlleHUBaHuUs, IpUBeNeHHas B Tabnuile 4.

[uxoToMu4ecKas IKaia OleHUBaHUS UCIONIb3YETCs IIPY MPOBEIEHUN TEKYIIETO
KOHTPOJIS YCIIEBaeMOCTH CTYIEHTOB: IIPU IIPoBeNeHuu cobeceioBaHus, IIPU IIpUeMe 3CCe,
pedepara, a TakKe MOKET OBITh UCIIOIb30BaHa B ILIeJIsIX MPOBEOeHUS TaKou (POPMEI
IIPOMEXYTOYHOM aTTeCTallud, KaK 3a4eT (IIKaja IPUBOOUTCS OIS BCEX OLIEHOYHBIX
CpencTB U3 TaOMUIIH 3).

Tabmnuia 5
OneHKa 3HaHHH,
u Onenka
ITloxa3arenu Onucanve B COOTBETCTBHH YMEeHHH, o
no 0a/UTbHOH
OLleHUBaHHUS C KPUTEPHUSIMH OLleHUBaHHUS HaBbIKOB Kae
H ONbITa
Bricokuii IeMOHCTPUPYET MOTHOE IIOHUMaHue
«04eHb BHICOKAS»,
YPOBEHB npobiemel. TpeOoBaHUS 110 BCEM «OTJIUNYHO»
«BBICOKAS»
OCBOEHUS KPUTEPHUSIM BBHIITOTHEHHI
«OOCTAaTOYHO
. IleMOHCTPUPYET 3HAUUTEIILHOE
Ba30BhIl YpOBEHD BBICOKAs», «BBILIE
noHUMaHue npobieMul. TpeboBaHus . «XOPOIIO»
OCBOEHUS cpemHen»,
10 BCEM KPUTEPHUSIM BHITIOJTHEHEI
«ba3oBasi»
. | JeMOHCTPUPYET YaCTUYHOE «CpEemHSg»,
MuHUMaIbHEIU 1 PHDy pez .
OBOHE nmoHUMaHue npobieMbl. TpeGoBaHUS |«HUKE CPeOHEN»,| «yIOBIETBO-
OiioeHm 110 OOJIBIIMHCTBY KPUTEPHUEB «HU3Kas», PUTETIbHO»
BBITTOJTHEHHI «MUHUMAaJIbHAS»
. | IeMoHCTpPUPYET HEOOIBIIOE
HepocraTouHbIN
OBOHE mOHMMaHue npobieMbl. TpeGoBaHUS | «OUYEeHb HU3KAA», [«KHEYIOBIIETBO-
yp 10 MHOTUM KPUTEPHUSIM He «IIPUMUTHUBHAS» | PUTEIIBHO»
OCBOEHWUS
BBITTOJTHEHHI

[Tpu mpoBeIeHNYU TPOMEKYTOYHON aTTECTAlMK CTYOEHTOB 10 JAHHOU OUCIUIIINHE B
dhopMe 9K3aMeHa UCII0Ib3yeTCs MaTubaIbHas ITKajla OlleHUBaHHUS.



4, TunoBbIe KOHTPOJIbHBIE 3alaHHUsI, HHbIE MaTepPHa/Ibl, HEOOXOTHUMBbIe [IJIsi
OIIeHKHM 3HAaHHWH, yMEHHH, HABHIKOB U (H/IH) ONIbITA AesITeIbHOCTH,
XapaKTePHU3YIOMIUX 3Tankl (JOPMHPOBAHHSA KOMIIETEHIIUH B IPOIeCCe OCBOEHHUSI
o0pa30BaTeJIbHOH IMPOrpPaMMbI

4.1.0neHOYHbIE CPeICTBA MPOMEKYTOYHOH aTTeCTaIllH|
OueHOYHEBIE CPeCTBa IPOMEXKYTOYHOU aTTeCTAllUY 110 OUCLUIIINHE IPENCTaBJIeHEl B
[Tpunoxenuu 1.

4.2.@opMHpPOBaHHE TECTOBOI0 3aJlaHUS MPOMEKYTOYHOH aTTeCTAIllHH

AtTectranmus Nel

B sk3aMeHallMOHHOM OuJieTe HNPUCYTCTBYeT 2 BONpPOCa TEOPETUUYECKOU U
IIPaKTUYEeCKOM HallpaBJIeHHOCTH. TeopeTudecKre BOMPOCH ITO3BOISIOT OI[EHUTh YPOBEHD
3HAHUU M 4YaCTUYHO - YMEHUU, NIpakKTU4YeCKHe - YPOBEHb YMEHHUU U BJlafeHUsd
KOMIIETEHIIHEH.

[IpuMepHBIN epedyeHb 3aJaHUM, BEIHOCMMBIX Ha NMPOMEXYTOUYHYI aTTeCcTaluio,
pa3pelneHHbIX YYeOHBX U HaTASOHBIX MOCOOUM, CPeNCcTB MaTepUalbHO-TEeXHUYECKOTO
obecrieyeHus ¥ TUTIOBLIE ITPAKTUYECKHE 3aflaHus (3a0ayun):

Ilo Bompocy 1, komnerennuu I1K-22
1 CxkaHupoBaHue B ceTeBoU [P-uHGpacTpyKType
OcHOBHBIE METOOB UOEHTU(DUKAIINY YCTPOUCTB B IP-ceTn
CkaHMpPOBaHUE CETEBOM MHDPACTPYKTYPHL U OIpefe/ieHre TOIOJIOTUH CETH
OCHOBHBIE METO[BI [IOUCKA YI3BUMOCTEH B Linux
Mertopnsl sKkcnnyaTauun ysa3suMocter B Windows
Mertopnsl aKcIIyaTauuu ysa3sumocted B MacOS
Hcnonws3oBanue 1/o keylogger
OkcnnyaTauus ysa3BUMOCTEH IIOJCUCTEM BBOMa/BbIBOOA UH(MOPMALIKHU.

OcHOBHBIE METO[IH IIepexBaTa TpaduKa Ha KaHaJIbHOM U CETEBOM YPOBHE, B COOTBETCTBUU
€O cTekoM IpoTokoinor TCP/IP

10 9xcnnmyatauus ya3BUMOCTeU Tulla nogMeHs! [P-agpecos
11 OcHoBHOE 11/0 AT 9KCITyaTalldu YsI3BUMOCTeH Tuia mogmensl MAC, [P-agpecos.

OcHOBHOE 11/0 IJIst TPOBeHeHuUs aTak Tuia «OTKa3 B 06CmyKuBaHUM» U «PacnpeneneHHbIN
0TKa3 B 00CITyKUBAHUM»

OcHOBHBEIE METOABI ITOMCKA YA3BUMOCTEH B peann3aluil IPOTOKOJIOB CETEBOTO U
TPaHCIIOPTHOTO YPOBHEH, B COOTBETCTBUAU CO CTEKOM IIPOTOK0JI0B TCP/IP

14 TlepexBat coemunennu TCP
OCHOBHEBIE METOMHI IIOUCKA U 9KCIUTyaTauuu ysa3sumoctern WEB-cepsucos (HTTP) u WEB-
IIPUJIOKEHUY (C UCIIOIb30BaHNeM Java)

16 UccnenoBanue SQL-uHBEKIMHR

17 OcHOBHBIE YI3BUMOCTHU B MPOTOKOJax 6e3onacHoctu WEP

18 I1/o gns sKcmIyaTaluu ysI3BUMOCTEN B IPOTOKOJIaXx 0€30T1aCHOCTHU

19 9Skcnnyatauus ysi3BUMOCTEW ITePCOHANIbHBIX 0eCIPOBOOHEIX ceTed Bluetooth

20 OcHOBHBIE METOMBI IIOUCKA YSI3BUMOCTEH B Pab0oTe CHCTEM IIPeNOTBPAIleHUsST BTOPKEHUM
[TporpamMMHOe obGecliedeHue, II03BOJISIONIEe SKCIITyaTUPOBATh YSI3BUMOCTH B paboTe
CHCTEeM IIpefoTBPallleHUsI BTOPXKEHUMN

22 JKcnayaTalus ysS3BUMOCTeH B paboTe MeKCEeTeBHIX 9KPaHOB
OCHOBHBIE METO[BI UCIIOJIb30BaHUSI BPELOHOCHOIO IT/0 IIPU IIPOBEEHUM aHalu3a
ySI3BUMOCTEU NHHOKOMMYHUKAIIMOHHEIX CUCTEM.

24 Tlouck YHBBI/IMOCTGIL/'I B pealn3alusax KpI/IHTOTpa(bI/I‘-IeCKI/IX aJITOPUTMOB

O IO Ul Wi
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25 OcHOBHEBEIE METOAB AHOHUMHU3ALUK IIPUCYTCTBUS B LIX(PPOBOM IIPOCTPAHCTBE
26 s yero HeoOXOOUMO TECTHPOBaHNE Ha MPOHUKHOBEHUE

27 Ha30BUTe 3Talbl TECTHPOBAHUS 3AUIUIIIEHHOCTH

28 OcHOBHBEIE METOAHBI ITOUCKA ysa3BUMOCTel B Windows

29 OcHOBHBIE METO[OH! ITOMCKa ysA3BUMOCTel B MacOS

30 MeTopnl 9KCITyaTalliy YSI3BUMOCTEH B Linux.

ITo Bompocy 2, komnerennuu I1K-2
1 PekorsociupoBka B ceTeBoi IP-uHppacTpyKkType
2 TlporpammHoOe ofecrmedeHue Ojisi MPOBENeHUS UAeHTUDUKALAN
3 OcHOBHBIE METOH ITOMCKa ys3BuMOcTe B Windows
4 OcHOBHBIE METOAH! ITOMCKa ysA3BUMOCTel B MacOS
5 Mertopsl 9KCITyaTalluy YsI3BUMOCTEX B Linux
6 HWcmonw3oBaHue 11/0 rootkits
7 OKcInyaTalnus ysS3BUMOCTeU (HaioBbIX CUCTEM
8 OcHoBH noucka ys3sumocteir SCADA-cuctem
9 3kcnnyaTtauus ysS3BUMOCTEN TUla nogMeHsl MAC
10 Ataku Ha ARP npoTokon

[TpoBenenue atak Tumna «OTKa3 B 00CIyKUBaHUU» U «PacmpeneneHHblil 0TKa3 B
00CIyKUBaHUL».

12 IMpunnuns atak «OTKa3 B 06CTyKMBaHUU» U «PacmpeneeHHbIN 0TKa3 B 00CTyKMUBaHUN»
MeTonbl 9KCIIyaTalluy YI3BUMOCTEH B peau3aliiy IPOTOKOJIOB CETEBOTO 1
TPaHCIIOPTHOTO YPOBHEM.

14 OcHoBHOe 11/0 TIepexBaT coeguHeHur TCP

OCHOBHEBIE METOMHI IIOUCKA U 9KCIUTyaTauuu ysa3sumoctern WEB-cepsucos (HTTP) u WEB-
MIPUIOXKEeHUH (C ucmonb3oBanueM PHP)

16 OcHOBHBIE METO[IBI TOMCKA U SKCIUIyaTalluy yI3BUMOCTel 6ecipoBomHbIX ceTedt Wi-Fi
17 OcHOBHBIE Y3BUMOCTHU B IMPOTOKOJax 6e3onacHoctd WPA/WPA2

18 OcHOBHBIE METO[HI TTOMCKA YSI3BUMOCTEN B MOOUIIBHEIX YCTPOMUCTBAX

19 Sxkcnnyatauus ysi3BUMOCTEX ITePCOHANIbHBIX 0eCIIPOBOOHEIX ceTel ZigBee

20 OkcmiyaTanus yI3BUMOCTElN B pa0oTe CUCTEM IMPEOOTBPAIleHNsT BTOPKEHUH

21 OcHOBHBIE METOMHI IIOUCKA YSI3BUMOCTEN B pab0oTe CHUCTEM MEXKCETEBHIX 9KPaHOB

29 [TporpamMMHOe o0ecriedeHne, MO3BOJISIONIEE IKCIITYyaTUPOBATh YSI3BUMOCTH B PaboTe
MeXKCETEBBIX 3KPAHOB.

Hcmonb30BaHKe OMKUOOK B MPOrPaMMHOM KOfe I ITPOBENeHUs aTakK THUIIa
«[Tepenonuenne 6ybdepa»
OcHOBHBEIE METOMBI 3KCITNTyaTalluy YSI3BUMOCTEM pearn30BaHHbIX KPUITOTpahuieCcKux
aJIrOPUTMOB [JIS1 IPOBEJIeHUs aTaK Ha BUPTyaIbHble YaCTHEIE CETH

25 MeToabl COKPHITUS AeATEeNbHOCTH, CBI3aHHOM C CETEBOU aKTUBHOCTHIO

26 YTo Takoe CKaHepHl ya3BUMOCTel? [ 4ero NpuMeHSI0TCS

27 YTo MOXKeT NPefoCTaBUTh aHa/IN3 KOHPUTYpalui CUCTEMEI

28 OCHOBHBIE METO[HI IIOMCKa yA3BUMOCTEeM B Linux

29 MerTopbl 3KCIIyaTauuu ysa3suMmocTter B Windows

30 MeTope! sKkcmyatanuu ysa3suMocTteir B MacOS

[IpemcTaBIeHHBIN MO0 KaXXOOMY BOIPOCY IepedyeHb 3afdaHUU SIBIseTCS pabouei

MOJEJIbIO OJIsd TEHEPHUPOBAHNA 39K3aMEHAIITMOHHBIX OuIeToB.

4.3.Pa3BepHyThbie KPUTEPHHU BbICTABJIEHHUS OLl€HKH
Tab6mnuia 6

Tun IToka3aTenn OIEeHKH
BOIpoca 5 | 4 | 3 2




TeMa
Pa3HOCTOPOHHE
[IpoaHaIu3UPOBaHa,
OTBET MOJIHBIN,

TeMa
Pa3HOCTOPOHHE
PacKphITa, OTBET
IIOJIHHIY,

TeMa OCBellleHa
TIOBEPXHOCTHO,
OTBET MOJIHBIH,
momnyieHo 6oyee

OTBETHI Ha
BOIIpOC OuieTa
IPAKTUYECKH He
IaHBI

o1n0OK HET, OOMYIIEeHO He 2 ommboK,
TeopeTn- IIPEIIOKEHEI 6omnee 1 omuOKH,| 000CHOBAHHBIX
qeCKHE 000CHOBaHHEIE IPenI0XKEeHE apryMeHTOB He
BOTIPOCEL apryMEeHTHI U 000CHOBaHHBEIE | IPENJIOKEHO
IIPUBEIEHHI apryMeHTHI U
IIPHMEPHI IIPUBENEHHI
3(pperTUBHOCTHU IIPUMEPHL
aHaJIOTUYHBIX a(pperTUBHOCTHU
pelleHni QHaAJIOTUYHBIX
pelieHni
3ajada pelneHa 0e3 | 3afaya pellleHa |3afaya pellleHa C|3agada He
om00K, CTyoeHT | 0e3 ommboK, HO |OgHOM OmKOKOM, | pelleHa Uiau
IpaxTa- MOXKET JaTh BCE CTYIIEHT He IIpY OTBETE Ha | pellleHa C OAByMs
YECKIE Heo0XOIUMEbIe MOXKET IOSICHUTB| BOIIpocC omubKka |u Oojee
BOTIOCE! TIOSICHEHUS K XO[ PeIlleHus ¥ | 3aMedeHa U ournOKaMu,
pelleHuio, caenaTh | CuenaTh HCIIpaB/ieHa MIOSICHEHUS K
BBIBOJTBI HeOOXOOMMEIE | CAMOCTOSITEJIBHO |XOMY PelleHus
BBIBOJIBI HEIOCTATOYHHI
OTBETH TaHHI HA BCE | OTBETHI MAHBI HA | OTBETH Ha OTBETH Ha
IJomonmHu- | BONIPOCH, ITIOKa3aH | BCE BOIIPOCHI, IOIIOTHUTEIbHEIE | IOMIOTHUTEIbHbIE
TeJIbHBIE TBOPYECKUH IOOXOM | TBOPUECKUM BOIIPOCHI BOIIPOCHI
BOIIPOCEL IIOOXO[ ommO0YHH (2 M | IPaKTUYECKHU
OTCYTCTBYET 6onee omubOOK) | OTCYTCTBYIOT
YpoBeHb . . . HeJoCTa-
BLICOKHU M 0a30BLIi MUHUMAaJIbHBIN .
OCBOEHHS5 TOUHBIN

II71s1 TONTy4YeHus OLEHKU «OTJIMYHO» CTY[IEHT NOJI2KEH II0Ka3aTh BEICOKUY YPOBEHD

OCBOEHUS BCEX KOMIIETEHIN, TPEeIYCMOTPEHHBIX IIPOrPaMMOK JaHHOW OUCIUTIINHEI,

OLIEHKHU «XOPOILIO» - 0a30BhIM, OLIEHKU «yOOBIETBOPUTELHO» - MUHUMAJIbHEIN. B ciydae

PA3HOPAHTOBHIX OIIEHOK OIpPeesieHHsT YPOBHSI OCBOEHUS KaxKIOM U3 KOMIIETeHITUH, 0011as

OlleHKa 3HaHWH 10 AUCIUIINIMHE JeTEPMUHUPYETCS Kak:

- OTNUYHO, - eCNIK OTBET Ha NPAKTUUYECKUU BOIPOC U Oojiee MOJTOBUHBEI BCEX OTBETOB
Ha BOIIPOCHI, BKJII0Yasi JOIIOIHUTENbHEIE, OIIEHEHHBI Ha «5», OCTa/IbHbEIE - Ha «4»

- Xopoiro, - 601ee MOJTOBUHLI OTBETOB OIIEHEHHI Ha «4», OCTallbHBEIe - Ha «5»; Mub0 OTBET
Ha OOVH TEOPeTHUYECKHU BOIIPOC OIleHEeH Ha «3», OCTalbHBIE - Ha «4» U «D5»

- YIoBneTBOPUTENBHO, - €CNIK ABa U 60Jiee 0TBETOB Ha BOIPOCH! OueTa OlleHEeHH Ha «3»,
¥ HY OJIMH 13 OTBETOB He ONpPee/eH KakK «2»

- HeymoBneTBOpUTENBHO, - €CIIU OTBET Ha OOWH U3 BOIIPOCOB OlLIEHEH Ha «2»

4.4. KoMIUIEKT 9K3aMeHaIlHOHHBIX OHJ/ICTOB
KoMIneKkT 9K3aMeHalMOHHBIX OMIETOB €3KerolHO 0OHOBISIETCS U GOPMUPYETCS
mmepeq 9K3aMeHOM.
Pa3BepHYyThie KPUTEPUY BLICTABIEHUS OIEHKM 3a 9K3aMeH cofiepKaTcs B Tabnuile 5.
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5. MeToguueCcKHe MaTepPHa/IbI, ONMpe/ie/Isolne IPolieIypPhbl OIleHHBAHUS 3HAHUH,
YMEeHHH, HABLIKOB H/H/IH ONBITA TesITeILHOCTH, XapaKTePHU3YIOIIHX ITAIbI
¢dopMHupPOBaHUSA KOMIIETEHITHH

5.1.MeTogu4YecKHe MaTepHasIbl IJIsI TEKYIIero KOHTPOJIsi yCIeBaeMOCTH
Tekymuii KOHTPOJIb IpegyCcMaTPUBaeT CHUCTEMAaTHYeCKoe OIleHHMBaHHE IIpollecca
o0ydyeHus, C y4eToM HeoOXOmMMOCTU 00eCledYeHUS OOCTUXKEHUS 00ydarouuMUCS

IJIAaHUPYEMBIX Pe3yIbTaTOB OO0yUEHHUS IO MNUCIUIIINHE (YPOBHS CHPOPMUPOBAHHOCTHU

3HAHWM, YMEeHUM, HAaBEIKOB, KOMIIETEHIIUH), @ TaKXKe CTEIeHN TOTOBHOCTH 00y4YalouUXCs K

npodeccruoHanbHOU mesTenbHOCTH. CHCTeMa TeKyIero KOHTPOJS YCIIeBaeMOCTH WU

IIPOMEXYTOYHOM aTTeCTalluy CTYOEHTOB IIPeIyCMaTPUBAET PElIeHNe CIENYIOIINX 3a0ady:

- OIlIEHKA Ka4YeCcTBa OCBOEHHUS CTyAeHTAaMH OCHOBHOW NPodeCCHOHAIbHOHU
00pa30BaTeIbHOM ITPOTPAMME;

. aTTecTalus CTYOEeHTOB Ha COOTBETCTBHE WX MEPCOHAIbHEIX MOCTUKEHUM IO3TAlHBEIM
TpeOOBaHUSAM COOTBETCTBYIOIIEH OCHOBHON MmpodeccuoHalbHON 00pa30BaTeNIbHOU
IIPOTPAMME;

- moAmepXkaHue MOCTOSTHHOM 0OpaTHOM CBSI3M U MPUHSITHE ONTUMAJIbHBIX PEIIEHUU B
yIpaBJIeHUM Ka4eCTBOM OOy4YeHHS CTYNEeHTOB Ha YPOBHE IpemopaBaTess, Kadhempsl,
(bakynbTeTa U YHUBEPCUTETA.

B Havane y4eOHOTO M3YYEHHUS OUCIUIIUHBI IPEnofaBaTellb IPOBOOUT BXOOHOM
KOHTPOJIb 3HAHUY CTYIEeHTOB, MPUOOPETEHHAIX Ha MPEIIIECTBYIOMIEM JTare 00y4YeHUsI.

3agaHus1, peajTn3yeMble TOJILKO IIPH IMPOBEIeHHH TeKYIIero KOHTPOJIS

Co0OecemoBaHHe - 3TO CPENCTBO KOHTPOJISI, OPTaHM30BaHHOE KaK CIeIuaibHas
Oecema mpermomaBaTess CO CTYOeHTOM Ha TeMEI, CBSI3aHHBEIE C U3y4aeMOU OUCIUTIINHON, U
paccyuMTaHHOE Ha BBEISBIIeHHWe oObeMa 3HAHUU CTygeHTa II0 ONpedeieHHOMY pas3feny,
TeMe, mpo6ieMe u T.I., COOTBETCTBYIOIINX OCBOEHWIO KOMIIETEHIIUN, TPENyCMOTPEHHEIX
pabouel TPOrpaMMOM TUCITUIITHHEL

[Ipo6neMaTuka, BEIHOCMMAs Ha cobeceoBaHME, ONPEEIsieTCsS IpernogaBaTeieM B
3aJaHMSX OJIS CaMOCTOSTENbHOU paboOTH CTyOeHTa, a TaKXe Ha CEeMUHAPCKUX U
IPaKTUYECKUX 3aHATHUAX. B xome cobecemoBaHusI CTYOEHT MOJIKEH yMeTh 00CYOUTH C
nperofaBaTeieM COOTBETCTBYOIIYIO MPo6IeMaTUKy Ha ypOBHE Ouajora ¥ I0Ka3aTh
YCTaHOBJIEHHHIH YPOBEHD BIageHUST KOMIIETEHIIUSIMHU.

5.2.MeTonu4ecKHe MaTepHaIbI [JIsi IPOMEXKYTOYHOH aTTeCTallHu

®opMa IPOMEKYTOYHOU aTTeCTAlluy 110 JUCHUINIKHE - 9K3aMeH

®opMa NpoBefeHUs 9K3aMeHa: YCTHas

B aymutopuio, rme NprHUMAaETCS 9K3aMeH, IPUTJIAaloTCsa CTyJeHTH U3 pacueTa He
Ooiee IATH 9K3aMEHYIOIIKXCS Ha OJHOTO 9K3aMeHaTopa.

XopomIo ycreBalomuM CTyLeHTaM, BEIIIOJTHUBIINM BCe BUAH paboT,
IIpefyCcMOTpeHHbIe pabouell TporpaMMoy IUCUUIIIMHEL ¥ He UMEIOIIUM 3a[I0JI2KEHHOCTH,
InekaHaToOM (hakynbTeTa MOXKeT OBITh pa3pelleHa crada 3K3aMeHOB JOCPOYHO C COTTIaCUs
9K3aMeHaTopa, 6e3 0CBOOOKIEHNUS CTYIEeHTOB OT TeKYINX y4eOHbIX 3aHATHH. [locpouyHas
CHada 3K3aMeHOB IPOBOOUTCS He paHee, 4eM 3a 1 Mecql] o Hadana ceccuu. B nmepuopn
ceccuu NOCpOYHas coaya He pa3pelraeTcs. PelleHre 0 JOCPOYHOU coaye MPUHUMAET
IeKaH QakyiabTeTa Ha OCHOBE JIMYHOTO 3asBJIEHUS CTYLEHTa, COTJIACOBAHHOTO C
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IIpenofaBaTeIsIMU OUCLUIIIAH, BHIHOCHMBIX Ha CECCHUIO.

[71s TOATOTOBKY K OTBETY Ha 9K3aMeHe CTy[IeHTy PEKOMEHIYEeTCS UCII0JIb30BaTh
[lepedeHb TEOPETHUECKHUX BOIIPOCOB (3aaHuii), BREIHOCUMBIX Ha 9K3aMeH, pa3pelleHHBIX
y4eOHBIX ¥ HaTJISIOHBIX TOCOOM, CPEACTB MaTepHalbHO-TEXHUYECKOr0 00eCleuyeHus 1
TUTIOBBIE IIPAKTAYECKYE 3aJaHus (3afaunl), IePeuYnCIeHHbIX B 11.4.2.

B sk3aMeHaIMOHHEIN OUJIET BXOJUT TEOPETUYECKUX BOIIPOCA: OIUH - U3
MUHMMAJIbHOTO YPOBHS, - U3 6a30BOT0 ¥ OIHO ITPAKTUYECKOe 3aflaHue, XapaKTepu3ylolee
BLICOKH YPOBEHb CHOPMUPOBAHHOCTH KOMIIETEHIIM. BpeMs OAroTOBKY OTBETA IIPHU
coade B YCTHOM (popMe [OJIKHO COCTaBNATh He MeHee 40 MUHYT (110 2KeJTaHUI0
o0ydJarollerocs 0TBeT MOXKeT ObITh JOCPOYHHIM). BpeMs oTBeTa - He Oonee 15 MUHYT.

9K3aMeHaTOpPy IIPeloCTaBIsIeTCs IIPaBo 3alaBaTh 00yYaAOIIMIMCS TOIIOTHUTEIbHEIE
BOIIPOCH B paMKax IIPOrpaMMbl JUCIUIIJINHEI TEKYIIEro CEMECTpa, a TakXkKe, TOMUMO
TeOPEeTUYECKUX BOIIPOCOB, AAaBaTh 3aflaui, KOTOPHIE U3y4aIuCh Ha IPAKTUYECKUX
3aHATHUSIX.

OCHOBOU 1711 OIIpefesieHUs OLIeHKY CIIyXKUT YPOBEHb YCBOEHUS CTyIeHTaMU
MaTepuana, IpegyCMOTPeHHOro paboyel MporpaMMoi JACHUIIIMHEL. 3HAHUS, YMEeHU4,
HaBLIKY U (M) OIBIT OeSATENTbHOCTH, XapaKTePHU3YIOIIHe 3Talbl HOPMUPOBAHUS
KOMIIETEHIIMY ¥ 00y4alolIuXCsl, OMPeensaioTCS OlleHKaMU «OTJIMYHO», «XOPOIIO0»,
«yIOBIETBOPUTEILHO», «HEYOOBIETBOPUTEILHO» UJIA «3aUTEHO», «HE3a4TEHO.

Bri6op hopMbI OlleHMBaHUS ONpeNeNsaeTcs ellsIMUA U 3afadaMu o0ydyeHus. B yucne
IpUMEeHsAEeMBIX (OPM OIleHMBAHUS BHIIEJISIOT HHTErPalIbHYI0 U Tu(depeHIIIpyeMYIO
OILIEHKY, a TaKXkKe caMOaHallu3 U CAMOKOHTPOJIb CTyfeHTa. ICTOUHMKY HHPOpPMAalUH,
KOTOPBIE MCIIONIb3YIOTCS IIPU IPHMEHEHNHU Pa3HBIX POPM OIleHUBaHUSA:

- paboTe 00y4alommMxCcs: foMalllHhe 3afaHus, Ipe3eHTallil, OTUETH, THEeBHUKH, 3CCe U
T.IL.;

- pe3ynbTaTh MHAWMBUAYaAIbHOU X COBMECTHOM HeATENIbHOCTHA CTYOEHTOB B IIpollecce
00y4eHus;

- pe3yIbTaThl BHIIOTHEHUS KOHTPOIbHLIX Pab0T, TECTOB;

- OpyTHe UCTOYHUKU UH(DOPMAIUH.

I st Toro 4TOOH OLIEHKA BHITIONHSTA Te QYHKLIKUY, KOTOPEIe Ha Hee BO3JT0KEHH KaK Ha
XapaKTEepPUCTUKY 3TanoB (OPMUPOBAHUS KOMIIETEHIIUY V 00y4alouuxcsi, He06X0quMo
cobmogeHne Creayouux 0a30BbIX MPUHITUIIOB OLIEHUBaHUS:

- HEeIpPepLIBHOCTH IIPOIeCCa OIeHUBAHUS;

- OlLIeHWBAHME MOJIKHO OBITh KPUTEPHUAJIbHBIM, OCHOBAaHHBIM Ha IENISIX 00y4YeHus;

- KPUTEPUH BBHICTABJIEHHUS OLIEHKH M aJITOPUTM €€ BHICTABJIEHHUS [OJIKHE OHITh 3apaHee
M3BECTHEL;

- BKJTIIOYeHHe 00y4YaloIIuXCsl B KOHTPOIbHO-0LIEHOYHYIO IeATETbHOCTD.

KoHeuHBHI# pe3ynbTaT 00y4ueHus (C TOUKU 3PEHUST COOTBETCTBUS €T0 3asIBIEHHBIM
IIeJISIM) B BEICOKOM CTEIIeHH OIpeensieTcs HaOopoM KpUTePHaIbHEIX TIOKa3aTeeH,
KOTOpBIE MCIIOIh3YIOTCS B MIPOIIECCE OIEHKH.

CTymeHTy, HCIOJIb3YIOIIEMY B X0[Ie 9K3aMeHa Hepa3peIlleHHble HCTOUHUKY U
CPenCcTBa M7 MOIydYeHuss HHPOPMAIMY, BEICTABIISIETCS HEYMIOBIIETBOPUTE IbHAS OlleHKa. B
ClIy4ae HesIBKU CTyHOEeHTAa Ha 9K3aMeH, IIpelofiaBaTelieM feflaeTcsl B 9K3aMeHaIlMOHHOM
BEIOMOCTH OTMETKa «He fBWIca».Ilepecaya 9K3aMeHa B 11X MOBLIIEHUS
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[IOJIOKUTEJIbHOU OIIEHKH He OOITyCKa€eTCH.
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