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Paboyas nmporpaMMa AUCLUIIINHEL COCTaBjJeHa Ha OCHOBe TpeboBaHui demepanbHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmenmanpHOCTH) TOATOTOBKU «11.04.02 UHPOKOMMYyHMKAIMOHHEIE TEXHOJIOTHU U
CUCTEMBl CBSI3W», YTBEPXKOEHHOIO NPUKa30oM MunucrepctBa o0pa3oBaHUS U HayKu
Poccuiickou ®egepanuu oT 22.09.2017 Ne 958, u B cooTBeTCTBUU C pabouuM y4eOHBIM
IIJIAHOM, YTBEPKOEHHEIM PEKTOPOM YHUBEPCUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

[lenpio mpernofaBaHus QUCHUIINHE « TeCTUpOBaHKEe Ha IPOHUKHOBEHNE U STUYHBIN
XaKUHT» SBJISETCS:
u3ydyeHUe METO0B aHa/Iu3a yrpo3 KOPIOPaTUBHOU CETU
OTa menb [OCTUTaeTCd MyTeM PelleHus clenyoumx(ei) 3apad(u):
yMeHUe INPUMEHHUTh pa3JIMuHble METOAb aHajau3a yrpo3 U oOHapyXeHUus
BpenoHocHoro I10

2. MecCTO THCIUIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

[uciunnnHa «TecTUpOBaHWE Ha MPOHUKHOBEHHE U 3THMYHHIM XakuHr» b1.B.J[1B.02.01
OTHOCHUTCH K 4YacTh, GopMHUDPyeMOH ydaCTHHKaMu 00pa30BaTENbHHIX OTHOIIEHUU
nporpaMmel MaructpaTyph «11.04.02 UHDOKOMMYHUKAIIMOHHEIE TEXHOJIOTUU U CUCTEMBI
CBsI3U». MCXOMOHBEIM YyPOBEHb 3HAHWM UM YMEHUU, KOTOPHIMU OONXKEH o0lagaTh CTYHOEHT,
IpuUCTynasgs K KM3YYEHUI0O OAaHHOW OUCLHUIIJIMHBI, ONpPEefeNseTcsd U3y4eHUEeM TaKux
OUCIUIIINH, KaK: «MccmenoBanue mpo0ieM MOCTPOeHUS NOBEPEHHOU CPebl Iepefadn».

3. IlepeueHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUY€HHsI, COOTHECEHHBIX C
IUTAaHUPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOrPaMMBbI

[Tporecc n3ydyeHus: OUCHUMIINHE HallpaBlieH Ha (POpMUPOBaHKE CIIEAYIOMNUX
KOMIIETEHIINN:
Tab6muia 1

Ne Kon

HauMeHOBaHHe KOMIIETEHIIUH
I/ [KOMIIeTeHIIHH

Cnoco6GeH caMOCTOSITENTbHO BHITIOIHATh 9KCIIEPUMEHTAJIbHbIE UCCIIeI0BaHUS
1 [1K-2 OJIs PellleHus Hay4YHO-UCCIIef0BaTeIbCKUX U IIPOU3BONCTBEHHEIX 3a1ay C
HCII0JIb30BaHMEM COBPEMEHHOMU annapaTypsl ¥ METONOB UCCIET0BaHUS
Cnoco0eH OlleHMBaTh KPUTUYHOCTh BOSHUKHOBEHUS UHIUAEHTOB 15
CUCTEMHOTO IIPOTPaMMHOr0 00ecredyeHus

2 [1K-22

VHOUKATOPH IOCTUXKEHHUS KOMIIETEHITUN

Tabmnuia 2

IK-2.1 3HaeT MeToguKu cOOpa, aHamu3a ¥ 00pabOTKM CTATUCTAYECKOM WHGOPMALUH
HH(OOKOMMYHHMKAIIMOHHBIX CHCTEM

1K-2.2 YMeeT mpoBOIUThL UCCITEIOBAHUS XapPAKTEPUCTUK TETIEKOMMYHHUKAIMOHHOTO

' 000pymOBaHHUS U OIIEHKH KauyeCTBa MPEJ0CTABIISEMBIX YCIIyT

TK-2.3 BrapeeT HaBRHIKaMU aHaIM3a HAYYHO-TEXHUYECKOM TPo0IieMBl Ha OCHOBe Togbopa u
U3y4YEHHUs IUTEPATYPHBIX ¥ MAaTEHTHHIX KICTOYHUKOB

TK-2.4 BriajeeT HaBEIKAMU IIPOBEIEHUS 9KCIIEPUMEHTATBHEIX PA0OT 110 poBepKe
DOCTHUKUMOCTH TEXHUYECKUX XaPAaKTEePUCTHK, PAIM03JIEKTPOHHOM aNlmapaTypsl

K-22.1 YMeTh ugeHTH(GUIMPOBATE HHIKUOEHTH MPX paboTe CUCTEMHOT0 IPOTPAaMMHOT0

o0ecrnieyeHus

[TK-22.10 | 3HaTh CTaHOAPTH HHGOPMAIIMOHHOT'0 B3aNMOOEUCTBUS CUCTEM

0K-22.11 3HaATh perjiaMeHTH POBENIeHNU s npodunakTuieckKux paboT Ha afMUHUCTPUPYEMO
MHPOKOMMYHUKAIIMOHHOMN CHCTEME

[T1K-22.12 | 3HaTh JI0KaJIbHEIE IIPABOBLIE aKThl, JEUCTBYIOIIME B OpraHU3aluu

3HaTh TPeOOBaHUS OXPaHH TPyHa Ipu paboTe C anmapaTHLHIMU, TPOTPAaMMHO-
[1K-22.13 | anmapaTHBIMU U IPOTPaMMHBIMU CPEOCTBAMY afMUHUCTPUPYEMON
MH(POKOMMYHUKAIIMOHHON CACTEMEI




YMeTh IPUMEHSITh CliellaIu3upPoBaHHbEIe IPOTPaMMHO-alapaTHEIE CPeICTBA IS

MK-22.2 JIOKaNM3alliy UHIUAEHTOB Ipu paboTe CUCTEMHOTO IPOrPaMMHOT0 00ecriedeHus
TK-22.3 YMeTh perucTpupoBaTh UHIUAEHTE IPU paboTe CUCTEMHOTO IIPOTPAaMMHOTO
obecrnieueHus
K-22 4 YMeTh BBHINONHATE OEeUCTBUS 10 YCTPaHEHUI0 KPUTUYECKUX UHIUIEHTOB IIPU pa69Te
) CUCTEMHOI0 TPOrpaMMHOr0 00ecreyeHns B paMKax JOJIKHOCTHAIX 003aHHOCTEN
K-22.5 BrapmeTs HaBHIKaM1 00HaAPYKeHUs KPUTHYECKUX UHIUAEHTOB IIpU paboTe CUCTEMHOTO
IPOrpaMMHOr0 00eCcneyeHust
K-22.6 YMeTh onpenensaTh NPUYUHEL BOSHUKHOBEHUS KPUTUYECKUX UHIIUIEHTOB IIpu paboTe
CHCTEMHOI0 IPOTPaMMHOr0 0b6ecnedyeHns
TK-22.7 3HaTh IpaBUJla HACTPOUKY U 3KCIIyaTalluy YCTaHABIMBAE€MOTO CUCTEMHOI0
' IIporpaMMHOro obecrneyeHnsi, BKIo4as IMIeH3N0HHbIe TPeOOBaHUS
TK-22.8 3HaTh OCHOBBI aPXUTEKTYPH], YCTPOMCTBA U (PYHKIMOHUPOBAHUS BEIYUCIUTENIBHIX
CUCTEM
[1K-22.9 | 3HaTh OPUHIMIE OPraHU3al[iy, COCTaB U CXeMbl pabOTH ONlepalMOHHBIX CUCTEM

4, 00beM TUCUHMIUINHBI ¥ BHABI y4€0HOU PabOTHhI

Ounas popMa o0yueHUs

Tab6mua 3
" Bcero|CeMmecCTphI
Bup yueOHOM paboOTHI 9ACOB 3

OO6I1mast TPymOEeMKOCTh | 6 3ET 216 216
KoHTaKkTHasi pabora ¢ 00y4alOIIUMHUCS 74.35 74.35

B TOM YHCJIE:

Jlekuu 20 20
[TpakTuueckue 3ansatus (I13) 26 26
JlaGopaTopubie paboTe (JIP) 24 24
3aluTa KOHTPOJIbHOM PaboTH -
3amuTa KypCcoBoi paboThl 2 2
3ammuTa KypCoOBOTO MMPOEKTa -
[TpomexKyTOUHaAs aTTeCTalUs 2.35 2.35
CamocTositeibHasi padoTa o0yuaromuxcsi (CPC) 108 108

B TOM YMCJIE:

Kypcosas pa6oTa 20 20
KypcoBoii mpoekT -

W / unu mpyrue BUOB CAMOCTOSTEIbHOM PaOOTHL:

IIOATOTOBKA K JITaOOpaTOPHEIM paboTaM, MPaKTHYECKHUM 38 88
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, U3ydeHue

TEOPEeTUYECKOT0 MaTepuasa

[ToproroBka K MpoOMeXyTOYHOU aTTeCTalllu 33.65 33.65
By npoMeKyTOYHOH aTTeCTalluH JK3aMeH
5. ComepxKaHue TUCIHUIITHHBI

5.1. ComepxkaHure pa3meoB OUCLUIIIUHEI.
Tab6mnuia 4



Ne cemecTpa

No HaumeHnoBaHue
- /;1 pa3geia Copep:kaHue pa3gea O4HO-|_ . .
OUCUHUIITHHBI O4YHasi|3a04-
Hasi
Hasl
Pa3zpen 1. .
OcHOBHBIE METOOH HOEHTU(GUKALIUK YCTPOUCTB B IP-
CkaHuMpoOBaHuE U
CeTH, mporpaMMHOe o0ecreyeHue s IPOBeNeHuUs
1 | peKOTHOCIIMPOBKA B y 3
ceTeBoit IP- uneHTuuKanuy. CKaHUpOBaHUE CEeTEBOU
MHQPaCTPYKTYPHL U ONIpefiefieHHe TOTIOJIOTUN CETH
HHOPACTPYKTYDE ¢pacTpykTyp pen
OCHOBHBEIE METOMHI ITOMCKa YSI3BUMOCTEN
Pazpgen 2. onepanuoHHEX cucteM (Windows, Linux, MacOS).
JKcnIyaTanus Mertopgb! 9KCINTyaTaluy ysa3BUMOCTeH. Mcnonb3oBanue
2 | yI3BUMOCTEH /o rootkits, keylogger. 9kcnnyaTauus ya3BUMOCTEN 3
OTIePallMOHHEIX 1 ($alIoBEIX CUCTEM U IIOICHUCTEM BBOA/BEIBOLA
SCADAcucrem rHpopmanuu. OCHOBEHI MOKUCKa ysa3BUMOcTed SCADA-
CHACTEM
OcHOBHEIE METOZIEI IlepexBaTa TpaduKa Ha KaHaJIbHOM
U CeTEBOM YpPOBHE, B COOTBETCTBUU CO CTEKOM
Pa3zpen 3. npoTtokosnioB TCP/IP. OkcnnyaTtauus yA3BUMOCTEN TUIIA
3 3
[Tepexsat Tpaduka |mnogmenwsl MAC, [P-agpecoB. Ataku Ha ARPipoTokon.
OCHOBHOE I1/0 [JIs 3KCIITTyaTaluy ysI3BUMOCTEN TaKOIr'0
THUIIA.
Pasgen 4 [TpoBemeHue aTak Tumna «OTKa3 B 00CTyKUBAHUU» U
4 | Orkasy B’ «PacmpeneneHHbIi 0TKa3 B 00cnyKuBaHun». OCHOBHOE 3
I1/0 [I71s TPOBENEHUS aTaK TaKOTO TUIla. [[pUHITUIIEI
00CTyKBaHUH
aTak TaKOTO THUTIA.
OCHOBHBEIE METOMHI ITOMCKa YSI3BUMOCTEH B pean3alliu
Pazpgen 5. IIPOTOKOJIOB CETEBOTO U TPAHCIIOPTHOTO YPOBHEH, B
5 [lepexBaT ceccuii ¥ | COOTBETCTBHHU CO CTEKOM IIPOTOKOJIOB TCP/IP. MeTopn! 3
CeTEeBhIX 9KCIITTyaTalluy ysI3BUMOCTEU TaKoro Tuna. [lepexsaT
COeMUHEeHUH! coegurenuit TCP. OcHOBHOE I1/0 Oy 3KCIINTyaTallin
YA3BAMOCTEX TAKOTO THIIA.
OCHOBHEIE METOZIEI ITOMCKA U SKCIINTyaTalun
ysa3sumocterr WEB-cepsucos (HTTP)u WEB-
IIPUJIOKEHNH (C UCIIONIb30BAHUE SI3LIKOB
mporpamMmupoBanus Java, PHP). MccrnemoBanue SQL-
uHbeKUIX. OCHOBHEIE METOMHI IIOWCKA ¥ SKCIIyaTalluu
ysi3BuMocTel 6ecrnpoBogHbix ceTeit Wi-Fi. OcHOBHEIE
ysI3BUMOCTH B ITPOTOKOsax 6e3omacHoctu WEP,
Pa3pen 6. WPA/WPAZ2. T1/o gnis sKCIyaTalyuu ysa3BUMOCTel
6 |9Oxcnnyaranus Takoro tuna. OCHOBHEIE METOOEL [TIOUCKA U 3
YA3BUMOCTEN 9KCIITyaTallUU YSI3BUMOCTEH B MOOUTbHBIX
YCTPOUCTBAX, B TOM YHUCIIe KCIUIyaTalus ysI3BUMOCTeN
TepCcoHanbHBIX 0eCITpoBOHLIX ceTell Bluetooth,
ZigBee. OCHOBHEIE METOAEI ITOUCKA U IKCIITTyaTalluu
ySI3BUMOCTEN B paboTe CUCTEM IIPeIOTBPAIleHUS
BTOPKEHHUU U MeXKCETEeBHIX 9KpaHoB. [IporpaMMHoOe
obecrieueHue, I0O3BOJISIOIIEE SKCITyaTUPOBATh
YSI3BEMOCTH TAKOTO THUIIA.
Pazmen 7.
OCHOBHEIE METOZIBI UCIIOIB30BaHUS BPEIOHOCHOTO 11/0
Hcnonbs3o0BaHUE M
IIpU IPOBENEHUN aHalIn3a ysI3BUMOCTEN
BUPYCOB, 3aKJIafloK B
7 Koze MH()OKOMMYHUKAIMOHHEIX CUCTeM. Mconb3oBanne 3
| omnboK B MPOrpaMMHOM KOfie IJIs1 TPOBEeIeHNs aTak
[lepenonHenue
6 tuna «Ilepenonuenue 6ydpdepar.
ybdepa




Pa3zpen 8.
[Touck ysi3BuMocTel | OCHOBHBIE METOMHBI SKCIIIyaTalluy ySI3BUMOCTEN

8 |B peamusarusx peanu30BaHHKIX KPUNITOrPAQUIECKUX aITOPUTMOB miist | 3
KpUnTorpaduyecKux| IPOBENEHNs aTaK Ha BUPTYaAJIbHEIE YACTHEIE CETH.
aNrOPUTMOB
Pazgen 9.

OCHOBHBEIE METOIH AHOHUMHU3AIUY TPUCYTCTBUS B
1(POBOM MPOCTPAHCTBE ¥ METOMBI COKPHITHS 3
[esiITeTbHOCTH, CBSI3aHHOM C CETEBOM aKTMBHOCTHIO

MeTomh COKDPEITHA
OeATeJIIbHOCTH B
CeTHu.

5.2. MexpucuuniuHapHble CBA3W C o0ecnedYnBaeMbBMU (MOCTEAYIOMIUMU)
OUCLUIIIMHAMHU.

«TecTupoBaHWe Ha MPOHUKHOBEHUE M 3TUYHBIM XaKUHT» SBJISETCS OUCLUIIIAHOU,
3aBeplmawmed TeopeTudyeckoe o6OydyeHume mo mnporpamme 11.04.02
MHPOKOMMYHHUKALMOHHEE TEXHOJOTUU U CHUCTEMBl CBSA3HU

5.3. Pa3nmesnsl AUCIUIIINHE 1 BUOLL 3aHATHH.

Ounas ¢popMa o0yueHUs

Tab6mnuia 5
No JIek-| IIpakrt. | JIab. |Cemu- Bcero
HauMeHoBaHMe pa3aesia THCIUIUTHHBI CPC
n/n IIUH [3aHATHSABAHATHS HAPbI JacoB
Pazpen 1.
1 | CkaHupOBaHUE U PEKOTHOCLMPOBKA B CETEBOU | 2 2 2 7 13
[P-uadpacTpykType
Pazpgen 2.
2 | OKCIUlyaTalus YA3BUMOCTEU ONEPALMOHHEIX U | 2 2 2 7 13
SCADAcucrem
3 |Pasmen 3. 2 2 2 12 | 18
[TepexBaT TpaduKa
g |Pasmend. 2 2 2 12 | 18
OTKa3shl B 00CIyKUBAHUN
5 |Pasmens. ) . 2 2 2 7 | 13
[TepexBaT ceccuil U CETEBBIX COeIMHEHUN
6 |Pasnen 6. . 2 | 8 8 17 | 35
OKCIIyaTalus ya3BUMOCTEN
Paspmen 7.
7 | Ucnonb30BaHUE BUPYCOB, 3aKJIaoK B KOJeE. 2 2 2 7 13
[lepenonnenue 6ybdepa
Pa3pern 8.
8 |Ilouck ysi3BUMOCTEU B peanu3alusix 2 4 2 12 20
KPUITOrpapuIeCKUX arOPUTMOB
g |Pasmen?. 4 2 2 7 | 15
MeTonbl COKPHITUS JeATENbHOCTH B CETH.
HUroro: | 20 26 24 - 88 | 158
6. Jlekuuu
Ounas popMa o0yueHUs
Tabnuma 6
Ne | Homep Bcero
TeMma 1eKnuu
n/m pa3ge’ial JaCOB




1 1 CKaHMpPOBaHNE CEeTeBOM MHPPACTPYKTYPH U ONPEfENeHNe TONOIOTHN CeTH| 2
9 9 OCHOBHBIG METOfIbI IIOUCKA ySI3BUMOCTEH OllepPalOHHBEIX CUCTEM 9
(Windows, Linux, MacOS).
3 3 OCHOBHEIE METOLHI ITepexBaTa Tpaduka Ha KaHaJTbHOM U CETEBOM YPOBHE 2
4 4 [TpoBemenue aTak Tuma «OTKa3 B 00CITyKMBAHUN» 2
5 5 OCHOBHBIE METO[IHI TIOUCKA yﬂ3BHM(3(:Te171 B peaym3alyy IPOTOKOJIOB 9
CETEBOT0 ¥ TPAHCIIOPTHOTO YPOBHEN
6 6 MeTopb! OMCKA U 3KCITyaTallul YA3BUMOCTEN 2
7 7 [TpoBefeHne aHanM3a ysI3BUMOCTEN NHPOKOMMYHUKAIIMOHHBIX CUCTEM 2
8 3 MeTopnH 3KCIINTyaTalldy YI3BUMOCTEN peain30BaHHBIX 9
KpUNTOorpapuyecKux aaropuTMOoB
9 9 MeTonb aHOHUMU3AIMU IPUCYTCTBUS B IM(GPOBOM IPOCTPAHCTBE 2
10 9 MeTonr aHOHUMU3AIMY IPUCYTCTBUS B IM(POBOM IPOCTPAHCTBE 2
Wtoro: | 20
7. JIabopaTOPHBIA MPAKTHKYM
Ounas popMa o0yueHUs
Tabnuia 7
Ne | Homep “ Bcero
HaunmeHoOBaHHe Ta00paTOPHOH PadOTHI
n/n [pa3gesa JacoB
1 1 CKaHHpOBaHME ¥ PEKOTHOCIIIPOBKA B ayugpyemoﬁ CeTHU C 9
ucnosnb3oBanueM 11/0 NSlookup, WHOIS, ping, tracert, NMAP.
9 9 TecTtupoBaHue Ha POHMKHOBEHHUE “H(}pacTPyKTyphl paboyux CTOJIOB IIOf 9
ynpasnenuneM OC WindowsServer 2012
3 3 [TepexBaT Tpaduka c momoirsio cauddepoBWireshark (mepenHanpaBneHus ?
TpaduKa)UMIMPSIMOTOIONKIIOUYEHUS K Cpefie Tepenadyn
4 4 [TpoBenmeHMe TEeCTUPOBAHUS ayAUPYyEeMOU CUCTEMBL Ha YCTOMYUBOCTD K 9
DDoSatakam
5 5 [Tepexsat TCP-coepuHeHU U nepeHanpaBieHus TpaduKa ayogupyeMou 2
OpraHu3alluu
6 6 TectupoBaHue Ha IpoHUKHOBeHUEe WEB-cepBepa aymupyeMoi KOMIaHUH C 9
HUCIob30BaHueM SQL-uHBLeKInui
7 6 OxkcmnyaTtanus ya3suMocTer OecripoBagHou cetu 802.11 ayaupyemoit 9
KOMIIaHUHU
3 6 SKcIIyaTanus yI3BUMOCTEe MOOUIBHBIX YCTPOMCTB ¥ KOMIIPOMETaLUs ?
rH(opManuyu Ha MOOUIIEHOM TeledoHe
9 6 06x0[ ycTporcTB 0€30aCHOCTH IEPUMETPa ayAupyeMoi KOMIIaHuHU 2
10 7 9KCHJ‘IyaTaI_}I/IH THUIIa epenonHenus 0ydpdepa cepBepoB BUmeOoHaOMOOEHUS 9
ayaupyeMou KOMIIaHUU
11 8 [Touck ysiI3BUMOCTEH B CTaHOAPTHBIX peann3alusix KpUITorpapuyeckux ?
IIPOTOKOJIOB
12 9 AHOHMMM3AIKSA CETEBOr0 NPUCYTCTBUS IPU NIPOBEJEHNUN aygUuTa CETH 2
Wtoro: | 24
8. [IpakTHyeckue 3aHATUA (CEeMHUHAPHI)
Ounas hopMma o0yueHUs
Tabmuua 8
Ne | Homep Bcero
TeMma 3aHATHA
I/n pa3ne’al JaCOB,




CKaHHPOBaHKE ¥ PEKOTHOCIIMPOBKA B ayJUPYEMOM CETH C

1 1 2
HCIIONTb30BaHMEM CepBHCOB BonJour.

2 2 W3yuenne MeTogoBs u ¢popM xpaHeHui naposnen B cemerictee OC Windows 2

3 3 [IpyHUMOE IepexBaT U 3allUK/IMBaHUS BUIEONOTOKA 2

4 4 HccnegoBanue popmupoBanrie BOTNET a gnsa opranusanuu DDoS-aTTaxk. 2

5 5 [ToaroroBka KOMIIJIEKCHOU MH(PPACTPYKTYPHI AJIS IPOBEAEHUS aTaKu 9
nogMeHbl DNS-cepBepa

6 6 N3yuenne ysa3sumocterr WEB-cepBepa aynupyeMoi KOMIIaHUYM Ha 9
Hanuyue omuboK u meip B PHPuJavakome

v 6 H3syuyenue HpE)TOKOJ'Ia TKIPgna ugpeHTUUKAIUY YA3BUMOCTH 1 9
IIOCJIEAYIOMIEN SKCITyaTaluu

8 6 [Touck ys13BUMOCTEN B IPOTOKOJIaX OpraHu3aluy IEPCOHAIBHOU 9

6ecmpoBomHOM ceTu Bluetooth
9 6 M3yueHne MexaHU3MOB ugeHTHGUKanuKu paboTr ¢ honeypot'amu 2
M3yueHue crmoco60B YCTaHOBKK BPEIOHOCHOTO 11/0 Ha KOHEYHBIE CTAHIIUN

10 7 - 2
ayoupyeMoy opraHu3aluu
11 8 [Touck ysi3BUMOCTEH B CTAHIAPTHAIX Pean3aIusx KpUITOrpapuiecKux A
IIPOTOKOJIOB aCCUMETPHUYHOM KPUNITOrpadun
12 9 M3yyeHre METONOB aHOHMMM3ALMKU CETEBOT'0 IIPUCYTCTBUS IIPU ?
TIPOBEMIEHUU ayIuTa CEeTU
HUtoro:| 26

9. IIlpuMepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
YueOHBEIM IIJTAaHOM IIPeyCMOTPeHa KypcoBas paborTa.

IToaAroToBKa K HAMHCAaHHUIO KYPCOBOH PadOTHI.

KypcoBas paboTa HampaBjieHa Ha 3aKpeljieHre TeOPeTUYEeCKUX 3HaAHUM IyTeM
pelleHnsI KOHKPETHOU IPaKTUUECKOM 3aJadyy 110 U3y4aeMOU OUCIUIIINHE.

[TopGop nMuTEpPaTypPHl OCYIIECTBIISIETCS CTYIEHTOM CaMOCTOSITENTBHO, C YYETOM
PEKOMEH[IOBAaHHOTO NepeyHs. M3yueHre MuTepaTypHl CliefyeT HaunHATh C YUeOHUKOB U
y4eOHBIX TTOCOOHH, a TaKXKe PeKOMEHIyeMbIX HCTOYHUKOB K IIJTaHaM CEMUHAPCKUX U
IIPAKTUYECKUX 3aHATUM.

[InaH KypcoBou pabOTHI HOMXKEH COCTOSAThL U3 BBEeMIeHUS, 3 I'71aB U 2-4 BOIIPOCOB
(MyHKTOB) B OCHOBHOM 4aCTH, 3aK/II0YEHHUS, CIINCKA JINTEPATYPhl ¥ IIPUIOXKEHUN.
OopMyIMPOBKM IIYHKTOB IJIaHa OMPENesIsIOTCS 11eJIeBOM HallpaBIeHHOCThIO Pa0OTHI,
HCXOMOs U3 eé 3amay.

B mpotiecce HamucaHus KYPCoOBOM pabOTHI CTYOEHT [OIXKEH pa3o0paThCs B
TEOPeTUYECKHUX BOIIpOcax n30paHHOM TEeMbI, CAMOCTOSTENIbHO ITPOaHalu3upPoBaTh
IPaKTUYeCKUH MaTepua, pa3o0dpaTh 1 000CHOBAThH MPAKTUYECKUE TPEII0KEeHHS.

B ycTraHoBneHHBIe KadeIpor CPOKY 3aKOHUYEHHAas KypcoBasi paboTa IpecTaBIsgeTCs
Ha ITPOBEPKY IpernomaBaTeo. IIpemonaBaTesb, IPoBepuB paboTy, MOXKET BO3BPATUTH €€
st ;opabOTKMU BMECTE C MMCbMEHHHKIMY 3aMedyaHusiMU. CTyIeHT JOJIXKEH YCTPAHUTh
IIOJTyYeHHbIEe 3aMeYaHus B YCTaHOBIEHHBIM CPOK, IIOC/Ie Yero paboTa OKOHYATEIbHO
OLIEHUBAETCH.

Ta6muua 9

Ne
/i

1

TeMma KypcoBoro npoexra (padorsr)

[Touck ysa3BUMOCTEM B MIPOTOKOJIAaX OpraHu3alliy IIePCOHANIbHOM 0€CIIPOBOOHOM CETH
Bluetooth




| 2 |Kondurypamus noxzoro DNS-cepsepa

10. CamocTosiTe;IbHasA padoTa

Ounas popMa o0yueHus

Tab6muia 10
Ne | Homep Y Bcero
CogepxkaHHe CaMOCTOSITE/IbHON PadOThI ®opMa KOHTPOJISA
/1 [pa3aeia) JacoB
Kcronb30BaHue HHGOPMALMU U3 OTKPHITHIX
1 1 HMCTOYHUKOB [IJISI TPOBEEHUSI PEKOTHOCLIMPOBKY B OTtyeTt 7
CeTu
HccnenoBanue co3manus keylogger'os mns c6opa
2 2 IapoJiell CUCTEMBI; KOH(QUTYpaIUs IOPTaTUBHAIX OTuer 7
3arpy304HBEIX TOMOB
HccnemoBaHre MexaHU3MOB IlepexBaTa
3 3 “H(pOpMalUU METOAOM (PUKCAUU U3NTy4EeHUS OTtyet 12
repegamiux Bugeokabdenen
4 A HccnemoBaHue MeXaHU3MOB opraHu3anuu DoS- Orger 12
aTak
5 R) Kondurypauus noxuoro DNS-cepBepa OTyeT 7
HccnenoBaHre BO3MOKHOCTH UCIIOIb30BaHUS
6 6 OTyer 17
omu00K B mpunoxenusx WEB-cepBrcos (Apache)
HccnemoBaHusl BO3MOXHOCTEN SKCIITyaTallul
7 7 yA3BUMOCTEH B IIPOTOKOJIax cemenicTBa 802.1x OTtyeTt 7
(EAP)
8 8 HccnemoBaHue YCTOfI‘-II/IBOCTI/UI K aTak CUCTEM Or4eT 12
MIPeOOTBPAIEeHNS BTOPKEHNN PA3NUYHBIX TUIIOB
9 9 HccnepoBaHne BO3MOKHOCTEN QHOHMMHOTO cOopa OrgeT 7
rH(popmanuuy ¢ noMousio /o Trojan-horses
Wrtoro:| 88

11. IlepedyeHb yueOHO-METOIHIECKOr0 00eCIIeYeHUs I/Is CAMOCTOATE TbHOH

padoThI 00yUaIOIIUXCS MO0 JUCHUIIIHHE

MeToau4eckoe o0ecledyeHue:
- [TonoxxeHue 0 CaMOCTOSITeIbHOM paboTe cTyneHToB B CaHKT-IleTepbyprckom
roCyJlapCTBEHHOM YHHUBEPCUTETE TeleKOMMyHUKauui uM. 1pod. M.A. boru-BpyeBuua;

+ PEKOMEHOOBaHHAS OCHOBHASA W OOIIOJTHUTEJIbHASA JINTEePATyPa,

- KOHCIEKT 3aHSATHH 110 TUCLIUIIIHHE;
. CTIAUIBI-TIPEe3eHTAIlM| U APYTOH MeTOOUYECKHUH MaTepHall, KCIOIb3yeMbI Ha 3aHITHSIX;
- METOOuYeCKHe PeKOMEH[AINH II0 MMOAT0TOBKe IMHChMEHHEIX padoT, TpeboBaHus K UX
comepkaHuio 1 opopmiieHHIo (pedepart, acce, KOHTPONIbHAs paboTa) ;
- (DOHMBI OIIEHOYHEIX CPEICTB;
- METOOMYECKHEe YKa3aHUS K BHIIOTHEHHIO Ta00PaTOPHEIX PA00T I/t CTYNEHTOB;

Il1s1 caMOCTOSITENLHOU paﬁoTBI 10 JUCLHHUIIIIMHE PEKOMEHOO0BAHO CJIEAYIOIIEe y‘-IGGHO-

12. ®oHJ OIIEHOYHBIX CPEICTB [JIsI MPOBEIeHUsI IPOMEKYTOYHOH aTTeCTalluH
00Yy4YaIOIIHUXCSI

®OH[ OLIEHOYHBIX CpencCTB p8.3pa6aTbIBaeTCH B COOTBETCTBHHU C JIOKAJIBHBIM aKTOM



yHuBepcuteTa "[lonoxeHue o GOHOE OIIEHOUYHLIX CPEACTB" M ABNISAETCS IMPUIOXKEHUEM K
pabodeil mporpamMMe AUCIUIIIAHEL.

®OHO OLIEHOYHBIX CPEACTB [OJid IPOBEAEHHUS IIPOMEXYTOYHOU aTTeCTalluu
0o0y4aluXCs M0 AUCIUIIIAHE BKII0OYaeT B celd:

- TepedYeHb KOMIIETEHIIUH C YKa3aHUEM 3TaIl0B UX (GOPMHUPOBAHUS B IPOIIECCE OCBOEHUS
o0pa30BaTeNbHOU TPOTPaMMbI;

- OIMCaHMe II0Ka3aTelel U KPUTEPUEB OL[eHUBAHUS KOMIIETEHIMY Ha Pa3/INYHbIX 3Tallax
¥X (OpMUPOBaHUS, ONIMCAHKE IIKa/ OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3a[aHus UM WHBIE MaTepuaslbl, He00OXOIUMEBIE [IJIST OIleHKU
3HaHUM, YMEHUY, HAaBBIKOB U (MJIM) OIBITA AEATEIbHOCTH, XapaKTePUIYIOILIUX ITallbl
dbopMupOBaHUS KOMIIETEHIINM B IIPOLIECCEe OCBOEHUST 00pa30BaTeIbHOM ITPOTPAMME;

- METOOUYeCKNe MaTepuarbl, Onpeaensiolye IpoLeayphl OLleHUBaHUSI 3HAHUU, YMEHUH,
HaBHIKOB ¥ (MJIM) OIIbITA AEeATEeIbHOCTH, XapaKTEePU3YIOIKX 3TAIbl (POPMUPOBAHUS
KOMIIETEeHIIUM.

II11s1 KaXXmoro pe3ynibTaTa 00y4eHUs 0 OUCHUIINIMHE ONpPeensioTCs IoKa3aTelu U

KPUTEpUHN OIeHKU CHOPMUPOBAHHOCTM KOMIIETEHLIMM Ha pa3lNWYHBIX 3Talax HX

dbopMupoBaHus, IIKAIbl ¥ IPOIEAyPHl OlleHWBaHUSA.

13. IlepeyeHb OCHOBHOM H [IONOTHHTE/ILHOH JINTEPATyPhl, HEOOXOTHMOM /15
OCBOEHHUHU TUCIHUIIIUHBI

12.1. OcHoBHas nuTepartypa:

1. ByiineBu4, Muxaun BukTopoBrd. 3aliuTa MporpamMM U OaHHBIX : yaeOHOe mocodue / M.
B. byunesuy, K. E. M3paunos, A. B. Kpacos ; pen.: M. B. Kotesko, E. B.
CrenbmalnoHok ; Pefep. areHTCTBO CBsA3u, OemepanbHOE TOCYAapCTBEHHOE OI0[IXKETHOE
o0pa3oBaTeNlbHOE yupexkaeHue Briciero obpa3oBanust "CaHKT-ITeTepOyprckuit
rOCyOapCTBEHHBI YHUBEPCUTET TeJeKOMMyHUKaui uM. npod. M. A. Bonu-Bpyesuya".
- CII6. : CII6I'YT. Y. 1 : Cmoco6w! ananu3a. - 2020. - 72 c. : ui. - 386.88 p.

12.2. [JononHUTENbHAS IUTEPaTypa:

1. KoMmbioTepHBIE BUPYCH : METOM. yKa3. K n1ab. paboram / B. . AHmpuraHoB [u fp.] ; pem.
C. E. Oymus ; ®emep. areHTCTBO cBsA3u, Pemep. roc. o6pa3oBaTenbHOE OIOMXK.
y4pexkpaeHue BhICII. pod. o6pa3oBanus "C.-[leTepO. roc. yH-T TEJIEKOMMYHUKAIUN UM.
npod. M. A. bonu-Bpyesuua". - CII6. : CII6T'YT, 2011. - 19 c. - Bubnuorp.: c.17. - (B
0071.) : 8.75 p. - TEKCT : HEIIOCPENCTBEHHEIH.

14. IlepeyeHsb pecypcoB HHPOPMALTHOHHO-TEIeKOMMYHUKAIIHOHHOH CE€TH
«AHTEpHET»

Pecypcm I/IH(1)OpMaL[I/IOHHO-TeJ'[eKOMMy'HI/IKaI.[I/IOHHOI7I CeTH MHTEPHET U3 YKa3aHHOT'0
IIepedHsa HABIAKTCA PEKOMEHAOYEeMBIMH [OOIIOJIIHUTEIIbHBIMU (BcmoMoraTenbHLIMHU)
NCTOYHUKAMHU Od)HL[HaHBHOfI I/IHd)OpMaL[I/II/I, pa3MeH.IeHHOI7I Ha JIeTaJIbHBIX OCHOBAHHUAX C
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OTKPHITEIM OOCTYIOM. 3a IOJIHOTY COOepXKaHHUSI M KadyecTBO PabOTy CaWTOB HECET
OTBETCTBEHHOCTb ITPABOOOIaiaTe b,

Tab6muia 11
HaumeHoBaHuUe pecypca Anpec
[TouckoBag cucreMa google.com google.ru
[TonckoBas cucteMa yandex.ru
Habrahabr - Wireshark habrahabr.ru/company/pentestit/blog/204274

15. IlepeyeHb HHPOPMAITHOHHBIX TEXHOJIOTHH, HCIIOJIL3YEeMBbIX IPH
OCYIIIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca o TUCHHUIUIHHE (MOIYIII0),
BKJIIOYasi MepedyeHb MPOrpaMMHOro odecrnedyeHust # HHPOpPMaITHOHHBIX
CIIPAaBOYHBIX CHCTEM.

15.1. IIporpaMMHOe obecrnieyeHne OUCIUTIINHEL:

GNU Assembler

. Linux

- NetBeans

- Open JDK

Visual Studio Community
Windows UKCC

15.2. MadopMaIimoHHO-CITPAaBOYHEIE CUCTEMBI:

- 9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'YT (http://lib.spbgut.ru)

16. MeTomuuecKHe YKa3aHHUS IS 00yJaIONIUXCS 10 OCBOEHHUIO TUCITHIITHHBI

15.1. TInaHupoBaHUE U OpraHu3alusl BpeMeHU, HeoOXOOUMOTO OIS U3YUEeHUS
DU CIUTIINHEI

BaXHBIM yCIOBHEM YyCIEIIHOTO OCBOEHHS OUCHUININHBE «TecTHpOBaHHE Ha
IMIPOHUKHOBEHHWE U STUUYHBIM XaKHUHT» SBISETCS CO30aHUE CHUCTEMHBl NPaBUIIbHOU
OpraHu3aluy TPyHa, I03BOJAIONIEN paclpefenuTh yu4eOHYI0 Harpy3Ky paBHOMEPHO B
COOTBETCTBUH C rpadukoM 006pa30BaTEeILHOIO MPOIlecca. HobIyio MOMOIIL B 3TOM MOXKET
OKa3aTh COCTABJIEHUE IIJIaHa PabdOTH Ha CeMeCTp, Mecsll, Hefeso, neHb. Ero Hanuuyue
MO3BOJIUT IMOOUYUHUTL CBOOOIHOE BpeMs IensaM y4eObnl, TPYyOuUTbCcsS GoJiee YCIENIHO U
3 pexTBHO. HyKHO OCYIIECTBIATh CAMOKOHTPOJIb, KOTOPHIU SIBISETCS HE0OXOOMMBIM
yCII0OBHEM yCIelnTHoN yueOnl. Bce 3amanusi, BKII0Yast BEIHECEHHBIE HA CAMOCTOSITENIbHYIO
paboTy, PEeKOMEHOYeTCS BHIIONHSITh HEIOCPEOCTBEHHO IIOCJIE COOTBETCTBYIOIUIETO
ayOUTOPHOTO 3aHATHS (JIEKIHUH, MPAKTUYECKOTO 3aHSATHUS), YTO CIIOCOOCTBYET JydIIeMy
YCBOEHUMIO MaTepuana, M03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTHL «IIPOOEIHI» B
3HAHUSX, CUCTEMATHA3UPOBATh PaHee NPOUOEHHB MaTepual, Ha ero OCHOBE MPUCTYIIUTh
K OBJIa[ieHHWI0 HOBEIMY 3HAHUSMHU 1 HaBBIKAMHU.

CucteMa YHUBEPCUTETCKOTO 00yUeHUsI OCHOBHIBAETCS Ha PAllMOHAIBHOM COYETaHUU
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HECKOJbKUX BUIIOB YueOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUM M NPAKTHUUECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT OnpeneieHHO CIeln(pUuKO.

15.2. IToaroToBKa K JIEKLIUSAM

3HAKOMCTBO C OUCLUIIIMHON ITPOUCXOOUT YXKe Ha MEepPBOM JEKIUH, TOe OT CTydeHTa
TpebyeTcst He MPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHre KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM NEKIUN He0OXOOUMO YUUTHBATL TOT (PAKTOpP, YTO OOHU JEKIUU
[AI0T OTBETHl HA KOHKPETHBIE BOIIPOCH! TEMEI, APYTHE - JIULIb BHIABIAIOT B3aUMOCBSA3U
MeXIy SIBJIEHHUSMH, IIOMOTas CTYOEHTY IMOHSATh T'IyOMHHBIE HPOIECCH Pa3BUTHUS
M3y4aeMoro IpefiMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHcmekTUpoBaHUE JEKLUUU - CJO0XKHBIM BUI BY30BCKOU aymIUTOPHOM paboOTHI,
Ipenamnoaraliui UHTEHCUBHYI YMCTBEHHYIO HOEeSTelIbHOCTh CTyoeHTa. KOHCIEKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3aliCcaHo caMoe CYIIeCTBEHHOE M CHEeNTaHO 3TO CaMUM
oOyuawmumcsa. He Hago cTpeMuThCs 3amucaTh [OCJIOBHO BCIO JIeKnuio. Takoe
«KOHCITEKTHPOBaHKE» MPUHOCUT OOJIbINE Bpema, YeM IMonb3kl. Illemecoo6pa3Ho BHadase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaTaeMyI0 JIEKTOPOM, a 3aTeM 3almucarth ee. 2KenaTenbHO
3allUCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JIUCTA WU OCTABNSAS IOJS, Ha KOTOPHX
03Hee, IPU CAMOCTOSITENIbHOM pa0oTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUTE IbHEIE
3aIMKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIeKT NeKnuu aydine Ioapa3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B 0OOnbIION cTemeHu OymyT cmoco6CTBOBAThH BOMPOCH IjlaHA JIEKIUH,
IpenoXeHHble mpenonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [eNTaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMHU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIPEIETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYI CHUCTEMY COKpalleHui, ab0peBUaTyp u
cuMBOooB. OgHAKO MpY JanbHeHIel paboTe ¢ KOHCIIEKTOM CUMBOJIBI Jy4Ille 3aMEHUTh
OOBIYHBIMHU CJIOBaAMHU [IJis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BceTrma He0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO Yy4EeOHUK, HO U TY
JIUTEPATYypPy, KOTOPYIO MOIOTHUTEIFHO PEKOMEHIOoBaN JIeKTOP. IMeHHO TaKasl cepbe3Hasd,
KpomoTnuBasi paboTa C NEKUUMOHHBIM MaTepHalioM I03BOMUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. [TogroToBKa K IpakTUYECKUM 3aHATUSAM

TmaTenbHOE MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMIEHHOr0 MaTepuasa (MaTepuana JIeKIui, MPakKTU4eCKUX 3aHATHH), a
3aTeM u3y4yeHus 00s3aTeNbHOM U [IOMONTHUTEIbHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HOMXKEH IMPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TeOpEeTUYEeCKHe BOIPOCH MPaKTUKyMa, €r0 BEICTYIJIEHUU U y4aCTUU B
KOJIJIEKTUBHOM OOCYXKIOEHMH BOMPOCOB M3y4yaeMOM TeMbl, MPAaBUIbHOM BHIIIOIHEHUU
IPaKTU4YeCKUX 3aJaHui ¥ KOHTPOJBHBIX PadoT.

Heo0xomuMo MOHUMATh, YTO HEBO3MOXKHO BO BpeMSI ayOQUTOPHBIX 3aHATUN U3T0KUTh
BEeCh MaTepHajl M3-3a JUMHUTA aygUTOPHBIX YacCOB, U NPU U3YYEHUU OUCLUNIUHEI
HeIOCTAaTOYHO KOHCIIEKTOB 3aHATHH. [103TOMy camMocTosiTeNbHAsI paboTa ¢ yueOHUKaAMU,
y4eOHBIMU TOCOOMSIMHK, HAy4YHOW, CIPaBOYHOW NUTepaTypol, MaTepualaMu
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IepUOOUYeCKUX u3maHui u WHTepHeTa sBiIsgeTcss Haubomee 3p(HEKTUBHEIM METOIOM
TIONTyYeHHsI NOMOTHUTETbHEIX 3HAHWH, TI03BOISIeT 3HAUYUTEIbHO aKTUBU3UPOBATh ITPOIECC
oBNafieHusT uH@oOpMaIuen, crnocodCcTByeT Goyee raIy00KOMY YCBOEHMIO M3y4aeMOTO
MaTepuana, GOpMUPYeT y CTYOEeHTOB CBOE OTHOIIEHHWE K KOHKPETHOH IpobiemMe.

15.4. PekoMeHpmanuu 1o paboTe ¢ TUTEPaATypoOn

PaboTy c nuTepaTypoii Ilenecoobpa3Ho HayaTh C U3y4yeHUs o0uKx paboT 1o TeMe, a
TaKXe y4eOHUKOB M yuyeOHBIX mocobuii. [lanee peKOMeHAyeTCs MepeuTu K aHanusy
MOHOrpaduil U cTaTel, paCCMaTPUBAIOIINX OTAENIbHEIE aCIIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke opUIIMaTbHBIX MaTepuaaoB U HEOMyOJIMKOBAHHBIX NJOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue PaboThl, AUCCEPTAalliM), B KOTOPHIX MOTYT COAepXkKaThCsd
OCHOBHBIE BOIIPOCH U3y4aeMOU MPOOIIeMEI.

Pa6oTy ¢ uCTOYHMKaAMHU HaJO0 HaYyWMHATh C O3HAKOMHUTENILHOTO UYTEHHS, T.€.
IIPOCMOTPETH TEKCT, BEIAENIAS €r0 CTPYKTYPHbIEe eQUHHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKaMyd OTMeYaloTCS Te CTPaHHUIb, KOTOpkle TPeOyiT 0ojiee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT pe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCS
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MMOCTaBIeHHOU
3amauu TpebyeTcs u3ydyeHrWe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUS. Eciu B KHUTe HET IoApoOHOro OTjaBlieHus, ClefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIe U UMEeHHbIEe YKa3aTelu.

V36paHHbe (pparMeHTH WU BECb TEKCT (€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHUBOI'0, HETOPOIIJIUBOTO UYTEHMUS C «MBICIIEHHOM IMpPopaboTKOim»
MaTepuana. Takoe YTeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BeIBoOoB. Ocoboe BHUMaHUe cjaefyeT 00paTHUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHaNIU3UpOBaTh, KakKue U3 yTBEPKAEHUU
aBTOpPa HOCST NpoOIeMaTUYHBIM, TUIOTETUUYECKUN XapaKTep M YIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM MPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HaydUThCS BHIAENSATH T'JIaBHOE B TEeKCTe, ylIaBIUBaTh
npoOyieMaTUYHLIM XapakKTep YTBEPXKIEHUU, NaBaTh OIEHKY aBTOPCKOM MO3ULMUHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAaKOMUTCS C PAa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH U [ieslaeT BHIBO 0 Haubomnbinel yoemuTeIbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEYATCS Pa3Hble TOUYKU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SIBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuchk. [Ipy HaTUYUM PACXOXKOEHUU MeXIy aBTOpaMu HeoOXOOWMO HaWUTHU
palyoHanbHOE 3€ePHO YV KaXXOOTr0 M3 HUX, YTO MO3BOJIUT T'Iy0Ke YCBOUTH NMpeAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHWBATh U3ydaeMble BOIPOCH. 3HAKOMSCh C 0COOBIMU
MO3UIUSIMU aBTOPOB, HYKHO ONPENENATh UX CXO0XKUe CYyXKOeHUs, apT'yMeHTHI, BEIBOAHL, a
3aTeM CpPaBHMBATh UX MeXy co00M U MPUMEHSTh U3 HUX Ty, KoTopas 0ojee ybeouTebHa.

CnepyomuM 3TarnoM paboTel ¢ MTUTepPaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue
KOHCIIEKTOB, (PMKCHUPYIOIINX OCHOBHLIE TE3UCH W apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha
OTHOENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM
M3y4aeMoro Kypca. [Ipyroi crmnocob - 3TO BefleHNe TeEMaTUYeCKUX TeTpafei-KOHCIIEKTOB
IO OMHOM KakKou-nmubo TeMme. bonbinue cnenuanbHble PabOTH MOHOTpPad@HUYECKOTO
XapakTepa Ienecoo0pa3HO KOHCIIEKTUPOBATb B OTHENIbHBIX TeTPafsx. 31eCh BaxXHO
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BCIIOMHHUTD, YTO KOHCIIEKTHI IIUIIYTCS HAa OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM

OIS UCIIPABIIEHUS ¥ PEMApPOK MEXCTPOUYHBIM PACCTOSHUEM (3T IpaBuiIa coOII0OOAI0TCs

st ynoOCTBa peflakTUpoBaHus). EC/TM B KOHCIIEKTaX IPUBOOSATCS IUTATEL, TO HEIIPEMEHHO

IOONXHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne

CcTpaHuIlkl). BriocnemcTBuu 3Ta nHGOPMAIMK MOXKeT OBITh MCII0JIb30BaHa IPKU HAllMCAaHUHN

TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKI0 B COOTBETCTBUY C OIpefeIeHHON y4eOHO! 3aauel;

- 0000mIaTh MOTy4YEHHYI0 HH(POPMALXIO, OLleHMBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHChMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThHIe COOOIIEHNUS THIIa NOKIIafa;

- paboTaTh B pa3HbIX pexkrMax (MHOWBUAYaANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NENCTBHS CBOMX TOBAPHINEH, 00BEKTHBHO OI€HUBATh
CBOM JIE€MCTBHUSI;

.- obpamaThCsa 3a IOMOIIbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPernofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJlbHOW AOTagKOH, CJIOBapsiMH
Pa3IHYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMHu B TEKCTE (KITI0UeBhIE
CJIOBa, CTPYKTypa TEKCTa, MpefaBapsoilas nHpopMalus 1 ap.);

- UCIIOJb30BaTh MPU TOBOPEHUM U MHUCHMEe Nepudpas, CMHOHMMUYHLIE CPEe[CTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIUINKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3bIBAHUS UJIM BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMMKY, XKeCTHI (BOOOIIe X B Te€X CIydasix, KOrma S3bIKOBEIX CPENCTB He
XBaTaeT [Jig BhIPaKeHUS TeX UM MHBIX KOMMYHUKaTHBHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXyTOYHOU aTTeCTAllUU
[Tpu noATrOTOBKE K IPOMEXKYTOYHOM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMAaTEJIbHO M3Y4YUTh II€PeYeHb BOIPOCOB W ONPEHNENuTh, B KaKUX UCTOYHHUKAX
HaxXOOsATCSl CBeOeHUs, He0OXOOuMBbIe 71 OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JIUTEPATYPY;
- COCTaBUThb KpaTKNe KOHCIIEKTEI OTBETOB (I1JIaHEL OTBETOB).

17. MaTrepHa/IbHO-TEXHHYECKOe 00eclieueHHe THCIUIITHHBI

Tabnumna 12
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000PYyI0BaHHS
/o ayIUTOPHH U Ta0OpaTOPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC

AyIUTOPHUY OJ151 TPOBEOEHUS TPYIIIOBHIX U
MPaKTU4YEeCKUX 3aHSITUHN
3 |KOMIIBIOTEPHBIM KJTaCC [IepcoHaANbHBIE KOMIIBIOTEPHI

2 Aynro-BUe0 KOMIIJIEKC
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AyouTopus O KypCOBOTO U TUIIJIOMHOTO

4 [lepcoHaNbHbIE KOMITBIOTEPHI
POEKTUPOBAHUS

5 |AynmuTopus [y CaMOCTOATEIbHON PabOTHL KoMmbloTEpHAs TEXHUKA

6 [UuTanmbHBEIN 3a1 [lepcoHanbHble KOMITBIOTEPEHI
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