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PABOYA{ ITPOTPAMMA TUCHUILIIUHDI

Obecrieuenne WHGOPMAIIMOHHOM 6€30ITaCHOCTY B MHMOPMaAIIMOHHBIX
CeTSIX
(HauMeHOBaHKE MUCITAIIINHEL)
oOpa3oBaTeIbHAS MIPOrpaMMa BBICIIET0 00pa30BaHUS

11.04.02 MHMOKOMMYHUKAIIMOHHBIE TEXHOIOTHU U CUCTEMEI CBI3HU
(Kom ¥ HamMeHOBaHMe HallpaBIeHUS MOATOTOBKY / CIIEIIAaIbHOCTH)

MarucTp
(kBanmuduUKaIms)

HHTepHeT Belell 1 caMOOPraHu3yImecs CeTu
(HampaBneHHOCTD / TPOG UL 00Pa30BaTENILHOM IPOTPAMMEI)

ouHas ¢opMa, 3ao4Hasi popMa
(dbopma oOyueHms)

CankT-IleTepOypr



Paboyas nmporpaMMa AUCLUIIINHEL COCTaBjJeHa Ha OCHOBe TpeboBaHui demepanbHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmenmanpHOCTH) TOATOTOBKU «11.04.02 UHPOKOMMYyHMKAIMOHHEIE TEXHOJIOTHU U
CUCTEMBl CBSI3U», YTBEPXKIOEHHBIM NPUKa3oM MuHHCTepCcTBa 00pa30BaHUS U HayKU
Poccuiickou ®egepanuu oT 22.09.2017 Ne 958, u B cooTBeTCTBUU C pabouuM y4eOHBIM
IIJIAHOM, YTBEPKOEHHEIM PEKTOPOM YHUBEPCUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mpernofaBaHus QUCIUIUINHE «O0ecredenne nHGOpPMauoOHHON 6e3011acHOCTH
B MHGOPMALMOHHLIX CETSAX» SIBIISAETCS:
n3y4yeHUe BOIIPOCOB yIIpaBIeHusS NHPOPMALMOHHON 6e30I1aCHOCTHIO
OTa menb [OCTUTaeTCd MyTeM PelleHus clenyoumx(ei) 3apad(u):
BHenpeHUe U 3(PGdeKTUBHOE HCIOJIb30BaHWE NOCTUXKEHUNW COBPEMEHHOTO
MeHeIXMeHTa B 00mactu nHGOPMalUOHHON 0€30I1aCHOCTH B MH(DOPMAIIMOHHEIX CETIX Ha
OCHOBE HallMOHAIbHBIX U MUPOBHIX CTAHAAPTOB.

2. MecTo THCIHUIIIHHEI B CTPYKType 00pa30BaTe/IbHOH MPOrPaMMEI

HOucinunnuHa «OOecnedyeHue HHPOpManuMOHHOU 6e30maCHOCTU B MH(DOPMaIMOHHBIX
ceTsix» 51.0.06 oTHOCUTCS K 00s3aTETbHOM YaCTH ITPOTPaMMBI MarucTpatypsl «11.04.02
MH(DOKOMMYHUKAIMOHHbIE TEXHOJIOTUHN U CHUCTEMEBI CBI3U». MICXOOHBIM YPOBEHD 3HAHUM U
yMeHHUU, KOTOPHIMU MOJIKeH o0lafgaTh CTYOEHT, NPUCTyIas K U3YYEeHUIO JaHHOU
OUCIHUIINHLI, ONpefesseTcd U3ydeHHeM TaKuX OUCLUIIINH, Kak: «MaTeMaTudeckoe
MOJIeTMPOBaHUE YCTPOUCTB U CUCTEM.

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yJIbTaTOB 00yUY€eHH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Tpouiecc u3y4yeHus OUCLHUIIINHL HallpaBieH Ha (GOpMUpPOBaHUe CIETYIOMINUX
KOMIIETEHIINN:
Tabnuia 1

Ne Kog

HaunMeHOBaHHE KOMIIETEHIITHA
II/II [KOMIIeTeHITUH

Cnocob6en mpruobpeTaTh, oOpabdaThBaTh U HCIIOIH30BaTh HOBYIO

1 OIIK-3 HH(pOPMAIIMIO B CBOEH MpeaMeTHON 00/1acTH, IpejiaraTh HOBLIE UIIEN U
MTOOXOMOBI K PELIeHUI0 3a/lad CBOeH MpodeCcCuoHanbHON IeITeIbHOCTH
CmocobeH pa3pabaTeBaTh U MPUMEHSTH CIIEIMaIN3UPOBAHHOE ITPOrPAMMHO-
MaTeMaTH4yeckoe obecreueHne st MPOBeNeHNs UCCIIeNOBaHUM U PelIeHuN
IIPOEKTHO-KOHCTPYKTOPCKUX ¥ Hay4YHO-UCCIIeN0BaTENIbCKUX 3a/layd

2 OIIK-4

MHOMKaTOPHl JOCTUXKEHUS KOMIIETEHIINN
Tabmnuiia 2

3HaAeT IPUHUMUIIE TIOCTPOEHUS JIOKAIbHBIX U T100aTbHBIX KOMITBIOTEPHBIX CETEH,
OCHOBBEI UHTEPHET-TEXHOJIOTUH, TUIIOBEIE MTPOLIEAYPH IPUMEHEeHUS TP06IeMHO-
OPUEHTUPOBAHHBIX IPUKIAaOHBIX ITPOTPAMMHBIX CPEICTB B HUCIUIIINHAX
npodeCcCruoHaNnbHOTO0 MKIIa ¥ TPodeCCHOHaNbHOM chepe mesaTeTbHOCTH
YMeT ucmonb30BaTh COBpeMEHHBIE MHGOPMAILMOHHBIE ¥ KOMIIBIOTEPHBEIE TEXHOJIOTHH,
OIIK-3.2 | cpencTBa KOMMYHHMKAIKM, ClIOCOOCTBYIOIINE MOBLIIIEHUIO 3 ()EKTUBHOCTHA HAYUHOU U
o0pa30BaTeNbHOM chep AeaTeTbHOCTH
BrnageeT nepemoBLHIM OTE€YECTBEHHBIM U 3apy0eKHBIM OIIBITOM IIPU ITPOBENEHUN
HCCIIeIOBaHUM, TPOEKTUPOBAHNUY, OPTaHU3ALMY TEXHOJIOTUYECKUX IIPOIIECCOB U
3KCIITyaTalluy NHPOKOMMYHUKAIIMOHHBIX CUCTEM, CETEN U YCTPOUCTB U /UK UX
COCTaBJISIOIINX
3HaeT OCHOBHEIE METOOB 00PabOTKM 3KCIIEPUMEHTATbHBIX JaHHBIX C IIOMOIIbIO
OIIK-4.1 | COBpEMEHHOT0 CIEeNXaIu3uPOBAHHOT0 IIPOTPaMMHO-MaTeEMAaTUUYECKOT0 00eCIIeYeH s
IIPU PelIeHUN HayYHO-UCCIIeloBAaTeIbCKUX 3a/lay

OIIK-3.1

OIIK-3.3




YMeeT ucmob30BaTh COBPEMEHHOE CIEeNUATU3UPOBAHHOE IIPOTPAMMHO-
OIIK-4.2 |maTeMaTH4eckKoe obecreyeHue [Ajs PelleHus 3agad npueMa, 06paboTKu u mepefadu
nHGOPMAIIMU U IPOBEIeHNS UCCIeNOBaHUM B 00/1acTy WHHOKOMMYHUKAIIUN

OIIK-4.3

BrnageeT MeTomamMu KOMITBIOTEPHOT'O MOIETHPOBaHUS 1 06paboTKy HHGOOPMALIUHU C
TIOMOIIBIO CITeNMaIU3UPOBAHHOT0 IPOTPAaMMHO-MAaTEMATUYECKOT0 06eCIIeueH S

4. 00beM THCHHUIUITHHBI ¥ BHABI Y4€0HOH PadoThI

Ounas ¢popMa o0yueHUs

o Bcero|CeMmeCTphI

Bun yueoHOM padoThI 9ACOB 1
O61mas TPyI0eMKOCTb | 4 3ET 144 144
KoHTakTHasi paboTa ¢ 00y4alOIIHMHUCS 44.35| 44.35
B TOM YUCJIE:
Jlekunu 12 12
[TpakTuueckue 3anatus (I13) 16 16
JTa6opaTopHbie paboTs (JIP) 14 14
3ammTa KOHTPOIbHOM paboTe -
3amuTa KypcoBoil paboThl -
3amuTa KypCOBOr0 IIPOeKTa -
[TpomexyToUHas aTTeCTalUs 2.35 2.35
CamocTositeibHasi paboTa o0yuaromuxcsi (CPC) 66 66
B TOM YHCJIE:
Kypcosas paboTa -
KypcoBoy npoekT -
W / unu mpyrue BUOB CAaMOCTOATETbHOM PabOTHI:
TIOATOTOBKA K JTaOopaTOPHEIM paboTaM, MPaKTHYECKUM 66 66
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, U3yUeHHe
TEOPETHYECKOr0 MaTepuana.
[ToaroroBka K MpOMeXyTOYHOU aTTeCTallluu 33.65| 33.65
Bua npoMeKyTOUYHOH aTTeCTalluH DK3aMeH

3aouHas popma oOydeHUs

Bup yueOHOM padoTHI E:g(l;g ;(;M%T]l)m
O61mas TPyI0eMKOCTb | 4 3ET 144 | 2 142
KoHTakTHasi padora ¢ 00y4alOIIHMHUCS 12.35] 2 10.35
B TOM YUCJIE:
Jlexkuun 2 2 -
[TpakTuyeckue 3anatus (113) 4 - 4
JTa6opaTopHbie paboTs (JIP) 4 - 4
3aluTa KOHTPOJILHOM pPaboTHI - -
3ammuTa KypcoBoil paboTHl - -
3amuTa KypCoBOro IIpOeKTa - -
[IpomexyTOUHAs aTTeCTalys 2.35 - 2.35
CamocTositeibHasi paboTa o0y4daromuxcsi (CPC) 122.65| - 122.65

B TOM 4HCJIE:

Kypcosas pabota

Tabnuia 3

Tabmnuia 4



KypcoBoii mpoekT - -
W / unu gpyrue BUOB CaMOCTOSITENTbHOM PabOTHI:
TIOATOTOBKA K JTabopaTOPHEIM paboTaM, MPaKTHYECKUM 12265 - | 122565
3aHATUSIM, KOHTPOJILHEIM paboTaM, U3ydeHue ' ’
TEOPEeTUYEeCKOr0 MaTepHrara.
[TogroToBKa K MPOMEKYTOYHOU aTTeCTaAllUU 9 - 9
By npoMeKyTOUYHOH aTTeCTalluu - [9x3amen
5. CogepKaHue TUCIHUILIHHBI
5.1. ComepxaHue pa3aesioB OUCILUIIINHEL.
Tabnuiia 5
Ne cemecTpa
No HavMmenoBaHue
. pa3jgesa (TeMbI) Copep:kaHue pa3aeia OYHO- 3204-
OUCUOUITHHBI OYHasA|3a04-|
Has
Pasmern 1. OCHOBHBIE COCTaBIAIOIINE I/IH(l)OpMaI.II/IOI{HOIZ
0e30ImacHOCTH. YTPO3k HHGOPMAIIMOHHOM
1 OmeHKa pUCKOB . 0e30macHOCTH B MHGOOPMAIIMOHHBIX CHCTEMAX. 1 1
“HPOPMAIMOHHOM
66300ACHOCTI OcHOBHBIE OTIpefieIeHUsI U KPUTEPUH, YTPO3E
I[eJIOCTHOCTU ¥ KOHQUOEHINAILHOCTH.
T'ocymapcTBeHHbIE cTaHOAPTH B 061actu b PO.
O11eHOYHBIE CTAHAAPTH B MHPOPMAIMOHHON
6e3omacHocTu. OpaHKeBas KHUTA.
Pasmen 2. Mexpynapopusii ctangapt ISO/IEC 15408.
Kputepuu otieHKM 6€30TaCHOCTH
2 CTanmaptel yHpaByIeHus nHGOPMAaIMOHHEIX cucTeM. CTaHOapPTH 1 1
MHQOPMaIMOHHOM .
66300aCHOCTDIO ylpaBieHus HHGOPMaIMOHHOM 6€3011aCHOCTHIO
BS 7799 u ISO/IEC 17799. FIx 0CHOBHEIE
nonoxeHus MexngyHaponHuy ctangapt ISO/IEC
27001:2005 "CucteMsl ynpaBieHus
nHopMaImonHou 6e3omacHocTu. TpeboBaHus"
Cozpanue nomutuk Ub npegnpusaTtus.
[TpunIMIH 00ecrnedyeHus 6e30MacHOCTH
Paspen 3. nHGPACTPYKTYPHL. [IpuHIUIIE 06ecTIeYeHusT
[TpunIUNIE TOCTPOEHU | 6€30IIACHOCTH ITepUMeTpPa CEeTH
3 |MHTETPUPOBAHHBIX TeJIeKOMMYHUKAIIMOHHOW CUCTEMHI. 1 1
CUCTEM PerynupoBanue mpasun padotsl CKY]I.
MHPOPMaIMOHHOM PerynupoBaHue nmpaBui yoaaeHHOTO JOCTyIIa
0e30I1acHOCTH cpexnctBamu VPN. KoHTpombs 6e30macHOCTH
KOHEYHEIX YCTPOUCTB. KoHTpob 6e3onacHoCTH
[P-Tenedonumn.
Pazgen 4. OCHOBHEIE MEXaHU3MbI ¥ IIPUHILIMIIE IIPOBEIEHUSI
Aynut nabpacTpyKTyphl| ayauta b nHbpacTpyKTypHl IPEANpUSITHS.
4 | Ub, nuTerpupoBaHHbIX | OCHOBHEE MeXaHU3Mbl U IPUHLIMIIH IIpoBedeHus| 1 1
cepBucoB Teneponuu u | ayoura MUb cucrem IP-tenedonun, a Takxke
6eCcIpoOBOHOrO NOCTYIa| cucteM OecripoBogHoro goctyna Wi-Fi
BBemeHnue B «3TU4ECKUM XaKUHT». OCHOBHBIE
Pa3zpgen 5. IPUHLMUIEL ero opranu3auun. CoctaBieHune
BBemeHue B OIEHKY U | [IJTaHa MTPOBeJleHUs TeCTUPOBaHUS 1IeIeBOM
5 |aymut UB nytem CUCTeMEI (MHPPacTpyKTyphl). OTHOLIEHNE K 1 1
BHIABIIeHUS yrpo3 UB | 3aKOHOAATENbCTBY U perynaropaMm.CocTaBieHue
«Ha JeTy» oT4YeTa ¥ PeKOMeHJaluil Ha OCHOBE
IIPOBEJEHHOT0 TECTUPOBAHUS.




OpraHu3aI[MOHHO-TIPaBOBbIe (DOPMEI YIIPaBIEHUS
6e301macHOCThI0. [TPEATIOCHIIKY Pa3BUTHS

Paspmen 6.
rOCyJapCTBEHHOTO yIpaBieHus B cdepe
Yupasneunue .
. nHGOopMaImoHHON 6e3o0macHocTy. ObIIas
“HGOPMAIIIOHHOK

6630MACHOCTLIO Ha METOMOJIOTUS U CTPYKTYyPa OpraHU3alliOHHOT 0
6 obecneueHrss HHPOPMAIMOHHOM 6e30IMaCHOCTH 1
roCylapCTBEHHOM

Ha ypoBHe rocymapcTs. O0Ias monuTHKa
ypoBHe. O61mme -
e —— Poccuu B chepe nHDOPMaMOHHOK

DHHIE 6e3omacHocTH. CTPYKTypa OPraHoB

poccuiickas mpakTHUKa .

rOCyapCTBEHHOM BIaCTH, 00€CIIeYNBAOLINX
nH(opMaImoHHylo 6e30nacHoCTh B PO.

5.2. MexXOuCHUUNNINHAPHbEE CBA3U C oOecrmedyrBaeMBIMU (MOCTEOYIOITUMU)

OUCLIUIIJINHAMMU.
Tabnuua 6
n]\/[; HaunmeHoBaHHe 0O0ecneuynBaeMbIX (IOCIeYIOIINUX) TUCITUIITHH
1 Knaccudukalus u KaTeropupoBaHue 00 beKTOB, TPEOYIOIHUX 0c000I0 mopsigKa
obecrneyenust ”HGOPMAIMOHHON 0€30IIaCHOCTH
5.3. Pa3mesnbl AUCIUIIIVMH ¥ BUOLI 3aHSITUH.
Ounas popMa o0yueHUs
Tabnuia 7
Ne HaumeHoBaHHe pa3jgesia (TeMbl) JIexk-| [Ipakr. | JIab. [Cemu- CPC Bcero
n/n OUCHUIUTHH IIUH [3QHATHSBAHATHS HAPbI JaCcoB
Pazmen 1.
1 | Omenka pucKoB HHOOPMALMOHHOK 2 2 11 15
6e301macHOCTHI
Pazpern 2.
2 | CraHpapTH yIpaBlieHUAS HHGOPMALUOHHOU 2 2 11 15
6e3011aCHOCTEI0
Paspern 3.
3 | IIpuHOMIE TOCTPOEHUS UHTETPHUPOBAHHEBIX 2 2 3 11 18
crucTeM nHGOPMaIOHHOM 6€30ITaCHOCTH
Pa3pen 4.
4 Aynut nHdpacTpyKTypH Wb, 9 5 3 11 21
MHTETrPUPOBAHHLIX CEPBUCOB Tene@oHUn u
6eCIIpOBOIHOTO OCTYIIa
Pazpen 5.
O | BBepenue B oneHky u aynut Ub niyrem 2 o 3 11 21
BEIsIBIIeHU yrpo3 Wb «Ha jety»
Pazmen 6.
6 Ynpasnenue “HPOPMaMOHHON 9 5 11 18
0e30MacHOCThIO HAa TOCYOAapPCTBEHHOM YPOBHE.
OO1re TPUHITUIIEL ¥ POCCUMCKAS MPAKTHKA
Htoro: | 12 16 14 - 66 | 108
3aouHas popma oOydeHUs
Tabmuma 8
No HammeHoBaHHe pa3geia (TeMbI) JIek-| IIpakr. | JIa6. [CeMmu- CPC Bcero
n/n TUCHHUIUTHH IIMH 3aHATHS3aHATHSI| Hapbl 9aCoB




Pa3pen 1.
1 |Ouenka puckoB UHGOPMAIMOHHOM 0.5 1 20 | 21.5
6e30macHOCTH
Pa3zpen 2.
2 | CtaHpapTh yopaBiieHus HHGOPMAIMOHHOU 0.5 1 20 | 21.5
6e3011aCHOCTHIO
Pazgen 3.
3 |IIpuHUUOE TOCTPOEHUSA UHTErpupoBaHHex | 0.25 1 1 20 22.25
cucTteM nHOOPMALMOHHOM 6€30ITaCHOCTH
Pazpen 4.
4 |AyRUT MEOPACTDYKTYpEL U, 025| 05 1 10 |11.75
MHTETrPUPOBAHHLIX CEPBUCOB TeneoHuu u
6ecIIpoBOOHOTO HOCTyTa
Paspern 5.
5 |BBenenue B onieHKy ¥ aynut b nytem 025 0.5 1 24.65| 26.4
BLIABJIEHUS yIpo3 Ub «Ha jeTy»
Pazmen 6.
6 ngaBHeHI/Ie “HGOPMAIIMOHHON 025 1 28 12925
€30I1aCHOCTHI0 Ha TOCYyIapCTBEHHOM YPOBHE.
OO1ie MPUHITAIIE ¥ POCCHUMCKAS TPaKTUKA
Hroro:| 2 4 4 - [122.65|132.65
6. JTadOpPaTOPHBIN MPAKTHKYM
Ounas ¢popMa o0ydeHUs
Tabmnuia 9
No | HOMEP . Bcero
n/u pa3zesa HauMeHOBaHHeE jTaDOpaTOPHOH padOTHI aCOB
(TemsbIl)
1 3 Pa3paboTka mnaHa npoBenenus aynuta VPN, MOCTpOEHHON CpeacTBaMu 3
[Psec, cetu cpegctBamu OC KaliLinux
9 A Pa3paboTKa IjlaHa IPOBEeHNST aTaKu METONOM COLUATbHOM WHXKEHEPUHU 3
IJ151 TOJIy4YeHNsI HECAHKIMOHMPOBAHHOI O [OCYTHA K CepBepaM
3 5 Pa3paboTka IyTaHa YCTaHOBIEHUS U Pa3BepThIBaHue opensourceSIEM 3
CHCTEMEI
4 6 Pa3pa6oTka maHa IpoBefeHUs peanu3anuu KoHuenuu Vb ams roc. 3
OpraHu3aluu.
5 6 Pa3paboTka moKnaga B KOMIIETEHTHEIE OPraHbl Ha ITpegMeT HapyILIeHui B 9
obnactu b
Hrtoro: | 14
3aouHas popma oOyueHUs
Tab6mua 10
No Howmep " Bcero
o/ Pa3Aea HaunmeHOBaHHe 1a00paTOPHOH PadOThHI aCOB
(TeMbI)
1 3 Pa3pa6oTka nnaHa npoBefeHus aynuta VPN, IOCTpOEHHOM CpefcTBaMu 1
IPsec, cetu cpepctBamu OC KaliLinux
9 4 Pa3paboTka maHa IPOBEeEeHUS aTaKu METOMIOM COIMaIbHOM UHKEeHEPUH 1
IJ151 IOJIy4eHMsI HeCAHKIIMOHUPOBAHHOI0 JOCYTIIa K CepBepam
3 5 Pa3paboTka Ij1aHa YCTaHOBJIEHUS U pa3BepThIBaHUE opensourceSIEM 1
CHACTEMEI




4 6 Pa3paboTka miaHa IPOBEOeHUsS peanul3anuu Koumennuu UB ms roc. 05
OpraHu3aluu.
5 6 Pa3paboTKka moKJiafila B KOMIIETEHTHEIE OPTaHbl Ha IIPeMeT HapylleHuH B 05
obnactu b '
HUrtoro: | 4
7. IlpaKkTHYeCKHe 3aHATHA (CeMHUHaphI)
Ounas popMa o0yueHUs
Tabnumna 11
No Howmep o Bcero
/i pa3gea HauMeHOBaHMEe NPaKTHYECKHUX 3aHATHH (CEeMHUHApPOB) 4aCOR
(TeMbI)
1 1 Cocrasnenne Mogenu Hapymmte 1B 2
2 2 Pabora co ctagmapramu 1SO 2
3 3 PaspaboTKa njaHa peanu3alliy apXUTEKTyPhl UHTETPUPOBAaHHON CHCTEMEI ?
0e30maCHOCTH OJIsI OpraHu3aIuy KoHmenimu BYOD
4 4 PaspaboTka nj1aHa IIPOBeeHNs UCCIeNOBaHNe afpecHOoro MPOoCTPaHCTBa 5
CeTH C UCIOJIb30BAaHKUEM IIporpamMm mjist aypguta cuctem Ub
5 5 Pa3paboTKa IjlaHa IIPOBeeHNs ayiuTa UHPPACTPYKTYPhl CETH 5
cpepctBamu OC KaliLinux
Htoro: | 16
3aouHas popma oOydyeHUs
Tabmnuia 12
Ne Howmep Y Bcero
n/u pa3jgea HauMeHOBaHME NPaKTHYECKHX 3aHATHU (CEMHHApPOB) aCOB
(TeMbI)
1 1 CocrasyieHne Mofenu Hapymute B 1
2 2 PaboTa co crangaptamu ISO 1
3 3 Pa3paboTka naHa peanu3aluy apXUTEKTyphl UHTETPUPOBAHHOM CUCTEMEL 1
06e30macHOCTH O OpraHu3almu KoHmeniuu BYOD
A 4 Pa3pa6oTka maHa IPoBefeHUs UCCIeloBaHNe agpeCHOro IPOCTPaHCTBa 05
CETH C UCIIO0JIb30BaHUEM IIPOrpaMM [yid ayguta cucrtem Ub '
5 5 Pa3paboTka maHa IpoBefeHUs ayfuTa NHOPACTPYKTYPhl CETH 05
cpenctBamu OC KaliLinux )
Wroro:| 4
8. IIlpuMmepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
PaboyuM y4eOHBIM IIJTaHOM HE IIPEeAyCMOTPEHO
9. CamocTosiTe/IbHasA padoTa
Ounas ¢popMa o0yueHUs
Tab6mnuia 13
No
pasiesia Copepxanue CPC ®opma KOHTPOJIS Bcero
TUCIIHII- JacoB
JINHBI




1 OCHOBHEBIE COCTABIISIONIME UHPOPMAIIMOHHOM Or4er 11
0e30macHOCTH.
2 T'ocymapcTBeHHBIE CTaHOAPTH B o0nactu UB PO. OTtyet 11
3 OCHOBHBIE TEXHUKU NIPOBEHEHUS ayauTa cucteM MB. Otuet 11
OcHOBHBIE MEXQHU3MHI ¥ TPUHITUIIE TPOBENEHUS
4 OtuerT 11
aynuta b nHOPaCcTPyKTYphl TPEONPUSTHS.
5 DigitalForensic. PaccnegoBanue UHIMOEHTOB. Otuer 11
Oprasu3allioHHO-IIPaBOBLIE POPMEI VIIPABIEHUS
6 P H p (bopmer ymp OTuer 11
0e30IacHOCTHIO.
Htoro:| 66
3aouHas Gpopma oOyueHUs
Tabnuna 14
Ne
a3gesial Bcero
pasi Copepxanue CPC ®opmMa KOHTPOJIS
M CITHII- JacoB
JINHBI
1 Yrpo3sl nHGpOPMalMOHHON 0€30ITaCHOCTH B OTYer 10
MHGOPMAIIMOHHLIXCUCTEMAX.
OCHOBHEIE COCTaBIISIIO i
1 e “HGOPMaIliOHHON OT9eT 10
0e301acCHOCTH.
OneHOYHBIE CTAHAAPTH B HHPOPMAIIMOHHON
2 » fiap (bopman OtuerT 10
0e301acCHOCTH.
2 T'ocymapcTBeHHBEIE cTaHOAPTH B oOnactu UB PO. OTyet 10
Pa3paboTka METOOUKY IPOBENEHHUs ayIuTa CUCTEM
3 p A POBeH yR Orger 10
ub.
3 OCHOBHBIE TEeXHUKYU NIPOBefeHNs aynguTa cucteMm Ub. OTtyer 10
OcHOBHBIE MEXaHU3MHI ¥ TPUHIIUIIEI TPOBENEHUS
4 aynuta UB cucrtem IP-Trenedonuy, a TakxKe CUCTEM OTtyer 10
6ecrnpoBogHoro goctymna Wi-Fi
5 YTunuTh Ojid paccieqoBaHus UHIUAEHTOB. OtuerT 12.65
5 DigitalForensic. PaccnegoBanue UHIMOEHTOB. Otuer 12
[TpennochIKY pa3BUTHUS FOCYOapCTBEHHOT O
6 yIpaBiieHus B chepe UHGOPMAIMOHHON OTtuet 14
0e30MacCHOCTH.
OpraHu3allioHHO-IIPaBOBLIEe (OPMEI VIIPABIEHUS
6 P H p (bopmer ymp OTuer 14
0e30MacHOCTHIO.
HTtoro: |122.65

10. IlepeyeHp Y4eOHO-METOTHIECKOr0 00eCIeUYeHHsI [I/Isi CAMOCTOSITe/ IbHOU
padoThl 00yYaIONIMXCS 110 TUCIHUIITHHE

I7ss caMOCTOSITeTbHOM PabOTH IO AUCIUIIIINHE PEKOMEHI0BAHO Cliefyioliee yuebHO-
MeToou4Yeckoe obeclieueHue:
[TomoxkeHMe 0 CaMOCTOSITENIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom
roCyapCTBEHHOM YHUBEPCUTETE TeleKOMMyHUKauui uM. npod. M.A. boruy-Bpyesuua;
PEeKOMeH[I0BaHHAsl OCHOBHAS U [ONOJIHUTEJIbHAS JIUTEPaTypa;
KOHCIIEKT 3aHSATHUH 10 JUCLUIIINHE;
ClTavbI-IPe3eHTalUM U APYTOi MEeTOOUYEeCKHAUN MaTepuas, UCI0Ib3yYeMbI Ha 3aHATUSIX;
MeTOUYeCKre PEKOMEH/IAIMY 10 TIOATOTOBKE MMCbMEHHBIX PaboT, TpeOOBaHUS K UX

cofepKaHui0 U odopMmIieHHIO (pedepart, scce, KOHTPONbHas paborTa) ;



. d)OHJIBI OII€EHOYHEIX CPENCTB;
+ METOONYECKHUE YKAa3dHUS K BLHIIIOJTHEHHUIO J'Ia60paT0prIX pa60T 0711 CTYOEHTOB;

11. ®oHJ OLIEHOYHBIX CPEICTB ISl MPOBEIeHUsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Jaromuxcs

®OoHJ OIIEHOYHHIX CPeNCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAJIbHBIM aKTOM
yHuBepcuteta "[lonoxeHune o GOHME OLIEHOUYHHIX CPEACTB" U ABISETCS MPHUIIOKEHUEM

([Tpunoxenue A) K pabouelt mporpaMMe OUCIUTIINHEL

®oHI OIEHOYHHBIX CpPENCTB [OJid IPOBEOEHUSA NPOMEXYTOYHOU aTTecTaluu
00y4YalolIuXCcsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IlepeyeHb KOMIIETEHLIUH C yKa3aHUEM 3TaNoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OIIMCaHMe II0Ka3aTejlel U KPUTEPUEB OLIEHUBaHUSI KOMIIETEHLIMM Ha Pa3/IMYHBIX 3Talax
¥xX (OPMUPOBaHUS, ONIMCaHKE IIKal OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHBIE 3a[jaHus UM HHBIE MaTepHuabl, He00OXO[UMbIE [IJIST OLeHKU
3HaHWM, YMEHNY, HAaBBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX JTaIlbI
(dhopMupoBaHUS KOMIIETEHIIAN B IIPOLIECCE OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMMEb;

- METOOMYECKHe MaTepualibl, ONpeaessollye IpoLenyphl OlleHUBaHU 3HaHUM, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXX[moro pe3ybTaTa 00y4eHUs 0 AUCHUIIIKNHE ONpPEensioTCsa IoKa3aTeNlu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha Pa3/IMYHBEIX 3TamaX HX

dbopMupoBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHUS.

12. IlepedyeHb OCHOBHOH H IOIOTHHUTE/ILHOH JIUTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIIIHHBI

12.1. OcHOBHas nuTEpaTypa:

1. OcHoBH HH(MOPMAIMOHHOM 6€301aCHOCTH ceTel u cucteM [TekcT] : yuebHOe mocobue /
O. U. Kupunnos [u gp.] ; peu. C. E. [Jymu#n ; ®egepanbHoe areHTCTBO CBI3H,
depepanbHOE TOCyIapCTBEHHOE 00pa30BaTeNbHOE OI0[IXKETHOE YUpekKOeHNe BEICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
VHUBEPCUTET TeJIeKOMMYHUKaIni uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6'YT.
49.1.-2012.-63c. : un. - 206.91 p.

2. OcHoBBI HH(GbOPMAaLMOHHOM 0€30IacHOCTH ceTel u cucteM [Tekct] : yuebHoe mocobue /
O. U. Kupunnos [u gp.] ; peu. C. E. [Jymu#n ; ®egepanbHoe areHTCTBO CBI3H,
depepanbHOE TOCyapCTBEHHOE 00pa30BaTeNbHOE OI0[IXKETHOE YUpekKOeHNe BEICIIETO
npodeccruoHanbHOro oopa3oBaHus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
VHUBEPCUTET TeIeKOMMYHUKaIni uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6'YT.
Y.2.-2012.-65c. : un - 206.91 p.

3. Kopxwuk, Banepuit UBanoBuu. OcHOBH Kpunrtorpaduu [Tekct] : yuebHoe nocobue / B.
WM. Kopxuk, B. A. fIkoBneB ; peil.: P. P. bukkenuH, b. B. M30T0B. - CII6. : CIIOI'YT,
2016. - 296 c. : un., Tabmn. - ISBN 978-5-89160-097-3 : 600.00 p.
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12.2. [JononHUTENbHAS IUTEPaTypa:

. baOkos, WM. H. 3amuTa uadopmMalnum OT YTeUKH 10 TEXHUYECKUM KaHajaM B
TeJIeKOMMYHUKALMOHHBIX CUCTEMaX [IIEeKTPOHHBIN pecypc] : yuebHOoe mocobue 1o
cren. 201800 / . H. Ba6kos, B. I1. ITpocuxut ; MunuctepcTBo PO 1o cBsi3u u
nH@popmaTu3sainuu, CaHKT-IleTepOyprckuii rocCyqapCTBEHHBI YHUBEPCUTET
TeJlleKOMMYHUKalui uM. mpod. M. A. bonu-bpyesuua. - CII6. : CII6GI'YT, 2002. - 54 c. :
un. - 50.00 p.

. Kpacos, Aagpent Bnagumuposuu. be3onacHocTs IP-Trenedonunu [TekcT] : MeTomuYecKue
yKa3aHud K nabopaTopHsiM pabotam 210403 / A. B. Kpacos, [I. Y. Kupunnos, B. B.
Konppatses ; pen. C. E. [lymmun ; ®PemepanbHoe areHTCTBO cBsi3u, CIIOI'YT um. mpod.
M. A. Bonu-bpyesuua. - CII0. : CII6I'YT, 2008. - 66 c. : un + tabn. - bubnuorp. : c.65. -
97.75 p.

. Kopxwuk, Banepuit UBanoBr4d. OCHOBH Kpunrtorpaduu [I1eKTPOHHBIN pecypc] : METOf.
yka3. K n1ab. paboram / B. U. Kopxkuk, K. A. Heb6aeBa ; ®enep. areHTcTBO CB3H, ['OC.
o0pa3oBaTeNlbHOE yupekaeHue BrICII. Ipod. o6pa3oanus "C.-I[leTepb. roc. yH-T
TeJlleKOMMYHUKalui uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6T'YT. Y. 1. - 2011. -
64 c. : un. - bubnuorp.: c. 64. - (B 061.) : 253.45 p.

. AHpgpuaHoB, B. 1. UHHOBalMOHHOE yIIpaBlieHHEe pUCKaMu WHGOPMAIlMOHHOM
6e3omacHOCTH [IneKTpOoHHEIM pecypc] : yueb. mocodbue / B. . AumpuaHos, A. B.
Kpacos, B. A. JluntateukoB ; pei.: C. E. [lymuH, E. B. CtensMaiioHok ; ®egmep.
areHTcTBO cBsA3H, Pemep. roc. oOpa3oBaTenbHOE OIOMXK. yUpekaeHNe BLICII. IPOd.
obpa3oBanus "C.-Iletepb. roc. yH-T TeNeKOMMYHHUKaIW#i uM. mpod. M. A. bonu-
Bpyesuua". - CII6. : CII6I'YT, 2012. - 396 c. : un. - bubmuorp.: c. 394-395. - ISBN 978-
5-91891-092-4 (B 061.) : 320.00 p.

. OcHOBHI HHPOPMAIIMOHHOM 0€30I1acHOCTH ceTel u cucteM [TeKCT] : MeToguyecKue
yKa3aHus K nabopaTopHbeiM pabortam / [I. Y. Kupunmnos [u xop.] ; peu. C. E. [IymmuH ;
denepanbHOE areHTCTBO CBA3U, PegepanbHOE roCyJapcTBeHHOE 00pa30BaTeIbHOE
O10[I2KEeTHOE yupexk[eHre BLICIIero mpodeccroHanbHOro oopa3oBanus "CaHKT-
[TeTepOyprckui rocyilapCTBEHHbBIN YHUBEPCUTET TEIEKOMMYHUKAIMK UM. Ipod. M. A.
Bonu-Bpyesuua". - CII6. : CIT6I'VT, 2012, - 42 c. : un. - 169.86 p.

. Kpacos, Aappent Bnagumuposud. OCHOBHI 3allIUTH HHPOPMAIUHY B
TeJIeKOMMYHUKAIIMOHHBIX CUCTEMAaX [DNMEeKTPOHHHIN pecypc] : MeToguYecKrue YKa3aHus
K nabopaTopHbeiM pabotaM / A. B. Kpacos, M. B. JleBun, U. A. Yuiakos ; pen. B. B.
Kusixuukuy ; @egepanbHOe areHTCTBO CBI3U, PefepabHOE TOCYyIapCTBEHHOE
oOpa3oBaTeibHOE OI0[IKETHOE YUpekaeHNe BEICIIETO TPOdeCCHOHAIBHOTO
obpa3oBanus "CaHKT-IleTepOyprckuil rocyqapCTBeHHBIM YHUBEPCUTET
TeleKOMMYHUKaluii uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6I'YT, 2013. - 23 c. :
uin. - 38.55 p.

. OpranusaimoHHO-TeXHUYECKOe 00ecredeHre YCTOMYNBOCTY (PYHKIIMOHUPOBAHUS U
6e301acHOCTH ceTel CBSI3U 00111ero MoIb30BaHus [ITeKTPOHHBIN pecypc] :
MoHorpadus / M. B. ByiiHeBuu [u gp.] ; pei.: [1. B. dununmnos, C. U. bugenko, U. T.
Maneirus ; ®egepanbHOe areHTCTBO CBI3U, PenepanbHOe TOCyIapCTBEHHOE
oOpa3oBaTeNibHOE 0I0[IKETHOE YUpekaeHNe BEICIIETO TPOGeCCHOHAIBHOTO
obpa3oBanus "CaHKT-IleTepOyprckuii rocyqapCTBeHHBIM YHUBEPCUTET
TeleKOMMYHUKalnii uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6I'YT, 2013. - 144 c.
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8. Munocnasckas, H. I'. [IpoBepka u oLieHKa AeSITEJILHOCTH 110 YIIPaBJIEHUIO
rH(pOpMaIMoOHHOM 6e30I1aCHOCThI0. YueOHoe 1mocobue Iys By30B [DIeKTPOHHHIN
pecypc] / H. I'. Munocnasckas, M. FO. Cenatopos, A. Y. Toncroii. - M. : T'opsg4as
nuausg-TenekoMm, 2013. - 166 c. : un. - ISBN 978-5-9912-0275-6 : b. .

13. IlepeyeHsb pecypcoB HH(POPMAHOHHO-TEIeKOMMYHHUKAIIHOHHOH CE€TH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

14. IlepeyeHb HHPOPMAIIHOHHBIX TEXHOIOTHH, HCIOJIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Ipolecca Mo JUCHHUIUIHHE (MOIYIII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUIIINHEL:

- Open Office
Google Chrome

14.2. UadopMalliOHHO-CIIPAaBOYHBIE CHUCTEMEI:

9BC iBooks (https://ibooks.ru)
9bC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHHWEe W OpraHuU3alus BpeMeHU, HeOOXOOUMOTO OJIT U3YUEeHUS
OUCLUIITAHEL

BaXHBIM YyCJIIOBUEM YCIIEIIHOTO OCBOeHus muciuniauHel «ObeclnedyeHue
nHPOPMaIMOHHON 0e30IacHOCTH B HHPOPMAIIMOHHBIX CETSIX» SIBIASETCS CO3[aHue
CUCTEeMHBl TIPaBUILHON OpPraHU3allu¥ TPYyHa, IO3BOJISIONIEN pacCIpefenuTh yueOHYIO
Harpy3Ky PaBHOMEPHO B COOTBETCTBUHU C rpaukKoM 00pa30BaTeNbHOTrO IIpoIlecca.
Bonpiyio mMOMOIIb B 3TOM MOXKET OKa3aTh COCTaBlIeHMe IJlaHa PaboThH Ha ceMecTp,
MecsI, Heflenio, meHb. Ero Hanuuue MO3BOJIUT IMOOYUHUTL CBOOOOHOE BpeMs IensaM
y4eObl, TPyIUTLCS Gosee ycmelnHo U 3¢ GekTuBHO. Hy:KHO OCYIIECTBISITH CAMOKOHTPOIIb,
KOTOPHIN SIBISETCS HEOOXOOUMBEIM YCIOBHEM yCIelHOoW yueOrl. Bce 3amanus, BKIo4as
BLIHECEHHEBIE HA CAMOCTOSITENIbHYI0 Pa00Ty, PeKOMEHAYETCS BHIIONMHSATL HEIIOCPEICTBEHHO
IIOCJIe COOTBETCTBYIOIIETO ayAATOPHOT0 3aHATHS (JIEKINHU, TPAKTUYECKOT0 3aHATHS), YTO
CIocoOCTByeT NydIlleMy YCBOEHMIO MaTepuaa, IM03BOJISeT CBOEBPEMEHHO BBISBUTH U
YCTPaHUTh «IIPOOEIb» B 3HAHUAX, CUCTEeMaTU3MPOBaTh paHee MPOUIeHHBIN MaTepral, Ha
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€r0 OCHOBE NPUCTYIIUTE K OBJIafIEHUIO0 HOBHIMU 3HAHUSIMU 1 HaBBIKaMU.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYETaHUU
HECKOJbKUX BUIOB Y4eOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUM M NPAKTHUUECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT OnpeneieHHO CIeln(pUuKO.

15.2. IToaroToBKa K JIEKLUSAM

3HAKOMCTBO C OUCLUIIIMHON ITPOUCXOOUT YXKe Ha MEepPBOM JEKIUH, TOe OT CTyIeHTa
TpebyeTcst He MPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM NEKIUN HeoOXOOUMO YUUTHBATL TOT (AKTOpP, YTO OOHU JEKIIUU
[AI0T OTBETH HA KOHKPETHBIE BOIIPOCH! TEMEI, APYTHE - JIULIb BHISABIAIOT B3aUMOCBSA3U
MeXIy SIBJIEHUSMH, IIOMOTas CTYOEHTY IMOHSATh T'IyOMHHBIE HPOIECCH pPa3BUTHUS
M3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHCcmekTUpoBaHUE JEKLUUU - CIO0XKHBIM BUI BY30BCKOU aymgUTOPHOM paboOTHI,
Ipeamnoaraloiui WHTEHCUBHYI YMCTBEHHYIO HOEeSTelIbHOCTh CTyoeHTa. KOHCIeKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3alMCcaHo caMoe CYIIeCTBEHHOE U CHEeNTaHO 3TO CaMuM
oOyuawmumcsa. He Hago cTpeMuThCs 3alucaTh [OCJIOBHO BCIO JIeKnuio. Takoe
«KOHCITEKTHPOBaHKE» MPUHOCUT OOJIbINE Bpema, YeM IMoib3kl. llemecoo6pa3Ho BHadase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaTaeMyI0 JIEKTOPOM, a 3aTeM 3almucarth ee. 2KenaTenbHO
3allMCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JUCTA UK OCTABNSAS IOJS, Ha KOTOPHX
03Hee, IPU CAMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CeNlaTh [OMOIHUTE IbHEIE
3aIKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIeKT NeKnuu aydine Ioapa3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B 0OOnbIION cTemeHu OymyT CcmocoOGCTBOBAThH BOMPOCH IjlaHaA JIEKIUH,
IpenoXkeHHbIe mpemonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [eTaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMHU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIPENETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, abOpeBUaTyp u
cuMBooB. OgHAKO MpH JanbHeuIel paboTe ¢ KOHCIIEKTOM CUMBOJIBL JIy4Ille 3aMEHUTh
OOBIYHBIMHU CJIOBaAMHU [IJis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BCceTrma He0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO YyUeOHUK, HO U TY
JIUTEPATypPy, KOTOPYIO MOIOTHUTEIFHO PEKOMEHIOoBaN JIeKTOP. IMeHHO TaKasl cepbe3Hasd,
KpomoTnuBasi paboTa C JNEKUMOHHBIM MaTepHalioM I03BONUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. [TogroToBKa K IpakTUYECKUM 3aHATUSAM

TmaTenbHOE MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMIEHHOr0 MaTepuasa (MaTepuana JeKIWi, MPakKTU4eCKUX 3aHATHH), a
3aTeM u3y4yeHus 0053aTeNbHOM U [IOMOITHUTEIbHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HONXKEH IMPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TeOpeTUYeCKHe BOIPOCH MPaKTUKyMa, €r0 BEICTYIJIEHUU U y4aCTUU B
KOJIJIEKTUBHOM OOCYXKIOEHMH BOMPOCOB M3y4yaeMOM TeMbl, MPAaBUIbHOM BHIIIOIHEHUU
IPaKTUYeCKUX 3aJaHui ¥ KOHTPOJBHBIX PadoT.

Heo0xomuMo MOHUMATh, YTO HEBO3MOXKHO BO BpeMsI ayOUTOPHBIX 3aHSATUN U3T0KUTh
BEeCh MaTepHajl M3-3a JUMHUTA aygUTOPHBIX YacCOB, U NPU U3YYEHUU OUCLUNIUHEI
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HEIOCTAaTOYHO KOHCIIEKTOB 3aHATHH. [I09TOMy caMOCTOsITeNbHasI padoTa ¢ yueOHUKaMH,
yueOHBIMHU MOCOOMSIMHU, HAY4YHOW, CIPABOYHOM NHUTEpPaTypol, MaTepuaaaMu
IepUOOUYeCKUX M3maHui u WHTepHeTa siBiasgeTcss Haubomee 3p(HEKTUBHEIM METOIOM
TIONTyYeHHsI NOMOTHUTETbHEIX 3HAHWH, TI03BOISIeT 3HAUYUTEIbHO aKTUBU3UPOBATh ITPOIECC
oBNajieHusT uH@oOpMaIuen, crnocodCcTByeT Goyee rIy00KOMY YCBOEHMIO HM3y4aeMOTO
MaTepuana, GOpMUPYeT y CTYOEeHTOB CBOE OTHOIIEHHWE K KOHKPETHOH IpobiemMe.

15.4. PekoMeHpmaluu 1o paboTe ¢ TUTEPaTypoOn

Pa6oTy c nuTepaTypoii Ilenecoobpa3Ho HayaTh C U3ydyeHUs oOuux paboT mo TeMe, a
TaKXe y4eOHUKOB M yuyeOHBIX mocobuii. [lanee peKOMeHOAyeTCs MepeuTu K aHalnusly
MOHOrpaduil U cTaTel, paCCMaTPUBAIOIINX OTAENbHEIE aCIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke opuIIMaTbHBIX MaTepUaaoB U HEOMYyOJIMKOBAHHBIX JOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue pPaboThl, AUCCEePTalliM), B KOTOPHIX MOTYT COAepXKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOU IPOOIIeMEI.

PaboTy ¢ uCTOYHMKaMHU HaJO0 HaYyWMHATh C O3HAKOMHUTENILHOTO UYTEHHS, T.e.
IIPOCMOTPETH TEKCT, BHIAENAS €er0 CTPYKTYPHbIEe eQUHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKkaMu OTMeYaloTCS Te CTPaHHUIb, KOTOphkle TPeOyioT 0ojiee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT Pe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCS
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MMOCTaBIeHHOU
3amauu TpebyeTcs u3ydyeHrUe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUS. Eciu B KHUTe HET IoApoOHOro OTjiaBlieHus, ClefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIEe U UMEeHHbIEe YKa3aTellu.

V36paHHbe (pparMeHTH WA BECb TEKCT (E€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHUBOI'0, HETOPOIIJIUBOTO UYTEHMHS C «MBICIIEHHOM ImpopaboTKOim»
MaTepuana. Takoe YTeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymMeHToB; 3) BeIBoOoB. Ocoboe BHUMaHUe cjaefyeT 00paTUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHaNIU3UpOBaTh, KakKue U3 yTBEPKAEHUU
aBTOpPa HOCST NpoOIeMaTUYHBIM, TUIOTETUUYECKUM XapaKTep M YJIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HaydUThCS BHIAENSATH T'JIaBHOE B TEKCTe, ylIaBIWBaTh
npoOjieMaTUYHLIM XapakKTep YTBEPXKIEHUU, NaBaTh OI[EHKY aBTOPCKOM MO3ULMHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAKOMUTCS C Pa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH ¥ [ieslaeT BHIBOJ 0 Haubomnbinel yoemuTeIbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEUYaTCS Pa3Hble TOUYKU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuchk. [Ipy HaTUYUM PACXOXKOEHUU MeXOy aBTOpaMu HeoOXOOWMO HaWUTHU
palyoHanbHOE 3€ePHO Yy KaXXOOTr0 M3 HUX, YTO MO3BOJIUT T'Iy0Ke YCBOUTH MpPEAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHMBATh U3ydaeMble BOIPOCH. 3HAKOMSCh C 0COOBIMU
IO3UIUSIMU aBTOPOB, HYKHO ONpPENeNATh UX CXO0XKUe CYyKOeHHUs, apT'yMEHTHI, BEIBOAHL, a
3aTeM CpPaBHMBATh UX MeXy co00M U MPUMEHSTh U3 HUX Ty, KoTopas Oojee ybeouTebHa.

CnepyomuM 3TarnoM paboTel ¢ MUTepPaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue
KOHCIIEKTOB, (PUKCHUPYIOIINX OCHOBHLIE TE3UCH W apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha
OTHENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM
M3y4aeMoro Kypca. [Ipyroi crmocob - 3TO BefleHNe TeEMAaTUYeCKUX TeTpafei-KOHCIIEKTOB
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XapakTepa menecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBIX TeTpPadsx. 3Mech BaxKHO

BCIIOMHHUTD, UYTO KOHCIIEKTHI ITUIIYTCS Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM

OIS UCIIPABJIEHUS U PEMApPOK MEXCTPOUYHBIM PACCTOSHUEM (3T IpaBuila coOII0Oa0TCs

st ynoOCTBa peflakTUpoBaHus). EC/IM B KOHCIIEKTaX IPUBOOSATCS IUTATHI, TO HEIIPEMEHHO

OONXHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne

CcTpaHulkl). BriocneacTBuu 3Ta nHGOPMAIMK MOXKeT OBITh UCII0/JIb30BaHa IPKU HAallMCAaHUHN

TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUIMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKIO0 B COOTBETCTBUY C OIpeieIeHHON y4eOHOH! 3aauel;

- 00001maTh MOTy4YEHHYIO0 HH(POPMALKIO, OLleHNBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHCbMEHHO,
OCHOBHYIO U[Iel0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThIe COODIIEHUS THUIIa NOKIIafa;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYANIbHO, B Iape, B IPYIIIE), B3aUMOAEUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMU U CIIPABOYHBIMU MaTepHalaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEMCTBHS CBOMX TOBAPHINEH, 00BEKTHBHO OI€HUBATh
CBOU [IEUCTBUS;

.- obpamaThCsa 3a IOMOIIbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPernofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJlbHOW AOTagKOH, CJIOBapsiMH
Pa3IHYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMyu B TEKCTe (KIII0UeBhIE
CJIOBa, CTPYKTypa TEKCTa, IpeaBapsioilas nHpopMalus 1 ap.);

- UCIIONb30BaTh MPU TOBOPEHUM U MHUCHMe Nepudpas, CHHOHMMUYHLIE CPEeNCTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIIUKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3LIBAHUS UJIK BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMHUKY, KeCTH (BOOOIIe X B Te€X CIydasix, KOrha S3bIKOBEIX CPENCTB He
XBaTaeT [JIg BhIPakKeHUS TeX UM MHBIX KOMMYHUKaTABHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXyTOYHOU aTTeCTALlUU
[Tpu noATrOTOBKE K IPOMEXKYTOYHOM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMATEJIbHO M3Y4YUTh NI€pPeYeHb BOIPOCOB U ONPENENuTh, B KaKUX UCTOYHHUKAX
HaXOOsATCSl CBeOeHUs, He0OXOOuMBbIe [Jid OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JINTEPATYPY;
- COCTaBUTh KpaTKNe KOHCIIEKTEl OTBETOB (IIJIaHEl OTBETOB).

16. MaTrepHaIbHO-TEXHHYECKOe 00eclieueHHe THCIHIITHHBI

Tab6muma 15
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoOBaHHE 000PYyI0BaHHS
/o ayIUTOPHH U Ta0OpaTOPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC
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AyouTopuu Oy IpOBeOeHuUs I'PYIINOBLIX 1
MPaKTAU4YEeCKUX 3aHATUUN

Aynuo-BUIE0 KOMILJIEKC

KOMIBIOTEPHEIN KJIACC

HepCOHaHBHBIe KOMITBIOTEPEL

AyouTopus [ KYpCOBOTO U TUIIJIOMHOT'O
[TPOEKTHUPOBAHUS

[lepcoHabHbIE KOMITBIOTEPHL

AyouTOpHS 71 CAaMOCTOSITEJIbHOM PabOoTHI

KOMHBIOTepHaH TEXHUKa

|01 B [ DN

YuTannLHBEIR 3471

[lepcoHaIbHEIE KOMIIBIOTEPEL
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