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Paboyas nmporpaMMa AUCLUIIINHEL COCTaBjJeHa Ha OCHOBe TpeboBaHui demepanbHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmenmaneHOCTH) TOATOTOBKU «11.03.02 UHPOKOMMYyHMKaIMOHHEIE TEXHOJIOTHU U
CUCTEMBl CBSI3U», YTBEPXKIOEHHBIM NPUKa3oM MuHHCTepCcTBa 00pa30BaHUS U HayKU
Poccuiickou ®egepanuu oT 19.09.2017 Ne 930, u B cooTBeTCTBUU C pabouuM y4eOHBIM
IIJTaHOM, YTBEPXKIEeHHBIM PEKTOPOM YHUBEPCUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mpenofgaBaHus OUCHUIINIUHEL «be30macHOCTh 0eCIIPOBOIHEIX JIOKAThHBIX
ceTel» SABISETCH:
U3ydyeHNe apXUTEKTYPHL, CTPYKTYPH,QYHKINU, KOMIIOHEHTOB OECIPOBOAHBIX
JIOKAJIbHEIX CeTen
OTa 1e/lb OCTUTaeTCs IIyTeM pelleHus Clenyolux(er) 3aaad(u):
HCIIONIb30BAHUS OCTUXKEHUN TeOpUU UHPOPMAIIUU U TEOPUHU CBSI3HU

2. MecCTO THCIUIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

HOucrunnrnHa «be3omacHOCTs 0eCIIPOBOIHEIX JIOKAIbHEIX ceTeli» B1.B.27 saBusercs
OUCLHUIIINHON YacTH, popMUPyeMol ydacTHUKaMu 00pa30BaTeIbHBIX OTHOIIEHUH 6110Ka 1
yueOHOTO IJlTaHA MIOATOTOBKM OaKajlaBpuaTa M0 HamnpaBineHuw «11.03.02
MHPOKOMMYHUKAIMOHHEIE TEXHOJIOTUU U CUCTEMHBI CBI3W». V3ydeHWe OUCLUUIIINHBI
«be3omacHOCTh OECIIPOBOIHEIX JIOKAJIBHEIX CETeH» OIMMPAaeTCs Ha 3HAHUH MUCITUIIINH (bI)
«3amuTa “HPOPMaIUK B CHCTeMaX OeCIIPOBOIHOM CBSI3U».

3. IlepeueHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUY€HHsI, COOTHECEHHBIX C
IUTAaHUPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOrPaMMBbI

[Tporecc n3ydyeHus: OUCHUMIINHE HallpaBlieH Ha (POpMUPOBaHKE CIIEAYIOMNUX
KOMIIETEHIINN:

Tab6muia 1
Ne Kop
HauMeHOBaHHe KOMIIETEHIIUH
I/ [KOMIIeTeHIIHH
1 K-12 Cnioco0eH OCyIIeCTBIISITh aIMUHUCTPUPOBAHUE CETEBRIX ITOICUCTEM
MH(POKOMMYHUKAIIMOHHBIX CUCTEM U /MU UX COCTABIISIOMIAX
9 K-25 Cnioco0eH ycTaHaB/IMBATh CIIEI[UAIbHEIE CPECTBA YIIPaBIeHUS
6e30MaCHOCTHI0 AAMUHUCTPUPYEMON CETH

VHOUKATOPH IOCTUXKEHHUS KOMIIETEHITUN

Tabmnuia 2

TK-12.1 3HaeT apXUTEKTYypy U 00IIMe IPUHIUIE QYHKIXOHUPOBAHUS, amMapaTHbIX,
IIPOTPaMMHEIX ¥ IPOrPAMMHO-aNIapaTHEIX CPEfCTB afMUHUCTPUPYEMOU CETH
YMeeT uCnonb30BaTh COBPEMEHHEIE CTAHJAPTH IPYU afMUHUCTPUPOBAHUH YCTPOUCTB

K.12.2 | ¥ [POTPaMMHOro obecrie4eHus; IPUMEHSTD IITaTHEIE U BHEITHIE POrpaMMHO-
annapaTHble CPeACTBa OJIs1 KOHTPOJIS IPOU3BOAUTEIBHOCTH CETEBOM NH(GPACTPYKTYPH
aIMUHUCTPUPYEMOU CETHU

K-12.3 BrameeT HaBRHIKaMU OIMAaTHOCTUKY O0TKAa30B U OMIKUOOK CETEBEIX YCTPOMCTB U
IIPOrPAMMHOT0 00eCIIeYeHuUsI

K-12.4 BrnapeeT HaBEIKaMU IIPOBEAEHUS pPerlaMeHTHbIX pa60Tu Ha CETEBHIX YCTPOUCTBAX U
IporpaMMHOM ofecriedyeHuy NHGHOKOMMYHUKAIIMOHHOM CHCTEMEI

TK-25.1 YmeeT HacTpauBaTh IapaMeTPEl COBPEMEHHEIX IIPOrPAaMMHO-aNnnapaTHEIX
MeXCETEBBIX 9KPaHOB

K-25.10 3HaeT NPOTOKOJIBI KaHa/IbHOTO, CETEBOTO, TPAHCTIOPTHOTO U PUK/IA/IHOTO ypOBHEN
MOJIEJI! B3aMMOJIEHCTBUS OTKPHITEIX CUCTEM

[1K-25.11 | 3uaet mopens ISO mnsa ynpaBiieHNsl CETEBHIM TpahuKOM

[1K-25.12 | 3uaet momenu IEEE

TK-25.13 3HaeT perjaMeHTH POBETIeHYsT npodunakTudeckux paboT Ha afMUHUCTPUPYEMO
“H()OKOMMYHUKAITMOHHOM CUCTEME




3HaeT TpeOOBaHUS OXpaHHl TPyAa IPHU paboTe ¢ CeTeBOM ammapaTypoi

[1K-25.14 )
aIMUHUCTPUPYEMOU CETU

K-25.15 Brnapeet HABBIKAMHU yCTAHOBKY CIISIMATM3HPOBAHHEIX TPOTPAMMHEIX CPEICTB Al T
CETEBHIX YCTPOXUCTB afMUHUCTPUPYEMOM CETH OT HECAHKI[MOHNPOBAHHOI'0 JOCTyIa

TK-25.16 BrnageeT HaBEIKaMU YCTaHOBKA ME3KCETEeBEIX 9KPAHOB, rubKUX KOMMYTaTOPOB, CPELCTB
IPeJOTBPAIleHNS aTaK BUPTYaIbHON YaCTHOU CETH

TK-25.17 BrnageeT HaBEIKaMu apaMeTPU3alKA ONEePALMOHHBIX CHCTEM HOTONHATENbHEIX
CPELCTB 3alUTH afMUHUCTPUPYEMOX CETH OT HECAHKIIMOHUPOBAHHOTO NOCTYIIa

TK-25.2 YMeeT n1onb30BaTLHCA HOpMaTI/IBHO-TeXUHI/I‘-IeCKOI;'I OOKyMeHTaluei B 0671acTu
HH()OKOMMYHUKAIIMOHHAIX TEXHOJIOT U

[TK-25.3 | YMeeT cerMeHTHPOBATh 3JIEMEHTH aIMUHUCTPUPYEMOU CETU

K-25.4 3HaeT o011re TPUHIUIE QYHKIMOHNPOBAHUS amITapaTHbIX, MPOTPAMMHEIX 1
IIPOrPaMMHO-aNIapaTHEIX CPEeNCTB afMUHUCTPUPYEMOU CETU

TK-25.5 3Haer APXUTEKTYPY anmapaTHLIX, TPOrPAMMHEIX ¥ POrPaMMHO-ANNaPaTHEIX CPETICTB
aIMUHUCTPUPYEMOU CETU

[1K-25.6 | 3HaeT MHCTPYKIMY 10 YCTAHOBKE afMUHUCTPUPYEMEIX CETEBEIX YCTPOUCTB

[TK-25.7 | 3HaeT MHCTPYKLUUU 110 IKCIUIyaTalluy afMUHUCTPUPYEMEIX CETEBEIX YCTPOUCTB

[1K-25.8 | 3HaeT MHCTPYKUMHU N0 YCTAaHOBKE af]MUHUCTPUPYEMOTO IIPOTrPAaMMHOT0 00eCriedeHus

TK-25.9 3HaeT MHCTPYKIUY 110 IKCITyaTallul afMUHUCTPUPYEMOT0 IPOrPpaMMHOT0

obecreueHus

4. O6beM TUCHHUIUIHHBI ¥ BUIBLI Y4€0OHOH PadOTHI

Ounas popMa o0yueHus

Tab6mnuia 3
o Bcero|CemecTpbl

Bup yuedoHOM paboThI YACOB 7
O611ast TPYEOEMKOCTb | 3 3ET 108 108
KoHTakTHasi pabora ¢ 00y4alOIIUMHUCST 50.25 50.25
B TOM YHCJIE:
Jlexuunu 20 20
[TpakTuueckue 3ansatus (I13) 16 16
JTabopaTtopHbie paboTh (JIP) 14 14
3aluTa KOHTPOJILHOM PabOTH -
3amuTa KypCcoBoil paboThl -
3ammTa KypCcoBOTO IIPOEKTa -
[IpoMexyTOouHas aTTecTalys 0.25 0.25
CamocTosiTeibHasi padoTa o0yuaromuxcsi (CPC) 57.75 57.75
B TOM YUCJIE:
Kypcosast pa6oTa -
KypcoBoii mpoeKT -
W [ unu gpyrue BUOLI CaMOCTOSITENIbHOM pabOTHI:
IIOITOTOBKA K JTa00paTOPHHIM paboTaM, MPaKTUYECKUM 1075 | 4975
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, U3ydeHHe ' '
TEOPEeTUYECKOT0 MaTepHara.
[TogroToBKa K MPOMEXKYTOYHOU aTTeCTallUU 8 8
BuI mpoMeKyTOYHOH aTTeCTallHH 3auer

5. CogepKaHue TUCIHUILIMHDI

5.1. ComepxkaHure pa37eoB OUCHUIITUHEI.



Tab6mnuia 4

Ne cemecTpa
HaunMeHoBaHHE

pa3jgesa (TeMbI) Copep:xaHue pa3gena O4YHO-
TUCITUIUTHHBI O4YHas|3a04-
Has

Ne
n/n 3a04-

Has

Pazpmen 1. IEEE 802.11 — Habop CTaHOapTOB CBSA3U IS
BBenenue B KOMMYHMKaIIMK B 0€CIIPOBOIHOM JTOKaTbHOMN
0eCIpoBOIHBIE CETH CeTeBOM 30He YaCTOTHHIX Auamna3oHoB 0,9, 2,4,
craumapta IEEE 802.11 (3,6 u 5 I'T'1.

Pazpmen 2.
OcHOBHEBIE TPUHIUIL | [IpUHIIUIEL paclpenene s PagrioBOJIH, BUOLI
pagroaHanu3a u aHTEHH, pacyeT OONYCTUMOU MOIIHOCTH.
pafuonIaHupPOBaHUS
Pazpen 3.

OCHOBBHI ¥ ITPUHITUIIEL
paboTHI IPOTOKOIIA ITpotokonel RADIUS, DIAMETER, ceMeliCTBO
RADIUS, DIAMETER, |mnportokonos EAP.

CEeMEeNCTBO MPOTOKOJIOB
EAP

Pa3pen 4.

Craugapt IEEE 802.1%,
TEeXHOJIOTUH IEEE 802.1x - cTanmapT ayTeHTUUKAITNN
npounupoBaHus B [I0JIb30BaTEJIeN B CETH.

0OeCIIPOBOIHBIX CETSIX
craugapra [EEE 802.11
Paspmen 5.

TexHomoruu .
HacTpolika guHaMA4€CKOTO N3MEHEHHU
5 | oguHaAMM4YecKoro 7

aBTOpPU3AIIUU
M3MEeHeHHs

aBTOPHU3AINHU
Pa3pen 6.
AnMUHHUCTPHUpPOBaHWE | AODMUHHCTPUpPOBaHMNEe MHTepP(delica KOHeUHBIX
“HTepdelica KOHEUHBIX | onb3oBaTenel B cucrteme Cisco UC
II0/Ib30BaTeJIen
Pa3pen 7.
Bo3MoxkHOCTH
Tene(OHUU U HacrTpotlika Bo3MOKHOCTel Tene@oHUU U
MOOHJIBHOCTH, U M0OUNIBbHOCTH, TogaepxkKa pemmenus: Cisco UC
moamepKKa pelreHus
Cisco UC

5.2. MeXOuCHUNNIAHAPHbEE CBI3M C obOecrmedynBaeMBIMU (MTOCTEOYIOIIUMH)
OUCITUILINHAMH.

Tabmuma 5
Ne
o/ HaumeHOBaHHe 00ecIeYrBaeMbIX (MOCTIeTYyIONIHX) THCIUIUTHH
1 |3ammra onepanoOHHBIX CHCTEM CETEBEIX YCTPOHCTB
5.3. Pa3pgesnsl OUCIUIIIMH U BUOLI 3aHATHH.
Ounas popMa o0yueHUs
Tab6mnuia 6



No HauMeHoBaHMe pa3jgesa (TeMbI) JIek-| IIpakt. | JIla6. |Cemu- CPC Bcero
n/n OUCHUIUIHH IIUH [3aHATHABAHATHS Hapbl JacoB
Pazpgen 1.
1 | BBenmenue B 6eCipOBOOHEIE CETU CTaHAapTa 3 8 11
IEEE 802.11
Pazgen 2.
2 | OCHOBHBIE IPUHIUIIEL Pagy0OaHaIn3a u 3 4 8 15
pafuoIIaHUPOBAHUS
Pazgen 3.
3 OCHOBHI ¥ TIPUHITUIIE PA0OTH TPOTOKOJIA 3 9 4 3 17
RADIUS, DIAMETER, ceMeiiCcTBO MTPOTOKOJIOB
EAP
Pazmen 4.
Craugapt IEEE 802.1x, TexHonoruu
4 3 2 8 13
poGUIUPOBAHUS B OECIIPOBOIHEIX CETSX
cranpmapra [EEE 802.11
Paspern 5.
5 | TexHomoruy IUMHAMHUYECKOTO U3MEHEHUST 3 12 2 8 25
aBTOPHU3alNN
Paspern 6.
6 | AnMuHHCTPUpPOBaHUE HHTePdelica KOHEeYHBIX 3 2 6 11
II0JIb30BaTesen
Paz3pmen 7.
7 | Bo3aMoxkHOCTH Tene(pOHUU U MOOUITEHOCTH, 2 2 3.75( 7.75
noggepxkka pemtenns Cisco UC
Hroro: | 20 16 14 - 149.75|99.75
6. JIaGopaTOpPHBIA NMPAKTHKYM
Ounas ¢popMa o0yueHUs
Tabmuma 7
Ne Homep o Bcero
o/ Pa3Aena HaunmeHoOBaHHe Ta00paTOPHOH PadOTHI ACOB
(Temnbl)
1 9 OWHM, BUOH aHTEHH ¥ KOHBEPTALUS €OUHULl U3MEPEHUST MOIITHOCTH A
u3ny4aTens 1 Ko3hOUIMeHTOB YCUIEHNUSI aHTEHH
9 3 3ammuTta oT DoS-aTaku, HanpaBIeHHON Ha KOHKPETHOTO KJIMEeHTa U Ha 4
I[eNTyI0 CETh
3 4 OOHapyXkeHHe CeTH TOUYKHU NOCTyIa, CKphiBatoIel cBoit SSID uu o6xon 9
¢unprpauun MAC-agpeca TOYKOU JOCTyNa
4 5 Hcnomnp3oBanue ysa3pumocTeir anroputMaWEP fiia nmonydenus 9
HEeCaHKIIMOHMPOBAHHOT0 AOCTYIIANPX OTKPHITOX ayTeHTU(DHUKAINI
5 6 ApMuHMCTpUPOBaHKe HHTepdelica KOHeYHRBIX IT0JIh30BaTeIe 2
Wrtoro: | 14
7. IlpaKTHYeCcKHe 3aHATHSA (CeMHHaphI)
Ounas popMa o0yueHUs
Tabmuma 8



Homep

No w Bcero
pa3geia HauMmeHOBaHHe NPAaKTHYECKHX 3aHSATHH (CEMHHaApPOB)
n/n JacoB
(Temsl)
1 3 Ataka «Man in the middle» 2
Hcnonb3oBanue ysa3pumocTeid anroputMaWEP fiia nonydenus
2 5 HECAHKI[MOHMPOBaHHOTO NOCTyNAlpy ayTeHTU(GUKALUYA C COBMECTHO 4

ucnonb3yeMeiM KimouoM (SharedKeyAuthentication, SKA)
Hcnons3oBanue yga3pumocterd anroputMaWPA/WPA2 nnis nony4eHus
3 5 HECAHKI[MOHMPOBaHHOTO [OCTYNANpX ayTeHTU(PUKALIUY C 0OLIIM KITI0UOM 4
(PreSharedKey, PSK)

YckopeHnue nporecca B3noma anroputMaWPA/WPA?2 nnis nonydeHus

4 5 HECaAHKI[MOHMPOBAHHOTO [OCTYTANpH ayTeHTU(GUKALIUK C 0OLIIMM KITI0UOM 4
(PreSharedKey, PSK)

5 7 Tpabmmrytuar WLAN ceteit 2

Hroro:| 16

8. IIlpuMmepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)

PaGouyuM yueOHBIM IIIaHOM He MPeIyCMOTPEeHO
9. CamocTosiTe/IbHas1 padora

Ounas ¢popMa o0yueHUs

Tabmnuia 9
No
pasfea Copepxanue CPC ®opma KOHTPOJIS Beero
M CITHII- JacoB,
JIMHBI
1 Beepnenue B 6ecipoBofHble ceTu cTaHmapTa [EEE 8
802.11
9 OCHOBHBIE IPUHLIUIIL pafrOaHaIr3a u 3
pafuonIaHMPOBaHUSA
3 OcHOBH U pUHIUIE paboTs mpoTokoaa RADIUS, 8
DIAMETER, cemeiicTBO MpoTOKOJI0B EAP
Craupapt IEEE 802.1x, TexHonoruu
4 mpoguIpoBaHus B 6eCIIPOBOAHBIX CETSAX CTaHOApPTa 8
IEEE 802.11
5 TexHOIOTUY AMHAMUYECKOTO U3MEHEHU 8
aBTOpU3aLUN
6 AnMmuHUCTpUpPOBaHKEe HHTepdelrica KOHEYHBIX 6
IIOJIb30BaTeNen
Bo3MoxHOCTHU TenehOHUN U MOOUTILHOCTH,
7 . 3.75
nopggepxkka pemrenus Cisco UC
Htoro: [49.75

10. IlepedeHp Y4€OHO-METOTHIECKOr0 00eCIeUYeHHsI [I/Isi CAMOCTOSITe/ IbHOMH
padoThl 00yYaIONIMXCSI 110 TUCIUIIITHHE

I7ss caMOCTOSITeTbHOM PabOTH IO AUCIUIIINHE PEKOMEHI0BAHO Cliefyiomiee yuebHO-
MeToOu4Yeckoe obeclieueHue:
- [TormoxkeHue 0 caMOCTOSITeNIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom



roCygapCTBEHHOM YHUBEDPCUTETE TeIeKOMMYHUKauui uM. npod. M.A. Boru-BpyeBuya;
- PEKOMeH[I0BaHHAs OCHOBHAS U JOIOJIHUTEINIbHAS JIUTepaTypa;
+ KOHCIIEKT 3aHATUY 110 OUCLIUIIIVNHE;
- CIIaUABI-IPe3eHTalUy U APYrod MeTOOUYEeCKUY MaTepuall, UCIIOJIb3YeMEIY Ha 3aHATUAX;
- MeTOAMYEeCKHe PeKOMEeHalluy 110 ITOAT0TOBKe MUChbMEHHBIX PaboT, TpeOoBaHUS K UX
cofepKaHUI U ohopMIIeHHIO (pedepart, scce, KOHTpOIbHasg padborTa) ;
- (DOHABI OIIEHOYHKIX CPENCTB;
- MeTOAMYEeCKUe YKa3aHus K BHIIOJTHEHUIO TabopaTOPHEIX PadoT Ol CTYAEHTOB;

11. ®oHJ OLIEHOYHBIX CPEICTB ISl MPOBEIeHUsI IPOMEXKYTOYHOH aTTeCTAlluH
00y4Jaromuxcst

®OoHJ OIIEHOYHHIX CPeNCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAJIbHBIM aKTOM
yHuBepcuteta "[lonoxeHue o GOHME OLIEHOUYHLIX CPEMACTB" U ABISETCS MPHUIIOKEHUEM

([Tpunoxenue A) K pabouelt mporpaMMe OUCIHUTIINHEL

®oHI OIEHOYHHBIX CPENCTB [OJid IPOBEOEHUSA NPOMEXYTOYHOU aTTecTaluu
00y4YalouIuXCsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IepeyeHb KOMIIETEHIIUM C yKa3aHUEM 3TaNoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OIIMCaHMe II0Ka3aTejlel U KPUTEPUEB OLIeHUBaHUSI KOMIIETEHLIIMM Ha Pa3/IMYHBIX 3Talax
¥x (OPMUPOBaHUS, ONIMCaHKE IIKal OLlEeHUBAHUS;

- TUTIOBHIE KOHTPOJIbHBEIE 3afjaHus UM HHBIE MaTepHuabl, He00OXOIUMEBIE TS OLIeHKU
3HaHWM, YMEHNY, HABBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX JTallbI
(dhopMUpoBaHUS KOMIIETEHIIAN B IIPOLIECCE OCBOEHUSI 00pa30BaTeIbHOM ITPOTPaMME;

- METOOMYEeCKHe MaTepualibl, ONpeaessiollye IpoLenypsl OlleHUBaHUs 3HaHUM, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATENTbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXXmoro pe3yibTaTa 00y4eHUs 0 AUCHUIININHE ONPEensioTCa IoKa3aTeNlu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha PAa3/IMYHBIX 3TamaX HX

dbopMupoOBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

12. IlepedyeHb OCHOBHOH H [IOIOTHHTE/ILHOH JIHTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIITHHBI

12.1. OcHOoBHas nuTEpaTypa:

1. Kopxuk, Banepuit UBanoBr4. OCHOBH KpunTorpaduu [SneKTPOHHEIM pecypc] :
yuebHoe nocobue / B. Y. Kopxuk, B. I1. [Ipocuxus, B. A. fIkoBnes ; pe.: P. P.
bukkeneH, b. B. U30T0B ; ®efgepanbHOe areHTCTBO CBI3U, PefepabHoe
rocygapCcTBeHHOe 00pa3oBaTelbHOE OI0I2KETHOE YUpeXAeHNe BEICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
YHUBEPCUTET TeIeKOMMYHUKalLX uM. pod. M. A. bonu-bpyesuua". - CII6. : CIIOI'YT,
2014. - 277 c. : un. - ISBN 978-5-89160-097-3 : b. 1.

12.2. [JononHUTENbHAS IUTEPaTypa:



1. Illanerun, B. ®. MadopManmronHas 6€30I1aCHOCTD U 3alluTa UHGOPMaLUK
[3nmexTpoHHEIN pecypc] : yueOHOe nocobue / lansrun B. ®@. - Mocksa : [JMK Ilpecc,
2014. - 703 c. - ISBN 978-5-94074-768-0 : b. 11. 95C "M3garenscTBa Jlaup"

13. IlepeyeHsb pecypcoB HH(POPMAHOHHO-TE/IeKOMMYHHUKAIIHOHHOH CEeTH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCyIlleCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUINHE (MOIYIII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPAaBOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUTIINHEL:

Cisco Packet Tracer
Linux

Oracle VM VirtualBox
Windows KUKCC

14.2. UadopMalliOHHO-CIIPAaBOYHBIE CHUCTEMEI:

9BC iBooks (https://ibooks.ru)
9bC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHHWEe W OpraHuU3alus BpeMeHU, HeOOXOOUMOTO OJIT U3YUEeHUS
OUCLUIITAHEL

BaXXHBIM yCIIOBHMEM YCIEUIHOTO OCBOEHHUS MOUCIHUIINHH «be30macHOCTH
0ecnpoOBOOHEIX JOKAJIbHBEIX CeTeW» SIBISETCS CO3[aHME CHCTEMH IPaBUIBHOU
OpraHu3aluy TPyha, IMO3BOISIONIeN paclpenenuTh yueOHY0 HAarpy3Ky paBHOMEPHO B
COOTBETCTBHUU C TpaduKoM 00pa30BaTEILHOIO Ipoliecca. bobIryio MOMOIIL B 9TOM MOXKET
OKa3aTh COCTaBJIeHUeE IJlaHa PaboTH Ha CEMECTpP, MeCsIl, Helenio, NeHb. Ero Hanuuyue
IIO3BOJIUT INOOUYUHUTL CBOOOJHOE BpeMs IlensaM y4eObl, TPyOUTbCA OoJiee YCIEUIHO U
adpexTuBHO. HYKHO OCYIIECTBISITh CAMOKOHTPOJIb, KOTOPHIU SIBJISIETCS HE0OXOMUMBIM
yCIIOBHEM yCIelTHOM y4ueOnl. Bce 3amaHusl, BK/II04asi BEIHECEHHBIE HA CAMOCTOSITENHHYIO
paboTy, PeKOMEHOYeTCS BHIIONHSITL HEIOCPEeNCTBEHHO IIOCJIe COOTBETCTBYIOIUIETO
ayOUTOPHOTO 3aHATUS (JIEKIUHU, MPAKTUYEeCKOro 3aHATHUS), YTO CIIOCOOCTBYET Ny4dLIeMy
YCBOEHUI0 MaTepuasa, IM03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTHL «IMPOOEIBI» B
3HAQHHUSX, CUCTeMaTU3WPOBaTh pPaHee MPOMOEeHHbIM MaTepral, Ha ero OCHOBE IIPUCTYIIUTh



K OBJIaJIeHUIO HOBLIMU 3HAHUSMU M HaBHIKAMU.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYETaHUU
HECKOJbKUX BUIOB Y4eOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUM M NPAKTHUUECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT OnpeneieHHO CIeln(pUuKO.

15.2. IToaroToBKa K JIEKLUSAM

3HAKOMCTBO C OUCLUIIIMHON ITPOUCXOOUT YXKe Ha MEepPBOM JEKIUH, TOe OT CTyIeHTa
TpebyeTcst He MPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM NEKIUN HeoOXOOUMO YUUTHBATL TOT (AKTOpP, YTO OOHU JEKIIUU
[AI0T OTBETH HA KOHKPETHBIE BOIIPOCH! TEMEI, APYTHE - JIULIb BHISABIAIOT B3aUMOCBSA3U
MeXIy SIBJIEHUSMH, IIOMOTas CTYOEHTY IMOHSATh T'IyOMHHBIE HPOIECCH pPa3BUTHUS
M3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHCcmekTUpoBaHUE JEKLUUU - CIO0XKHBIM BUI BY30BCKOU aymgUTOPHOM paboOTHI,
Ipeamnoaraloiui WHTEHCUBHYI YMCTBEHHYIO HOEeSTelIbHOCTh CTyoeHTa. KOHCIeKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3alMCcaHo caMoe CYIIeCTBEHHOE U CHEeNTaHO 3TO CaMuM
oOyuawmumcsa. He Hago cTpeMuThCs 3alucaTh [OCJIOBHO BCIO JIeKnuio. Takoe
«KOHCITEKTHPOBaHKE» MPUHOCUT OOJIbINE Bpema, YeM IMoib3kl. llemecoo6pa3Ho BHadase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaTaeMyI0 JIEKTOPOM, a 3aTeM 3almucarth ee. 2KenaTenbHO
3allMCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JUCTA UK OCTABNSAS IOJS, Ha KOTOPHX
03Hee, IPU CAMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CeNlaTh [OMOIHUTE IbHEIE
3aIKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIeKT NeKnuu aydine Ioapa3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B 0OOnbIION cTemeHu OymyT CcmocoOGCTBOBAThH BOMPOCH IjlaHaA JIEKIUH,
IpenoXkeHHbIe mpemonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [eTaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMHU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIPENETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, abOpeBUaTyp u
cuMBooB. OgHAKO MpH JanbHeuIel paboTe ¢ KOHCIIEKTOM CUMBOJIBL JIy4Ille 3aMEHUTh
OOBIYHBIMHU CJIOBaAMHU [IJis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BCceTrma He0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO YyUeOHUK, HO U TY
JIUTEPATypPy, KOTOPYIO MOIOTHUTEIFHO PEKOMEHIOoBaN JIeKTOP. IMeHHO TaKasl cepbe3Hasd,
KpomoTnuBasi paboTa C JNEKUMOHHBIM MaTepHalioM I03BONUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. [TogroToBKa K IpakTUYECKUM 3aHATUSAM

TmaTenbHOE MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMIEHHOr0 MaTepuasa (MaTepuana JeKIWi, MPakKTU4eCKUX 3aHATHH), a
3aTeM u3y4yeHus 0053aTeNbHOM U [IOMOITHUTEIbHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HONXKEH IMPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TeOpeTUYeCKHe BOIPOCH MPaKTUKyMa, €r0 BEICTYIJIEHUU U y4aCTUU B
KOJIJIEKTUBHOM OOCYXKIOEHMH BOMPOCOB M3y4yaeMOM TeMbl, MPAaBUIbHOM BHIIIOIHEHUU
IPaKTUYeCKUX 3aJaHui ¥ KOHTPOJBHBIX PadoT.

Heo0xomuMo MOHUMATh, YTO HEBO3MOXKHO BO BpeMsI ayOUTOPHBIX 3aHSATUN U3T0KUTh
BEeCh MaTepHajl M3-3a JUMHUTA aygUTOPHBIX YacCOB, U NPU U3YYEHUU OUCLUNIUHEI
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HEIOCTAaTOYHO KOHCIIEKTOB 3aHATHH. [I09TOMy caMOCTOsITeNbHasI padoTa ¢ yueOHUKaMH,
yueOHBIMHU MOCOOMSIMHU, HAY4YHOW, CIPABOYHOM NHUTEpPaTypol, MaTepuaaaMu
IepUOOUYeCKUX M3maHui u WHTepHeTa siBiasgeTcss Haubomee 3p(HEKTUBHEIM METOIOM
TIONTyYeHHsI NOMOTHUTETbHEIX 3HAHWH, TI03BOISIeT 3HAUYUTEIbHO aKTUBU3UPOBATh ITPOIECC
oBNajieHusT uH@oOpMaIuen, crnocodCcTByeT Goyee rIy00KOMY YCBOEHMIO HM3y4aeMOTO
MaTepuana, GOpMUPYeT y CTYOEeHTOB CBOE OTHOIIEHHWE K KOHKPETHOH IpobiemMe.

15.4. PekoMeHpmaluu 1o paboTe ¢ TUTEPaTypoOn

Pa6oTy c nuTepaTypoii Ilenecoobpa3Ho HayaTh C U3ydyeHUs oOuux paboT mo TeMe, a
TaKXe y4eOHUKOB M yuyeOHBIX mocobuii. [lanee peKOMeHOAyeTCs MepeuTu K aHalnusly
MOHOrpaduil U cTaTel, paCCMaTPUBAIOIINX OTAENbHEIE aCIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke opuIIMaTbHBIX MaTepUaaoB U HEOMYyOJIMKOBAHHBIX JOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue pPaboThl, AUCCEePTalliM), B KOTOPHIX MOTYT COAepXKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOU IPOOIIeMEI.

PaboTy ¢ uCTOYHMKaMHU HaJO0 HaYyWMHATh C O3HAKOMHUTENILHOTO UYTEHHS, T.e.
IIPOCMOTPETH TEKCT, BHIAENAS €er0 CTPYKTYPHbIEe eQUHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKkaMu OTMeYaloTCS Te CTPaHHUIb, KOTOphkle TPeOyioT 0ojiee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT Pe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCS
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MMOCTaBIeHHOU
3amauu TpebyeTcs u3ydyeHrUe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUS. Eciu B KHUTe HET IoApoOHOro OTjiaBlieHus, ClefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIEe U UMEeHHbIEe YKa3aTellu.

V36paHHbe (pparMeHTH WA BECb TEKCT (E€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHUBOI'0, HETOPOIIJIUBOTO UYTEHMHS C «MBICIIEHHOM ImpopaboTKOim»
MaTepuana. Takoe YTeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymMeHToB; 3) BeIBoOoB. Ocoboe BHUMaHUe cjaefyeT 00paTUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHaNIU3UpOBaTh, KakKue U3 yTBEPKAEHUU
aBTOpPa HOCST NpoOIeMaTUYHBIM, TUIOTETUUYECKUM XapaKTep M YJIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HaydUThCS BHIAENSATH T'JIaBHOE B TEKCTe, ylIaBIWBaTh
npoOjieMaTUYHLIM XapakKTep YTBEPXKIEHUU, NaBaTh OI[EHKY aBTOPCKOM MO3ULMHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAKOMUTCS C Pa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH ¥ [ieslaeT BHIBOJ 0 Haubomnbinel yoemuTeIbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEUYaTCS Pa3Hble TOUYKU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuchk. [Ipy HaTUYUM PACXOXKOEHUU MeXOy aBTOpaMu HeoOXOOWMO HaWUTHU
palyoHanbHOE 3€ePHO Yy KaXXOOTr0 M3 HUX, YTO MO3BOJIUT T'Iy0Ke YCBOUTH MpPEAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHMBATh U3ydaeMble BOIPOCH. 3HAKOMSCh C 0COOBIMU
IO3UIUSIMU aBTOPOB, HYKHO ONpPENeNATh UX CXO0XKUe CYyKOeHHUs, apT'yMEHTHI, BEIBOAHL, a
3aTeM CpPaBHMBATh UX MeXy co00M U MPUMEHSTh U3 HUX Ty, KoTopas Oojee ybeouTebHa.

CnepyomuM 3TarnoM paboTel ¢ MUTepPaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue
KOHCIIEKTOB, (PUKCHUPYIOIINX OCHOBHLIE TE3UCH W apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha
OTHENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM
M3y4aeMoro Kypca. [Ipyroi crmocob - 3TO BefleHNe TeEMAaTUYeCKUX TeTpafei-KOHCIIEKTOB
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II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro

XapakTepa menecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBIX TeTpPadsx. 3Mech BaxKHO

BCIIOMHHUTD, UYTO KOHCIIEKTHI ITUIIYTCS Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM

OIS UCIIPABJIEHUS U PEMApPOK MEXCTPOUYHBIM PACCTOSHUEM (3T IpaBuila coOII0Oa0TCs

st ynoOCTBa peflakTUpoBaHus). EC/IM B KOHCIIEKTaX IPUBOOSATCS IUTATHI, TO HEIIPEMEHHO

OONXHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne

CcTpaHulkl). BriocneacTBuu 3Ta nHGOPMAIMK MOXKeT OBITh UCII0/JIb30BaHa IPKU HAallMCAaHUHN

TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUIMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKIO0 B COOTBETCTBUY C OIpeieIeHHON y4eOHOH! 3aauel;

- 00001maTh MOTy4YEHHYIO0 HH(POPMALKIO, OLleHNBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHCbMEHHO,
OCHOBHYIO U[Iel0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThIe COODIIEHUS THUIIa NOKIIafa;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYANIbHO, B Iape, B IPYIIIE), B3aUMOAEUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMU U CIIPABOYHBIMU MaTepHalaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEMCTBHS CBOMX TOBAPHINEH, 00BEKTHBHO OI€HUBATh
CBOU [IEUCTBUS;

.- obpamaThCsa 3a IOMOIIbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPernofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJlbHOW AOTagKOH, CJIOBapsiMH
Pa3IHYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMyu B TEKCTe (KIII0UeBhIE
CJIOBa, CTPYKTypa TEKCTa, IpeaBapsioilas nHpopMalus 1 ap.);

- UCIIONb30BaTh MPU TOBOPEHUM U MHUCHMe Nepudpas, CHHOHMMUYHLIE CPEeNCTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIIUKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3LIBAHUS UJIK BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMHUKY, KeCTH (BOOOIIe X B Te€X CIydasix, KOrha S3bIKOBEIX CPENCTB He
XBaTaeT [JIg BhIPakKeHUS TeX UM MHBIX KOMMYHUKaTABHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXyTOYHOU aTTeCTALlUU
[Tpu noATrOTOBKE K IPOMEXKYTOYHOM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMATEJIbHO M3Y4YUTh NI€pPeYeHb BOIPOCOB U ONPENENuTh, B KaKUX UCTOYHHUKAX
HaXOOsATCSl CBeOeHUs, He0OXOOuMBbIe [Jid OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JINTEPATYPY;
- COCTaBUTh KpaTKNe KOHCIIEKTEl OTBETOB (IIJIaHEl OTBETOB).

16. MaTrepHaIbHO-TEXHHYECKOe 00eclieueHHe THCIHIITHHBI

Tab6mua 10
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoOBaHHE 000PYyI0BaHHS
/o ayIUTOPHH U Ta0OpaTOPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC
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AyouTopuu Oy IpOBeOeHuUs I'PYIINOBLIX 1
MPaKTAU4YEeCKUX 3aHATUUN

Aynuo-BUIE0 KOMILJIEKC

KOMIBIOTEPHEIN KJIACC

HepCOHaHBHBIe KOMITBIOTEPEL

AyouTopus [ KYpCOBOTO U TUIIJIOMHOT'O
[TPOEKTHUPOBAHUS

[lepcoHabHbIE KOMITBIOTEPHL

AyouTOpHS 71 CAaMOCTOSITEJIbHOM PabOoTHI

KOMHBIOTepHaH TEXHUKa

|01 B [ DN

YuTannLHBEIR 3471

[lepcoHaIbHEIE KOMIIBIOTEPEL
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