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1. O01IHe OI0ZKEeHHU ST

®oHp oueHoYHBEIX cpefcTB (O®OC) mo gUCHUNNIKHE HCIONbB3yeTCS B LEIAX
HOPMUPOBAHUS NPOLEAYPH OIeHWBAHUS KadyeCTBa IOATOTOBKU M OCYIIECTBISET
yCTaHOBJIEHNE COOTBETCTBUS YUEOHBIX NOCTHXKEHHU 3all/laHMPOBAHHBIM pe3yIbTaTaM
oOyueHusi u TpeboBaHUSIM 00pPaA30BaTEIbHOM ITPOTPAMMBI OUCLUIIINHEL.

[IpegMeTOM OLleHWBAHUSA SABIAKTCA 3HAHUSA, YMEHUS, HAaBBIKU M (UJIM) OIBIT
NesTeNbHOCTH, XapaKTepPHU3yllie 3Tankl (OPMUPOBAHUSI KOMIETEHIIUH § 00y4aromuxcs.

[Ipouienyphl OlleHUBaHUSA NMPUMEHSIOTCS B Ipoliecce 00y4eHUs Ha KaXXAOM 3Talle
dbopMupOBaHUS KOMIIETEHIIMH MMOCPEACTBOM OMNpENeNIeHus OIS OTHOEeIbHBIX COCTAaBHBIX
YacTeu OUCIUIIIAHL METON0B KOHTPOIS - OIIEHOYHBIX CPEACTB.

OCHOBHBIM MeXaHM3MOM OILIeHKY Ka4eCTBa IOATOTOBKY U (HOPMOM KOHTPOIS yueOHOM
paboTH CTY[EHTOB SBAAIOTCS TEKYIIWW KOHTPOIb YCIeBaEMOCTH U NPOMEXKYTOYHAas
atTtectanus. O0mue TpeboBaHUS K MpPOIlefypaM MPOBEIEHUS TEKYIIero KOHTPOJS U
IIPOMEXYTOYHOU aTTeCTalluy OIpefesseT BHYTPEHHUU JIOKaJbHBIM aKT YHUBEPCUTETA:
[TonoxeHue O TeKylleM KOHTPOJIE YCII€eBAaeMOCTH U NMPOMEXKYTOYHOU aTTeCTalluu
obOyyatomuxcs. [Ipu mpoBeleHUH TEKYIIEro KOHTPOJIS YCIIeBAEMOCTH M ITPOMEKYTOYHOU
aTTeCTalluy CTyIeHTOB ucrosuab3yercs @OC.

1.1.Ile1p ¥ 3agayM TEKYIero KOHTPOJisi CTYIEHTOB N0 JTUCHUIIINHE.

[lenp TeKyllero KOHTPOJS - CUCTeMaTH4yecCcKas IIPOBEpPKa CTEIeHU OCBOEHUS
IIpOrpaMMbl OUCHUINIUHB «OCHOBH 3aIUTH MHPOPMALUX B TEJIEKOMMYHHKALMOHHBIX
CHCTeMaXx», YPOBHS MOCTHXKEHUS IIJIaHUPYEMBIX Pe3y/IbTaToB 00y4eHuUs - 3HAHUM, YMEHUH,
HaBHIKOB, B XO[le €€ U3y4YeHUS NP MPOBEJEHUN 3aHATUN, TPEIYCMOTPEHHBEIX YUeOHBIM
IIJIAHOM.

3agayy TeKyIlero KOHTPOJIS:

1. oOHaApyXeHUe U yCTpaHeHKe TP06eioB B OCBOEHUY Y4eOHOM OUCIIUTIINHEL;

2. CBOEBpEMEHHOE BHIOJIHEHNE KOPPEKTUPYIOIIUX OEeUCTBUU [0 COAEPXKaAHUI U
opraHu3aluy mpolecca 00y4yeHus;

3. olpefenieHre UHANBHAOYaTbHOTO y4e0HOTO PEUTHHTa CTyIE€HTOB;

4. IOAr0TOBKA K MPOMEXYTOYHOU aTTeCTalluu.

B TeyeHue ceMecTpa NpU U3YUYEHUU AUCLUIIAHBEL peaju3yeTcsd TpagulluoOHHas
CHCTeMa II03TaIlHOTO OIeHMBAHMUS YPOBHS OCBOEHUA. 3a KaXK[bli BUJ Y4eOHBIX NelCTBUU
CTYOEHTHl II0JIy4aloT OLIEHKY .

1.2.1le1b ¥ 3a7a4Yi MPOMEKYTOYHOH aTTECTAllHH CTYIEHTOB IO JUCIHUIIIHHE.
Llenpr IPOMEXYTOUYHOU aTTeCTallMi - IPOBEPKa CTEleHU YCBOEHUS CTyOeHTaMH
yuyeOHOTO MaTepuayia, YPOBHS MOCTUXKEHUS ITaHUDPYEMBIX Pe3yJIbTaTOB OOYUYEHUS U
c(hOopMHUPOBaHHOCTH KOMIIETEHIINI Ha MOMEHT 3aBePIIEHUS U3y4eHUS OUCHUTIINHEL.
[TpoMexXyTOYHas aTTeCTalllsl IPOXOOUT B opMe 3adeTa.
3agayy NPOMeXyTOYHOU aTTeCTalluu:
1. ompeneneHue yPOBHSI OCBOEHUS yUeOHOM TUCITUIITUHEL;
2. omipefiefieHNEe YPOBHS [OCTUXEHWS INJaHUPYEMBIX pe3ylIbTaTOB 00ydYeHUS u
c(OpMUPOBAHHOCTH KOMIIETEHIINH;
3. COOTHEeCeHHe IJIaHUPYEMBIX Pe3y/IbTaTOB 00y4YeHHUS C MIaHUPYEMBIMU pe3ylibTaTaMu
0CBOeHUsT 00pa30BaTeIbHOM IIPOTPAaMMEI B PaMKaX U3YUYeHHON OUCIIUTIINHEL.



2. [lepeyeHb KOMIIETEHIIUH C YKa3aHHEM 3TAIOB HX ()OPMHPOBAHHS B MpoIiecce
OCBOEHHUS TUCIHUIITHHBI

2.1.IlepeuyeHb KOMIIETEHIIHH.
IIK-6 Cmoco0GeH olleHWBaTh TapaMeTphl 6€30MacHOCTH U 3aIUINATh TPOrPaMMHOE
oOecrieyeHue 1 CeTeBble YCTPOHCTBA affMUHUCTPHPYEMOM CETH C IIOMOIIBIO CIEI[HATbHEIX
CPEe[ICTB yIIpaBieHus 6€30MacHOCThIO

IIK-14 CmocobeH K agMUHHCTPHUPOBAHUIO CPENCTB o0ecreueHusT 6€30IaCHOCTH
yIaJIeHHOTO [OCTYTa (OmepaIMOHHEIX CUCTEM U CIEMaTN3UPOBAHHEIX IPOTOKOJIOB)

2.2.91ansl GOpMHPOBAHHS KOMIIETEHIIHH.

Tabnuia 1
Ko ITtan dopMHpPOBaHHSA Bun yueOHOM Tun
JI bopmup 1y ®opMa KOHTPOJIA
KOMIIeTeHITHH KOMIIeTeHIITHH padoThI KOHTPOJIS
. JIeKIIUY,
TeOpPeTUYeCcKui .
. CaMOCTOSITeJIbHAS TeKyIIuH cobecenoBaHue
(vHpOPMAITMOHHEIN)
pabota
IIpaKTUYeCKHe
s1abopaTopHELIE
IK-6, TTK-14 | (mabopatopsrre) )
[IPaKTUKO-OPHEHTHPOBAHHEIM 3aHATHS, TEeKyIIu# | JoMalllHee 3afjaHue
CaMOCTOSITeJIbHAS
pabota
. IPOMEXKY-
OII€HOYHBIN aTTecTalus u 3a4eT
TOYHBIN

[TpuMeHsieMble 00pa30BaTENIbHEIE TEXHOJIOTUY ONIPENEeNSIIOTCS BUIOM KOHTAaKTHOM
PaboTHI.

2.3.CooTBeTCTBHE pPa37e/I0B THCHUIUIHHBI ()OPMHUPYyEMbIM KOMIIETEHIIUSIM.
OramamMyu GOPMUPOBAHUS KOMIIETEHIIUM SBISIOTCS B3aMMOCBS3aHHAs JIOTHYecKas
IIOCJIeOBATEILHOCTh OCBOEHUS Pa3elioB (TeM) yueOHO! OUCIIUTIINHEL

Tabnuia 2
Ne Pa3gen (Tema) Kopgsbl
Copep:kaHue pa3aena (TeMbl) TUCIHIITHHbBI o
n/n TUCUMIIIHHBI KOMIIEeTEHIIUU
Kounemnuuu nHGOPMaLXMOHHON 0€30I1aCHOCTH.
Pasgern 1. OcHoOBHBIE yTpo3Hl HHGOpMaIuu. OCHOBHEIE )
1 BrefeHue HalpaBiieHus obecredeHnss HHGOPMaIMOHHON I1K-14
6e3omacHocTU. Knaccudukaims CpencTs,
MHXXEHEPHO-TEXHNYECKas 3alluTa.
Pa3Butue kpunrtorpadpuu. brounrle mWUQPHL.
Pazpgern 2. Anroputm DES. Craugapt IEEE 802.11. YrposH,
2 | CuMMeTpUUYHEIE CBs3aHHbIE C UCIOJIb30BaHWEM 6eCIIPOBOHBIX [1K-14
KPUIITOCUCTEMEL ceTeil.OCHOBHBIE CUCTEMEL 0JI0YHOTO ¥ IIOTOKOBOTO
mmgpoBaHusi. OCHOBH KPUNITOAHAIN3A.
Pa3zpen 3. OCHOBHI CUCTEM C OTKPBITHIM KJIFOUOM, aITOPUTM
3 | AccuMeTpuyHOE RSA. [TudpoBas noanuck. YnpapneHue KiI04aMu. [1K-14
mugppoBaHue [TpoBepKa NOAJIMHHOCTH.
OcHOBHEBIE TEPMUHEL U onpenenieHus. CKprlTas
4 Pazmen 4. repefada ¥ XpaHeHNe JaHHBX. TUIINYHBIE TIPUMEDHI K14
Creranorpadus cTterocucteM. Knaccudukauus 0CHOBHBIX METOL0B
aTakK Ha CTETOCHUCTEMHI.




Knaccudukaliys METOOOB UOeHTHPUKAIINY U
Pasmern 5 ayTeHTU(UKAINU. INEKTPOHHbIE KTI0Uu. CUCTEMEI
) aoM04YaCTOTHOM UJeHTUGUKAlMU. Mcronb30BaHue
5 | Texnomorum pan A (puxan [1K-14
MarHUATHBIX KapT ¥ MITPUX KOOoB. Micronb3oBaHme
ayTeHTU(UKAINT o
OuoMeTpuuyecKoi nHbopManuu. Mcrnonb3oBaHue
nmaponei. CpaBHEHNE PA3NIMYHBIX TEXHOJIOTUH.
9nementhl CKVY]I. Knaccudukanus
6 Pazmen 6. uaeHTUGUKATOPOB. OCHOBHEIE THUITHI K-6
CKY[I BUMIEOMCTOYHUKOB HH(popManuu. CTpyKTypa
11 (POBOY CHCTEMHI BUIEOHAOTIOMEHHUS.
Knaccugukanus KOMIbIOTEPHBIX CUCTEM. YTPO3EL
0e3omacHOCTY HHGOPMAIMK B KOMIILIOTEPHEIX
Paznmen 7. cucteMax. HecaHKIIMOHUPOBAaHHBIN JOCTYII K
7 BezomacHocCTh vH(opMaruu. ba3oBbiit TPUHIUI 00eCIIeYeHu s ITK-6
KOMITbIOTEPHBIX 6e3omacHocTH. [IpaBoBOE peryIupoBaHue B 0671acTH
CHCTEM rH(popMaImoHHOM 6e30MaCHOCTH. 3alIuTa
“HGOPMAIUY B CETSIX OT HECAHKIIMOHUPOBAHHOTO
OOCTYyTIA.
Pasmern 8 CeTeBas omepalnuoHHasa cucTema. [lonutuka
' 6e30macHOCTH. YIIpaBIeHNUE [IOCTYIIOM.
[Tpooemsr AyTeHTHUKANKS U aBTOpU3anusi. TpeboBaHUs
8 | 6e3omacHoCcTH y P - 1P ’ I1K-6
IIpenbsIBIsSEeMbIe K CETEBLIM OIEPAIlMOHHBIM
OTlepalliOHHBIX .
cucteMaM. OCHOBBEI HHPOPMAIIMOHHOM 6€3011aCHOCTH
CHCTEM .
onepannoHHX cucteM (Windows, UNIX).
Pazmen 9. Knaccugukanus KOMIbIOTEPHLIX BUPYCOB. [IpuMeps
9 | KoMmmbioTepHbIE KOMITbIOTEPHBIX BUPYCOB, IPU3HAKY 3apaxKeHus. IT1K-6
BHPYCHI Knaccudukanusi aHTUBUPYCOB.
Paszen 10 [1naHMpOBaHUE aHaIN3a CETEBOM 6€30MaCHOCTH.
AHATH3 ’ MHoroypoBHeBas 3alluTa. TUIL aHaIu3a
. 6e3omnacHocTu. CKAHUPOBAHUE YSI3BUMOCTEMN.
10 | uuaopmanoHHON . . [TK-6
[TpoTuBOmeNcTBUE NHPOPMAIIMOHHOM pa3BeiKe.
0e30IaCHOCTH CETH N
[TpoTBOmENCTBYE aTaKaM Ha OTKa3 B
IPEeONPUITHS
o0cnykuBaHUM. AHAIM3 CETEBOT0 TpadukKa.

3. OnucaHue MoOKa3aTeieH H KpuTeépHueB OITICeHHBAHUSA KOMl'[eTeHIII/Iﬁ Ha
Pa3/IN9YHBIX 3TallaX UX (l)OpMHpOB&HI’Iﬂ, OIIHCaHHEe IITKaJ/I OI€eHHBaHHUA

3.1.0nucaHue NMoKa3aTejieH ONeHHBAHHS KOMIETEHIHMH Ha Pa3IHYHBIX
3Tamax ux (pOpMHPOBAHHUSI.

Tab6mua 3
Kog
IToka3aTenu oneHUBaHHUSA
KoMIie- o OneHouYHbIE CPEICTBA
Epe— (MHOIUKaTOPHI MOCTHIKEHHUSI KOMIIETECHITHHN)




[1K-6.1 3HaeT apXUTEKTypy, IPOTOKOJIHI U 001IIHe
IPUHLIUIE (PYHKIIMOHUPOBAHUS allllapaTHLIX,
IIPOTPaMMHBIX ¥ IIPOrPaMMHO-aNIapaTHLIX CPEfCTB
aIMUHUCTPUPYEMOU CETH;

[TK-6.2 3HaeT OCHOBHEBIE IPUHIUIIEI, KDUIITOTpapuyecKue
IIPOTOKOJILL ¥ ITPOTPaMMHBIE CpefiCTBa 06ecreyeHust
nHbOpMalnroHHON 6e30IaCHOCTH CETEBHIX YCTPOUCTB;

TEOPETUYECKUM STAII:

KOHTPOJIbHO-U3MEPUTEIbHLIMY allllapaTHHIMU U
IIPOTPaMMHBLIMU CPECTBaMU;

[T1K-14.3 BnapeeT HaBEIKAM{ YCTAHOBKY OOIOTHUTEITBHBIX
IIPOTPAMMHBIX IIPOAYKTOB st 00eCreYeHust
0e30MaCHOCTH yIalIeHHOTO HOCTYIa U UX
IapaMeTpU3allns;

[TK-14.4 BnameeT HaBEIKaMU JOKYMEHTUPOBaHUE
HACTPOEK CpefcTB o0ecredeHus: 0€30IaCHOCTH
yIaJIeHHOTO0 fOCTYIa;

[1K-6.3 YMeeT nIpuMeHsTH IpOrpaMMHEIE, allllapaTHLIe U | cobeceioBaHue
[IpOorpaMMHO-alIapaTHEIE CPEACTRA 3ALLUTH CETEBLIX I[TPAKTHUKO-

[T1K-6 | yCTpOUCTB OT HECAHKIIMOHUPOBAHHOTO JOCTYIIa; OPUEHTUPOBAHHBIN STAII:
ITK-6.4 TTomb30BaThCd HOPMATUBHO-TEXHUYECKON IOoMalllHee 3afaHue
NOKyMeHTanuel B 0671acTe o0ecreyeHnst OLIEHOYHBIY OTAIL: BOITPOCHI
nHDOPMALMOHHON 6e30MMacHOCTH K 3a4ery
MH()OKOMMYHUKALIMOHHBEIX CUCTEM;

[TK-6.5 BnapgeeT HaBHIKaMU ¥ CPECTBaMU yCTaHOBKU U
yIpaB/eHUs Crenuaau3upoBaHHEIMU IPOTPaMMHBIMU
CpenCcTBaMU 3alllUThl CETEBLIX YCTPOUCTB
aJIMUHUCTPUPYEMOU CETU OT HECAHKIIMOHNPOBAHHOT O
LOCTYIIa;
[1K-14.1 3naeT oO0IIye TPUHUUNE GYHKIIMOHUPOBAHUS U
apXUTEKTYpy allapaTHHIX, IPOrPaMMHBIX ¥ IIPOrPaMMHO-
annapaTHBIX CPeACTB afMUHUCTPUPYEMOU CETH;
[TpOTOKOIE KaHAJILHOTO, CETEBOI'0, TPAHCIIOPTHOTO 1
IIPUKJIaAHOTO YPOBHEU MOOENN B3aUMOMEHCTBUS
OTKPHITBIX CUCTEM;
[1K-14.2 YMeeT nogKmI04aTh U HaCTPauBaTh TEOPETUYECKUWU ITAII:
COBpeMeHHEIe cpeficTBa obecrieyeHrs 6€30IaCHOCTH cobeceqoBaHue
yIameHHOTO OOCTYyIa (omnepanioHHbIX CUCTEM U ITPAKTHUKO-
[1K-14 | cienanu3upoBaHHLIX IPOTOKOJIOB); paboTaTh C OPUEHTUPOBAHHLIN STAII:

[OMaIIHee 3a/laHue
OLEHOYHBIN STAII: BonpoCH
K 3a4eTy

3.2.CTaHJapTHBIE KPUTEPHH OLleHUBAHHSI.
Kputepuu paspaboransl ¢ yuetoM TpeboBanuit ®I'OC BO K KOHEYHBIM pe3yabTaTaM
o0ydeHus U CO30A0T OCHOBY AJIS BHISIBJIEHUS YPOBHS C(HOPMUPOBAHHOCTY KOMIIETEHILIAMN:
MUHHAMaJIbHOT0, 6230BOT0 UJIX BEICOKOTO.

KpuTepuu onieHKH YCTHOT'O OTBETa B X0/ie CO0eCeT0OBaHMSsI:

- IOTHKA NPH M3JI0KEHUU COJepXkKaHUS OTBETA HA BONPOC, BHISIBIEHHBIE 3HAHUSI
COOTBETCTBYIOT 00bEMY U TTTyOMHE WX PACKPHITHS B UCTOYHUKE;

- WCIIOJIb30BaHME HayYHOU TEPMHUHOJIOTUY B KOHTEKCTE OTBETA;

- 00BsICHEHNE TPUYMHHO-CIIEICTBEHHBIX ¥ (PYHKI[MOHATBHBIX CBSI3EH;

- YMeHUEe OIIeHWBATh HOEUCTBUS CYOBEKTOB COIIMANIbHOM XKU3HU, (OPMyIMpPOBATH
cOOCTBEHHbIE CYyXKAEHUS ¥ apTYMEHTHI TI0 OIIPEie/IeHHHIM TPobieMaM;

- 3MOIIMOHabHOe 00TaTCTBO peyu, 00pa3HOe U IPKOE BhIpaKeHUe MBICTIEN.

KpuTepHuu OlleHKH OTBeTa 3a 3aYerT:




IIns1 3a4eTa B YCTHOM BUfIe YIIOTPEeOMMEBI KPUTEPUH OLIEHKH YCTHOT'O OTBETA B X0OfIe
cobecemoBaHus (CM. BERIIIIE)

KpHuTepHHu OLleHKH JIa00paTOPHOH PadOTHI:
BrimonHeHue nabopaTopHO# paboThl (IIOATOTOBIEHHOCTh K BHIIOJTHEHHIO, OCO3HAHUE
e paboThl, METONOB COOMPAHMS CXEMHI, TPOBEleHNe U3MePeHU U GUKCUPOBAaHUS UX
Pe3yNbTaTOB, IIPUIEKaHNE, CAMOCTOSITEIbBHOCTD BHITIOJTHEHUSI, HaJTU4YHe U ITPaBUITbHOCTD
opopmneHust He0OXOMMMBIX MaTEePHUAJIOB [IJIS TPOBeNeHus PaboTh - cXeMa COeTUHEHUH,
TAaOIUITEI 3aIIUCeN U T.II1.);
Odopmnenue otuyeta mno nabopaTopHo¥ paboTe (aKKypaTHOCTh OQopMIeHUS
pe3yNnbTaTOB M3MEPEHUM, MPABUIbHOCTh BHIYMCIIEHWM, MPABUIIBHOCTDL BHITOTHEHUS
rpa¢¥KOB, BEKTOPHEIX AuarpamMm 4 Op.) ;
[TpaBUIBHOCTL ¥ CAMOCTOSITENTBHOCTH BHIOOPaA (GOPMYII AJIST PaCUETOB IPU 0HOPMIIEHUHU
pPe3yIbTaTOB PabOTH;
[TpaBUITBHOCTE TIOCTPOEHUS IPaduKoB, yMeHNE 00BICHUTD UX XapaKTep;
[TpaBUTBHOCTDL IMTOCTPOEHUS BEKTOPHBIX AMArpaMM, YMeHHe UX CTPOUTh U IMOHUMaHUE
TOTO, YTO OHHU 3HAYaT;
OTBeTH Ha KOHTPOJIBHEIE BOIIPOCH! K 1abopaTopHOM pabdore.

OOuIMe KPUTEPHUH OLEHKH Pa0OTHI CTYyJEHTa Ha NPAaKTHYEeCKHX 3aHATHAX:
OTnU4YHO - aKTHUBHOE y4yacTue B 00CyXpaeHUU mpoOIeM KaxXOoro ceMHUHapa,
CaMOCTOSATENIbHOCTh OTBETOB, CBOOOOHOE BIafleHHWEe MaTepHajoM, IOJHBE u
apryMeHTUPOBAHHLEIE OTBETH HA BOMPOCH CEMHHApPA, Y4acTHe B MUCKYCCUSX, TBEPHOE
3HaHUe JIEKIMOHHOTO MaTepuana, 00s13aTeIbHOM M PeKOMEH0BAaHHOM JOTIOTHUTEIbHON
JIUTEPATYPHI, PETyJspHas MOCeIaeMOCTh 3aHATUH.

Xopouio - HeOOCTAaTOYHO IIOJTHOE pAaCKPBITHE HEKOTOPHX BOIPOCOB TEMHI,
He3HaUYUTeNIbHEE OUIMOKM B (GOPMYJIMPOBKE KATEropwil U MOHSITUN, MeHbINas
aKTUBHOCTh Ha CeMHHapaX, HellOJTHOe 3HaHKe [OMOTHUTENIbHON TUTEePaTyPhl, XOpoIIas
IIOCEIaeMOCThIO

YOOBNEeTBOPUTENBHO - OTBETH OTpaxkalT B IeJIOM IOHMMaHHEe TeMBl, 3HaHUE
COMlepKaHUsT OCHOBHBLIX KaTeTOPUM U MOHSITHUM, 3HAKOMCTBO C JIEKITMOHHBIM MaTepHUajioM
¥ PeKOMEHJI0BaHHOM OCHOBHOM TMTEPATypPOU, HelOCTaTOYHAasA aKTUBHOCTh Ha 3aHATHUAX,
OCTaBJIAIONIAs XKeJlaTh JIyYIlIero MoCelaeMOoCTb.

HeynoBreTBOPUTENBHO - TACCUBHOCTh HA CEMUHApaX, YacTasi HETOTOBHOCTD IIPX OTBETaX
Ha BOIIPOCHI, IIJIoXas MOCEN[aeMOCTh, OTCYTCTBHME KadeCTB, YKa3aHHHIX BHIIIE OIS
mony4deHus 00jiee BHICOKUX OLIEHOK.

[Topsimok MpUMEeHEHUST KpUTEPHEB OIIeHKHM KOHKPETU3UPOBaH HUXKe, B pa3fmene 4,

CoIepzXKallleM OLIEHOYHBIE CPEOCTBA OJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTHA U [OJIsA
IIpOBEOEHUA npome}KyTquoﬁ dTTeCTalluu CTYOEHTOB II0 OaHHOHU OUCIUIIINHE.

3.3.0nucanue mIKaJ OlleHUuBaHHUS.

B mpotiecce olleHUBaHUS Pe3yIbTaTOB 00yUeHUST U KOMIIETEHITUN Ha Pa3/IMYHBIX
3Tamnax ux GOPMUPOBAHUS IIPU OCBOEHUH TUCIUTIIMHEI [IJIST BCEX ITEPEeUYHCIIEHHLIX BhIIIE
OLIEHOYHBIX CPEICTB UCITOIb3YETCS ITKajla OlleHUBaHUS, IpUBENeHHas B TaOnuIle .

[uxoToMu4ecKas IIKana OlleHUBaHUS UCIIONb3YETCS IIPY MPOBEAEHUN TEKYIIET0
KOHTPOJIS YCIIEBaeMOCTH CTYIEHTOB: IIPY IIPOBeNeHnu cobeceloBaHus, IIPU IIpUeMe 3CCe,
pedepara, a TakKe MOKET OHITh UCIIOIb30BaHa B ILIeJIsIX MPOBEOeHUS TaKou (POPMEI



IIPOMEKYTOYHOHM aTTeCTallMy, KakK 3a4eT (IIKajia MPUBOTUTCS [JISI BCeX OIIEHOYHEIX
CPenCTB u3 TabGIHIH 3.

Tab6nuia 4
. | OueHka
OneHkKa 3HAaHHH, .
IToxka3arenu Onucanue B COOTBETCTBHH YMEHHH, THXOTOMH
OLleHMBaHUS C KPUTEPHUSIMH OLleHUBaHUS HaBBIKOB qecKoli
U ONbITa
mKaje
. eMOHCTpUPYET MOTHOE IOHUMaHue
BHICOKUY YPOBEHD «04eHb BBICOKaS»,
npobiemel. TpeOoBaHUS 110 BCEM «3a4YTEHO»
OCBOEHHUS «BBICOKas»
KPUTEPHUSIM BBIIIOTHEHHI
«OOCTATOYHO
. [leMOHCTPUPYET 3HAUUTEILHOE
Ba30BhI YpPOBEHD BBICOKasi», «BBIIIE
moHMMaHue npobneMsl. TpeboBaHus . «3a4TEHO»
OCBOEHHUS cpemHen»,
10 BCEM KPUTEPUSM BHITIOJTHEHEI
«ba30Basi»
MAHAMATBHEL IeMOHCTPUPYET YaCTUYHOE «CpemHSsA», «<HUKE
moHMMaHue mpobneMsl. TpeboBaHus CpefmHen»,
YPOBEHb «3a4TEHO»
OCBOCHIS 10 OOJIBIIIMHCTBY KPUTEPHUEB «HU3Kas»,
BBITIOJTHEHHI «MUHUMabHasI»
HenocTaToq i IeMoHCTpUPYeET HEOOIIIOE
MmoHMMaHue npobneMbl. TpeboBaHUST | «OUYeHb HU3KAS»,
YPOBEHb «HEe3aYTeHO»
OCBOCHIS II0 MHOTUM KPUTEPHUSIM He «IIPUMUTHUBHAS»
BBITIOJTHEHHI

4, TunoBbIe KOHTPOJILHBLIE 3aJaHUs, HHbIe MaTepHa/Ibl, HEOOXOMUMBIE [Isi
OIleHKH 3HAaHHH, YMEHHH, HABLIKOB U (MJIM) ONBITA IeATeILHOCTH,
XapaKTepHU3YIIIUX 3Tanbl GOPMHPOBAHUS KOMIIETEHIIHH B MPOIIeCCe OCBOEHHSI
o0pa3oBaTeILHOH MPOrPaMMBbI

4.1.01eHOYHbIE CPEeICTBAa MPOMEKYTOYHOH aTTeCTAIlHH
O11eHOYHBIE CPECTBa MPOMEXYTOYHOM aTTeCTalluy 110 OUCLUIININHE IIPECTaBIeHH B

[Tpunoxenuu 1.

4.2.®opMHpPOBaHHE TECTOBOTO 3alaHUS MPOMEKYTOUYHOH aTTeCTallHH
ArtecTranmus Nel
B sk3aMeHalMOHHOM OuIeTe MPUCYTCTBYEeT 2 BOINpOCa TEOPEeTHYECKOU
HaNpaBJIeHHOCTU. TeopeTHYeCKre BONPOCH I[O3BOJISIOT OLEHUTh YPOBEHb 3HAHUU U
YaCTUYHO - YMEHUN.
[IpuMepHBIM NepedYeHb 3aJaHUM, BEIHOCUMBEIX Ha IPOMEXYTOYHYI0 aTTeCTaluio,
pa3peleHHBIX Y4eOHBIX U HATJSIOHBIX MOCOOMi, CPECTB MaTepHaIbHO-TEXHUYECKOTO

obeclieuyeHuny :

Ilo Bompocy 1, komnerennuu I1K-14
1 OcHoBHBIE HampaBlieHus obecrevyeHuss HHPOPMaIMOHHOM 6e30MaCHOCTH

S U1 W

Knaccudukanus cpencTs, UHKEHEPHO-TeXHUUECKas 3allluTa.

3amurTa nHGOPMaIUU B CETAX OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
[TpOTOKOIE 3alTUTH HHGOPMALKUK B OECIIPOBOIHEIX JTOKAIBHEIX ceTsx: WEP,
OCHOBBI KpUIITOAHAIU3A.

[TnanupoBaHue aHamM3a CeTeBOM 6€30MaCHOCTH



7 Knaccudpukauus KOMIBIOTEPHBIX BUPYCOB

8 Anroputm DES.

9 Kiaccudukainusa CpefcTs, HHAKEHEPHO-TeXHUYeCKas 3allluTa.

10 OcHOBHBIE YTPO3HI HHPOPMAIUH.

11 TIpoToKOMIEI 3aMKUTH HHDOPMAIMH B OECIIPOBOMHEIX JIOKAIbHHEIX ceTsax: WEP.
12 PerymnsaTopsl, uccienoBanue UHGOPMaLXOHHEIX PECYPCOB Ha NpeaMeT Hapyuerus O3
13 Lludporas NOANUCE.

14 Ctexk nportokonos Easy VPN

15 ATaka 4eJ0BeK II0 CEpPeInHE.

16 OcHOBHBIE TEPMUHEL U OIIpefe/IeHUsT BUPTYa/IbHBEIX YaCTHHIX ceTerd VPN.

17 Vrposs Ge3onacHOCTH MHGOPMAIMY B KOMIIBIOTEPHBIX CUCTEMAX.

18 PaspaboTKa 3aIuieHHbIX Mpuioxkenui, debug, ommbku Koma.

19 OcHOBHBIE TEPMUHEL U ONIPEe/IeHUsI BUPTYaIbHbIX YaCTHHIX ceTer VPN.

20 AHamu3 ceTeBoro tpadrka

21 Tunwl aHanu3a 6e30I1aCHOCTH.

22 Vrpo3sl 6e30macHOCTY HHPOPMaIMy B KOMIBLIOTEPHBEIX CUCTEMAaX.

23 IIpoBepKa MOOIUHHOCTH

24 Cranpapt IEEE 802.11.

25 Pa3paboTKa 3aluIleHHbX Tpuioxkenui, debug, omubku Kofaa.

26 TIpoTokombl 3amuTH WHPOPMALUY B OECIIPOBOAHEIX JIOKANBHEIX CeTsax: WPA-2

HecaHKIIMOHUPOBAHHLIN OOCTYT K HH(opMaluu. 5a3oBeii TPUHIUI 00ecredyeHus
0€e30IIaCHOCTH.

28 [lpumepsl KOMIIBIOTEPHBIX BUPYCOB, IPU3HAKM 3apaxKeHus.
29 TIpoTuBomercTBE HHGOPMAIIMOHHON pa3BedkKe.
30 OCHOBHEIE CHCTEMHI OJIOYHOTO U MTOTOKOBOTO HTU()POBAHUS.

ITo Bompocy 2, komnerennuu ITK-6
1 Anroput™m DES.
Crek npoTtokonoB IPSEC
OcHOBHEBIE YI'PO3HI HH(DOPMALIHH.
Konnenuuu napopMaoHHON 6€30I1acHOCTH.
Yrpo3H, CBA3aHHLIE C UCIOIb30BaHUEM 0ECIIPOBOOHEIX CETEN.
YupaBnenue Kiao4yaMu.
3amuTa UHGOPMALKUU B CETSIX OT HECAHKIIMOHUPOBAHHOTO AOCTYIIA.
OCHOBEI KpUIITOAHATIK3aA.
9 Konnenuuu nHGOPMaUUOHHON 0€30IIaCcHOCTH.
10 Yrpo3thl, CcBsI3aHHEBIE C KCIIOIh30BaHHEM OeCIIPOBOIHEIX CETEH.,
11 IInarwpoBaHKe aHAIKU3a CETEBOM 0e30MaCHOCTH
12 OcHoBHEBIE HampaBlieHus obecnevyeHuss HHPOPMaIMOHHOM 6e30MMaCHOCTH
13 Cuudeps Tpaduka
14 Pa3Butue Kpunrtorpaduu.
15 TIpoTOKOMIEI 3aMKTH HHDOPMAIMH B OECIIPOBOMHBIX JIOKATBHAIX ceTsax: WPA
16 Knaccudukanms KOMIbIOTEPHBIX CUCTEM.
17 PasButue kpuntorpadpumu.
18 CHudepn Tpaduxa
19 [IpodunupoBanue, HaCTPOMKa ayTeHTU(DUKAIUH.
20 Crek npotokoios Easy VPN
21 Iludposas DOOIUCE.
22 TlpoTuBOfeNCTBUE aTaKaM Ha OTKa3 B 00C/IyKMBaHUMU.
23 AHamu3 ceTeBoro tpaduka

O IO Ul Wi



24 TlpodunupoBaHue, HACTPOWKa ayTeHTU(UKALINH.
25 OCHOBHEBIE CUCTEMEI OJIOYHOTO U IIOTOKOBOTO LIM(POBAHUS.
26 OCHOBEHI CUCTEM C OTKPBITHIM KJIFOUOM, airOpuT™M RSA.

27 TlpaBoBoe perynupoBaHue B 00671acTi HHGOPMAIMOHHOM 6€30I1aCHOCTH.

28 bmouHble MUQPHL.

29 Krnaccudukalys aHTUBADPYCOB.

30 CkaHUpOBaHUE YA3BUMOCTEN.
[IpemcTaBIeHHBIN MO0 KaXXOOMY BOIPOCY IepedyeHb 3afdaHUU sIBNIseTcsS pabouei
MOJIEJIbIO IS TeHePUPOBaHUS 9K3aMeHallMOHHBIX OUIIETOB.

4.3.Pa3BepHYTLIe KPHTEPHH BBICTAaBJICHHSA OII€EHKH

Tab6muia 5
Tun IToka3aTenn OIEeHKH
BOIIpOCa 5 4 3 2
TeMa TeMa TeMa OCBellleHa | OTBETH Ha
Pa3HOCTOPOHHE Pa3HOCTOPOHHE |IIOBEPXHOCTHO, |BOIpOC OujIeTa
IIpOaHaIM3KMPOBaHa, | PACKPHITA, OTBET | OTBET MOJIHbLIM, | IPAaKTUYECKU HE
OTBET IIOJIHEIY, IIOJIHBIH, momyiieHo 6osee | GaHHI
o1r00K HET, OOMYIIEeHO He 2 omuooK,
TeopeTn- IIPEII0KEHEI 6osnee 1 omuOKH,| 000CHOBAHHBIX
JECKIE 000CHOBaHHEIE IPEenI0XKEeHEI apryMeHTOB He
BOIIPOCEL apTyMEeHTHI U 000CHOBaHHBEIE | IPENJIOKEHO
IIPUBEIEHHI apryMEeHTHI U
IIPHMEPHI IIPUBENEHHI
3 PEeKTUBHOCTHU IIPUMEPHL
aHaJIOTUYHBIX 3(pperTUBHOCTHU
pelleHni aHAJIOTUYHBIX
pelieHni
3ajada pelleHa 0e3 | 3aflaya pellleHa |3afaya pellleHa C|3agada He
omn00K, CTyoeHT |0e3 ommboK, HO |OgHOM OmKOKOM, | pelleHa UiIu
TpaxTa- MOXKEeT JaTh BCe CTYHEHT He IIpY OTBETE Ha | pellleHa C OByMs
Y6CKIE Heo0XOIUMEbIe MOXKET IOSICHUTB| BOIIpocC omubKka |u Oosee
BOTPOCEL TIOSICHEHUS K XO[I PellleHus U | 3aMedeHa U omrnOKaMu,
pelleHuto, COenaTh |CoenaTth UCIIpaB/ieHa MOSICHEHUS K
BBLIBOJTBI HeOOXOOMMEIE | CAMOCTOSITEJIBHO |XOMY PelleHus
BBIBOJIBI HeIOCTATOYHHI
OTBETHI TaHHI HA BCE | OTBETHI MAHHBI HA | OTBETH Ha OTBETH Ha
[omonHu- | BOIPOCH, ITIOKa3aH | BCE BOIIPOCHI, IOIIOTHUTEIbHEIE | [IOIIOTHUTEIbHbIE
TeJIbHbIE TBOPYECKUH IOIXON | TBOPUECKUM BOIIPOCHI BOIIPOCHI
BOIIPOCEL IIOOXO[ ommO0YHH (2 M | IPaKTUYECKHU
OTCYTCTBYET 6onee omubOOK) | OTCYTCTBYIOT
YposeHsb . . . He[ocTa-
BLICOKHU M 0a30BLIi MUHUMAaJIbHBIN .
OCBOEHHSA TOUHBIN

,]:[J'ISI IMOJIy4€HU A OOEHKHU «3a4YTEeHO» CTYOEHT OOJIZKEH IIOKAa3aTh YPOBEHL OCBOECHUA
BCEX KOMIIETEHIINH, IIpenyCMOTPEHHEIX HpOl"p&MMOfI OAHHOU OUMCIUIINHE, He HUXKE
MHWHHUMAJIBHOTIO.

4.4. KoMIUIEKT 3K3aMeHallHOHHBIX OHJ/ICTOB
KoMneKkT 9K3aMeHallMOHHBIX OMJIETOB €3KEeroffHO 0OHOBINIETCS U GOPMUPYETCS
mepen 3a4eToM.



Pa3BepHYyTHEe KPUTEPUHU BLICTABIICHUS OIIEHKH 3a 3a4eT ColepKaTcs B Tabnuie 5.

5. MeToguuecKHe MaTepHaIbI, ONpe/ie/Isolne Ipole ypbl OIleHHBAHUS 3HAHUH,
YMEeHHH, HABLIKOB M/H/IH ONBITA TesATeIbHOCTH, XapaKTePHU3YIOIIHX ITaIlbI
¢dopMupOBaHUSA KOMIETEHIIHH

5.1.MeToguuyecKkue MaTepHasIbl JJIsi TEKylIero KOHTPOJISI yCIIeBaeMOCTH
Texymuii KOHTPOJIb IIpefyCcMaTpUBaeT CUCTEMaTU4YeCKOe OLleHWBaHUE IIpolecca
00y4yeHHUsI, C y4eTOM HeoOXoguMOCTH obOecledyeHUS NOCTUXKEHHUS 00ydaroIuMHUCS

MJIaHUPYEMBIX PEe3y/IbTaTOB OOYYEHHUS IO AUCHUIIIKAHE (YPOBHA CHOPMUPOBAHHOCTHU

3HAHUW, YMEeHUW, HAaBEIKOB, KOMIIETEHIIN), @ TaKXKe CTEeIIeH! TOTOBHOCTH 00yYaloIIUXCs K

npodeccuoHaNbHOU AesTenbHOCTH. CUCTeMa TEKyIero KOHTPOJS yCIeBaeMOCTH U

IIPOMEXYTOYHOM aTTeCTalluy CTy[IeHTOB IIPeyCMaTPUBaeT pPellleHre CIeAyIIuX 3afady:

- OIleHKAa KayecTBa OCBOEHHS CTyJAeHTaMH OCHOBHOU Ipo¢deCCHUOHaAIbHOU
00pa30BaTeIbHOM TPOTPaMMBI;

- aTTecTalus CTYZEeHTOB Ha COOTBETCTBUE UX IIEPCOHAJIbHBIX JOCTUXKEHUU IO3TAIlHBIM
TpebOBaHUSM COOTBETCTBYIOIEN OCHOBHOM MpodecCcruoHaNbHOM 00pa3oBaTeIbHOU
IIPOrPaMMEI;

- ImoaJepxkKaHue MOCTOSTHHOM 00paTHOM CBS3M U NMPUHSATHE ONTHMAJbHBIX PEIIeHUuW B
yIpaBlIeHUU KauyeCTBOM O0Oy4eHUsS CTYOEeHTOB Ha YpOBHe IpelofaBaTens, Kapeapsl,
(haKynbTeTa U YHUBEPCUTETA.

B Hauvane y4eOHOT0 M3y4YeHUS OUCIUIIIMHBL MPENofaBaTelb IPOBOAUT BXOMHOMU
KOHTPOJIb 3HAHUM CTY[IeHTOB, TPUOOPETEHHLIX Ha MTPEAIIeCTBYIONIEM 3Tare 00yYeHUsI.

3amaHus, peaiu3yeMble TOJIHKO IIPH MPOBEeIeHHH TEKYIIero KOHTPOJIsI

CoOecemoBaHHe - 3TO CPEACTBO KOHTPOJIS, OPTaHM30BaHHOE KaK CIenuabHas
Oecema mpemogaBaTesisi CO CTYIeHTOM Ha TEMBI, CBSI3aHHEIE C U3y4aeMOU JUCHUIIIUHON, U
paccYMTaHHOE Ha BHISIBIIEHHE 00beMa 3HAHWH CTyOeHTa IO ONpeaeIeHHOMY pasmdeny,
TeMme, mpobieMe U T.I., COOTBETCTBYIOIIUX OCBOEHUI0O KOMIIETEHITUH, ITPEOyCMOTPEHHBIX
paboyeii MPOrpaMMON TUCIIHAIIIMHEL

ITpo6GmemMaTHKa, BEIHOCHMAs Ha cobecemoBaHKe, OIMpeesseTcs IperofaBaTeeM B
3aJaHUSX OIS CAMOCTOSTeJIbHOM pabOTH CTYOEeHTa, a TaKXe Ha CEeMUHAPCKUX U
IPaKTUYECKUX 3aHATUSX. B xome cobecemoBaHus CTYOEHT MONIXKEH YMETh 0OCYIHUTH C
mpernogaBaTejieM COOTBETCTBYIOIIYI0 MPoOIeMaTHKy Ha YPOBHE OHAJiora M IOKa3aTh
YCTaHOB JIEHHBI YPOBEHD BIIafIeHUST KOMIIETEHITUSIMH.

5.2.MeTomu4ecKHe MaTepHa/IbI [JIsi MIPOMEXKYTOYHOH aTTeCTallu|

®opMa TPOMEKYTOYHOM aTTECTALMY 10 AUCIUIIIINHE - 3a4eT

®opMa npoBeOeHNA 3a4eTa: YCTHaAsS

[Tpu OATOTOBKE K OTBETY Ha 3a4eTe CTy[AeHT, Kak IIpaBUJI0, BeJeT 3aluCH B JINCTE
YCTHOT'0 OTBeTa, KOTOPHIX 3aTeM (10 OKOHYAHUU 3a4eTa) COAaeTCs 9K3aMeHaTopy.

OK3aMeHaTOpy IPefoCTaBIseTCd IPaBo 3agaBaTh 00y4alomKUMCS OTIOIHUTEIbHEIE
BOIIPOCHL B paMKax IPOrpaMMEbI JUCIUIIIMHEL TEKYIIEro CEMeCTpa, a TakXkKe, IOMUMO
TeOpPeTUYECKNX BOIIPOCOB, laBaTh 3aflay¥l, KOTOpPhIE N3y4YalNCh Ha MPAKTUUYECKUAX
3aHATUAX.

OCHOBOY [J1g OTIpefeieHus OIEeHKHU CIIyKUT YPOBEHb YCBOEHUS CTyAEHTaMU
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MaTepuana, IPegyCMOTPeHHOro pabouel MporpaMMoi TUCIUIIINHEL. 3HAHUS, YMEHUS,
HaBBIKY U (MJIM) OMBIT AeSATEIbHOCTH, XapaKTEPU3YIOIIe 3Tanbl GOPMUPOBAHUS
KOMIIETEHIINM V¥ 00y4aloUIuXCsl, OMPeIesaioTCS OIleHKaMU «OTJIMYHO», «XOPOIIIO0»,
«y[OBJIETBOPUTEJIbHO», «HEYAOBIETBOPUTEILHO» UJIA «3aUYTEHO», «HE3a4YTEeHO.

Bri6op hopMbI OlleHUBAHUS OIpeeisieTcs e/lsiMKA U 3ajadaMu o0yueHus. B uucne
IPHMeEHSeMBIX (OpPM OlleHMBaHUS BHIENSAIOT MHTErPajbHYI0 U ouddepeHInpyeMyo
OIIEHKY, a TakKXKe caMOaHa/liu3 U CaMOKOHTPOJIb CTyfeHTa. ICTOYHUKYN HH(POPMAIIUH,
KOTOpPBIE UCIIOJIb3YIOTCS IIPY MPUMEHEHUH Pa3HBIX (POPM OIleHUBaHUSA:

- paboTe 00y4alONIUXCS: MOMAalllHKe 3afaHus, Ipe3eHTalli, OTUETHl, THEeBHUKH, 3CCe U
T.IL.;

- pe3ynbTaThl UHAUBUAYAIbHOU U COBMECTHOU [eATeJIbHOCTHA CTYAEHTOB B IIpoliecce
o0y4eHus;

- Pe3yIbTaThl BHITOTHEHUS KOHTPOIbHLIX Pab0T, TECTOB;

- Opyrye UCTOYHUKU UHGOPMALNH.

st TOTO 4TOOHR OIIEHKA BBITIONIHSIA Te GYHKINK, KOTOPEIE Ha Hee BO3JI0KEHH! KaK Ha
XapaKTePUCTHUKY 3TANoB (GOPMUPOBAHMS KOMIIETEHINH Y 00yJaloIuXcsi, HE00X0IUMO
cobmoeHne cnenyouux 0a30BhIX MPUHITUIIOB OLIEHUBAHUS:
- HEMPEePHIBHOCTH IPOIIecca OIleHHBaHUSI;
. OLIEHWBAHME MOJIKHO OBITh KPUTEPHAJIbHLIM, OCHOBAHHEIM Ha IeJISIX 00y4eHus;
- KPUTEPHUHU BHICTABJIEHUS OIIEHKM M aJTOPUTM €€ BLICTABJIECHHUS MOJIXKHE OBITh 3apaHee

MU3BECTHHI;

- BKJTIOYEHUE 00y4alomuXCsi B KOHTPOIbHO-0LIEHOYHYIO eI TeIbHOCTb.

KoHeuHbIN pe3ynbTaTt O6yquI/I5{ (C TOYKH 3PEHUSA COOTBETCTBUA €TI0 3asABIIEHHBIM
I.[GJIHM) B BEICOKOM CTEIIeHHU ornpegensdaeTcd H&60p0M KpUTEepPUaJIbHBIX IIOKa3aTenen,
KOTOPEI€ UCIIOJIB3YIOTCA B IIPOIIECCe OIIEHKH.

CTy'JIeHTy, HCIIONIB3YIOIIEMY B XO0[0€ 3a49€Td HePAa3pPEIIeHHbIe HCTOYHUKHA U CPEICTBa
OJId IIOJIYy4EeHU A I/IH(l)OpMaI_II/II/I, BEICTABJIAETCA HEYOOBIIETBOPUTEJIbHAA OII€HKA. B ClIy4dae
HEABKH CTYOEHTA Had 3d4eT, IIPEIIOAaBaTeJIEM JEJIdE€TCsA B 9K3aMeHAaIIMOHHOM BEJIOMOCTH
OTMETKa «H€ ABHUIICSA».
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