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Paboyas nmporpaMMa AUCLUIIINHEL COCTaBjJeHa Ha OCHOBe TpeboBaHui demepanbHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmenmaneHOCTH) TOATOTOBKU «11.03.02 UHPOKOMMYyHMKaIMOHHEIE TEXHOJIOTHU U
CUCTEMBl CBSI3U», YTBEPXKIOEHHBIM NPUKa3oM MuHHCTepCcTBa 00pa30BaHUS U HayKU
Poccuiickou ®egepanuu oT 19.09.2017 Ne 930, u B cooTBeTCTBUU C pabouuM y4eOHBIM
IIJTaHOM, YTBEPXKIEeHHBIM PEKTOPOM YHUBEPCUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mpenofgaBaHus OUCHUIINIUHL « MexXkceTeBoe S3KpaHUPOBAHUE» SBIISIETCS:

OaTh CIyIIaTensM yrayOleHHBIe W paclIMpeHHBle 3HAaHUS B 00JIaCTU CETEBOU
O0e3omacHocTH. [IucuunanHa «be30macHOCTh KOMIBIOTEPHHIX CeTel» IOCBsAIIeHa
M3y4YEeHWI0 OCHOBHBIX IIPHHIUIIOB oOecrieuyeHus MHGOOPMAIMOHHOM 0€30IIaCHOCTH CETH.

OTa 1e/lb OCTUTaeTCs IIyTeM pelleHus Clenyolux(er) 3aaad(u):

Ha OCHOBe (pyHAaMeHTaIXW3aluy, MHTeHCU(UKALNY U UHOWBUOyaIu3alldu Impoiecca
o0y4eHUs MyTEM BHeAPeHUs U 3¢ (PEeKTUBHOTO MCIIOIb30BaHUS OCTUXKEHUY KUOEPHETUKH,
TEOPUHU CBSI3U. B pe3ynbTaTe M3y4YeHUS OUCIHUINIUHBL Yy CTYOAEHTOB OOJIXKHE
chopMupoBaThCd 3HaHUS, YMEHUS U HaBHKH, IO03BONSMON[ME NIPOBOOUTH
CaMOCTOSTEeNbHBN aHAJNKW3 IpPeJAMeTHON o01acTu.

2. MecCTO THCIHIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MPOrPaMMbI

HuciunnuHa «MexceTeBoe 3KpaHupoBanue» b1.B.30 ABnseTcsa OUCIUIINHON YaCTH,
dbopMupyeMoil ydacTHUKaMu 0Opa30BaTeIbHEIX OTHOIIEHHUU 0s0Ka 1 yueGHOTO IjlaHa
IMOATOTOBKM OaKajlaBpuaTa mo HampabneHuio «11.03.02 MHDOKOMMYHUKAIIMOHHBIE
TEXHOJIOTUU U CUCTEMEI CBA3U». M3ydeHUe OUCHUIIIUHEL «MeXceTeBoe 9KpaHUPOBaHUE»
onMpaeTcs Ha 3HAHWM OUCHMIIIHH(B) «be30macHoCTh 6eCIIPOBOIHEIX JIOKAIbLHEIX CETEH».

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yIbTaTOB 00yUY€HH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Tpouiecc u3y4yeHus OUCLHUIIIMHL HallpaBieH Ha (OpMUpOBaHUe CIETYIOMINUX
KOMIIETEHIINU:

Tabnuia 1
Ne Kopn
HaumenoBaHnue KOMIIeTeHIINH
II/II KOMIIeTeHIINH
1 IK-25 CHOCOGGH YCTaHaBJINBATh CHeI.[I/IaJ'IBUHBIe CpencCTBa yIIpaBJIEHUA
6e30IMaCHOCTHIO AIMUHUCTPUPYEMOU CETH
WHOVKaTOPH DOCTUXKEHUS KOMIIETEHIIUN
Tabmuna 2
MIK-25.1 Ymeet HaCTPaWBaATh IIaPaMETPEI COBPEMEHHBIX ITPOTPAMMHO-AIIIIaPATHBIX
ME2XKCETEBEIX 9KPaHOB
K-25.10 3HaeT IPOTOKOJIE KaHaIbHOT 0, CETEBOI0, TPAHCIIOPTHOTO U NIPUKJIaNHOT0 YPOBHEU

MOJeNI B3aMOJEUCTBUS OTKPHITEIX CUCTEM

[1K-25.11 | 3naetr mopens ISO g ynipaBiaeHnsl CETEBEIM TpahUuKOM

IIK-25.12 | 3uaet mogmeinu IEEE

3HaeT perjlaMeHTH IPOBeleHUs TPobUIaKTUYeCKuX PaboT Ha aflMUHUCTPUPYEMON

ITK-25.13 M
MHPOKOMMYHUKAIIMOHHOMN CHCTEME

IK-25.14 3HaeT TpeOOBaAHUS OXpaHHbl TPyfia MpH paboTe c ceTeBoy anmapaTypou
aIMUHUCTPUPYEMOH CETH

K-25.15 Bnageert HABEIKAMH YCTAHOBKH CTIEIMATH3NPOBAHHAIX TPOrPAMMHEIX CPEJICTB 3alllHTE!
CETEBBIX YCTPOMCTB afMHUHUCTPUPYEMOI CETH OT HECAHKIIMOHUPOBAHHOI'O HOCTYIIa

1K-25.16 BrnageeT HaBEHIKAMM YCTaHOBKA M@2KCeTEBBIX IKDAHOB, ru0KUX KOMMYTaTOPOB, CPELICTB
IIpefloTBpallleHus aTaK BUPTyaJIbHOM YaCTHOM CETH

TK-25.17 BrnageeT HaBEIKAMY IapaMeTPHU3alKs OIePAIMOHHEIX CHCTEM IOMOITHUTETbHBIX

CPEeOCTB 3alllUTEI a}IMI/IHHCTppreMOﬁ CETH OT HECAHKIIMOHNPOBAHHOI'O JOCTYIIA




TK-25.2 YMeeT n1onb30BaTLHCA HOpMaTI/IBHO-TeXUHI/I‘-IeCKofI OOKyMeHTaluei B 0671acTu
MH()OKOMMYHUKAIIMOHHLIX TEXHOJIOT UM

[TK-25.3 | YMeeT cerMeHTHPOBaTh 3JIEMEHTH afMUHUCTPUPYEMOU CETU

K-25.4 3HaeT o011e TPUHIUIE QYHKIXOHNPOBAHUS amTapaTHIX, MPOTPAMMHEIX 1
IIPOrpaMMHO-aNIapaTHEIX CPEeNCTB afMUHUCTPUPYEMOU CETU

TK-25.5 3Haer APXUTEKTYPY anmapaTHLIX, TPOrPAMMHEIX ¥ POrPaMMHO-ANNaPaTHEIX CPENICTB
aIMUHUCTPUPYEMOU CETU

[1K-25.6 | 3HaeT MHCTPYKIMU 10 YCTAHOBKE afMUHUCTPUPYEMEIX CETEBEIX YCTPOUCTB

[T1K-25.7 | 3HaeT MHCTPYKLUMU 110 IKCIUIyaTalluyl afMUHUCTPUPYEMEIX CETEBEIX YCTPOUCTB

[1K-25.8 | 3HaeT UHCTPYKUMHU N0 YCTAaHOBKE af]MUHUCTPUPYEMOTO IIPOTrPAaMMHOT0 00eCIiedeHus

TK-25.9 3JHaeT MHCTPYKIUY 110 IKCITyaTallil afMUHUCTPUPYEMOT0 IPOrpaMMHOT0
obecrieyeHust

4. O06beM THCHHUIUIHHBI ¥ BUIBLI Y4€0HOH PadOTHI

Ounas popMa o0yueHus

o Bcero|CemecTpsl

Bupn yuedoHOM padoThI HACOB 3
O61mast TPyIOeMKOCTE | 4 3ET 144 144
KoHTakTHast padora ¢ 00y4alONMIUMHUCST 52.35 52.35
B TOM YHCJIE:
Jlekunu 20 20
[TpakTuyeckue 3ausatus (I13) 16 16
JTabopaTopHbie paboTh (JIP) 14 14
3aIuTa KOHTPOJILHOM PabOTH -
3ammTa KypCcoBoi paboThl -
3ammra KypCcoBOT0O IIPOEKTa -
[IpoMexxyTouHasl aTTecTalus 2.35 2.35
CamocTositesTbHasi padora odoyuaromuxcsi (CPC) 58 58
B TOM YHCJIE:
Kypcosast pa6oTa -
KypcoBoii mpoekT -
W / unu gpyrue BUOLI CAaMOCTOSITENTbHOM pabOTHI:
ITOAITOTOBKA K JTab0paTOPHEIM paboTaM, MPaKTUYECKUM 58 58
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, H3ydeHue
TEOPETUYECKOTO MaTepuara.
[TogroToBKa K MPOMEKYTOYHOU aTTeCTallUU 33.65 33.65
Bua mpoMeKyTOYHOH aTTeCTallHH JK3aMeH

5. CogepKaHue TUCIHUILIMHBI

5.1. ComepxaHure pa37eoB OUCHUIIIUHEI.

Tab6mnuia 3

Tabmnuia 4

No HaumenoBaHue
- /;I pa3jgesa (TeMbI)
THCITHIUTHHBI

ComepxkaHue pa3geia

Ne cemecTpa

OYHasA

OYHO-
3a04-
HasA

3a404-
Has




Pazgen 1.
Yrposel ceTeBon
1 Yrpo3sel cety, ysI3BUMOCTH, BULEL YTPO3 8
0e30IacHOCTH B
COBPEMEHHOM MUpe
Pa3zpmen 2. YipaBneHre U MOHUTOPUHT YCTPOKCTB,
2 | 3ammuTa CeTeBHIX Pacnpenenenue qocTyma o IPUBUIETUSM, 8
YCTPOMUCTB 3alllKMTa INJI0CKOCTH YIIPABIIEHUS.
Pa3pen 3.
ABTE samms [TpoTtokon AAA, nokasnbHasl ayTeHTUPUKALIKS,
3 a TeI-II)TI/I (I)I/IKa;J;I/IH - CepBepHas ayTeHTUPUKALUUS (IPOTOKOIIBI 8
y RADIUS, DIAMETER)
yuetT goctyna (AAA)
Pasnen 4.
4 Peanusanus JIUCTHI KOHTPOJIS MOCTYTIa, MEXKCETEBBIE 9KPaHH, 3
TEXHOJIOTUH (haepBOII HA OCHOBE 30H.
OpeHgMayepa
Paspmen 5.
BrHegpeHne CuCTEME
5 AP . | Texuonorum IPS, curHatypsl, BHeOpeHue IPS. 8
3aIUTEL OT BTOPKEHUM
(IPS)
Pazgen 6.
6 Ob6ecreyenue 3anmra KOMMYTaTOPOB, port-security, 3ammra 8
0e30MacCHOCTH IS KOHEYHBIX YCTPOUCTB
nokansHOM cetu (LAN)
Pazpmen 7.
OCHOBHBIE aNTOPUTMEL KpUnTorpahuu
Kpunrorpadpuueckue
IIPUMEHUTEIbHO K JTOKAJIbHBIM BEIUMCIATETbHBIM
7 | cuctembl. BHegpeHue 8
cetsaM. I[Ipotokon IPSEC, BupTyasnbHbIE YaCTHEIE
BUPTYQIbHBIX 9ACTHBIX | -
cetent (VPN) )
Paspmen 8.
Yupasnenue .
o ®aepsonk Cisco ASA, KOHGUTYPHPOBaHUE,
8 | 6e3omacHoi ceThio. ASA p ¢ ypHp 8
y OOCTYI, IIOMCK HEMCIIPABHOCTEN.
yCTPOMCTBa
06€e30IIaCHOCTH
Pa3pmen 9. o
YopaBsnenue ceTeBoii 6€30MaCHOCThIO.
9 |YuopaBneHue 8
Pa3paboTka KoHIenImuyu 6e30IaCHOCTH CETH.
0e30IIaCHOCTRIO CEeTH
5.2. MexXOuCHUNIUHapPHbE CBA3M C oOecrmedyuBaeMbIMU (MOCTEOYIOITUMU)
OUCLIUIIIINHAMU.
Tabmnuia 5
Ne
/i HanmeHoBaHHe 00ecneuynBaeMbIX (IOCIEaYIOMINUX) TUCIUIIITHH
1 | OCHOBHI MPOEKTUPOBAHHUS 3AIIUIIEHHEX HHPOKOMMYHUKAIIMOHHBIX CUCTEM
5.3. Pa3pgesnel UCIUIIIMH U BUOLI 3aHATHH.
Ounas popMa o0yueHUs
Tabnuua 6
Ne HaumeHoBaHHue pa3jgesia (TeMbI) JIexk-| [Ipakr. | JIab. |Cemu- CPC Bcero
n/n ITUCIHILIMH MM [3aHATUA3AHATHS] HaPbl JaCcoB
Pazmen 1.
1 | Yrpo3sel ceTeBoi 6€301MaCHOCTH B 2 2 6 10
COBPEMEHHOM MHUPE




Pa3pen 2.

3almTa CETEBLIX YCTPOUCTB
Pa3zpen 3.

3 | ABTOpm3auus, ayTeHTU(PUKALUI U YIeT 4 2 6 12
noctyna (AAA)

Pazpen 4.

Peanu3anys TeXHONOTH OpeHMayepa
Paspgern 5.

5 |BHexpeHue CUCTEMBI 3aLUTH OT BTOPKEHUU 2 2 6 10
(IPS)
Pazmen 6.
6 | Obecmeuenue 0€30IIaCHOCTH IJIS JIOKAJILHOM 2 2 6 10
cetu (LAN)
Paspmen 7.
7 | Kpunrtorpadpuueckre cucteMul. BHegpenue 2 2 3 11 18
BUPTYyalbHBEIX YaCTHHEIX ceTen (VPN)
Paspern 8.

8 | YmpaBnenue 6e3omacHOM ceThio. ASA 2 2 7 5 16
ycTporcTBa 6€301MacHOCTH
Pa3pgen 9.

Ynpasnenue 6e30MaCHOCTELIO CETH

Htoro: | 20 16 14 - 58 | 108

6. JIaGopaTOpPHBIA NMPAKTHKYM

Ounas ¢popMa o0yueHUs

Tabmuua 7
No Howmep " Bcero
pa3geiia HauMeHOBaHHe jTaDOpaTOPHOH PpadOTHI
n/u JacoB,
(Temnbl)
1 7 Hacrtpoiika site-to-site VPN 3
2 8 Hactpoiika Cisco ASA ucnons3yss ASDM 4
3 8 Hacrtpoiika Clientless VPN 3
4 9 YmpaBneHne ceTeBol 6e301acHOCTHIO 4
Wrtoro: | 14
7. IlpaKkTHYeCcKHe 3aHATHSA (CeMHHaphI)
Ounas ¢popMma o0yueHUs
Tabmuua 8
Homep
No o Bcero
pa3gena HauMeHoBaHMHe NIPAaKTHYECKHUX 3aHATHHU (CEMHUHApPOB)
n/n JacoB
(TemsbIl)
1 1 MeTopbl colManbHOM UHXEHEePUHU 2
2 2 JalmTa MaplpyTU3aTopa, HaCTPOMKa afMUHUCTPATUBHOIO JOCTyIIa 2
3 3 Pa6ora c mpoTokonamu AAA u RADIUS 2
4 4 Hactpoiika (paepBojia Ha OCHOBE 30H 2
5 5 Hacrtpoiika IPS Cisco 2
6 6 JamuTa KoMmMyTaTopos Cisco Layer 2 2
7 7 Hactpotika VPN, ncnonb3yst KOMaHIHYIO CTPOKY 2
8 8 Hactporika ¢pyakuumit 6e3onacuHoctu Cisco ASA, VPN ynanmeHHOro JocTymna 2




Wroro:| 16 |

8. IIpumepHas TeMaTHKa KYPCOBBIX IPOEKTOB (PadoT)

PaboyuM y4eOHbBIM IIJTAHOM HE IIPEeNyCMOTPEHO

9. CaMmocTosiTe/IbHasi padoTa

Ounas ¢popMa o0yueHUs

Tabmuma 9
Ne
a3ae’al Bcero
pasit Coaepxkanue CPC ®opMa KOHTPOJIs
MHUCITHII- JaCOB
JIHHBI

ABTOpH3anus, ayTeHTUGUKAIINAS U yUeT HOCTyIIa

1 pu3arg y ¢uxrarn y4eT JoCTy OTyer 6
(AAA).

2 3amuTa CeTEBLIX YCTPOUCTB Otuer 6

3 Peanu3zalys TexHOJIOTHH OpeHaMayepa Otuer 6

4 BuepnpeHue cuCcTeMbl 3alIUTH OT BTOp:KeHuM (IPS) Otuet 6
Obecmeuenue 0€30IIaCHOCTH IJIS JIOKAJIBHOU CETH

5 OtuerT 6
(LAN)
Kpunrorpadpuueckue cucreMul. BHegpeHnue

6 N OtuerT 6
BUPTYanbHBEIX 4acTHEIX ceTel (VPN)
Ynpasnenue 6e30macHoi ceThio. ASA yCTpoRCTBa

7 Otuert 6
0€e30MacHOCTH.
Yrpo3er ceTeBoi 6e30MaCHOCTH B COBPEMEHHOM

7 Otuet 5
MHUpe

8 YrupaBneHue 0€301MaCHOCThIO CETH OTuer 5

9 HacTpoiika KOPIIOpaTUBHOM CETH OTyet 6

Htoro:| 58

10. ITepedyeHb Y4€OHO-METOTHIECKOT0 00eCIeYeHHs [I/Isi CAMOCTOSITE/ IbHOH
padoThI 00YYAIONIHUXCS IO THCIUIITHHE

Il1si caMOCTOSTENbHOM paboTH 0 OUCLUIIINHE PEKOMEHI0BaHO cienylolee yaebHo-

MEeTOgu4YeCcKoe obecIeyeHue:

[TonoxkeHue 0 CaMOCTOSTENbHOM paboTe cTynmeHToB B CaHKT-IleTepOyprckom
rOCyIapCTBEHHOM YHHUBEDPCUTETE TeIeKOMMYHUKalui M. mpod. M.A. Bonu-bpyeBunua;
PEKOMeH[I0BaHHAsI OCHOBHAS ¥ [OMOJIHUTEIbHAS IUTEPATYPa;

KOHCIIEKT 3aHSTHH 110 OUCLIUIIJINHE;

CllavObI-Ipe3eHTaluy U APYTroi MEeTOOqUYEeCKUU MaTepuasl, UCII0Ib3yYeMbIY Ha 3aHATUIX;
MeTOIMYeCKre PEKOMEH/IAIIMH 110 ITOATOTOBKE MUCbMEHHABIX Pab0T, TPeOOBAHUS K UX
comepxkKaHu0 1 odopMiIeHHI0 (pedepaT, acce, KOHTPOJIbHAS PaboTa) ;

(OH[IHI OIIEHOYHBIX CPEJICTB;

MeTOMYeCKHe YKa3aHUs K BHIITOITHEHUIO 1a00paTOPHBIX paboT [ CTYIEHTOB;



11. ®oHA OLIEHOYHBIX CPEICTB ISl MPOBEIeHHsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Yaromuxcsi

®OoHJI OIIEHOYHHIX CPeNCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAJIbLHBIM aKTOM
yHuBepcuteta "[lonoxeHune o GOHME OLIEHOUYHHIX CPEACTB" U ABNSETCS MPHUIIOKEHUEM

([Tpunoxenue A) K pabouelt mporpaMMe OUCIHUTIINHEL

®oHI OIEHOYHHBIX CpPENCTB [OJid IPOBEOEHUS NPOMEXYTOYHOU aTTecTaluu
00y4JalouIuXCsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IlepeyeHb KOMIIETEHIIUM C yKa3aHUEM 3TamoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OIIACaHMe II0Ka3aTejlel U KPUTEPUEB OLIEHUBaHUSI KOMIIETEHLIMM Ha Pa3/IMYHBIX 3Talax
X (OPMUPOBaHUS, ONIMCaHNE IIKal OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3afjaHus UJIM HHBIE MaTepuabl, He00OXO[UMbIE IS OLleHKU
3HaHWM, YMEHNY, HaBBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX JTaIlbI
(dbopMUpoBaHUS KOMIIETEHIIAN B IIPOLIECCEe OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMME;

- METOOMYEeCKHe MaTepualibl, ONpeaessollye IpoLenypsl OlleHUBaHU 3HaHUM, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXX[moro pe3ybTaTa 00y4eHUs 0 AUCHUIIINHE ONpPEeensioTCsa IoKa3aTelu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha PAa3/IMYHBEIX 3TamaX HX

dbopMupoBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

12. IlepedyeHb OCHOBHOH H [IOIOTHHTEILHOH JIHTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIITHHBI

12.1. OcHOBHas nuTEpaTypa:

1. Illanerun, B. ®. MadopmanmronHas 6€3011aCHOCTD U 3alluTa UHGOPMaLUK
[3nmexTpoHHEIN pecypc] : yueOHOe nocobue / llansrun B. @. - Mocksa : [JMK Ilpecc,
2014. - 703 c. - ISBN 978-5-94074-768-0 : b. 11. 95C "M3garenscTBa Jlaup"

2. Jlanonusna, O. P. MexkceTeBoe 5KpaHUpOBaHue [IIEKTPOHHBIN pecypc] : yuebHoe
nocobue / O. P. JlanonuHa. - 2-e u3n. - Mocksa : MUHTYUT, 2016. - 465 c. - b. 11. Kuura
u3 Komneknuu MHTYUT - UHpopmaTrKa

12.2. [lononHuTENIbHAS IUTEPATYpa:

1. MexceTeBoe 3KpaHUpOBaHue [TeKCT] : MeTomUYeCKHe YKa3aHus K TabopaTOPHBEIM
paboram / [I. U. Kupunnos [u ap.] ; pem. C. E. Oymus ; ®emepanbHoe areHTCTBO CBSI3H,
denepanbHOE TOCYOAapCTBEHHOE 00pa30BaTeIbHOE OI0I2KETHOE YUpPEXKAeHNEe BEICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
YHUBEPCUTET TeIeKOMMYHUKalLXi uM. mpod. M. A. bornu-bpyesuua". - CII6. : CIIOI'YT,
2012.-46 c. : un. - 44.98 p.



13. IlepeyeHsb pecypcoB HH(POPMATHOHHO-TE/IeKOMMYHHUKAIITHOHHOH CE€TH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUIHHE (MOIYII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUTIINHEL:

- Open Office
Google Chrome

14.2. UudopMalliOHHO-CIIPAaBOYHBIE CHUCTEMEI:

9BC iBooks (https://ibooks.ru)
9bC Jlans (https://e.lanbook.com/)
9BC CIIoI'VT (http://lib.spbgut.ru)

15. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHHWEe W OpraHU3alusl BpeMeHU, HeoOXOOUMOTO OJIT U3YUEeHUS
OUCLUIITAHEL

BaXXHBIM YyCIOBHEM VCIEIIHOTO OCBOEHHS MOUCHUNIUHH «MexXcCeTeBOe
9KpaHHpOBaHUE» SBISAETCS CO3[aHWe CUCTEMH IPaBUJIbHON OpTraHW3allu¥ TPYyHa,
IIO3BOJISIIONIEH paclmpenenuTh yueOHYI0 HAarpy3Ky PaBHOMEPHO B COOTBETCTBUH C
rpadukomM 00pa30BaTENBHOTO Mpoliecca. BONbIIyi0 OMOIIL B 9TOM MOXKET OKa3aTh
COCTaBJIeHHe IjlaHa PaboTEl Ha CeMEeCTp, MecsIl, Hefemlo, JeHb. Ero Hanuyue MO3BOJIUT
OAYMHUTH CBOOOOHOE BpeMsd IeNisiM y4ueOrl, TpyAuThCa 6ojiee yCIeIlnHo u 3hPEeKTUBHO.
Hy>XHO OCyIIeCTBNISITh CAMOKOHTPOJIb, KOTOPHIA SBISETCS HEOOXOOMMBIM yCIOBHEM
ycremHo# y4e0Onl. Bce 3amanus, BK04as BHIHECEHHbIE Ha CaMOCTOSATEJIbHYIO padoTy,
PEKOMEHIYeTCs BHIIIOIHATh HEIOCPEACTBEHHO IIOC/IE€ COOTBETCTBYIOIIETO0 ayAUTOPHOIO
3aHATHSA (JIEKIWHU, TPAaKTUYECKOTO 3aHATHS), YTO CIOCOOCTBYeT NydIlIeMy YCBOEHHIO
MaTepuasna, I03BOJISeT CBOEBPEMEHHO BHISBUTH M YCTPAHUTH «IMPOOENIb» B 3HAHUSAX,
CUCTeMaTH3UpOoBaTh paHee INPOUAEHHBINM MaTepual, Ha ero OCHOBe MPUCTYIUTH K
OBJIQMIEHWI0O HOBLIMH 3HAHUSMU M HaBBIKAMH.

CucteMa YHUBEPCUTETCKOTO 00yUeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYETaHUU
HECKOJbKUX BUIOB Y4eOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUHM M NMPAaKTHUUECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT OnpeneieHHO CIeln(pUuKO.

15.2. ITogrotoBKa K JEKIUSIM
3HAKOMCTBO C OUCIUIIIMHOW MPOUCXOOUT yKe Ha IMepBOM NEKUWH, Toe OT CTyAeHTa
TpebyeTcsl He MPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu



paboTe ¢ KOHCIEKTOM JIeKIUN He0OXOAUMO YUUTHIBATh TOT (PAKTOp, YTO OJHU JEKIUU
IaioT OTBETHI HA KOHKPETHBIE BOIIPOCH! TEMBI, APYTHEe - JIUIIb BHISBASIOT B3aUMOCBS3HU
MeX[Jy SBJIEeHUSMH, IIOMOTas CTYHEeHTY MOHSATh TJIyOMHHBIE IPOIECCH pPa3BUTHUS
n3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK U B HACTOAIIEe BpeMs.

KoHCcnekTUpOBaHWE JEeKLUUU - CJO0XKHBIM BUJ BY30BCKOU aymgUTOPHOM paboOTHI,
Ipeamnoiaraloiiui MHTEHCUBHYI YMCTBEHHYIO OeSTeNbHOCTh CTyoeHTa. KOHCIEKT
SIBJISIETCS TIOJIE3HBIM TOTTla, KOTHa 3alyicaHo caMoe CyIIeCTBeHHOE U CHEeNIaHO 3TO CaMUM
obyuawmumca. He Hago cTpeMuThCcsd 3amnucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIEKTHPOBaHKE» IPUHOCUT OOJIbIIE Bpefa, YeM IMonb3kl. LlemecooOpa3Ho BHaydase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3alucarth ee. 2KenaTenbHO
3allMUCh OCYUIECTBIATh HAa OOHOU CTpaHUlle JUCTA UM OCTaBNIAA IOJS, Ha KOTOPHIX
o3Hee, IPU CAaMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUTEbHBIE
3aMuCH, OTMETUTh HETIOHITHEIE MeCTa.

KoHCIeKT NneKnuu nydilne Ioapa3fesaTh Ha MYyHKTH, cobmiogas KpacHYI0 CTPOKY.
9toMy B 0OOonbmIoN cTemeHu OyAyT cmocoOGCTBOBATH BONMPOCH IjlaHA JIEKIUH,
nIpennoXkeHHbBIe IIpenonaBaTensaM. Crnegyet oOpaliaTh BHUMaHNUE Ha aKI[€HTHI, BHIBOMOEI,
KOTOPHIE [eJlaeT JIEKTOP, 0OTMedas Hanbojee BaXKHbBIEe MOMEHTH B JIEKIIMOHHOM MaTepuaje
3aMeYaHUSIMHU «BaKHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [ieflaTh 3TO U C ITOMOIIbIO
Pa3HOIBETHHIX MapKEPOB UM PY4YeK, IOJUYePKHUBas TEPMUHLL U ONIPeeIeHUs.

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp u
cuMBOIOoB. OgHAKO NpU fJanbHeHIel paboTe ¢ KOHCIIEKTOM CHMBOJIBL JTy4dllle 3aMeHUTh
OOBIYHBIMU CJI0OBaMHU [Jig OBICTPOTO 3PUTENLHOTO BOCHPUSATHS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKLIUM, Bcerfa He0OXOAMMO UCIIOIb30BaTh He TOJIbKO y4eOHUK, HO U TY
JIUTEPaTypy, KOTOPYIO OOTIOTHUTEIFHO PEKOMEHI0Bal JIeKTOp. IMeHHO TaKas cepbe3Has,
KpomoTnuBasi paboTa C JTeKUMOHHBIM MaTepualioM II03BOJUT TIy0OKO OBJIAETh
TEOPEeTUYECKUM MaTepuajoM.

15.3. IloaroToBKa K MPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHWE M H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIIU#, MPpaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 0053aTeNbHOU U [OMONTHUTENHHON TUTEPATYPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil paboOTH HOMKEH MPOSIBUTHCSA B CIIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOpETHUUYECKHe BOIPOCH MpPaKTHKyMa, €r0 BBHICTYIJIEHUHW U yY4aCTHUU B
KOJIJIEKTUBHOM OOCYXKIOEHWH BOMPOCOB HM3y4yaeMOUW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomuMo MOHUMAaTh, YTO HEBO3MOXKHO BO BpEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BECh MaTepHal M3-3a JUMHTA aygJUTOPHBIX YacCOB, U NPU H3YYEHUU OUCHUMIIUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAsA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMU, HAY4YHOW, CIPABOYHOW NHUTepaTypold, MaTepuallaMu
IepUOANYEeCKUX M3aHuil u MHTepHeTa ABnseTcsAd Haubomee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOMOTHUTENbHBIX 3HAHUM, TO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WHPOpMaIluen, crnoco0CTByeT Goyee rIy00KOMY YCBOEHHIO M3y4aeMOTO
MaTepuana, GoOpMUPYET Yy CTYOEHTOB CBOe OTHOINEHME K KOHKPETHOU Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr
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PaboTy c nuTepaTypoi Ienecoodpa3Ho HavyaTh C U3yuyeHus: obuux pabot mo TeMe, a
TakXe y4eOHUKOB U y4eOHBIX mocoOuil. [lanee peKOMeHAyeTCs MepeuTu K aHalnu3y
MoHOrpaduit 1 cTaTel, pacCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl Po0IeM, U3y4aeMbIX B
paMKax Kypca, a TakxXe opuIlMaIbHBIX MaTepruaaoB U HeOMyO0JIUKOBAHHBIX JOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEePTAIlNU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOou MPOOIIeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HAJ0 HaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIAETISIS €r0 CTPYKTYPHBIE eAUHULIEL. [Ipy 03HAKOMHUTEIbHOM YTEHUU
3aKjlaflKkaMyd OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 6ojiee BHUMATEJIbHOTO
n3y4yeHUs. B 3aBUCUMOCTH OT pe3y/lIbTaTOB O3HAKOMUTEJIbHOTO UYTEHUS BHIOMpAETCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTAaBIeHHOU
3amauu TpeldyeTcs u3ydeHrWe HEKOTOPHIX pparMeHTOB TeKCTa, TO MCIOIb3yeTCS METO[
BHIOOPOYHOTO uTeHUsI. Eciu B KHUTe HET mogpoOHOro OrjaBlieHHs, ClelyeT o0paTUTh
BHUMaHNe yYeHNKa Ha IpeIMEeTHhIE 1 UMEHHBIE YKa3aTelH.

M30paHHble pparMeHTH WU BeCh TEKCT (eCJIM OH I[eJIMKOM MMeeT OTHOIIeHHe K
TeMe) TpeOyIoT BOyMYHBOIO, HETOPOIIJIMBOTO UYTEHUS C «MBICIIEHHOM IMpopaboTKOoii»
MaTepuaia. Takoe YTeHMe IpenoaraeT BrgeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOg0B. Ocob60e BHUMaHUe CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKxke MMpPoaHaNIU3UPOBaTh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCSAT MpoOJeMaTUUYHBIM, TUIMOTETUYECKUN XapaKTep M YJIOBUTb CKPHITHIE
BOIIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT HanekKo He
cpaldy. Haumnyumu# cnoco® Hay4yuThCS BHIAENSITH T'JTaBHOE B TEKCTe, YJIaBIUBaTh
npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OL[EHKY aBTOPCKOM MO3ULUHU - 3TO
CpPaBHUTEJIbHOE YTEeHHeE, B X0Ie KOTOPOTO CTYOEeHT 3HAKOMUTCS C PA3MUYHBIMU MHEHUSIMU
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh U N0Ka3aTeIbHOCTh apIyMEHTOB
CTOPOH U fieslaeT BEIBO O HauOosbinel yOequTeIbHOCTH TOM UM MHOU IO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOXKHOCTH IIPOIIEIINX COOLITHM U NTPABOBLIX SIBIEHUM, HEJIb3ST UX OTBEpPraTh, He
pa3obpaBmuch. [Ipy HaNW4YUM pacXxoXAEeHUU MeXKOy aBTOpaMuU HeoOXOOWMO HaUTHU
palnoHanbHOE 3ePHO yV KaXIOro M3 HUX, YTO MO3BOJIUT TIy0zkKe YCBOUTH NMpeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UITUSIMU aBTOPOB, HYKHO OIPENeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M U MPUMEHSITh U3 HUX Ty, KOTopas Oojiee ybenuTenbHa.

CnepyoomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMHU SIBIISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHPYIOIIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3aluCcH Ha
OTHEeNbHBIX JIUCTAX, KOTOPHE MTOTOM JIETKO CHCTEeMATH3UPOBATh II0 OTHENIbHEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4eCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa Lienecoo0pa3HOo KOHCIEKTUPOBATh B OTHAENIbHBEIX TeTpPaAsgax. 34eCh BaxkHO
BCIIOMHUTD, UTO KOHCITEKTHI ITUITYTCS HAa OMHOM CTOPOHE JIUCTA, C IOJISIMU ¥ OOCTATOYHBIM
IJIS UCTIPABIIEHUS U PEMApPOK MeXKCTPOYHHIM PacCTOSIHMEM (3TU IpaBuUia COOMIOOAIOTCS
st ynoOCTBa pefllakTUpoBaHus). EC/TM B KOHCIIEKTaX IPUBOOSATCS IUTATEL, TO HEIIPEMEHHO
IOONXHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne
CTpaHuIlbl). BriocnmenctBuu 9Ta nHGOpMaIuu MOXKeT OBITh UCIIOJIb30BaHa ITPU HANTMCAHUU
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TeKCTa pedepaTra WA APYroro 3aJaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHHUKAMU U JIUTEPATyPOUN BaxKHO YMETh:

- COIIOCTaBNIATh, CPaBHUBATh, KIAaCCU(MUIIUPOBATh, TPYNIUPOBATh, CUCTEMATHU3UPOBATh
“H(OpPMAIIKIO B COOTBETCTBUY C OIpefeIeHHOM y4eOHO! 3aiauel;

- 0000I11aTh MOJTYYEHHYI0 HMH(POPMAIIXUIO, OIIeHUBAThL IPOCIYIIAHHOE U TPOYUTAHHOE;

- (pmKCHUpOBaTh OCHOBHOE COfiepKaHue co001eHu; GopMyIupoBaTh, YCTHO U IHCHbMEHHO,
OCHOBHYIO HU[IeI0 COOOIEHUS; COCTABISATH IJIaH, GOPMYIMPOBATh TE3UCH;

- TOTOBUTH U IPE3EHTOBaTh Pa3BEPHYThHIE COODIIEHUS THIla NOKIIaaa;

- paboTaTh B pa3HHIX pexXruMax (MHIUBUAYAJIbHO, B IIape, B IPYIIIE), B3AUMONENUCTBYS OPYT
C OPyroM;

- II0JIb30BaThCSA PedepPaTUBHBIMYU U CIIPABOYHBIMU MaTepHUaIaMu;

- KOHTPOJIUPOBAThL CBOU [IEMCTBUS U NEUCTBHS CBOUX TOBAPUINEH, 00BEKTHBHO OI[eHUBATh
CBOH [EHCTBHUS;

- obpalaThCs 3a IOMOIIbIO, MOMOTHUTENbLHEIMU Pa3bsSICHEHUSIMU K IMPeNnofaBaTerio,
OPYTUM CTyOeHTaM;

- TI0JIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJbHOU AOTrafgKoHU, CJIOBapsiMH
PA3NIMYHOTO XapaKTepa, Pa3IMYHOr0 poja MofCcKa3KaMH, OIIOPaMM B TEKCTe (KITI0YeBhIe
CJI0Ba, CTPYKTYypa TEeKCTa, NIpeABapsouas nHhpopManus u ip.);

- HCIIOIb30BaTh IIPU TOBOPEHUM U MUCbMe Iepudpas, CAHOHUMUYHLIE CPEMICTBA, CJI0Ba-
OTMCaHUSs OOIIUX MOHSATHM, PA3bsICHEHUS, TPUMEPHI, TOMTKOBAaHUS, «CIIOBOTBOPYECTBO»

- TIOBTOPSITH UK Nepedpa3upoBaTh PEIUIUKY co0eceqHWKa B MOATBEPXKIEHUY ITOHUMaHUS
ero BLICKa3bIBaHUS UIIA BOIIPOCA;

- 00paTUTHLCS 3a MMOMOIIBLIO K COOeCEeTHUKY (YTOYHUTD BOIIPOC, TIEPECIIPOCUTE U AP.);

- UCIIOJIb30BaTh MUMHUKY, XKECTH (BOOOIle X B Te€X CIydasix, KOrfa S3bIKOBEIX CPEOCTB HE
XBaTaeT IJIS BEIPaXKeHUs TeX UM UHBIX KOMMYHUKATUBHEIX HAMEPEHHUH).

15.5. [TogroToBKa K IpoMexkKyTOYHOU aTTeCTaLluU
[Tpy OATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMBbIe [I7ig OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIEKTH OTBETOB (IIJTaHEL OTBETOB).

16. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tab6muma 10
No HauMmeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TaOOpaTOPUH
1 |lekuroHHas aygUTOPUS Aynuo-BUAE0 KOMILJIEKC
AyIUTOPUY OJIS1 TPOBENEHUS TPYIIOBHIX U
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
MPaKTU4YeCKUX 3aHITUN
3 |[KOMIIbIOTEPHHIN KJTacC [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpUs OIS KYPCOBOTO U OUIIJIOMHOTO
4 [MYRHTODHA N yp A [lepcoHabHBEIE KOMIIBIOTEPHI
[IPOEKTHPOBaHUS
5 |AyguTopus s CaMOCTOSITETbHON pabOoTH KoMmblOTepHas TeXHUKa
6 [YuTanbHBIM 3a1 [IepcoHaNbHBIE KOMIIBIOTEPH
v JTa6opaTtopus "ludposas 00paboTKa CUTHAIOB" JTabopaTopHble CTEH[IH (YCTaHOBKH)
KoMmmnaHuu Texas Instruments KOHTPOJIbHO-U3MEPUTENIbHEIE TPUOOPHI
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JTaGopaTopus IPOrpaMMHO-aIIIapaTHLIX CPECTB
obecneuyeHusT HOOPMAITMOHHON 6€30IaCHOCTH

JTaGopaTopHbIe CTEH[IH (YCTAaHOBKH)

KOHTPOIbHO-U3MEPUTEIIbHEIE TPHUOOPH
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