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PABOYA{ ITPOI'PAMMA NTUCIIUIIIIUHBI

Be30macHOCTh KOMIIbIOTEPHEIX CeTeN
(HaI/IMeHOBaHI/Ie JII/ICI.II/IHJ'II/IHI:I)

oOpa3oBaTe/bHasI TPOTrPaMMa BHICIIETO 00Pa30BaHUS

11.03.02 Ma)OKOMMYHUKALIMOHHBIE TEXHOJIOTUY M CUCTEMBEI CBSI3H
(KOJI " HAMMEHOBadHNE HallpaBJI€eHUA IIOATOTOBKH / Cl'IeI.II/IaJ'II:HOCTI/I)

OakanaBp
(kBamuduKaIms)

I/IH(bOKOMMy'HI/IKaI_[I/IOHHBIe CUCTEMEI U TEXHOJIOTUUN
(HampaBNeHHOCTH / TPodub 06pa30BaTENLHON IIPOTPAMMEI)

ouHas popMa, 3a04Has hopMa
(bopma oOyuenuUs)

CankT-IleTepOypr



Paboyas nmporpaMMa AUCLUIIINHEL COCTaBjJeHa Ha OCHOBe TpeboBaHui demepanbHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmenmaneHOCTH) TOATOTOBKU «11.03.02 UHPOKOMMYyHMKaIMOHHEIE TEXHOJIOTHU U
CUCTEMBl CBSI3U», YTBEPXKIOEHHBIM NPUKa3oM MuHHCTepCcTBa 00pa30BaHUS U HayKU
Poccuiickou ®egepanuu oT 19.09.2017 Ne 930, u B cooTBeTCTBUU C pabouuM y4eOHBIM
IIJTaHOM, YTBEPXKIEeHHBIM PEKTOPOM YHUBEPCUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mperofiaBaHus QUCIUIINHEL «Be30macHOCTh KOMIIBIOTEPHEIX CETEe»
SBIISIETCS:

[maTh CAyllaTeNnsiM yriayOleHHBle W pacIIMpeHHbIe 3HaHUSA B 00JlaCTH CeTeBOU
6e3omacHocTH. [IucuuniuHa «be30macHOCTh KOMIBIOTEPHHIX CeTel» IOCBAILIeHa
M3y4YEeHUI0 OCHOBHBIX NPUHIMIOB o0ecredeHusl MHGOPMaLKXOHHON 0€301aCHOCTU CETH.

OTa menb [OCTUTaeTCd MyTeM pelleHus clenyommx(eir) 3apgad(u):

Ha OCHOBe (pyHmaMeHTanu3aluu, MHTeHCUGUKALKWY U UHAUBUAYaIU3aluu Ipolecca
o0yueHus MyTEM BHeOPEHUS U 3PPEKTUBHOTO UCII0Ih30BaHUS TOCTUXKEHUN KNOEPHETUKHY,
TEOPUU CBA3U. B pesynbTaTe HU3YUeHUS AUCHUIIUHBL § CTYLEHTOB HOJIXKHBEI
chopMupoOBaThCS 3HaHUSA, YyMEHUS U HaABHKU, II03BOJNIJIOIINE INPOBOAUTH
CaMOCTOSATEeNIbHBIM aHalnu3 NpegMeTHOU o06nacTu.

2. MecTo THCIHHUIIIHHBI B CTPYKType 00pa30BaTe/IbHOH MPOrPaMMEI

OucununnvHa «be3omacHOCTh KOMOLIOTEPHHIX ceTei» B1.B.16 saBnsercs
OUCIHHUTIINHOM YacTu, popMupyeMol yuacTHUKaMu 00pa30BaTeIbHEIX OTHOIIEHUH 6110Ka 1
y4eOHOTO IJlaHAa IOATOTOBKKM OaKajlaBpuaTa o HamnpaBineHuw «11.03.02
MHDOKOMMYHUKAIIMOHHEIE TEXHOJIOTUU M CUCTEMHl CBA3W». M3ydeHHe OUCHUUIIIAHHBI
«be30macHOCTh KOMIBIOTEPHBIX CETeH» OmuUpPaeTCs Ha 3HAHUM MUCIUIIINH(HI)
«3amuireHHsle 0eCIIPOBOIHEIE CETU».

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yIbTaTOB 00yUY€eHH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

Hpouecc HU3y4YeHUs OUCHUIITIMHEI HAIIPABJIEH Ha d)OpMHpOBaHI/Ie Clieoymmunx

KOMIIETEHIINU:
Tabnuia 1

Ne Kog

HanMeHOBaHHE KOMIIETEHIITHA
II/II [KOMIIeTeHITUH

CrmocobeH K amMUHUCTPUPOBAHUIO IIPOIECCa OIIEHKU MTPOU3BOIUTENTLHOCTH U
KOHTPOJISI UCTIOJIb30BaHUS U TPOU3BOOUTENIBHOCTH CETEBHIX YCTPOMCTB,

1 [K-13 .
IIPOTpaMMHOT0 o0ecriedeHnss HHPOPMalMOHHO-KOMMYHUKALOHHOM
CHUCTEMEI

9 K-24 Cniocob6eH oTpenensaTh MapaMeTphl 0€30IIaCHOCTH U 3alllMTH IIPOrPaMMHOT0

o0ecneyeHnsi CETEBLIX YCTPOUCTB

WHOVKaTOPH TOCTUKEHUS KOMIIETEHIIUMN
Tabmnuiia 2

3HaeT apXUTEKTYpPy, 00II¥e TPUHITUIE GYHKIHOHNPOBAHUS CETEBHIX YCTPOUCTB U
IIporpaMMHOro obecreyeHns: afMUHUCTPUPYEMOH HHPOPMaLMOHHO-

[1K-13.1 " y
KOMMYHUKAI[MOHHOU CUCTEMBI, IPOTOKOJIBL BCEX MOAEY B3aUMOAEUCTBUS OTKPHITHIX
CUCTEM

K-13.2 3HaeT MEeTPUKU IPOU3BONUTEIbHOCTY afMUHUCTPUPYEMOU ceTu, Mopensb [1SO ansa

ynpaBlieHus ceTeBEIM Tpadukom, mogenu IEEE

YMeeT 1mob30BaThCS HOPMATUBHO-TEXHUYECKOM JOKyMeHTanuel B o06macTu
[MK-13.3 | uHPOKOMMYHUKAIIMOHHBIX TEXHOJIOT UM, UCIIOIL30BATh COBPEMEHHEIE METOIEI
KOHTPOJIS IPOU3BOJUTEIBHOCTH HHPOKOMMYHUKALMOHHBIX CHCTEM




YMmeeT paboTaTh C KOHTPOJIbHO-U3MEPUTENHHBIMY allllapaTHBIMU U TPOTPaMMHBIMU

[1IK-13.4 | obecneyeHreM; KOHGUTYPHUPOBATE ONlEPAI[MOHHEIE CUCTEMEL CETEBEIX YCTPOMCTB
MHQOPMaIMOHHO-KOMMYHUKAIIMOHHONU CUCTEMEI

K-13.5 BrafeeT MeTomaMu olleHKU TpebyeMoii POU3BOAUTEIBHOCTH CETEBRIX YCTPOUCTB U
IIpOrpaMMHOr0 o6ecreyeHnsl afMUHUCTPUPYEMOM CETH
BraieeT HaBRIKaMU YCTAaHOBKY KaOEJIbHEIX U CETEBBIX aHAIM3AaTOPOB 1T KOHTPOJIS

[K-13.6 | A3MEHEHUS HOMUHAIIOB CETEBBIX YCTPOMCTB ¥ IPOTpaMMHOI0 06ecedyeHns )
agMUHUCTPHUPYEMOM CETH B LI€JIOM U OTAEJIbHBIX ITOACUCTEM MHOOKOMMYHUKAIIMOHHOU
CHUCTEMEI
BrnapeeT HaBEIKaMU YCTAaHOBKH [OIIOJIHUTEIBHEIX IPOIrPAMMHBIX IPOAYKTOB AJIS

[1K-13.7 | Tapu¢uKanum CeTEBLIX PECYPCOB U IIapaMeTPU3aluy JOMOTHUTENIBHEIX IPOrPaMMHBIX
IPORYKTOB [ Tapu(UKallK CETEBLIX PECYPCOB

K241 YMeeT BHISICHATH npueMIeMble s [I0JIb30BaTesIel IapaMeTprl PaboThH CETH B

' yCIIOBHSX HOpMaibHOU (00b19HOM) paboTh! (6a30Bble TapaMeTPHI)

[TK-24.10 | 3HaeT MHCTPYKLUMM 10 YCTaHOBKE afMUHUCTPUPYEMEBIX CETEBHIX YCTPOKCTB

[T1K-24.11 | 3HaeT MHCTPYKLUMU 10 IKCIUIyaTallul afMUHUCTPUPYEMEIX CETEBEIX YCTPOUCTB

[1K-24.12 | 3HaeT UHCTPYKUMHU 110 YCTAaHOBKE aff]MUHUCTPUPYEMOTO IIPOTrPaMMHOT0 00ecriedeHus

TK-24.13 3HaeT MHCTPYKIUY 110 IKCITyaTallii afMUHUCTPUPYEMOI0 IPOrpaMMHOT0
obecrieyeHust

[TK-24.14 3HaAeT IPOTOKOJIBI KaHaNbHOTO, CETEBOTO, TPAHCTIOPTHOTO X MPUK/IA/IHOTO YPOBHEU
MOZENIN B3aUMOJEeNCTBUS OTKPHITEIX CUCTEM

[1K-24.15 | 3naetr mopens ISO g ynpaBineHnus: CETEBBIM TPahUKOM

I1K-24.16 | 3uaet mopmeinu IEEE

[T1K-24.17 | 3HaeT 3aliuIlleHHEIE TPOTOKOJIE YIIPABIEHUS

[TK-24.18 | 3HaeT OCHOBHEIE CPECTBa KPUITOrpabun

TK-24.19 3HaeT perjaMeHTH POBeIeHNst npoduakTUiIecKux paboT Ha afMUHUCTPUPYEMO
MH(POKOMMYHUKAIIMOHHON CHCTEME

TK-24.9 YMeeT npuMeHAThH annapaTHbE CPE[CTBA 3aIUTEl CETEBEIX YCTPOUCTB OT
HEeCaHKUMOHUPOBAHHOTO NOCTYIIa

TK-24.20 3HaeT TpeOOBaHUS OXpaHHl TPyfia MpH paboTe c ceTeBOH anmnapaTypo
aIMUHUCTPUPYEMOU CETU

K-24.21 BrnapeeT HaBEIKaMU IJIAaHUPOBAHUA 3allUTH IPUI0KEHUU 0T HECAHKI[MOHUPOBAHHOTO
LOCTyIla

K-24.22 BrapmeeT HaBEIKaMU OLleHKY 0€30TIaCHOCTY U 3AIUTH IPUI0KEHUN OT
HECaHKIMOHUPOBAHHOTO JOCTYyIIa

IK-24.23 BrnapeeT HaBEIKaM¥ IJIaHUPOBAHUS 3aIIUTH OIEPALIMOHHBIX CUCTEM OT
HEeCaHKUIMOHUPOBAHHOTO NOCTYIIa

IK-24.24 BrnapmeeT HaBBIKaMU OLIEHKY 3QlUTH OIIEPALIMOHHEIX CUCTEM OT
HEeCaHKUIMOHUPOBAHHOTO NOCTYIIa

TK-24.3 YMeeT npuMeHSATH IPOrpaMMHBIE CPECTBa 3allUThl CETEBEIX YCTPOUCTB OT
HECaHKIMOHUPOBAHHOTO AOCTYIIa

K-24 4 YMeeT npuMeHTh IPOrpaMMHO-alllapaTHee CPeCTBa 3allUTH CETEBLIX YCTPOUCTB OT
HECaHKIMOHUPOBAHHOTO JOCTyIIa

TK-24.5 YMeeT nonp30BaThCA HOpMaTI/IBHO-TeX“HI/IT-IeCKOfI DOKyMeHTaluei B 0671acTu
MH(POKOMMYHHUKAIMOHHBIX TEXHOJIOTUI

K-24.6 3HaeT o011Ke TPUHIUIE QYHKIXOHNPOBAHUS annapaTHLIX, MPOTPAMMHEIX 4
IIPOrPaMMHO-aIIapaTHEIX CPEeICTB afMUHUCTPUPYEMOU CETU

K-24.7 3Haer APXUTEKTYPY aNMapaTHEIX, MPOrPAMMHEIX 4 IPOTPAMMHO-ANNaPaTHHIX CPE/ICTB
aIMUHUCTPUPYEMOU CETU

[1K-24.8 | 3HaeT KnaccuduKaluuio orepalroHHbEIX CHCTEM COTJIaCHO KjaccaM 0€30I1aCHOCTH

TK-24.9 3HaeT CpefcTBa 3allUThl OT HECAHKLIMOHUPOBAHHOTO JOCTYIIa OII€PALlMOHHBIX CUCTEM

¥ CUCTEM yIIpaBieHus: 6a3aMu JaHHBIX




4., 00beM THCHIHUIUITHHBI ¥ BHABI y4€0HOH PadoThI

Ounas ¢popMa o0ydeHUs

Tabmnuma 3
o Bcero| CemecTpnl

Bupn yueoHOM padoThI ACOB 5 5
OO6I11ast TPYHOEMKOCTh | 7 3ET 252 144 108
KoHTaKTHasi paboTa ¢ 00y4aromuMHCs 104.6 | 52.35 |52.25
B TOM YHCJIE:
Jlexumu 40 20 20
[TpakTruyeckue 3anatus (113) 32 16 16
JTabopaTtopHbie paboTs (JIP) 28 14 14
3amyTa KOHTPOJIbHOM pPabOoTHI -
3amuTa KypcoBoi paboTH 2 - 2
3aluTa KypCcoBOro IpoeKTa - -
[IpomexyTOUHas aTTeCTalys 2.6 2.35 [0.25
CamocTositeibHasi paboTa od6yudaromuxcsi (CPC) 113.75] 58 |55.75
B TOM YHCJIE:
Kypcosas paboTa 20 - 20
KypcoBoii mpoekT - -
W / unu gpyrue BUOBL CAMOCTOATENBEHOM PabOTHI:
TIOATOTOBKA K JTabopaTOPHEIM paboTaM, MPaKTHUYECKUM 85.75 58 775
3aHATHUSIM, KOHTPOJIBHEIM paboTaM, U3yUeHHe
TEOPETHYECKOr0 MaTepuana.
IToproroBka K MpoOMeXyTOYHOU aTTeCTalluu 41.65| 33.65 8
By npoMeKyTOUYHOH aTTeCTalluu OK3aMeH3adeT

3aouHas popma oOydyeHUs
Tab6mnuia 4

Bup yueOHOH padoThI E:g;g o7 | 7 CeM%CTpHycg 9
OO611ast TPyHOEMKOCTh | 7 3ET 252 6 59 79 6 102
KoHTaKkTHasi paboTa ¢ 00y4aromuMHCs 249 | 6 | 43| 2.35 6 [6.25
B TOM YHCJIE:
Jlekunu 8 4 - - 4
[TpakTudeckue 3anatus (I13) 8 - 4 - - 4
JTabopaTtopHbie paboTs (JIP) 4 2 - - 2
3amnmTa KOHTPOIbHOM paboTe! 0.3 - 103 - -
3amuTa KypcoBoi paboTH 2 - - - - 2
3aluTa KypCcoBOro IIpoeKTa - - -
[IpomexkyTOUHas aTTeCTalys 2.6 - - 2.35 - 10.25
CamocTositeibHasi paboTa o0yuaromuxcsi (CPC) 214.1| - |54.7| 67.65 - [91.75
B TOM YHCJIE:

Kypcosas paboTa 20 - - - - 20
KypcoBoii mpoekT - - - - -
W / unu gpyrue BUOLI CAMOCTOSITENTbHOM pabOTHI:
MOATOTOBKA K Ta60paTOPHLIM padoTaM, MPaKTUYECKUM

194.1 - |54.7| 67.65 - |71.75
3aHATHUSIM, KOHTPOILHEIM paboTaM, U3ydeHue
TEOPEeTUYEeCKOr0 MaTepuara.
ITogroroBka K MpoOMeXXyTOYHOU aTTeCTalluu 13 - - 9 - 4
By npoMeKyTOUYHOH aTTeCTalluu - - |[9kx3amen| - [3auer




5. ComepxKaHue TUCIHUIITHHBI

5.1. ComepxkaHue pasfgesioB OUCIUITTAHEL

Tabmnuia 5
Ne cemecTpa
No HauMeHoBaHHue
- /;1 pa3aeina (TeMbI) CogepxkaHue pa3geaa OIHO-| .
TUCIHIUTHHBI OYHasi|3a04-
Hasl
Has
Pazgen 1.
Yrposel ceTeBou
1 Yrpossl cetH, yA3BUMOCTH, BUOEI yTPO3 5 7
0e30IIaCHOCTH B
COBPEMEHHOM MUpe
Paszpen 2. YnpasneHre 1 MOHUTOPUHT YCTPOUCTB,
2 | 3ammTa ceTeBHIX PacnpepneneHue qocTymna o IpUBUIIETUSM, 5 7
YCTPOUCTB 3alllMTa NJI0CKOCTH YIIPABIIEHHUS.
Pazgen 3.
ABTE S — [TpoTtokon AAA, nokanbHast ayTeHTUPUKALIKS,
3 a TeII{)TI/I @HKahKH i CcepBepHas ayTeHTU(PUKALUUS (IPOTOKOJIBI 5 7
y RADIUS, DIAMETER)
ydeT goctyna (AAA).
Pazgen 4.
A Peanuzanus JIUCTHI KOHTPOJIS JOCTYIIa, MeKCETEBBIE 9KPaHEI, 5 7
TeXHOJIOTUH (haepBOII HA OCHOBE 30H.
OpeHIMayepa
Paspmen 5.
BHenpeHne CUCTEMEI
5 Ap . | Texuonoruu IPS, curnatypsl, BHeapenue IPS. 6 9
3alIUTH OT BTOPXKEHUM
(IPS)
Pazgen 6.
6 Oobecrneyenue 3amura KOMMyTaTOPOB, port-security, 3ammra 6 9
0€30IaCHOCTH [JIS KOHEYHHIX YCTPOUCTB
nokanbHOU ceTu (LAN)
Pazgen 7.
OCHOBHBIE @JITOPUTMEBL KPUIITOTpaduu
Kpunrorpaduueckue
IIPUMEHUTEIBHO K JIOKAIbHBIM BRIYHCIIUTETbHBIM
7 | cuctemel. BHegpeHue 6 9
cetaM. [Iporokon IPSEC, BupTyanbHbEIE YaCTHEIE
BUPTYQIbHBIX HaCTHBIX | -
cereit (VPN). '
Pazgen 8.
Yupasnenue .
N ®aepBonkel Cisco ASA, KoHPUTYPUPOBaHUE,
8 | 6e3omacHoi ceThio. ASA D ¢ ypup 6 9
o IDOCTYII, TOMCK HEUCIIPABHOCTEN.
yCTPOUCTBa
06€e30IIaCHOCTH.
Pa3pmen 9. .
YopaBnenue ceTeBoi 6€30MaCHOCThIO.
9 |Vnopasnernue 6 9
Pa3paboTka KOHIIEeHIuH 0€30IIaCHOCTH CETH.
06€e30IIaCHOCTBIO CETH

5.2. MexpaucuuninuHapHble CBA3W C oOecrmedYuBaeMHIMU (MOCTIEAYIOMIUMU)
OUCIUIIINHAMHU.
Tab6mnuia 6

Ne
n/n
1 | JIuHuM CBSI3M U CPEOCTBA UX 3aAIUTHI

HanMmeHoOBaHHE 00ecCIIeYHBaeMbIX (IOCIEAYIOIINUX) TUCIHILTHH

5.3. Pa3nessl OUCIUIIINHE 1 BUOLL 3aHATHH.



Ounas popMa o0yueHUs

Tabnuia 7
Ne HaumeHnoBaHue pa3genna (TeMbl) Jlek-| [Ipakr. | JIa®6. [Cemu- CPC Bcero
/o OUCIHILIHH IIUH [3aHSATHABAHATHS Hapbl JaCcoB
Pazmen 1.
1 | ¥Yrpo3sel ceTeBoit 6€30MaCHOCTH B 5 4 19 28
COBPEMEHHOM MUPE
o |Pasmen 2. ; 5 4 19 | 28
3almTa CeTEBLIX YCTPOUCTB
Paspen 3.
3 | ABTopu3anus, ayTeHTU(DUKALUSI U yIeT 5 4 10 19
noctymna (AAA).
4 Pa3pen 4. ) 5 4 5 14
Peanu3zaliys TEXHOJIOTHI OpeHaMayepa
Pasmen 5.
5 |BrenpeHnue CUCTEMEI 3aLUTH OT BTOPKEHUU 4 4 5 13
(IPS)
Pa3zpgen 6.
6 | Obecmeuenue 60€30MACHOCTH OJIS JIOKAJIBHOHN 4 4 6 14
cetu (LAN)
Pazpgen 7.
7 | Kpuntorpaduueckue cucteMbl. BHenpeHue 4 4 7 6 21
BUPTyalbHBIX YaCTHHIX ceTelt (VPN).
Pazmen 8.
8 | YmpaBnenue 6e3omacHOM ceThio. ASA 4 4 14 5.7527.75
ycTporcTBa 6€30MaCcHOCTH.
g |Pasmen9. 4 7 10 | 21
YropaBneHue 6€30IaCHOCThIO CETH
Hroro: | 40 32 28 - [85.75]185.75
3aouHas Gpopma oOyueHUs
Tab6mnuia 8
Ne HaumeHoBaHHue pa3jgesa (TeMbl) JIexk-| [Ipakr. | JIab. [Cemu- CPC Bcero
/o OUCHHILIHH IIUH [3QHATHSBAHATHS HAPbl JacoB
Pazmen 1.
1 | Yrpo3sel ceTeBol 6€301MaCHOCTH B 1 1 18 | 20
COBPEMEHHOM MUpe
9 Pazgen 2. ) 1 1 18 20
3almTa CeTEBLIX YCTPOUCTB
Paspen 3.
3 | ABTOopu3anus, ayTeHTU(DUKALKSI U yIeT 1 1 18.7] 20.7
noctyna (AAA).
g |Paspend. ) 1 1 335/ 35.5
Peanu3zaliys TEXHOJIOTHI OpeHaMayepa
Pasgen 5.
5 | BHenpeHnue CUCTEMEI 3alUTH OT BTOPKEHUU 0.8 1 19.15(20.95
(IPS)
Pa3zpgen 6.
6 | Obecmeuenue 6€30MACHOCTH OJIS JIOKAJIBHOKN 0.8 1 23.75[25.55
cetu (LAN)
Pazpgen 7.
7 | Kpuntorpaduueckue cucteMsl. BHenpeHnue 0.8 1 1 24 | 26.8
BUPTyalbHBIX YaCTHHIX ceTel (VPN).




Pa3pen 8.
8 | YmpaBnenue 6e3omacHOM ceThio. ASA 0.8 1 2 24 | 27.8
ycTporcTBa 6€30MaCHOCTH.
o |Pasmen?d. 0.8 1 15 | 16.8
YrupaBnenue 0e30MaCHOCTHIO CETH
Hroro:| 8 8 4 - [194.1|1214.1
6. ;TabOpaTOPHBIN MPAKTHKYM
Ounas popMa o0yueHUs
Tab6mua 9
No Howmep o Bcero
o/ Pa3Aena HauMeHoBaHHe T1a00pPaTOPHON PadOTHI ACOB
(TeMbI)
1 7 Hacrtpoiika site-to-site VPN 7
2 8 Hacrtpoiika Clientless VPN 7
3 8 Hactpoiika Cisco ASA ucnons3yss ASDM 7
4 9 YnpaBneHue ceTeBor 6e301MaCHOCTEIO 7
Wtoro: | 28
3aouHas Gpopma oOydueHUs
Tab6muia 10
No | HOMEP . Bcero
o/ Pa3Ae1a HauMeHoBaHHe Ta00paTOPHOH PadOTHI ACOB
(TeMbI)
1 7 Hactpoiika site-to-site VPN 1
2 8 Hactporika Clientless VPN 1
3 8 Hactpoiika Cisco ASA ucnonsdysi ASDM 1
4 9 YnpasneHnue ceTeBor 6€30aCHOCTEIO 1
Wrtoro: | 4
7. IIpakTHYeCKHe 3aHATHS (CeMHHaPhI)
Ounas popMa o0yueHUs
Tabnumna 11
Homep
Ne " Bcero
. pa3genal HaumeHoBaHHe MPAaKTHYECKHX 3aHSTHU (CEMHHApPOB) 4aCOB
(TemsnI)
1 1 MeTonn! COIMANbHON NHKEHEPUU 4
2 2 3JamuTa MapuIpyTU3aTopa, HaCTPOMKa afMUHUCTPATUBHOIO fOCTYyIIa 4
3 3 Paborta c mpoTokonamu AAA 1 RADIUS 4
4 4 HacTpoiika (paepBojia Ha OCHOBE 30H 4
5 5 Hactpoiika IPS Cisco 4
6 6 3amuTa KoMmMyTaTopoB Cisco Layer 2 4
7 7 Hactpouka VPN, ucnonb3yst KOMaHIHYI0 CTPOKY 4
8 8 Hactporika ¢yakuumii 6esonacHoctu Cisco ASA, VPN ynanmeHHOTro JoCTyIa 4
Hrtoro: | 32
3aouHas popma oOyueHUs
Tabnumna 12



Homep
0 o Bcero
pa3geia HauMmeHOBaHHe NPAaKTHYECKHX 3aHSATHH (CEMHHaApPOB)
n/n JacoB
(Temsl)
1 1 MeTopbl colMaabHOM UHXEHEPUHU 1
2 2 JalmTa MapupyTU3aTopa, HaCTPOMKa afMUHUCTPATUBHOIO JOCTyIIa 1
3 3 Pa6orta c mpoTokonamu AAA u RADIUS 1
4 4 Hactpoiika paepBojia Ha OCHOBE 30H 1
5 5 Hacrtpoiika IPS Cisco 1
6 6 JamuTa KoMmMmyTaTopos Cisco Layer 2 1
7 7 Hactpoiika VPN, ucnons3yss KOMaHOHYI0 CTPOKY 1
8 8 Hacrpoiika ¢pyukimi 6e3onacHoct Cisco ASA, VPN ynmajneHHOT0 OOCTya 1
Hroro:| 8

8. IIpumepHas TeMaTHKa KYPCOBBIX IIPOEKTOB (PadoT)
YueOHBIM [IJTAHOM IIPEefyCMOTPeHa KypcoBas paboTa.

IToAroToBKa K HANMMCAHHUIO KYPCOBOH PadOTHI.

KypcoBas paboTa HalpaB/ieHa Ha 3aKpeljieHle TeOPeTUYeCKUX 3HaAHUM IIyTeM
pelieHnsI KOHKPETHOM MIPaKTUUYECKOM 3aJadyy 110 U3y4aeMOt OUCIUIININHE.

[TomGop nMuTEpPaTypPhl OCYIIECTBIISIETCS CTYIEHTOM CaMOCTOSITENTBHO, C YYETOM
PEKOMEHIOBAaHHOTI 0 NepeyHs. M3yuyeHre TUTepaTypsl cliefyeT HauMHATh C YUeOHUKOB U
y4eOHBIX TT0COOUH, a TaKXKe PeKOMEHIYeMbIX UCTOYHUKOB K IIJTaHaM CEMUHAPCKUX U
MIPAaKTAYECKUX 3aHSITHM.

[1naH KypcoBoi pabOTH IOI?)KEH COCTOSATh U3 BBEIEHUS, 3 T7laB U 2-4 BOIIPOCOB
(MyHKTOB) B OCHOBHOM YaCTH, 3aK/II0YEHHUS, CIIKCKA INTEPATYPHl ¥ IIPUIIOKEHUH.
®opMynMPOBKU IIYHKTOB IJIaHa ONPENeIsSIOTCS 11eIeBOM HallpaBIeHHOCThIO PadOTHI,
HCXO[ISl U3 €€ 3aMad.

B npotiecce HanucaHus KypCcoBOM pabOTH CTYOEHT [IOIXKEH pa3o0paThCs B
TEOPeTUYECKHUX BOIPOcax M30paHHOM TEeMbI, CAMOCTOSITEJIbHO ITPOaHaTUu3uPOBaTh
IIPaKTU4YeCKUM MaTepua, pa3oOdpaTh u 000CHOBAThH MPAKTUYECKUe ITPEI0KEeHUS.

B ycTraHOBnIeHHBEIe Kadhenpol CPOKU 3aKOHUYEHHas KypcoBasi paboTa IpeCcTaBIseTCs
Ha IIPOBEPKY IpernofaBaTento. IIpemnonaBaTenb, IPOBepUB paboTy, MOXKET BO3BPAaTUTh €€
st ;OpPabOTKK BMECTe C MUCbMEHHBEIMHU 3aMedYaHusIMHU. CTyIeHT OOJIXKeH YCTPAHUTh
IIO/Ty4YeHHbIE 3aMeYaHus B YCTaHOBIEHHBIA CPOK, ITOC/Ie Yero paboTa OKOHYATENTbHO
OIIEeHMBAETCH.

Tab6mnuia 13
Ne
n/m TeMa KypcoBoro npoekra (padoTsi)
1 | HacTpo#iKa KOPIOpaTUBHOM CETH
9. CamocTosiTeIbHasi padora
Ounas popMa o0yueHus
Tab6mnuia 14
No
pasiesia Cogepxanue CPC ®opmMa KOHTPOJIS Bcero
MU CITHII- JacoB
JIMHBI




1 3aluTa CETEBBIX YCTPOUCTB Otuet 19
9 ABTOpU3alus, ayTeHTU(PUKALMSA U YIET OOCTyIa OT4eT 19
(AAA).
3 Peanu3anus TeXHOJIOTHH OpeHaMayepa OtuerT 10
4 BHepnpeHue cUCTeMBbI 3allUTH OT BTOpKeHuu (IPS) OtuerT 5
Obecneuenne 6€30maCHOCTH [JIS JIOKAJIBHOM CEeTH
5 OtyerT 5
(LAN)
Kpunrorpadruueckue cuctemul. BHempeHue
6 N Otuer 6
BUPTYaIbHBEIX 4acTHHIX ceTel (VPN)
7 Ynpasnenue 6e30macHoi ceThio. ASA ycTpoicTBa Oryer 6
0e301aCHOCTH.
8 YupaBneHue 6€30MaCHOCThIO CETH OTuer 5.75
9 IToprotoBka K mabopaTopHoi paboTe OTtyer 10
Hroro: [85.75
3aouHas Gopma oOydyeHUs
Tab6mnuia 15
Ne
pasiesia Copepxanue CPC ®opmMa KOHTPOJIS Bcero
I CITHII- JaCcoOB
JINHBI
1 3aluTa CETEBBIX YCTPOUCTB Otuet 18
9 ABTOpU3alus, ayTeHTU(PUKALUSA U YIET OOCTyIa OT9eT 18
(AAA).
3 Peanu3zanus TeXHOJIOTHH OpeHaMayepa OTtyet 18.7
4 BHepnpeHue cUCTeMBbI 3allUTH OT BTOpxKeHuu (IPS) OtuerT 33.5
5 Obecneuenne 6€30MaCHOCTH [JIS JIOKAJIBHOM CETH OTer 19.15
(LAN)
6 Kpunrorpadudeckue CHCTEMBL. BuenpeHue Orger 23.75
BUPTYaIbHBEIX 4acTHHIX ceTel (VPN)
7 Ynpasnenue 6e30macHoi ceThio. ASA ycTpoicTBa Oryer 24
0e30MacCHOCTH.
8 YupaBneHue 6€30MaCHOCThIO CETH OTuer 24
9 IToproroBka K mabopaTopHoi paboTe OTtyer 15
Htoro: [194.1

10. IlepeyeHb yueOHO-METOIHYECKOT0 00eCIeYeHHUsI I/Isi CAMOCTOATE TbHOH
padoThI 00yUaAIONIMXCSI 110 TUCIUIIITHHE

17151 caMOCTOSITEIbHOM Pa0OTHI 110 AUCIUIIINHE PEKOMEHIOBAHO Clenypilee yueOHo-
MEeTOANYEeCKoe o0ecredyeHue:
- [TonoxkeHue 0 CaMOCTOSITeIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom

roCyJlapCTBEHHOM YHHUBEPCUTETE TeleKOMMyHUKauui uM. npod. M.A. boru-BpyeBuua;
- pPeKOMeH[oBaHHAas OCHOBHAS W OOIOJHUTEJIbHAS NTUTEPATYPa;
-+ KOHCIIEKT 3aHATUU 110 AUCLUIIINHE;
- Claupgbl-TIpe3eHTalliy U IPYroM MEeTOONYECKUY MaTepral, UCIIOIb3yeMbIi Ha 3aHATUAX;
- MeTOOUYeCKre PEKOMEH[IAIIMH 10 TOATOTOBKE MUCbMEHHBIX PaboT, TpeOOBaHUS K UX

comepxkaHuio u ohopMmieHuio (pedepar, acce, KOHTPOIbHAS paboTa) ;
- (pOHOBI OIIEHOYHBIX CPENCTB;
- MeTOIMYEeCKHe YKa3aHUS K BHIITOITHEHUIO Ja00pPaTOPHEIX Pa0OT it CTYIEHTOB;
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11. ®oHA OLIEHOYHBIX CPEICTB ISl MPOBEIeHHsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Yaromuxcsi

®OH[I OIEHOYHHIX CPENCTB pa3pabdaTHIBAeTCS B COOTBETCTBUHU C JIOKAJIBHEIM aKTOM
yaHuBepcureTa "I[lonoxkeHue o GOHOE OLIEHOYHLIX CPEOCTB" U SIBISIETCS IPUIOKEHUEM K
paboueri MporpaMMe JUCITATIINHEI.

®OoHNI OLEHOYHHIX CPEACTB [/ NPOBENEHUS MPOMEXKYTOYHON aTTeCTalluu
00y4alomuxcsi M0 OUCIHUIIIMHE BKIII0YaeT B cebs:

. TIepedyeHb KOMIIETEHIIUH C YKa3aHUEM 3TAIOB X (GOPMUPOBAHUS B IIPOIIECCE OCBOECHUS
00pa30BaTeIbHOM TPOTPaMMBI;

. OTHCaHHUe IoKa3aTesel U KPUTEePHeB OIeHNBAHUS KOMIIETEHIINM Ha PA3/IMYHAEIX 3Talax
X GOpMHUPOBAHHKS, OIHMCAHKE IIKaJ OlleHUBAHUS;

- THUIIOBEIE KOHTPOJIbHEIE 3a[laHus UM WHBIE MaTepHuasibl, He0OXOIUMEBIe [IJIST OIIeHKU
3HAHWM, YMEHWH, HABLHIKOB ¥ (MJTH) OMEITA OESITETbHOCTH, XapPaKTePUIYIOUIUX 3TAIThI
dhopMHpOBaHUS KOMIIETEHIIHM B IIPOIIECCEe OCBOEHUST 00pa30BaTEIbHOM IIPOTPAMMEb;

- METOOMYECKHe MaTepHasbl, OpeNeIsonue MPoIeaypsl OlleHUBaHUsI 3HAHWM, YMEHUH,
HABBIKOB U (MJIM) OIBLITA A TEIbHOCTH, XapaKTePU3YIOMIUX ITaIbl POPMUPOBAHUS
KOMIIETEHIINH.

Inmst KaXXmoro pe3ynabTaTa 00yYeHHUS M0 OUCIUIIINHE ONPEeNessioTCS oKa3aTenu U

KPUTEPHUH OIleHKH CHOPMHPOBAHHOCTH KOMIETEHIHH Ha PA3lMYHEIX 3TalaX HX

GbOopMUPOBaHUS, KA U MPOIEAYPH OlleHUBAHUS.

- OuneTH Oyd 9K3aMeHa B KonuuecTBe 20 T (2TeopeTHYeCKUX Bompoca 1 MpaKTU4YeCKui)
- KHM B konuyectBe 1001t

- Tectrl ceTeBoU akagemuu Cisco

- IlpakTuueckue 3aganus Ha Cisco packet tracer

[TopTdonuo cTyneHTa B ceTeBoi akagemuu Cisco

- Pab6ora co croiikou Cisco

12. IlepedyeHb OCHOBHOH H IOIOTHHUTE/ILHOH JIUTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIIIHHBI

12.1. OcHOBHas nuTEpaTypa:

1. 3amura nHGOPMAIIMK C ITIOMOIIBI0 MAapPIIPYTA3aTOPOB U KOMMYTATOPOB [ D/IeKTPOHHBIN
pecypc] : yuebHoe mocobue / [1. . Kupunnos, A. B. Kpacos, E. A. Cunun, U. A. Yimakos
; pen. B. B. Kasxuikuu ; ®PemepanbHoe areHTCTBO CBA3H, PemepanbHOe
rocygapCcTBeHHOe o0pa3oBaTelbHOE OI0I2KETHOE YUpeXAeHNEe BEICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
YHUBEPCUTET TeIeKOMMYHUKalLXi uM. mpod. M. A. bonu-bpyesuua". - CII6. : CIIOI'YT,
2013.-62c.:um - 91.33 p.

12.2. [JononHUTENbHAS IUTEPaTypa:

1. 3aneunukos, C. B. OCHOBH IIOCTPOEHHUST BUPTYaIbHBIX YaCTHBIX ceTel. YueOHoe
nmocobue ans By30B [OnekTpoHHbM pecypc] / C. B. 3aneunukos, H. I'. Munocnasckasi,
A. U. Toncroi. - M. : T'opsauas nuausa-Temnekom, 2011. - 248 c. : un. - ISBN 978-5-9912-
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0215-2 : b. 1.
2. Illansrus, B. ®. MudpopmanmonHas 6€30IaCHOCTE U 3allliTa WHGOPMAIIUK

[OnmekTpoHHBIN pecypc] : yuebHoe mocobue / [llansrun B. @. - Mocksa : [IMK IIpecc,
2014. - 703 c. - ISBN 978-5-94074-768-0 : b. 1. 3bC "HU3maTtenscTBa JlaHp"

13. IlepeyeHsb pecypcoB HHPOPMATTHOHHO-TE/IeKOMMYHUKAIIHOHHOH CE€TH
«AHTEpHET»

- www.sut.ru
- lib.spbgut.ru/jirbis2_spbgut

14. IlepedyeHb HHPOPMAITHOHHBIX TEXHOJIOTHH, HCIOJIL3YEeMBbIX IPH
OCYIIIeCTB/IEHHH 00pa30BaTe/ILHOTO MPOIlecca M0 THCIHIUIHHE (MOIYITIO),
BKJII0OYasi IepeyeHb MPOrpaMMHOro odecnedyeHuss ¥ HHGPOPMaITHOHHBIX
CIIPaBOYHBIX CHCTEM.

14.1. TIporpaMMHOe obecrniedeHne OUCIUTIINHEL:

Cisco Packet Tracer
Linux
Windows UKCC

14.2. UadopMalliOHHO-CIIPAaBOYHBIE CHUCTEMEI:

9BC iBooks (https://ibooks.ru)
9bC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHHWEe W OpraHuU3alus BpeMeHU, HeOOXOOUMOTO OJIT U3YUEeHUS
OUCITATIIAHEL

BaXHBIM yCJIOBHEM YCIEIIHOTO OCBOEHUS [MOUCIUINIUHHE «Be30macHOCTh
KOMITbIOTEPHBIX CEeTel» SBISETCS CO3[aHue CHCTeMbl MPaBUIbHON OpraHu3alluyl TPYyAa,
IIO3BOJISIONIEH paclpenenuTh yueOHYI0 HAarpy3Ky PaBHOMEPHO B COOTBETCTBUH C
rpadukomM 00pa30BaTENbHOTO Mpoliecca. BONbIIyi0 OMOIIL B 9TOM MOXKET OKa3aTh
COCTaBJIeHHe IjlaHa PaboThEl Ha CeMEeCTp, MecsIl, Hefemlo, JeHb. Ero Hanuyue Mo3BOJIUT
IIOAYMHUTH CBOOOOHOE BpeMsd IeNisiM y4ueOrl, TpyAuThCa 6ojiee yCIeIlnHo u 3hPEeKTUBHO.
Hy>XHO OCyIIeCTBISITh CAMOKOHTPOJIb, KOTOPHIA SBISETCS HEOOXOOMMBIM yCIOBHEM
ycremHo# y4e0Onl. Bce 3amaHus, BKI04as BHIHECEHHBIE Ha CaMOCTOSTEJIbHYIO padoTy,
PEKOMEHMYETCSI BHIMTOJIHSATH HEIIOCPEOCTBEHHO II0CJIE COOTBETCTBYIOIIETO ayOUTOPHOTO
3aHATHSA (JIEKIWHU, TPAaKTUYECKOTO 3aHATHS), YTO CIOCOOCTBYeT NydIlIeMy YCBOEHHIO
MaTepuana, I03BOJISeT CBOEBPEMEHHO BHIIBUTH M YCTPAHUTH «IMPOOENb» B 3HAHUSAX,
CUCTeMaTH3UpOBaTh paHee NPOUAEHHBIM MaTepuaa, Ha ero OCHOBe NMPUCTYIUTh K
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OBJIaIeHUI0 HOBLIMU 3HAHUSMHU U HaBBIKAMHU.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYETaHUU
HECKOJbKUX BUIOB Y4eOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUM M NPAKTHUUECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT OnpeneieHHO CIeln(pUuKO.

15.2. IToaroToBKa K JIEKLUSAM

3HAKOMCTBO C OUCLUIIIMHON ITPOUCXOOUT YXKe Ha MEepPBOM JEKIUH, TOe OT CTyIeHTa
TpebyeTcst He MPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM NEKIUN HeoOXOOUMO YUUTHBATL TOT (AKTOpP, YTO OOHU JEKIIUU
[AI0T OTBETH HA KOHKPETHBIE BOIIPOCH! TEMEI, APYTHE - JIULIb BHISABIAIOT B3aUMOCBSA3U
MeXIy SIBJIEHUSMH, IIOMOTas CTYOEHTY IMOHSATh T'IyOMHHBIE HPOIECCH pPa3BUTHUS
M3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHCcmekTUpoBaHUE JEKLUUU - CIO0XKHBIM BUI BY30BCKOU aymgUTOPHOM paboOTHI,
Ipeamnoaraloiui WHTEHCUBHYI YMCTBEHHYIO HOEeSTelIbHOCTh CTyoeHTa. KOHCIeKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3alMCcaHo caMoe CYIIeCTBEHHOE U CHEeNTaHO 3TO CaMuM
oOyuawmumcsa. He Hago cTpeMuThCs 3alucaTh [OCJIOBHO BCIO JIeKnuio. Takoe
«KOHCITEKTHPOBaHKE» MPUHOCUT OOJIbINE Bpema, YeM IMoib3kl. llemecoo6pa3Ho BHadase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaTaeMyI0 JIEKTOPOM, a 3aTeM 3almucarth ee. 2KenaTenbHO
3allMCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JUCTA UK OCTABNSAS IOJS, Ha KOTOPHX
03Hee, IPU CAMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CeNlaTh [OMOIHUTE IbHEIE
3aIKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIeKT NeKnuu aydine Ioapa3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B 0OOnbIION cTemeHu OymyT CcmocoOGCTBOBAThH BOMPOCH IjlaHaA JIEKIUH,
IpenoXkeHHbIe mpemonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [eTaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMHU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIPENETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, abOpeBUaTyp u
cuMBooB. OgHAKO MpH JanbHeuIel paboTe ¢ KOHCIIEKTOM CUMBOJIBL JIy4Ille 3aMEHUTh
OOBIYHBIMHU CJIOBaAMHU [IJis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BCceTrma He0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO YyUeOHUK, HO U TY
JIUTEPATypPy, KOTOPYIO MOIOTHUTEIFHO PEKOMEHIOoBaN JIeKTOP. IMeHHO TaKasl cepbe3Hasd,
KpomoTnuBasi paboTa C JNEKUMOHHBIM MaTepHalioM I03BONUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. [TogroToBKa K IpakTUYECKUM 3aHATUSAM

TmaTenbHOE MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMIEHHOr0 MaTepuasa (MaTepuana JeKIWi, MPakKTU4eCKUX 3aHATHH), a
3aTeM u3y4yeHus 0053aTeNbHOM U [IOMOITHUTEIbHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HONXKEH IMPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TeOpeTUYeCKHe BOIPOCH MPaKTUKyMa, €r0 BEICTYIJIEHUU U y4aCTUU B
KOJIJIEKTUBHOM OOCYXKIOEHMH BOMPOCOB M3y4yaeMOM TeMbl, MPAaBUIbHOM BHIIIOIHEHUU
IPaKTUYeCKUX 3aJaHui ¥ KOHTPOJBHBIX PadoT.

Heo0xomuMo MOHUMATh, YTO HEBO3MOXKHO BO BpeMsI ayOUTOPHBIX 3aHSATUN U3T0KUTh
BEeCh MaTepHajl M3-3a JUMHUTA aygUTOPHBIX YacCOB, U NPU U3YYEHUU OUCLUNIUHEI

13



HEIOCTAaTOYHO KOHCIIEKTOB 3aHATHH. [I09TOMy caMOCTOsITeNbHasI padoTa ¢ yueOHUKaMH,
yueOHBIMHU MOCOOMSIMHU, HAY4YHOW, CIPABOYHOM NHUTEpPaTypol, MaTepuaaaMu
IepUOOUYeCKUX M3maHui u WHTepHeTa siBiasgeTcss Haubomee 3p(HEKTUBHEIM METOIOM
TIONTyYeHHsI NOMOTHUTETbHEIX 3HAHWH, TI03BOISIeT 3HAUYUTEIbHO aKTUBU3UPOBATh ITPOIECC
oBNajieHusT uH@oOpMaIuen, crnocodCcTByeT Goyee rIy00KOMY YCBOEHMIO HM3y4aeMOTO
MaTepuana, GOpMUPYeT y CTYOEeHTOB CBOE OTHOIIEHHWE K KOHKPETHOH IpobiemMe.

15.4. PekoMeHpmaluu 1o paboTe ¢ TUTEPaTypoOn

Pa6oTy c nuTepaTypoii Ilenecoobpa3Ho HayaTh C U3ydyeHUs oOuux paboT mo TeMe, a
TaKXe y4eOHUKOB M yuyeOHBIX mocobuii. [lanee peKOMeHOAyeTCs MepeuTu K aHalnusly
MOHOrpaduil U cTaTel, paCCMaTPUBAIOIINX OTAENbHEIE aCIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke opuIIMaTbHBIX MaTepUaaoB U HEOMYyOJIMKOBAHHBIX JOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue pPaboThl, AUCCEePTalliM), B KOTOPHIX MOTYT COAepXKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOU IPOOIIeMEI.

PaboTy ¢ uCTOYHMKaMHU HaJO0 HaYyWMHATh C O3HAKOMHUTENILHOTO UYTEHHS, T.e.
IIPOCMOTPETH TEKCT, BHIAENAS €er0 CTPYKTYPHbIEe eQUHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKkaMu OTMeYaloTCS Te CTPaHHUIb, KOTOphkle TPeOyioT 0ojiee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT Pe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCS
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MMOCTaBIeHHOU
3amauu TpebyeTcs u3ydyeHrUe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUS. Eciu B KHUTe HET IoApoOHOro OTjiaBlieHus, ClefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIEe U UMEeHHbIEe YKa3aTellu.

V36paHHbe (pparMeHTH WA BECb TEKCT (E€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHUBOI'0, HETOPOIIJIUBOTO UYTEHMHS C «MBICIIEHHOM ImpopaboTKOim»
MaTepuana. Takoe YTeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymMeHToB; 3) BeIBoOoB. Ocoboe BHUMaHUe cjaefyeT 00paTUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHaNIU3UpOBaTh, KakKue U3 yTBEPKAEHUU
aBTOpPa HOCST NpoOIeMaTUYHBIM, TUIOTETUUYECKUM XapaKTep M YJIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HaydUThCS BHIAENSATH T'JIaBHOE B TEKCTe, ylIaBIWBaTh
npoOjieMaTUYHLIM XapakKTep YTBEPXKIEHUU, NaBaTh OI[EHKY aBTOPCKOM MO3ULMHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAKOMUTCS C Pa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH ¥ [ieslaeT BHIBOJ 0 Haubomnbinel yoemuTeIbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEUYaTCS Pa3Hble TOUYKU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuchk. [Ipy HaTUYUM PACXOXKOEHUU MeXOy aBTOpaMu HeoOXOOWMO HaWUTHU
palyoHanbHOE 3€ePHO Yy KaXXOOTr0 M3 HUX, YTO MO3BOJIUT T'Iy0Ke YCBOUTH MpPEAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHMBATh U3ydaeMble BOIPOCH. 3HAKOMSCh C 0COOBIMU
IO3UIUSIMU aBTOPOB, HYKHO ONpPENeNATh UX CXO0XKUe CYyKOeHHUs, apT'yMEHTHI, BEIBOAHL, a
3aTeM CpPaBHMBATh UX MeXy co00M U MPUMEHSTh U3 HUX Ty, KoTopas Oojee ybeouTebHa.

CnepyomuM 3TarnoM paboTel ¢ MUTepPaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue
KOHCIIEKTOB, (PUKCHUPYIOIINX OCHOBHLIE TE3UCH W apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha
OTHENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM
M3y4aeMoro Kypca. [Ipyroi crmocob - 3TO BefleHNe TeEMAaTUYeCKUX TeTpafei-KOHCIIEKTOB
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XapakTepa menecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBIX TeTpPadsx. 3Mech BaxKHO

BCIIOMHHUTD, UYTO KOHCIIEKTHI ITUIIYTCS Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM

OIS UCIIPABJIEHUS U PEMApPOK MEXCTPOUYHBIM PACCTOSHUEM (3T IpaBuila coOII0Oa0TCs

st ynoOCTBa peflakTUpoBaHus). EC/IM B KOHCIIEKTaX IPUBOOSATCS IUTATHI, TO HEIIPEMEHHO

OONXHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne

CcTpaHulkl). BriocneacTBuu 3Ta nHGOPMAIMK MOXKeT OBITh UCII0/JIb30BaHa IPKU HAallMCAaHUHN

TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUIMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKIO0 B COOTBETCTBUY C OIpeieIeHHON y4eOHOH! 3aauel;

- 00001maTh MOTy4YEHHYIO0 HH(POPMALKIO, OLleHNBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHCbMEHHO,
OCHOBHYIO U[Iel0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThIe COODIIEHUS THUIIa NOKIIafa;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYANIbHO, B Iape, B IPYIIIE), B3aUMOAEUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMU U CIIPABOYHBIMU MaTepHalaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEMCTBHS CBOMX TOBAPHINEH, 00BEKTHBHO OI€HUBATh
CBOU [IEUCTBUS;

.- obpamaThCsa 3a IOMOIIbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPernofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJlbHOW AOTagKOH, CJIOBapsiMH
Pa3IHYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMyu B TEKCTe (KIII0UeBhIE
CJIOBa, CTPYKTypa TEKCTa, IpeaBapsioilas nHpopMalus 1 ap.);

- UCIIONb30BaTh MPU TOBOPEHUM U MHUCHMe Nepudpas, CHHOHMMUYHLIE CPEeNCTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIIUKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3LIBAHUS UJIK BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMHUKY, KeCTH (BOOOIIe X B Te€X CIydasix, KOrha S3bIKOBEIX CPENCTB He
XBaTaeT [JIg BhIPakKeHUS TeX UM MHBIX KOMMYHUKaTABHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXyTOYHOU aTTeCTALlUU
[Tpu noATrOTOBKE K IPOMEXKYTOYHOM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMATEJIbHO M3Y4YUTh NI€pPeYeHb BOIPOCOB U ONPENENuTh, B KaKUX UCTOYHHUKAX
HaXOOsATCSl CBeOeHUs, He0OXOOuMBbIe [Jid OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JINTEPATYPY;
- COCTaBUTh KpaTKNe KOHCIIEKTEl OTBETOB (IIJIaHEl OTBETOB).

16. MaTrepHaIbHO-TEXHHYECKOe 00eclieueHHe THCIHIITHHBI

Tab6mu1a 16
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoOBaHHE 000PYyI0BaHHS
/o ayIUTOPHH U Ta0OpaTOPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC
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AyIUTOPUY OJIST TPOBENEHUS IPYIIIOBLIX U

2 N Aynuo-BUIE0 KOMILJIEKC
IPaKTUYEeCKUX 3aHITUU

3 |[KoMObIOTEpHEIN KJ1acc [lepcoHABHBIE KOMIBIOTEPHL

A AyaIuTOpUS A7 KyPCOBOTO U TUIIJIOMHOTO IepCOBANbHEE KOMIBIOTEPH
[IPOEKTUPOBAHUS

5 |AyguTopus s CaMOCTOSITEIbHOU pabO0THL KoMmbioTepHAs TEXHUKA

6 [UuTanpHBIN 3a5 [lepcoHaIbHEIE KOMIIBIOTEPEL

v JlaGopaTopus IporpaMMHO-alapaTHEIX cpefAcTB  |JlabopaTopHbe CTEHOH (YCTaHOBKH)
obecneyeHust THOOPMAIMOHHOM 6€301aCHOCTH KOHTPOJIbHO-U3MEPUTENIbHEIE TPUOOPHI

3 JlaGopaTopus pacrpeeeHHbIX CUCTEM JTabopaTopHble CTEH[HI (YCTaHOBKM)

Oe3omacHOCTH

KOHTPOIbHO-U3MEPUTEIIbHEIE TPHOOPH
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