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Paboyas nmporpaMMa AUCLUIIINHEL COCTaBjJeHa Ha OCHOBe TpeboBaHui demepanbHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmenmaneHOCTH) TOATOTOBKU «11.03.02 UHPOKOMMYyHMKaIMOHHEIE TEXHOJIOTHU U
CUCTEMBl CBSI3U», YTBEPXKIOEHHBIM NPUKa3oM MuHHCTepCcTBa 00pa30BaHUS U HayKU
Poccuiickou ®egepanuu oT 19.09.2017 Ne 930, u B cooTBeTCTBUU C pabouuM y4eOHBIM
IIJTaHOM, YTBEPXKIEeHHBIM PEKTOPOM YHUBEPCUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio MpenofaBaHus OUCLUIIIMHEL «3allliTa IroJIoOCOBOTO Tpaduka B IP-ceTsax»
SIBISIETCS:

SIBISIETCSA M3y4eHUe apXUTeKTyphl, HacTpouKu IP-temedoHuu. 3HAKOMCTBO C
IIPOTOKOIaMM, 00eCcIIeunBaIIUMY ITepenady DaHHbIX B peanbHoM BpeMmeHu - RTP, RTCP u
CUTHaIX3aluoOHHLIMY npoToKonamu SIP, MGCP, H.323

OTa menb [OCTUTaeTCd MyTeM pelleHus clenyommx(eir) 3apgad(u):

OOCTUTAIOTCA Ha OCHOBe (pyHOaMeHTanW3alliu, HHTEHCUDUKAIUU U
WHOWBUOYyAlIKU3allUu IIpollecca o0Oy4YeHHS NyTEM BHeapeHuss U 3GGEKTUBHOTO
VCIIOJIb30BaHUS [OCTHUXKEHUN TEOPUU MHPOPMAIlMU U TEOPUU CBS3HU.

2. MecTo THCIHUIIIHHBI B CTPYKType 00pa30BaTe/IbHOH MPOrPaMMEI

OucnunnuHa «3amuTa roiocoBoro Tpaduka B IP-cerax» B1.B.]IB.01.02 sBnsercs
OUCHUINTUHON IO BHIOOPY 4YacTu, popMUPYeMOM ydaCcTHHKaMu 00pa3oBaTEIbHHIX
oTHomeHuu O07moka 1 yueOGHOro mnnaHa MOATOTOBKM OakanaBpuaTa II0 HalpaBIeHUIO
«11.03.02 NHPOKOMMYHUKAIIMOHHBIE TEXHOJIOTUX ¥ CUCTEMHI CBSI3M». VCXOMHBIM YPOBEHD
3HaQHUW U YMEHUU, KOTOPBIMU AOJIKEH 001afaTh CTYAEHT, IPUCTYIas K U3yYeHUI0 TaHHOU
OUCLHUIJINHEL, ONpefeNsaeTcs M3ydeHHeM TaKuxX OUCLHUIINH, KakK «besomacHocTh IP
Tene@oHUn».

3. IlepeyeHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUYeHHsI, COOTHECEHHBIX C
IUTAaHUPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOrPaMMBbI

[Tporecc n3ydeHus: OUCHUNINHE HallpaBlieH Ha (POpMUPOBaHUE CIIEAYIOMNUX
KOMIIETEHIINN:

Tabmua 1
Ne Kop
HaumMeHOBaHHe KOMIIETEHIIHH
II/II KOMIIETEHIIUH
1 TK-24 Cnoco0GeH ompenensaTh MapaMeTphl 0€30IMaCHOCTH U 3aIIUTH ITPOrPAaMMHOT0
o0ecreyeHns: CETEBLIX YCTPOUCTB

MHOMKaTOPH AOCTUXKEHUS KOMIIETEHIINN
Tabnuia 2

YMeeT BHIACHATH pUeMIIEMEIe [IJIs TI0Ih30BaTejIel TapaMeTphl paboTH CETH B
YCIOBUSAX HOPMaJIbHOM (00BIYHOM) paboTH (0a30BHIE TAPAMETPHI)
[TK-24.10 | 3HaeT MHCTPYKLUUM 10 YCTAHOBKE afMUHUCTPUPYEMEIX CETEBLIX YCTPOUCTB
[1K-24.11 | 3HaeT HHCTPYKIMU 10 SKCITyaTalluy afMUHNCTPUPYEMBIX CETEBBIX YCTPOUCTB
[1K-24.12 | 3HaeT UHCTPYKIMH 10 YCTAaHOBKE afiMUHHACTPUPYEMOT0 IPOTPaMMHOr0 06ecrieyeHus
TK-24.13 3HaeT UHCTPYKLHUHU 110 3KCIUIyaTaluy afMAHUCTPUPYEMOI0 IIPOTPAaMMHOI0
obecrie4eHus
3HaeT NPOTOKOJIBI KaHAaJIbHOI'0, CETEBOT0, TPAHCIIOPTHOTO U IPUKJIaAHOTO YPOBHEN
MOJIEJI! B3aMMOMIEHCTBUS OTKPHITEIX CUCTEM
[TK-24.15 | 3naet mopens ISO mns ynpaBiaeHUs: CETEBBIM TPaQUKOM
[1K-24.16 |3uaet momenu IEEE
[T1K-24.17 | 3HaeT 3aliuieHHEIe IPOTOKOJIE YIIPABJIEHUS
[1K-24.18 | 3HaeT OCHOBHEIE CPELCTBa KpUITOrpahuu
TK-24.19 3HaeT perjaMeHTsl POBENIeHHU S npodumakTuiyeckux paboT Ha afMUHUCTPUPYEMOH
MH(POKOMMYHUKAIIMOHHON CUCTEME

[1K-24.1

[1K-24.14




YMeeT IpUMeHSTH allllapaTHEIE CPEeICTBa 3aIUTHl CETEBHIX YCTPOMCTB OT

[1K-24.2
HEeCaHKIMOHUPOBAHHOTO JOCTYyIIa

TK-24.20 3HaeT TpeOOBaHUS OXpaHHbl TPyfia MpH paboTe c ceTeBOH anmapaTypo
aJIMUHUCTPUPYEMOU CETH

IK-24.21 BrnapmeeT HaBBIKaMU MJIaHMPOBAHUS 3aIUTHl IPUIOKEHUN OT HECAHKLIMOHUPOBAHHOTO
LOCTyIa

K-24.22 BrnageeT HaBRHIKAMM OLIEHKYW 0€30TaCHOCTH ¥ 3alIUTH ITPUI0XKEHUH OT
HECaHKIMOHUPOBAHHOTO JOCTyIIa

IK-24.23 Brnapmeet HaBBIKaMU IIJIaHUPOBAHUS 3alUTHL ONIEPALIAOHHEIX CUCTEM OT
HECaHKIMOHUPOBAHHOTO JOCTyIa

[TK-24.24 BrnapgeeT HaBBIKaMU OLIEHKY 3alUTH OII€PALIMOHHEIX CUCTEM OT
HECaHKIMOHUPOBAHHOTO JOCTYyIIa

TK-24.3 YMeeT npuMeHATH IPOrpaMMHBIE CPEICTBA 3allUThl CETEBBIX YCTPOUCTB OT
HECaHKIVOHUPOBAHHOTO JOCTYyIIa

K-24 4 YMeeT npuMeHSATH IPOrpaMMHO-allapaTHBIE CPEICTBA 3alllUThl CETEBHIX YCTPOKUCTB OT
HECaHKIMOHUPOBAHHOTO JOCTYyIIa

IK-24.5 YMeeT 1momb30BaThC HOpMaTI/IBHO-TeXUHI/IT-IeCKOfI DOKyMeHTaluei B 0671acTu
MHPOKOMMYHHUKAIIMOHHBIX TEXHOJIOTUMI

K-24.6 3HaeT ob1Ie TPUHIUIE QYHKIMOHNPOBAHUS anmapaTHEIX, MPOTPAMMHEIX 1
MIpOrpaMMHO-aNMNapaTHHIX CPECTB afMUHUCTPUPYEMOU CETH

TK-24.7 3Haer ApXUTEKTYPY aNMapaTHEIX, MPOrPAMMHEIX 4 IPOTPAMMHO-ANNaPaTHbIX CPE/ICTB
aJIMUHUCTPUPYEMOU CETHU

[1K-24.8 | 3HaeT Kjaccu(uUKaIuio OneparoHHbX CUCTEM COTJIaCHO KiaccaM 6e300aCHOCTH

TK-24.9 3HaeT CpefcTBa 3allUThl OT HECAHKLMOHUPOBAHHOTO JOCTYIIa OII€PALlMOHHBIX CUCTEM

¥ CUCTEM yIIpaBieHus: 0a3aMy JaHHBIX

4. O6beM TUCHHUIUIHHBI ¥ BUIBLI Y4e0HOH PadOTHI

Ounas popMa o0yueHus

Tab6muia 3
o Bcero|CeMmecTpbIl

Bup yuedoHOM paboThI YACOB 7
OO1mast TPyLOEMKOCTh | 3 3ET 108 108
KoHTakTHasi pabora ¢ 00y4alONIUMHUCST 50.25 50.25
B TOM YHCJIE:
Jlexkuun 20 20
[TpakTuyeckue 3ansatus (I13) 16 16
JTabopaTtopHbie paboTh (JIP) 14 14
3aIuTa KOHTPOJILHOM PabOoTH -
3ammTa KypCcoBoi paboThl -
3ammuTa KypCcoBOTO MPOEKTa -
[IpoMexyTouHas aTTecTalys 0.25 0.25
CamocTosiTeibHasi padoTa o0yuaromuxcsi (CPC) 57.75 57.75
B TOM YHCJIE:
Kypcosasi pa6oTa -
KypcoBoii mpoeKT -
W [ unu gpyrue BUOLI CaMOCTOSITENIbHOM pabOTHI:
IIOITOTOBKA K JTa00paTOPHHIM paboTaM, MPaKTUYECKUM 4975 | 4975
3aHATHUSIM, KOHTPOJILHEIM paboTaM, u3ydeHue ' ’
TEOPEeTUYECKOT0 MaTepHara.
[TogroToBKa K NPOMERKYTOYHOU aTTeCTalUU 8 8




| Bug mpomexxyTouHoii aTTecTamuH | |

3auer |

5. Conep}KaHne OHCITHITITHHBI

5.1. ComepxaHue pa3aesioB OUCIUIIINHEL.

Tabnuma 4
Ne cemecTpa
No HaymMmenoBaHue
/ pa3gesa (TeMbI) Copep:kaHue pa3aeia OqHO-|_ . .
OUCITHILTHHBI OYHAasI|3a04-
aas | Had
1 Paspmen 1. IIpeogMeT 1 OCHOBHEBIE 3afa4yd OUCIUIIIUHEL 7
BBepmenue «be3omacHocTh IP-Tenedonun».
Paspen 2. Knaccudukarus VoIP komekoB. TUIBE TH(MPOBBIX
Kopmexwu, ucrnonb3yeMele .
2 | B IP-Tenedomm. CUTHAJIbHBIX ITPOIIECCOPOB. PacueT Tpebyemoii 7
LTuchpOBOii CHrHAMbHAL TOJIOCEI TPOTIYCKast B 3aBUCMMOCTH OT BU/Ia
npomeccop (DSP). Komeka. Hactpoiika DSP.
Pazmen 3. IIpotokomnel curHanu3anuu H.323, Session
Curnanu3zanusi B VoIP- | Initiation Protocol (SIP), MGCP mpoToKoII.
3 |cersax. Pekomenpamuu | Ctaguu 06pabOTKH rojI0CcOBOTO TpadHUKa. 7
H.323. IIpoTtokonst SIP | KomnonenTs VolP. KBaHnToBaHue.
u SDP. CoMOIupOBaHHUE.
Pazgen 4. CpaBHeHUE TPAOUIIMOHHOM TeNnedOHHOU CeTH
4 OcobenHnocTu nepenayu | o01mero mojas3oBanus u VolP. I[Tpotokomns RTP u 7
ronoca B IP-ceTsax. RTCP. ®opmart kagpa RTP nmpoTtokona.
IIpotokon RTP. YcraHosnenue VolP-ceccuu.
0O630p Mopmenel KadyecTBa o0cmyxkuBanus (QoS):
nuddepeHITPOBAaHHOTO 00CTyKUBaHUS
Paspgen 5. (DiffServ), UHTErpUPOBAHHOTO CEPBUCA
5 MexaHu3MH (IntServ), HerapaHTHPOBaHHAS MOCTABKHU 7
obecneyenns QoS g | (BestEffort). Mexaru3mul obecreueHus
VoIP. KayecTBa 00C/IyKUBaHUSA B CETAX Iepefaydu
T0JI0Ca: MAaPKUPOBKA, IPUOPETH3ALIHS,
monuCHHT, mednuHr Tpaduka. CiscoAutoQoS.
Pasgen 6. Hactpoiika CUCM Express Ha MapIIpyTU3aTope
6 | Bemenue 8 CUCM Cisco, ¢yukuuun CUCM Express B r0J10COBOM 7
Express. cpere.
MexaHU3MHI 3allIATH TOJI0COBOTO TpaduKa:
Pazgen 7. KOH(MUIEHIIMATbHOCTS, IIeJI0OCTHOCTb,
v [TorpaHuYHBIE aytentudukamus. [Ipotokon Secure RTP. 7
KOHTPOJIIEepH ceccuii | Anroputmel mmdposanusi: DES, 3DES, AES.
(SBC). 3alMTa OT paclpeneeHHbX aTak
obcnyxuanus (DDoS).
5.2. MexpaucuuniuHapHble CBA3U C obOecrmeduBaeMBIMU (MOCTIEAYIOMIUMH)
OUCIIMIIIINHaMHU.
Tab6mnuia 5
Ne
n/m HauMeHoOBaHHe 00ecnedynBaeMbIX (MOCIeaYyIONINX) TUCITHILITHH
1 | Be3onacuocts IP Tenedponuun

5.3. Pa3nesbl OUCIUIIINHE 1 BUOLI 3aHATHH.



Ounas popMa o0yueHUs

Tab6mnuia 6
Ne HaumeHoBaHHue pa3jgesa (TeMbl) JIexk-| [Ipakrt. | JIab. [Cemu- CPC Bcero
n/m TUCIHIUIHH IIUH [3QHATHSABAHATHS HApPbl JacoOB
1 |Pasmen 1. 3| 4 4 6 | 17
BBeneHue
Pazpern 2.
2 | Kopmekwu, ucnons3yemeie B [IP-renedonuu. 3 4 4 6 17
[udposou curHanbHEIM mporeccop (DSP).
Paspen 3.
3 | Curnanu3zanus B VolP-ceTsx. PekoMmeHpganuu 3 4 4 8 19
H.323. IIpotokonst SIP u SDP.
Pasgen 4.
4 | OcobeHHOCTHM Iepemayy rojgoca B IP-ceTsx. 3 4 2 8 17
IIpotokon RTP.
5 Pazpgen 5. 3 8 11
Mexauusmel obecrieuenns QoS mnsa VolIP.
Pasmern 6.
6 Bsepenune B8 CUCM Express. 3 8 1
Pazpgen 7.
7 [Torpanrunble KOHTPOJIIEPH ceccuit (SBC). 2 5.75 | 7.75
Htoro: | 20 16 14 49.75[99.75
6. ;TabOpaTOPHBIN MPAKTHKYM
Ounas popMa o0yueHus
Tab6mnuia 7
Ne Howmep “ Bcero
o/ Pa3Aea HauMeHoBaHHe Ta00pPaTOPHOH PadOTHI ACOB
(TemsnI)
1 1 Hactpotika DSP, Bei6op komekoB VoIP 4
9 9 Hacrtpoiika npotokona MGCP.Cauddep naketos Wireshark. Ananus 4
MGCP-coo01menni
HacTtpotika nporokomna SIP.Cuuddep naketoB Wireshark. Auanus SIP- 4
COOOITIeHNH
4 4 Koudurypanus ronocossix noptoB. Peructparus IP-tenedonos 2
Hroro: | 14
7. IIpakTHYeCKHe 3aHATHs (CeMHHapPhI)
Ounas popMa o0yueHUs
Tab6mnuia 8
Homep
Ne Y Bcero
/i pa3aeal HauMmeHoBaHHe MPAaKTHYECKHX 3aHSTHU (CEMHHApPOB) 4aCOR
(TeMbI)
1 1 W3yuenne nporokosa RTP. Amanu3 RTP-noToka. 4
2 2 BHenpeHre KauecTBa 00CTyKMBaHUS, UCONB3Yyst MexaHu3M CiscoAutoQoS| 4
3 3 Hactporika CUCMExpress 4
A 4 HacTpoiika MexaHN3MOB 3aIUTH T0JI0COBOT0 Tpaduka. HacTpoiika Secure 4
RTP npoTtokona
Hrtoro: | 16




8. IIlpuMepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)

PaGouyuM yuyeOHBIM IIIaHOM He MPeIyCMOTPEeHO
9. CamocTosiTe/IbHasA padora

Ounas ¢popMa o0ydeHUs

Tabmnuia 9
Ne
pasiesa Copepxanue CPC ®opma KOHTPOJIS Bcero
MM CITHII- JaCOB
JINHBI
1 Brepmenue Otuer 6
Kopeku, ucnonb3yemsie B IP-tenedonun. Liudposoi
2 N Otuet 6
CUTHaJIbHEIM nponeccop (DSP)
Curnanuzanus B VolP-cetsx. Pekomenpanuu H.323.
3 ITpoTtokone! SIP u SDP Order 8
4 OcobeHHOCTH TIepefayu ronoca B IP-ceTsx. OTyer 8
IIpotokon RTP
5 Mexauu3mrel obecnederuss QoS mnsa VolP Otuer 8
6 Beemenne 8 CUCM Express OTuer 8
7 [Torpanuunbie KOHTPOIIEpH ceccuit (SBC) OTueT 5.75
HTtoro: |49.75

10. IlepeyeHp Y4€OHO-METOTHIECKOr0 00eCIeUYeHHusI [I/Isi CAMOCTOSITe/ IbHOMH
padoThl 00yYaIONIMXCSI 110 TUCIUIITHHE

I7ss caMOCTOSITeTbHOM PabOTH IO AUCIUIIINHE PEKOMEHI0BAHO Cliefyioliee yuebHO-
MeToOu4deckoe obeclieueHue:
- [TormoxkeHue 0 CaMOCTOSITeNIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom
roCyapCTBEHHOM YHUBEPCUTETE TeleKOMMyHUKauui uM. npod. M.A. boruy-Bpyesuua;
- PEKOMeH[I0BaHHas OCHOBHAaA U NOIOJIHUTEJIbHAS JINTEPATypPa;
- KOHCIIEKT 3aHSTUY 10 OUCLHUIIINHE;
- Claupgbl-Ipe3eHTaliy U IPYroM MeTOANYECKUY MaTeprall, UCIIOIb3yeMbIi Ha 3aHATUAX;
- MeTOU4YeCKre PEKOMEH[IAIIMH 10 TOATOTOBKE MUCbMEHHBIX PaboT, TpeOOBaHUS K UX
copepKaHui0 U odopMIleHHIo (pedepar, scce, KOHTPONbHas paborTa) ;
- (pOHOBI OIIEHOYHBIX CPENCTB;
- MeTOAMYEeCKHe YKa3aHUs K BHIIOTHEHUIO TabopaTOPHEIX PabdoT Ot CTYAEHTOB;

11. ®oHA OLIEHOYHBIX CPEICTB [JIsI MIPOBEIeHUsI IPOMEKYTOYHOH aTTeCTAalluH
00Yy4YaIOIIHUXCS

®oHMI OIIEHOYHHIX CPENCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAIbHBIM aKTOM
yHuBepcuteta "[lomoxeHne 0 PoHE OIEHOYHBIX CPENCTB" U SBAAETCS IMPUIIOKEHUEM K
paboyeii mporpamMMe JUCIUIITAHHL.
®oHJI OLIEHOYHHBIX CPEACTB [/ TNPOBENEHUS NPOMEXKYTOYHOM aTTeCTalluu
00y4alouIuxCcsl 10 OAUCIUIIIMHE BKII0YaeT B cebs:
- TIepedyeHb KOMIIETEHIIUM C YKa3aHUEM 3TAINoB X (GOPMUPOBAHUS B IIPOLIECCE OCBOEHUS
00pa30BaTeIbHOM IIPOTPAMMEL;



- ONHKCaHHe II0Ka3aTeneu u KPpUTEpueB OIEHNBaAHUA KOMIIETEHIIMM Ha PA3/INYHEBIX 3TallaX

nuXx d)OpMI/IpOBaHI/IH, OllMCaHKHe IIKaJl OIleHNBAHNI,

- TUTIOBHIE KOHTPOJIbHLIE 3a[laHus UM WHBIE MaTepuaslkl, He0OXOIUMEBIE [IJIST OIleHKU
3HAHUU, yMEHUM, HABLIKOB U (M) OIBITA AeSATEIbHOCTH, XapaKTEPU3YIOIINX 3TAIbI
dbopMupoOBaHUS KOMIIETEHIINM B IIPOLIECCe OCBOEHUST 00pa30BaTeIbHOM ITPOTPAMME;

- MeTOMYEeCKHe MaTepualbl, OIpeensionlre IPoeqyphl OlleHUBaHUS 3HAHUM, YMEHUH,
HaBBIKOB U (UJIX) OIBITA [eATETbHOCTH, XapaKTEePU3YIOIIUX 3Tallbl (hOPMUPOBAHUS

KOMIIETEeHIINN.

151 KazKgoro pe3yibTaTa OGY‘IGHI/IH II0 OUCLUIIIINHE OIIPEedesIsAl0TCA IIOKa3aTelIn u
KPpUTEpHuun OIEHKHU C(bOpMPIpOBaHHOCTI/I KOMIIETEHIIUU Ha Pa3/INYHBIX 3TallaX HX

dbopMUpOBaHUS, IIKAJIEI ¥ MIPOIEAYPHl OLleHUBAHMUS.

12. IlepeyeHb OCHOBHOH H [IOIIOTHHUTE/ILHOH JINTEPATypPhbl, HEOOXOTUMOM [IJIsI

OCBOEHHUHU TUCIHUIIIUHBI

12.1. OcHoBHas nuTepartypa:

1. Be3onacHocts IP-Tenedonuu [TekcT] : yaeOHOe mocobue / 1. V. Kupunmnos [u ap.]. ;
pen. C. E. [lymun ; ®egepanbHoe areHTCTBO CBsI3U, PefepasibHOe TOCyIapCTBEHHOE

oOpa3oBaTeNibHOE OI0[IKETHOE YUpekaeHNe BEICIIETO TPOGeCCHOHAIBHOTO
obpa3oBanus "CaHKT-IleTepOyprckuii rocyqapCTBeHHBIM YHUBEPCUTET

TeleKOMMYHUKalnii uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6I'YT, 2012. - 96 c.

12.2. [lononHuTENIbHAS TUTEPATYpa:

1. Onudep, B. I'. KoMmnrioTepHble ceTH. [IpUHITUIIE, TEXHOJIOTHH, TPOTOKOIIH [TeKCT] :
yueOHUK O By30B / B. I'. Onmudep, H. A. Onudep ; pen.: FO. A. I'puropres, b. ©.

[TpuxkyKoB. - 4-e u3f. - CIIO. : [Tutep, 2012. - 943 c.

13. IlepeyeHs pecypcoB HH(POPMATTHOHHO-TEIeKOMMYHUKAIIHOHHOH CE€TH

«AHTEpHET»

Pecypchl HHOOPMAIMOHHO-TEIeKOMMYHUKAIMOHHOM ceTu «HTepHeT» U3
YKa3aHHOTO IIePeYHs SBIISIOTCS PEKOMEHOYEeMEIMHU NOMOTHUTEIbHBIMU

(BCITOMOTaTEIbHEIMU) KCTOYHUKAMU O0GUIIHATIbHON HHGOOPMAIIMK, pa3MeIleHHON Ha
JIeTaIbHEIX OCHOBAHUSIX C OTKPBITHIM JOCTYIIOM. 3a IIOJTHOTY COMEePKaHusI ¥ Ka4eCTBO

pa60Ty CalTOB HECET OTBETCTBEHHOCTh HpaBOO6J'IaJIaTeJ'IB.

Tab6muma 10

HaumeHOBaHue pecypca

Anpec

TTorckoBas cucTeMa google.com

google.ru




14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Ipolecca Mo JUCHHUIUIHHE (MOIYIII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPAaBOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUTIINHEL:

Cisco Packet Tracer
Linux

Oracle VM VirtualBox
Windows KUKCC

14.2. UudopMalliOHHO-CIIPAaBOYHBIE CHUCTEMEI:

9BC iBooks (https://ibooks.ru)
9bC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHHWEe W OpraHuU3alus BpeMeHU, HeOOXOOUMOTO OJIT U3YUEeHUS
OUCLUIITAHEL

BaxXXHBIM yCIOBHEM YCIEIIHOTO OCBOEHHS OUCHUIINHE «3alluTa TI'0JI0COBOTO
Tpaduka B IP-ceTsix» siBIsieTCd co3gaHWe CUCTEMBI IPaBUJIbHOM OpPraHU3alldM TPY[a,
IIO3BOJISIIONIEH paclmpenenuTh yueOHYI0 HAarpy3Ky PaBHOMEPHO B COOTBETCTBUH C
rpadukomM 00pa30BaTENbHOTO Mpoliecca. BONbIIyi0 OMOIIL B 9TOM MOXKET OKa3aTh
COCTaBJIeHHe IjlaHa PaboTHl Ha CeMEeCTp, MecslIl, Hefemlo, JeHb. Ero Hanuyue Mo3BOJIUT
IOAYMHUTH CBOOOOHOE BpeMsd IeNisiM y4ueOrl, TpyAuThCa 6ojiee yCIeIlnHo U 3hPeKTUBHO.
Hy>XHO OCyIIeCTBISITh CAMOKOHTPOJIb, KOTOPHIA SBISETCS HEOOXOOMMBIM yCIOBHEM
ycremHo# y4e0Onl. Bce 3amaHus, BK04as BHIHECEHHBIE Ha CaMOCTOSTEJIbHYIO padoTy,
PEKOMEHIYeTCs BHIIIOIHATh HEIOCPEACTBEHHO IIOC/E€ COOTBETCTBYIOIIETO ayAUTOPHOIO
3aHATHSA (JIEKIWHU, TPAaKTUYECKOTO 3aHATHS), YTO CIOCOOCTBYeT NydIlIeMy YCBOEHHIO
MaTepuana, I03BOJISeT CBOEBPEMEHHO BHISBUTH M YCTPAHUTH «IMPOOEb» B 3HAHUSAX,
CUCTeMaTH3UpOBaTh paHee NPOUAEHHBIM MaTepuaa, Ha ero OCHOBe NMPUCTYIUTh K
OBJIQMIEHWI0O HOBLIMH 3HAHUSMH W HaBBIKAMHU.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYEeTaHUU
HECKOJbKUX BUIOB Y4eOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUHM M NPAaKTHUUECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT ONpeneieHHON CIeln(pUKO.

15.2. IToaroTOBKA K JEKIUIM

3HAKOMCTBO C OUCIUIIIMHOW MPOUCXOOUT yKe Ha IMepBOM NEKUWH, Toe OT CTyAeHTa
TpebyeTcsl He MIPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIIEKTOM JIEKIMi He0OXOAMMO YUYUTHBATh TOT (PAKTOpP, YTO ONHU JNEKIUU
AT OTBETHl HA KOHKPETHHIE BOIIPOCH! TEMBI, OPYTUE - JIUIIb BHIABISIOT B3aUMOCBSA3U
MeX[Oy SBJIEHUSIMHU, IMOMOTas CTYHEHTY MOHATH ITyOMHHBIE MPOLECCH pPa3BUTHUSA



M3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHcmekTUpoBaHUE JEKLIUU - CIO0XKHBIM BUI BY30BCKOU aymIUTOPHOM paboOTHI,
Ipenamnoaraliiui WHTEHCUBHYI0 YMCTBEHHYIO HOeSTelIbHOCTh CTyoeHTa. KOHCIEKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3aliCcaHo caMoe CYIIeCTBEHHOE M CHEeNTaHO 3TO CaMUM
obyvaromumcsa. He Hago CTpeMHUTHCS 3anucaTh OOCJIIOBHO BCIO JIeKLIui0. Takoe
«KOHCITEKTHPOBaHKE» IMPUHOCUT OOJIbINE Bpema, YeM IMoib3kl. llemecoo6pa3Ho BHavase
TIOHSTh OCHOBHYIO MBICJIb, M3JIaTaeMyl0 JJEKTOPOM, a 3aTeM 3amucarTh ee. 2KenaTenbHO
3allMCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JUCTA UK OCTABNSAS IOJS, Ha KOTOPHX
II03[IHee, IPU CaMOCTOSITEIbHOM paboTe ¢ KOHCIIEKTOM, MOXKHO CHeJlaTh AOMOIHUTENbHEIE
3aIKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIeKT NeKnuu aydine Ioapa3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9tomMy B OOnbIION cTemeHu OymyT cmocoO6CTBOBAThH BOMPOCH IjlaHA JIEKIUH,
IpenoXkeHHbIe mpemonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [e/TaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIPENETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, abOpeBUaTyp u
cuMBooB. OgHAKO MpH JanbHeuIel paboTe ¢ KOHCIIEKTOM CUMBOJIBL JIy4Ille 3aMEHUTh
OOBIYHBIMHU CJIOBaAMHU [IJis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BCceTrma He0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO YyUeOHUK, HO U TY
JUTEPaTypy, KOTOPYIO JOTOJHUTEILHO PEKOMEHI0Ba JeKTOp. UIMEeHHO TaKas cephe3Hasl,
KpomoTnuBasi paboTa C JNEKUMOHHBIM MaTepHalioM I03BONUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. IlogroToBKa K IPakKTUYECKUM 3aHATUAM

TmaTenbHOE MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJIaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMIEHHOr0 MaTepuasa (MaTepuana JeKIWi, MPaKTU4eCKUX 3aHATHH), a
3aTeM u3y4yeHus 0053aTeNbHOM U [IOMOITHUTEIbHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HOMXKEH MPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TEOPETUYECKHE BOIPOCH NpPAKTHKyMa, €r0 BHICTYIJIEHWN U y4aCTHUHU B
KOJIJIEKTUBHOM OOCYXKIOEHMH BOMPOCOB M3y4YyaeMOM TeMbl, MPABUIbHOM BHIIIOIHEHUU
IPaKTU4YeCKUX 3aJaHui ¥ KOHTPOJBHBIX PadoT.

Heo0xomuMo MOHUMATh, YTO HEBO3MOXKHO BO BpeMSI ayOUTOPHBIX 3aHATUN U3T0KUTh
BeCh MaTepual KM3-3a JUMHUTA ayOgUTOPHBIX YaCOB, ¥ NpPHU U3YYEHUU OUCLUIMIUHEL
HeI0CTAaTOYHO KOHCIIEKTOB 3aHATHH. [103TOMy camMocTosiTeNbHAs paboTa ¢ yueOHUKaAMU,
y4eOHBIMU TOCOOMSMHK, HaAy4YHOW, CIPaBOYHOW NUTepaTypol, MaTepualaMu
IepUoNuYecKUX U3maHul u MHTepHeTa sBnseTcs Haubonee 3QPEeKTUBHEIM METOOOM
IIOJIy4YEeHUS NOMOJHUTENIbHBIX 3HAaHUW, IT03BOMISET 3HAYUTEIbHO aKTHBU3UPOBATh MIPOLIECC
oBNajieHusT uHPoOpMaluen, crnocodCcTByeT Goyee rIy00KOMY YCBOEHMIO HM3y4aeMOTO
MaTepuana, GopMUPYET y CTYOEHTOB CBOe OTHOIIEHHE K KOHKPETHOW Ipobieme.

15.4. PekoMeHpmaluu 1o paboTe ¢ TUTEpaTypoOn

Paboty c nmuTepaTypol Iesiecoobpa3Ho HayaTh C U3ydeHUs 06X paboT o TeMe, a
TaKXe y4eOHUKOB U y4yeOHBIX mocobuii. [lanee peKOMeHAyeTCs NMepeuTu K aHanusy
MoHorpaduil ¥ craTed, pacCMaTPUBAIOIIKAX OTHE/IbHEIE aCIeKTH IIPo0ieM, U3ydyaeMbIX B
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paMKax Kypca, a Takxke opuIIMaTbHBIX MaTepUaaoB U HEOMYyOJIMKOBAHHBIX JOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue paboThl, AUCCEePTAalliM), B KOTOPHIX MOTYT COAepXkKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOM IPOOIIeMEI.

PaboTy ¢ uCTOYHMKaAMHU HaJO0 HaYWMHATh C O3HAKOMHUTENILHOTO UYTEHHS, T.e.
IIPOCMOTPETH TEKCT, BHIAENIAS €r0 CTPYKTYPHbIE eQUHHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKaMyd OTMeYaloTCS Te CTpPaHHUIb, KOTOphkle TPeOyioT 0ojiee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT Pe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCS
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MMOCTaBIeHHOU
3amauu TpebyeTcs u3ydyeHWe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUS. Eciu B KHUTe HET IoApoOHOro OTjiaBlieHus, ClefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIEe U UMEeHHbIEe YKa3aTellu.

V36paHHbe (pparMeHTH WKW BECb TEKCT (€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHUBOI'0, HETOPOIIJIUBOTO UYTEHMHS C «MBICIIEHHOM ImpopaboTKOim»
MaTepuana. Takoe 4TeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BeIBogoB. Ocoboe BHUMaHUe cjefyeT 00paTUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHaNIU3UpOBaTh, KakKue U3 yTBEPKAEHUU
aBTOpPa HOCST NpoOIeMaTUYHBINM, TUIOTETUUYECKUM XapaKTep M YJIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HayduUThCS BHIAENSATH T'JIaBHOE B TEeKCTe, ylIaBlIUBaTh
npoOyieMaTUYHLIM XapakKTep YTBEPXKIEHUU, NaBaTh OIEHKY aBTOPCKOM MO3ULMUHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAKOMUTCS C Pa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH ¥ [ieslaeT BHIBOJ 0 Haubomnbinel yoemuTeIbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEUYaTCS Pa3Hble TOUYKU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SIBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuchk. [Ipy HaTUYUM PACXOXKOEHUU MeXOy aBTOpaMu HeoOXOOWMO HaWUTHU
palyoHanbHOE 3€ePHO Yy KaXXOOTr0 M3 HUX, YTO MO3BOJIUT T'Iy0xKe YCBOUTH NMpEeAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHMBATh U3ydaeMble BOIPOCH. 3HAKOMSICh C 0COOBIMU
IO3UIUSIMU aBTOPOB, HYKHO ONpPENeNATh UX CXO0XKUe CYyKOeHHUs, apT'yMEHTHI, BEIBOAHL, a
3aTeM CpPaBHMBATh UX MeXy co00M U MPUMEHSTh U3 HUX Ty, KoTopas Oojee ybeouTebHa.

CnepyomuM 3TanoM paboTel ¢ MUTePaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue
KOHCIIEKTOB, (PUKCHUPYIOIINX OCHOBHLIE TE3UCH M apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha
OTHENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM
M3y4aeMoro Kypca. [Ipyroi cmocob - 3TO BefleHNe TeEMAaTUYEeCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinue cnenuanbHble PabOTH MOHOTPadHUYeCcCKOTO
XapakTepa Ienecoo0pa3HO KOHCIIEKTUPOBATb B OTHENIbHBIX TETPafsx. 3deCh BaxXHO
BCIIOMHUTB, UYTO KOHCIIEKTHI IIAIIYTCSA Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTAaTOYHBIM
IJIsl UCIIPABJIEHUS ¥ PEMapOK MeXCTPOYHBIM PACCTOSHHEM (3TH IpaBuiIa COOII0OOAI0TCS
15l ynoOCTBa peflakTupoBaHus). EC/TM B KOHCIIEKTaX IPUBOOATCS IUTATEL, TO HEIIPEMEHHO
OONXKHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOMHBEIE MaHHBIE, Ne
CTpaHuIlH). BriocnencTeuu 3Ta nHGOPMAIY MOXKET OBITh MCII0Ib30BaHa IIPU HAlTMCAaHUHN
TeKCTa pedepaTra WA APYroro 3aJaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATyPOU BaxKHO YMETh:

- COIIOCTaBNIATh, CPAaBHUBATh, KIAaCCU(MUIIUPOBATh, TPYNIUPOBATh, CHCTEMATHU3UPOBATh
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“H(pOpPMAIIKIO0 B COOTBETCTBUU C OIpeeIeHHON y4eOHOM 3aauel;

- 00001mIaTh MOTy4YEHHYI0 HH(POPMALXIO, OL[eHMBATh IIPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHCbMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTABIATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTb U IIPE3EHTOBATh Pa3BePHYyThHIe COOOIIEHUS THIIa NOKIIaa;

- paboTaTh B pa3HbIX pexkrMax (MHOWBUAYANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMU U CIIPABOYHBIMU MaTepHalaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NENCTBHS CBOMX TOBAPHINEH, 00BeKTHBHO OI€HUBATh
CBOM JIE€MICTBHUSI;

.- obpamaThCsa 3a IOMOIIbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPernofaBaTellio,
OPYTUM CTyHOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJlbHOW AOTagKOH, CJIOBapsiMH
Pa3IUYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMu B TEKCTE (KITI0UeBhIe
CJIOBa, CTPYKTypa TEKCTa, IpefaBapsioilas nHpopMalus 1 ap.);

- UCIIONb30BaTh MPU TOBOPEHUM U MHUCHMe Nepudpas, CHHOHMMUYHLIE CPEeNCTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIIUKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3LIBAHUS UJIK BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMHUKY, XKeCTH (BOOOIIe X B Te€X CIydasix, KOrfa S3bIKOBEIX CPENCTB He
XBaTaeT [JIg BhIPakKeHUS TeX UM MHBIX KOMMYHUKaTABHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXyTOYHOU aTTeCTALlUU
[Tpu noATrOTOBKE K IPOMEXKYTOYHOM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMAaTEJIbHO M3Y4YUTh NI€pPeYeHb BOIPOCOB W ONPEHNENuTh, B KaKUX UCTOYHHUKAX
HaXOOsATCSl CBeNeHUs, He0OXOOuMBbIe [Jig OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JINTEPATYPY;
- COCTaBUThb KpaTKNe KOHCIIEKTEl OTBETOB (IIJIaHEl OTBETOB).

16. MaTepHaIbHO-TEXHHYECKOe 00eclieueHHe THCIHIITHHBI

Tabnumna 11
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000PYyI0BaHHS
n/n ayIUTOPHH U TabOpaTOpPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC
AYOUTOPHUH MJIsI IPOBENEeHU I'PYIIIOBLIX 1
2 YAHTOPHH [ p A py Aynro-BUe0 KOMIIJIEKC
MPaKTU4YEeCKUX 3aHSITUHN
3 |KOMIBIOTEPHBIM KJTaCcC [IepcoHaANTbHBIE KOMIIBIOTEPE
AyoUTOPHS OIS KYPCOBOTO M JUILJIOMHOTO
4 [YRHTODHA I yp a [TepcoHanbHBIE KOMIIBIOTEPHI
MPOEKTHUPOBAHUS
5 |AyguTopus Ojsi CAaMOCTOSITeIbHOM PabOTHI KoMIIbIOTEpHas TEXHUKa
6 [YuTanmbpHBIM 3all [TepcoHaIbHBIE KOMIIBIOTEPHI
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