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Pa6ouyasi mporpaMMa OMCHUIIIMHBE COCTaBleHa Ha ocHOBe TpeOoBauHuiu demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenmuanbHOCTH) moAarotoBku «10.05.02 HMuHbopManmumoHHass 06e30IaCHOCTH
TEJIEeKOMMYHUKAUUOHHBIX CUCTEM», YTBEPXKOEHHOr0 IpPHKa3oM MHUHHUCTepCTBa
oOpa3oBaHus u Hayku Poccuiickont ®emepanun ot 26.11.2020 Ne 1458, 1 B COOTBETCTBUU C
pabo4yuM y4eOHBIM IIJIaHOM, YTBEPKIOEHHEIM PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mpemomaBaHust QUCHUTITAHE «OCHOBH YIIpaBieHus NHGOPMaIlMOHHOM
0e30I1aCHOCTBIO» SIBIISIETCS:

M3y4yeHUe BOIPOCOB yIIpaBlieHUsT MHPOPMaLUMOHHOM 0€30MaCHOCThIO. [IUCIUIIIHHA
nmoixHa obecrneynBaTh popMupoBaHue ¢GyHOaMeHTa MOATOTOBKY OymYIIUX CIIEIMaInuCTOB
B oOmacTu GopMupOBaHUS MOfeel yrpo3, OLEHKU PUCKOB MHGOOPMALUOHHBIX
MHOOKOMMYHHUKAIIMOHHBEIX CUCTeM, (popMHUpOBaHKWE afeKBATHHIX METOMOB M CPEOCTB
obecriedyeHus “HGOPMaIMOHHOM 0€30MaCHOCTH, a TakKXkKe, Co3[laBaTh HeoO6xoauMyio 0a3y
IJIs YCIIEIIHOTO OBJAMeHUs MOCIeAYIINUMU CIellMalbHEIMU OUCHUIIUHAMU Yy4eOHOTO
niaHa. OHa JONIXKHAa CIOoCOOCTBOBAaTh PAa3BUTHI0 TBOPYECKUX CIIOCOOHOCTEN CTYIEHTOB,
yMeHu0 GOopMyIHpoBaTh U pellaTh 3aJadyd M3y4aeMOW CIeIMalbHOCTHU, YMEHUIO
TBOPYECKM NPUMEHSITh ¥ CAMOCTOSTENIbHO ITOBBIIIATH CBOM 3HAHMSI.

OTa menb [OCTUTaeTCd MyTeM pelleHus clenyoumx(ei) 3apgad(u):

npuobpeTernue o00y4aeMbHIMH He00XOOMMOTO OO0ObeMa 3HAHWN U MPAKTUYECKUX
HAaBBHIKOB B 00/1aCTM CTaHOapTHU3allUd U HOPMOTBOPYECTBA B yIpPaBIeHUU
nHGOPMAllMOHHOM 0€30MacHOCTbI0, OLIEHKHM PUCKOB MHGOPMALMOHHHIX PECYPCOB
NpEeNnpusiTusS U ayguTa MHPOPMAUUOHHOM 6e30ImaCHOCTH, OpraHu3alnuu paboTh U
pa3rpaHUYeHus] MOJTHOMOYMY IepCOoHajla, OTBETCTBEHHOrO 3a HMH()OPMaAIMOHHYIO
6e30macHOCTh; (popMuUpoBaHUe Y 00ydyaeMbIX 11eJI0CTHOTO IIpeCcTaBlIeHus: 00 opraHu3aluu
U COJOepXKaHWUU IIPOIECCOB yIpaBleHUsS HMHGOPMAUMOHHOW 06€30IMaCHOCTHIO Ha
NpeNnpusITUN KaK pe3ylbTaTa BHEOPEHHUS CUCTEMHOTO ITOfIX0fda K pelleHuI0 3amay
obecrieuenust nHGopmanronHou 6e3omnacHocTu (UB).

2. MecTo THCIHHUIIIHHBI B CTPYKType 00pa30BaTe/IbHOH MPOrPaMMEI

HuciunnuHa «OCHOBE yIpaBiaeHusS HHPopManuoHHou Oe3omacHocThio» 51.0.10.08
SIBASETCS OOHOW M3 OUCHUINIUH 0053aTeNbHOM YaCTH y4eOHOTO IJlaHa MOATOTOBKHU
cmenuanurtetra no HanpaBneHuio «10.05.02 HMupopmamumoHHasi 0e30MaCHOCTH
TEJIEKOMMYHUKaLIMOHHBIX CUCTeM». VM CXOOHBIM YPOBEHDb 3HAHUU U YMEHUU, KOTOPHIMHU
noyKeH o0/lafaTh CTYAEHT, IPUCTYyNAs K U3y4YEeHUIO JaHHOU JUCIUIIINHEL, ONPEeesieTcs
M3y4eHNEeM TaKUX TUCHUIIINH, KaK « OCHOBEI MHGOPMALMOHHON 0€30ITaCHOCTHY.

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yIbTaTOB 00yUY€eHH I, COOTHECEHHBIX C
IUTAaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Tpouiecc u3y4yeHus OUCLHUIIINHL HallpaBieH Ha GOpMUpPOBaHUEe CIETYIOMINUX
KOMIIETEHIINU:
Tabnuia 1

Ne Kopn

HanMeHOBaHHE KOMIIETEHIITHA
II/II [KOMIIeTeHITUH

CmocobeH MpUMEHSITh HOpPMATUBHBIE ITPABOBLIE aKTH, HOPMATUBHEIE U
1 OIIK-5 MeTOAUYECKUe TOKYMEHTH], PerjlaMeHTUPYIOLINE NeATeIbHOCTD I10 3allluTe
“HGOPMAIIUY;




2 OIIK-6

Cnoco6eH IpH peleHnr MpoQpecCuOoHaNbHEIX 3alad OPTaHU30BLIBATh
3aIUTy WHPOPMAIIUU OrPAHUYEHHOTO JOCTYIIA B IPOIlecce
GYHKITHOHUPOBAHUS CETEH 3JIeKTPOCBSI3K B COOTBETCTBUM C HOPMATUBHEIMHU
IIPAaBOBEIMHU aKTaMH, HOPMATUBHHIMU ¥ METOIMYECKUMHU NOKYMEHTaMHU
®epepanbHOM cyxk0b Oe30macHocTH Poccuiickon ®epmepanuu,
demepanbHOM CITYXKOH IT0 TEXHUYECKOMY ¥ 9KCIOPTHOMY KOHTPOJIIIO;

3 OIlK-16

Crioco0eH MPOEKTUPOBATh 3alUINeHHbIe TeJIEKOMMYHUKAIIMOHHEIE CUCTEMBI
U UX 9JIEMEHTHI, IPOBOIUTh aHAJIU3 MPOEKTHHIX PelleHul Mo 00ecrnedeHnio
3aJaHHOT'0 YPOBHS 0€30MacHOCTH U TpebyeMoro KauecTBa 00CTyKUBaHUS
TeJIeKOMMYHUKAIIMOHHEIX CUCTEM, pa3pabaTeiBaTh HEOOXOMUMYIO
TEeXHUYECKYI0 JOKYMEHTAILMIO C YUEeTOM [EHCTBYIOLINX HOPMATUBHEIX U
METOOUYECKUX JOKYMEHTOB, IPOBOAUTE ITOATOTOBKY MCXOOHBIX JaHHBIX AJIS
TeXHUKO-9KOHOMUYECKOT0 000CHOBAHUST COOTBETCTBYIOIINX ITPOEKTHHIX
pelIeHny;

WHOMKaTOPH JOCTUXKEHUS KOMIIETEHIINN
Tabnua 2

OIIK-5.1

3HaTh: - IPABOBEIE ¥ HOPMATUBHEIE MOKYMEHTEI, PETJIaMEeHTUPYIOIIKEe AesITeIbHOCTh
110 3aITUTe HHPOpPMaIwu B chepe MpodeccHoHaATbHON NesTeTbHOCTH

OIIK-5.2

YMeTs: - UCTI0NIb30BaTh IPABOBLEIE ¥ HOPMATUBHEIE NOKYMEHTE], PerjlaMeHTUPYIOIIHe
LesaTeIbHOCTD 110 3aluTe UHPOpMaluU B chepe TpoheCCuOHATbHON AeITEIbHOCTH

OIIK-5.3

BrnapeTs: - HaBEIKaMU MCII0JIb30BaHUS IIPABOBHIX 1 HOPMaTUBHEIX OKYMEHTOB,
pernaMeHTUPYIOMIUX AesTeIbHOCTE I10 3aliuTe nHPopMauuu B chepe
npodeCcCuOHANbHON OesITeTbHOCTI

OIIK-6.1

3HaTh: - HOpPMaTHBHEIE TPABOBLIE aKTHl, HOPMATHUBHBEIE M METOOUYECKHUE JOKYMEHTHI
OCB, ®CTIOK Poccun

OIIK-6.2

YMeTh: - OpraHu30BHBATh 3aUUTY KHGOPMAILIUK OTPaHUYEHHOTO JOCTyIa B
COOTBETCTBUY C HOPMaTUBHLIMU IIPABOBEIMU aKTaMH, HOPMAaTHABHBEIMU U
MeTtoguueckuMu fokyMerntamu ®CE, ®CTIK Poccun

OIIK-6.3

Brnapets: - HaBEIKaMU MCII0/Th30BaHU ST HOPMATUBHAIX IIPABOBHIX aKTOB, HOPMATUBHLIX 1
MeToaudeckux nokyMeHTOB ®CH, ®CTIOK Poccuu B mpodeccroHambHOK
OesiTeTbHOCTH

OIIK-16.1

3HaTk: - CIIeIMaJIn3NPOBaHHOE IIPOTrPpaMMHOe obecreuyeHne OJIs1 aBTOMaTHUu3allun
IIPOEKTHUPOBAHNAI, O(l)OpMJ'IeHI/Iﬂ HpOGKTHOfI OJOKYMEHTallun

OIIK-16.2

YMeTs: - 060CHOBEIBATH BEIOOP MH(DOKOMMYHHKAIIMOHHEIX TEXHOJIOTUH 1
000pyHOBaHUS

OIIK-16.3

BrnageTs: - MeTogaMu IJIaHUPOBAHUS U IPOBEIEeHUST HeOOXOJUMEIX
9KCIIEpUMEHTAaIbHBIX UCCIIeOBAHUM, II0 UX pe3yabTaTaM IIOCTPOUTH aieKBaTHYIO
MO[IeJb, HCII0/Ib30BaTh €€ B MaIbHEHIIIEM IIPU PEeIeHUud 3aay CO3MaHus ’
9KCIUTyaTaly HHPOKOMMYHUKAIIMOHHOT0 060PyIOBaHUS

4, 00beM THCIHIUITHHBI ¥ BHABI y4€0HOH PaboThI

OuHast popMa 00yueHus

Tab6muia 3
o Bcero|CemecTpsl
Bupn yuedoHOM padoThI 9ACOB 7

OG11ast TPyEOEMKOCTb | 4 3ET 144 144

KoHTaKkTHasi paboTa ¢ 00y4aromuMuCst 68.35| 68.35

B TOM YMCJIE:

Jlekunu 26 26

[TpakTruyeckue 3angatus (I13) 22 22




JTabopaTtopHbie paboTs (JIP)

18 18

3ammTa KOHTPOIbHOM paboTh -

3almTa KypCcoBoy paboTh -

3aluTa KypCcoBOro IpoeKTa

HpOMe}KYTO‘-IHaH aTTeCTaluia

2.35 2.35

CamocTositeibHasA paboTa ob6yuaromuxcsi (CPC)

42 42

B TOM 4HCJI€E:

KypcoBast paboTa

KypcoBoii mpoekT

W / unu gpyrue BUOLI CAMOCTOSITENTbHOM pabOTHI:
MOATOTOBKA K Ja60paTOPHLIM paboTaM, MPaKTUYECKUM
3aHSATHUSIM, KOHTPOJILHEIM paboTaM, u3ydeHue
TEOPETUYECKOTO MaTepuasa

42 42

ITogroToBka K HpOMe}KYTOqHOIZ aTTeCTallun

33.65| 33.65

By npoMeKyTOUYHOH aTTeCTalluu

DK3aMeH

5. CogepKaHue TUCIHUILIHHBI

5.1. ComepxaHue pa3aesioB OUCILUIIINHEL.

Tabmnuna 4
Ne cemecTpa
No HaunMmeHnoBaHHE
- /;1 pa3geia CopgepzxkaHue pa3geia O4HO-| . .
OUCIHUTIIHHBI O4YHasA|3a04-
Has
Hasd
Pasgern 1 OcHOBHEIE COCTaBMAIOINME UHGOOPMAIIMOHHOK
: 0e30IacHOCTH. YTPO3bl HHPOPMALIMOHHOK
O1eHKa PUCKOB
1 . | 6e3omacHOCTY B MHPOPMAIMOHHBIXCUCTEMAX. 7
“H(pOpPMaIMOHHOU
OCHOBHEIE OIpefeNieHus U KPUTEPUHU, YTPO3BI
6e30macHOCTH
IIEJIOCTHOCTU ¥ KOHQUAEHIHaIbHOCTH.
['ocymapcTBeHHbIE CTaHAApPTH B o0nactu b PO.
OueHouHBIE CTAHOAPTH B MH)OPMaIMOHHOU
6e3omacHocTy. OpaHkeBast KHUTa. MeXIyHapOIHbINA
Paspgen 2.
CTammapT craugapt ISO/IEC 15408. KpuTtepuu olieHKN
2 v aBJ'IgHI/IH 6e30macHOCTUMHGOPMAIIMOHHEIX cucTeM. CTaHIAPTH 7
iHI()I)O MAITHOEHOHR yIpaBieHus UHPOpMaLHOHHON 6e30macHOCThI0 BS
P 7799 u ISO/IEC 17799. Ix 0CHOBHEIE TTOJIOKEHUS
0e30aCHOCThIO .
MexnyHaponusi ctanmapt ISO/IEC 27001:2005
"CucTteMsl ynpaBiieHus HHHOPMaLUOHHON
Oe3omacHocTH. TpeboBaHus"
Pasgen 3 Cospanue nonutuk Wb npennpusaTtus. [IpuHIUIEL
0 I/IHI.II/II'I.bI obecrieuenus 6€3011aCHOCTY UHGPACTPYKTYPHL.
Hé)CT N [Tpunnunsl ob6ecreyenus: 6€30MacHOCTH TePUMeTpPa
P CETH TeJIeKOMMYHUKALMOHHOU CUCTEMEI.
3 | ”HTETPUPOBAHHBIX] 7
crCTeM PerynupoBanue npaBui pa6oter CKY]I.
. | PerynupoBaHue npaBuil yaajieHHOT0 OOCTyIIa
HH(pOPMaIoHHON
cpenctBamu VPN. KoHTpoims 0€30I1aCHOCTH KOHEUHBIX
0e30macHOCTH .
ycTpoiicTB. KonTpomnb 6e3onacHoctu IP-tenedonun.
Paznen 4.
[IpuHIUIEL OcHOBHBIE TEXHUKY NIPOBEeieHNUs ayauTa cuctem Mb.
4 |OPraHH3alyK Pa3paboTkKa METOIUKY MPOBEIeHUs ayiuTa CUCTEM 7
ayauTa CUCTEM WB. OcHOBHEIE CpefCTBa IPOBENEHUS ayguTa CUCTEM
nHpopmanuonHou| Ub.
6e30maCHOCTH




Pazpmen b.

Ayput

nHPacTpyKTypHl | OCHOBHBIE MEXaHU3MbI U TTPUHIIUIIL IPOBEIEHUS

Wb, aynuta Ub undpacTtpykTypH! npennpusatusi. OCHOBHEIE

5 | MHTerpupoBaHHBIX| MeXaHU3MEl U IPUHLIKIEL IpOBefeHus ayouta Ub
CEPBUCOB cucteM [P-tenedonuy, a TakKe CUCTEM
TenedhoHUU U 6ecripoBopmHOro moctyra Wi-Fi
6ecIIpoBOIHOTO
LOCTyna
Pa3zmen 6.

OCHOBHBIE MeXaHU3Mbl U IPUHIUIIL IPOBEIEHUS
AymouT cucteM
6 |ynanensoro u ayouta Ub CKY]l mpennpusaTus, a TakKe CUCTEM )
yaaJeHHOr0 OCTYIIa C UCI0/Ih30BAaHNEM TEXHOIOTHUH
JIOKAJIbHOTO "
BUPTYyaJIbHBIX YACTHHIX CeTel
OOCTyTIa
Pazpmen 7. BBenenue B «3THYeCKUUXAKUHT». OCHOBHEBIE
Beenenue B TIPUHIUIIE €T0 Opranu3anuu. CoCTaBlIeHUE JTaHa

- | OUEHKY ¥ @yiuT | IPOBEMIeHUS TeCTHPOBAHUS I[eIEBOM CUCTEMBI
Wb nytem (uH@pPacTpyKTypHl). OTHOIIEHKE K 3aKOHOAATEIbCTBY U
BHIIBJIEHUS yTPO3 | perynaTopaM. CocTaBieHNe 0TYETa ¥ PEKOMEHauu
Wb «na nery» Ha OCHOBE IIPOBENEHHOI0 TECTUPOBAHYSI.

Paznen 8.

[TpoBenmeHnue

KOMILJIEKCa DigitalForensic. PaccnenoBanue UHIIMAEHTOB.
Ipouenyp YTUIUTH O71d pacciiefoBaHus UHLIUOEHTOB.

8 | nudposoro Hubopmanust 06 HCTOPUHU MTOCEIIeHUs CAWTOB,
paccieqoBaHus B | KyKucax, OyKMapKaX, CKa4aHHHIX (aiax,
HHGOPMaIMOHHLIX| 3aIIOTHEHHEIX (hopMax, COXpaHEHHBIX JTOTHHAX U T.[.
¥ KOMITbIOTEPHBIX
CHCTEeMax
Pasen 9. CpepncTBa BU3yanu3anuu 3eMeHToB UB.

Busyanusauus CTaTUCTUKY 10 MHIUOeHTaM Mb.
OcHOBHEIE

9 e —— KoMmnnekcHrle cucTeMb MoHuTOpuHTra Ub. CpexcTea

cbopa otueToB ¥ LogoB. OCHOBHBIE IPUHITUIIEL PAOOTHI
noctpoenus SIEM

SIEM cucrem. CocTaBnenre oT4eToB 1o Mb.
Pazmen 10. OpraHu3alroHHO-IIPaBOBLE (DOPMBI yIIPABIIEHUS
Ynpagnenue 6e30macHOCThIO. [IpefnoChIKY pa3BUTHS
HH(POPMaIMOHHOM | TOCYOapCTBEHHOT0 YIIPaBIeHUS B chepe
O6e30macHOCThI0O | mHpOpPMaIMOHHOM Oe3omacHocTH. O0IIas METOMOIOTHS

10 | H U CTPYKTYPa OPraHU3aIlMOHHOTO 00eCIeYeHus
TOCyHapCTBEeHHOM | nH(pOpPMaoHHOM 0€30I1aCHOCTH Ha YPOBHE
ypoBHe. O0mue | rocymapcTs. O6uias nonutuka Poccun B chepe
TIPUHIUTIEL 1 nHGOPMaIMOHHOM 6e30macHOCTH. CTPYKTypa OPraHOB
poccumckas rOCYyOapCTBEHHOM BJIaCTH, 00€CIIeYUBaIOIINX
IIpaKTHUKa nHGOopMaIMoHHy0 6e3omacHocTh B PO,

5.2. MexpaucuuniuHapHble CBA3U C oOecnedYuBaeMBIMU (MOCTIEAYIOIIUMU)
OUCIIUIIINHAMU,
Tab6mua 5

Ne

/u HanMmeHoBaHHe oO0ecneYnBaeMbIX (IOCIeYIOIINUX) TUCITHIITHH

1 | 3ammTa nHDOpPMaIMy B IeHTPaxXx 00pabOTKM JaHHbBIX

5.3. Pa3pgesnel UCIUIIIMH U BUOLI 3aHSITHH.

Ounas hopMa o0yueHus



Tab6mnuia 6

No H JIek-| Ilpakr. | JIa6. |CeMu- Bcero
aMMeHOBaHUeE pa3Jeia JUCIUILIUHBI CPC
n/n IIUH [3aHATHABAHATHS Hapbl 9aCcoB
Pazpen 1.
1 |Ouenka puckoB UHGOPMAIMOHHOM 4 2 2 8
6e30macHOCTH
Pa3zpen 2.
2 | CtaHOapTh yopaBiieHus HHPOPMAIMOHHON 4 2 2 4 12
6e3011aCHOCTHIO
Pazpen 3.
3 | IIpuHUMIE TOCTPOEHUS UHTEIPUPOBAHHBIX 2 2 2 4 10
crucTeM MHOOPMAIMOHHOM 6€30I1acHOCTH
Pazpmen 4.
4 | [IpuHIUIIEI OpraHu3aluy ayquTa CUCTEM 2 2 2 4 10
nH(OPMaLXOHHOM 6€30ITaCHOCTH
Paspern 5.
Aynut uHpacTpyKTyph UBb,
5 2 2 2 4 10
MHTETrPUPOBAHHLIX CEPBUCOB TeleOHUN 1
6eCcIIpoBOJHOTO OCTYTIa
Paspern 6.
6 | Ayout cucTeM ymaJieHHOI'O U JIOKaJIbHOI'0 2 4 2 4 12
LOCTyIa
Paspmen 7.
7 | BBegenue B o1leHKY U ayguT Ub nytem 2 2 2 5 11
BhIsABIIeHUS yrpo3 UB «Ha nety»
Pa3zpen 8.
8 [TpoBemeHMe KOMITJIEKCa TPOLeAyp Lu(PPOBOro 9 9 9 5 11
paccnenoBaHus B HHPOPMaLXOHHBIX U
KOMIIBIOTEPHBIX CHCTEMAaX
Pa3pen 9.
J OCHOBHBIE IPUHIUIEL TOCTPoeHust SIEM 2 2 2 > 1
Pa3zpen 10.
Ynpasnenue nHPOPMaMOHHON
10 4 2 2 5 13
0e30IMaCHOCTHIO Ha TOCYOAPCTBEHHOM YPOBHE.
OO1re TPUHITUIIEL ¥ POCCUMCKAS MPAKTHKA
Hroro: | 26 22 18 - 42 | 108
6. Jlekuuu
Ounas popMa o0yueHus
Tabnura 7
Ne | Homep Bcero
Tema neKuuu
nn/n pa3aeal JacoOB
1 1 OCHOBHBIE COCTABJISIONIME NHGOPMAIIMOHHOM 6630IIaCHOCTH 2
2 1 Yrpo3sl “HPOPMAIMOHHONW 0€30IMaCHOCTY B MHPOPMAIIMOHHEIX CUCTEMAaX 2
3 2 T'ocymapcTBeHHBIE CTaHAAPTH B o0nactu Ub PO. 2
4 9 CraHpapTH yIpaBneHus nHGOPMaLXOHHOM 6e30macHoCThi0 BS 7799 u 9
ISO/IEC 17799.
5 3 [TpuHIUIEL o6ecnequH{{ 6e30macCHOCTY IIEPUMETpPa CEeTH 9
TEJIEKOMMYHUKAIIMOHHOW CUCTEMHI.
6 4 OCHOBHBIE TEeXHUKU IPOBefeHus ayguTa cucteM Ub. 2




7 5 OCHOBHBIE MEXaHU3MEI U IPUHIUIIE IIpOBegeHus aynuta Ub 9

HHQPACTPYKTYPH! IPEAIPUSTHS.
8 6 AymuT cuCTEM yOaleHHOTO U JIOKAJIbHOTO AOCTYIIa 2
9 7 CocraBieHue IJlaHa TPOBEEeHUS TECTUPOBAHUS 1[€JIEBOM CUCTEMBI 9

(MHPaCTPYKTYPHI).
10 8 PaccnenoBanue MHIIMOEHTOB. 2
11 9 CpepcTBa Budyanusanuu sneMeHToB UB. 2
12 10 OpraHu3alli0HHO-TIPaBOBEIE (POPMEI yIIpaBIeHNsI 0€30I1aCHOCTHIO. 2
13 10 O6mas nmonuTrka Poccun B chepe mHOOPMAIMOHHON 0€3011aCHOCTH 2

Htoro: | 26
7. JlabOpaTOPHBIH MPAKTHKYM
Ounas ¢hopMma o0yueHUs
Tabmuua 8

Ne | Homep Bcero

HauMeHOBaHHE JTa00OpPaTOPHOM PadOTHI
/1 pa3ge’al JaCcoB,

[Tog6op onTUMAaNbHBIX CTAaHAAPTOB AJII pa3paboTku cucteMul b

1 2 rOCyIapCTBEHHOW KOMIIaHUH. 2

9 3 Pa3paboTka apXUTEKTYpPhl HHTEIPUPOBAHHOM CUCTEMEI 6€30aCHOCTH OIS 9
opranudanuu Kouueniuu BYOD.

4 HccnemoBaHye afpeCHOr0 MPOCTPAHCTBA CETU C UCII0JIb30BaHUEM 9

IIporpaMm mis ayoura cucrteM MBb.
4 5 [TpoBegenue ayguta uHGpacTpykTyphl cetu cpefgcramMu OC KaliLinux. 2
[TpoBemenue ayouta VPN, noctpoerHou cpenctBamu [Psec, cetu

S 6 cpenctBamu OC KaliLinux. 2

6 7 KWcmonb3oBaHuEe METONOB COIIMAIbHON MHKEHEePUU [JIs IOTyUeHus 9
HECAHKI[MOHMPOBAHHOTO IOCTyIa K CEpBepaM.

7 8 HccnenoBaHue MOCTEACTBUY HECAHKIIMOHUPOBAHHOTO JOCTYIIa K CEPBEPY 9

nop ynpasnerneM OC Windows.
8 9 YcTaHoBKa 1 pa3BepThiBaHKe open source SIEM cucteMbl 2
Pa3paboTka minaHa peanu3aiuu KoHuenwu UB B MacinTabax

9 10 . 2
rOCyJapCTBEHHON OpraHU3alllii.
HUtoro:| 18
8. [IpakTHyeckue 3aHATUA (CeMHUHaAPHI)
Ounas popMma o0yueHus
Tab6muia 9
Ne | Homep Bcero
TeMma 3aHATHS
n/n pa3aesal JacoOB
1 1 CocraBnenne mogenu Hapymute UB. 2
2 2 Pa6orta co crarmaptamu ISO. 2
3 3 Pa3paboTka maHa peanu3aluy apXUTeKTypbl UHTETPUPOBAHHOM CUCTEMBI 9
0e30macHOCTH IJIs opraHu3anuy Koumenimu BYOD.
4 4 Pa3paboTka Iy1aHa IPoBeeHUs UCCIelOBaHNe agpeCHOr0 MPOCTPaHCTBa 9
CeTU C UCIOJIb30BaHKUEM IIporpaMm mjist ayguta cucrem Ub.
5 5 Pa3paboTka mmaHa TIPOBEMIEHN ayIuTa MHPPaCTPYKTYPH CETU 9
cpepctBamu OC KaliLinux.
6 6 Pa3paboTka IyTaHa MPOBEOEHUS aTaKu METOMIOM COIIMaIbHON MHXKEHEPUU 9
IJ1S1 TIOJTyYeHUsT HeCAHKIIMOHUPOBAHHOTO IOCTYIIa K CEPBEPaM.




7 6 Pa3paboTka mmaHa IPOBENEHNS ayIUTa VPN, IoCTpoeHHOU CpefcTBaMu 9
IPsec, cetu cpegctBamu OC KaliLinux.
Pa3paboTka maHa IPOBeeHUs TUKBUIAINY IIOCIIeICTBUN
8 7 HeCaHKIIMOHUPOBAHHOI'0 AOCTYIIa K cepBepy nof ynpasieHueM OC 2
Windows.
9 8 Pa3paboTka maHa yCTaHOBJIEHUS U Pa3BepTHIBaHUE open source SIEM 9
CHACTEMHI.
10 9 Pa3paboTka rma}ula MIpOBeieHUs peanu3auuu KoHuenuuu Ub ous 9
rOCyIapCTBEHHOW OpraHU3aluu.
11 10 Pa3paboTka moKnaga B KOMIIETEHTHEIE OPraHbl Ha IpegMeT HapylLIeHui B 9
obnactu UB.
Wtoro: | 22
9. IIlpuMepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
PabouuM yueOHBIM I1JTaHOM He IIPENYCMOTPEHO
10. CamocTosiTe;IbHasA padoTa
Ounas hopMa o0yueHus
Tab6muia 10
Ne | Homep Y Bcero
CogepzkaHHe CaMOCTOSITE/IbHOH PadOThHI ®opMa KOHTPOJIA
/1 [pa3aeia) JacoOB
1 1 H3yuenve maTeprasos jekiuu. [loorotoska K OTYET 9
MIPaKTUYECKUM U JTaOOPaTOPHEIM 3aHATUSIM.
9 9 H3yyeHre MaTeprasoB JieKiuu. [IoAroToBKa K OTYET A
MPAKTUYECKUM U Ta00PATOPHBIM 3aHSITHUSIM.
3 3 H3yyeHre MaTeprasoB JeKiuu. [IoAroToBka K OTET 4
MIPAKTUYECKUM M Ta00PAaTOPHEIM 3aHSATUSIM.
4 A H3yuyenre MaTeprasos jekiuu. [IoorotoBka K OTYST 4
MPAKTUYECKUM U 1aO0PaTOPHEIM 3aHSATUSIM.
5 5 H3yuyenve maTepurasos jekiuu. [Toorotoska K OTYET A
IIPAaKTU4YE€CKUM U HaGOpaTOprIM 3aHATUAM.
6 6 H3yuenve maTeprasnos jekiuu. [loorotoska K OTIET 4
MIPaKTUYECKUM U JTab0OPaTOPHBIM 3aHSATUSIM.
7 7 H3yyeHre MaTeprasoB JieKiuu. [IoaroToBka K OTYET 5
MPAKTUYECKUM U TaO0PATOPHEIM 3aHSATHSIM.
8 3 H3yyeHre MaTeprasoB JeKiuu. [IoarotoBka K OTET 5
MPAKTUYECKUM U 1a00PaTOPHEIM 3aHSATUSIM.
9 9 H3yuyenve MaTepuasoB jekiuu. [IoarotoBka K OTYST 5
MPAKTAYECKUM U 1aO0PaTOPHEIM 3aHSATUSIM.
10 10 H3yuyenve maTepurasnos jekiuu. [Ioorotoska K OTYET 5
IIPAaKTU4YE€CKUM U H&GOpaTOprIM 3aHATUAM.
Wroro: | 42

11. IlepedyeHb Y4€OHO-METOTHIECKOT0 00eCIIeYeHHsI [IJ/Isi CAMOCTOSITEe/ IbHOH
padoThI 00YUAIONIHXCS 10 THUCIUIITHHE

I caMOCTOSITeNTbHOM PabOTHI 10 TUCIUIIIMHE PEKOMEHIOBAHO clemyliee yaeOHo-
MeToIu4YecKoe obeclieueHue:
- TTonoxeHue 0 CaMOCTOSITENbHOM paboTe cTymeHToB B CaHKT-IleTepOyprckoM



roCygapCTBEHHOM YHUBEDPCUTETE TeIeKOMMYHUKauui uM. npod. M.A. Boru-BpyeBuya;
- PEKOMeH[I0BaHHAs OCHOBHAS U JOIOJIHUTEINIbHAS JIUTepaTypa;
+ KOHCIIEKT 3aHATUY 110 OUCLIUIIIVNHE;
- CIIaUABI-IPe3eHTalUy U APYrod MeTOOUYEeCKUY MaTepuall, UCIIOJIb3YeMEIY Ha 3aHATUAX;
- MeTOAMYEeCKHe PeKOMEeHalluy 110 ITOAT0TOBKe MUChbMEHHBIX PaboT, TpeOoBaHUS K UX
cofepKaHUI U ohopMIIeHHIO (pedepart, scce, KOHTpOIbHasg padborTa) ;
- (DOHABI OIIEHOYHKIX CPENCTB;
- MeTOAMYEeCKUe YKa3aHus K BHIIOJTHEHUIO TabopaTOPHEIX PadoT Ol CTYAEHTOB;

12. ®oHJ OLIEHOYHBIX CPEICTB [IJIsI MPOBEIeHUsI IPOMEXKYTOYHOH aTTeCTAalluH
00y4Jaromuxcst

®OoHJ OIIEHOYHHIX CPeNCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAJIbHBIM aKTOM
yHuBepcuteta "[lonoxeHue o GOHME OLIEHOUYHLIX CPEMACTB" U ABISETCS MPHUIIOKEHUEM

([Tpunoxenue A) K pabouelt mporpaMMe OUCIHUTIINHEL

®oHI OIEHOYHHBIX CPENCTB [OJid IPOBEOEHUSA NPOMEXYTOYHOU aTTecTaluu
00y4YalouIuXCsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IepeyeHb KOMIIETEHIIUM C yKa3aHUEM 3TaNoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OIIMCaHMe II0Ka3aTejlel U KPUTEPUEB OLIeHUBaHUSI KOMIIETEHLIIMM Ha Pa3/IMYHBIX 3Talax
¥x (OPMUPOBaHUS, ONIMCaHKE IIKal OLlEeHUBAHUS;

- TUTIOBHIE KOHTPOJIbHBEIE 3afjaHus UM HHBIE MaTepHuabl, He00OXOIUMEBIE TS OLIeHKU
3HaHWM, YMEHNY, HABBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX JTallbI
(dhopMUpoBaHUS KOMIIETEHIIAN B IIPOLIECCE OCBOEHUSI 00pa30BaTeIbHOM ITPOTPaMME;

- METOOMYEeCKHe MaTepualibl, ONpeaessiollye IpoLenypsl OlleHUBaHUs 3HaHUM, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATENTbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXXmoro pe3yibTaTa 00y4eHUs 0 AUCHUIININHE ONPEensioTCa IoKa3aTeNlu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha PAa3/IMYHBIX 3TamaX HX

dbopMupoOBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

13. IlepeyeHb OCHOBHOH H [IOIOJTHHTE/ILHOH JIHTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHS THCIHIITHHBI

12.1. OcHOoBHas nuTEpaTypa:

1. Auppuanos, B. U.
ViHHOBaIMOHHOE yIIpaBlieHUe PUCKaMy MH()OPMaImoHHON 6e30MacHOCTH :
[OnekTpoHHBIN pecypc] : yueb. mocobue / B. . Aunpuanos, A. B. Kpacos, B. A.
JlunnaTHuKOB ; pell.: C. E. Nymus, E. B. CrenbMmaiionok ; Pemep. areHTCTBO CBA3Y,
®epep. roc. obpa3oBaTeNibHOE OI0MIK. YUpexXaeHue BhICII. Tpod. oOpa3oBanus "C.-
[TeTep0b. roc. yH-T TeneKOMMYHUKaUui uM. mpod. M. A. bornu-bpyesuua". - CIIO. :
CII6I'YT, 2012. - 396 c. : un. - bubnuorp.: c. 394-395. - ISBN 978-5-91891-092-4 (B
00671.) : 320.00 p.

2. OcHoBBI HHGOPMAILMOHHOM 0€30IIaCHOCTH CeTel u cucTeM : yuebHoe mocobue / II. U.
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Kupunnos [u ap.] ; peu. C. E. [Iymun ; ®efgepanbHOe areHTCTBO CBA3U, PemepanbHOe
rocygapCcTBeHHOe 00pa3oBaTelbHOE OI0I2KETHOE YUpeXAeHNEe BEICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
YHUBEPCUTET TeIeKOMMYHUKalLXi uM. mpod. M. A. bonu-bpyesuua". - CII6. : CIIGI'YT.
- TekcT : HenocpencTBeHHbld. Y. 1. - 2012. - 63 c. : un. - 206.91 p.

3. OCHOBHI yIIpaBlieHUST HH(POPMalMOHHOM 0€30IacHOCThI0. YueOHOe mocodue [y By30B :
[SnexTponub pecypc] / A. I1. Kypumno, H. I'. Munocnasckas, M. 0. CeHaTOpoOB u [p. -
M. : l'opsiuas nunus-Tenekom, 2013. - 244 c. : un. - URL:
http://ibooks.ru/reading.php?productid=334010. - ISBN 978-5-9912-0271-8 : b. 1.

4. Munocnasckad, H. I
YnpaBneHue pucKkaMy WHGOPMaLMOHHOK 0e30macHOCTU. YuyebHoe mocobue [ By30B :
[OnekTponub pecypc] / H. I'. Munocnasckas, M. 0. Cenatopos, A. U. TomncToi. - M. :
Fopsuas nuuaug-TenekoMm, 2013. - 130 c. : un. - URL:
http://ibooks.ru/reading.php?productid=334011. - ISBN 978-5-9912-0272-5 : b. 1.

12.2. JononHUTENbHAS IUTEPaTypa:

1. T'anaTteHko, B. A.
OcHOBHI HHPOPMAIIMOHHOM 0€3011acHOCTH : [INEeKTPOHHEIN pecypc] : yuebHoe mocobue /
B. A. TanmaTeHkKo. - 2-e u3m. - M. : UHTYUT, 2016. - 266 c. - URL:
https://e.lanbook.com/book/100295. - ISBN 978-5-94774-821-5 : b. 11. Kuura u3
komnekuun UHTYUT - UadopmaTuka

2. Hecrepos, C. A.
OcHOBHI HHPOPMAIIMOHHOM 0€30I1aCHOCTH : [INMeKTPOHHHIH pecypc] : yueOHOoe mocobue /
C. A. HecTepos. - 5-e u3f., crep. - CaukT-IleTepOypr : Jlaus, 2019. - 324 c. - URL:
https://e.lanbook.com/book/114688. - ISBN 978-5-8114-4067-2 : b. 1. Kuura u3s
Konnekuuu Jlans - UHGopMaTHKa . - [B. M. : 6. u.]. - https://e.lanbook.com/book/103908

14. IlepeyeHsb pecypcoB HHPOPMALTHOHHO-TEIeKOMMYHUKAIIHOHHOH CE€TH
«AHTEpHET»

- www.sut.ru
- lib.spbgut.ru/jirbis2_spbgut

15. IlepeyeHb HHPOPMAIIHOHHBIX TEXHOIOTHH, HCIOIL3YEeMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Ipolecca N0 JUCHUIUIHHE (MOIYII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

15.1. TIporpaMMHOe obecreyeHne OUCIUIIINHEL:

. Cisco Packet Tracer
. Linux
. Maxima
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- Open JDK
Oracle VM VirtualBox
Windows UKCC

15.2. UHpOpMallMOHHO-CIIPABOYHEIE CUCTEMBI:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

16. MeToguuecKkue yKa3aHHs JJIs1 00y4aIOIIHUXCS 0 OCBOEHUIO THUCIUIIIMHBI

15.1. TInaHupoBaHUe XU OpraHK3alus BpeMeHU, HEOOXOOUMOTO OJIs M3y4YeHUd
IUCLUATITAHEL

BaXHBIM YCJIOBUEM YCIEUIHOTO OCBOEHUS OUCHUNNIUHEL «OCHOBH yIpaBlIeHUS
nHpopMalMoOHHON 6e30MacHOCTLI0O» SBIAETCS CO3[JaHUE CHUCTEMBl IPaBUJIbHOU
OpraHU3alliy TPy[a, NMO3BOJAIONIEN pacupefeluTh yueOHYyI0 HAarpy3Ky paBHOMEPHO B
COOTBETCTBHUY C rpadukoM 06pa3oBaTeILHOTO IIpoliecca. BobIIyio MOMOIIL B 3TOM MOXKET
OKa3aTh COCTaBJIeHUe IJlaHa PabOTH Ha CeMecTp, Mecsdl], Hefelno, JeHb. Ero Hanuuue
TI0O3BOJIUT IMOOYUHUTL CBOOOAHOE BpeMs LieNsiM y4eOwl, TPyOUThCS 0ojiee YCIEeIIHO U
a¢bdexTBHO. HyXKHO OCYIIECTBISATH CAMOKOHTPOJIb, KOTOPHIY SIBNISE€TCA HEOOXOIUMBIM
yCIIOBHEM yCIeImHoU yueOrl. Bce 3amanus, BKI04asi BLIHECEHHBIE HA CaMOCTOSTENIbHYIO
paboTy, peKoMeHOyeTCs BHIIOJHSAThH HEIOCPEACTBEHHO II0CJTe COOTBETCTBYIOILIETO
ay[IUTOPHOTO 3aHATUS (JIEKI[UU, TPAKTAUUYECKOT0 3aHSITUS), YTO CIIOCOOCTBYET Ny4IIEeMYy
YCBOEHMIO MaTepuasa, [103BOJISeT CBOEBPEMEHHO BBHISIBUTh U YCTPAHUThL «IpOOEsEl» B
3HAHUAX, CUCTEMATHU3UPOBATh paHee MPONAEHHBIN MaTepual, Ha eT0 OCHOBE IIPUCTYIIUTD
K OBJIaIeHUIO HOBEIMU 3HAHUSMU U HaBBIKAMHU.

CuctemMa YHUBEPCUTETCKOT0 00y4eHUSI OCHOBEIBAETCSI Ha palliOHaJIbHOM COYEeTaHUU
HEeCKOJIbKUX BHUIOB y4eOHBIX 3aHATUHN (B IEpPBYI0 odepefnb, JIEKIUW U IPaKTUUYECKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/IagaeT onpeaeeHHON Celn(puKo.

15.2. TlogroToBKa K JIEKIUIM

3HAKOMCTBO C OUCLUIIIMHOU NMPOUCXOAUT yKe Ha IIepPBOM JIEKLUHU, TAe OT CTy[eHTa
TpebyeTcsl He MIPOCTO BHUMaHKE, HO M CaMOCTOSITeNIbHOe 0hopMIIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIEKIUi HeoOXOMUMO YYUTHIBATh TOT (GAKTOP, UTO ONHU JIEKIUU
[alT OTBETHl Ha KOHKPETHBIE BOIIPOCH TEMBI, APYTUE - JIUIIb BHISIBISIOT B3aUMOCBI3U
MeXMy SBIEeHUSIMHU, MMOMOTAas CTYOEHTY IMOHSAThH I'TyOMHHBIE MPOIECCH Pa3BUTUS
M3y4aeMoro IpeaMeTa, KaK B MCTOPUM, TaK U B HACTOSIEE BpeMs.

KoHCcnekTUpOBaHUWE JEeKUUU - CJO0XKHBIM BUJ BY30BCKOU aymgUTOPHOM paboOTHI,
Ipefnojaraliliuii MHTEHCUBHYI YMCTBEHHYIO OeATEJIbHOCTh CTyHeHTa. KOHCIEekKT
SIBJIAE€TCS MOJIE3HBIM TOT[a, KOr[a 3alKicaHO caMOe CYLIEeCTBEHHOEe U CHelaH0 3TO CaMUM
obOyuawmumMmca. He Hago cTpeMuThcsd 3amucaTh [OCJIOBHO BCHIO JIeKNHi0. Takoe
«KOHCIIEKTHPOBaHKE» MPUHOCUT OObIlle Bpefa, 4eM IoJb3k. [lenecoobpa3Ho BHavaie
IIOHATH OCHOBHYIO MBICJIb, M3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3amnucarh ee. 2KejnaTeabHO
3aIuCh OCYIIEeCTBIATh Ha OJHOU CTpPaHUILEe JIUCTA UJIM OCTaBJISAd MOJid, Ha KOTOPHIX
IO3qHee, IIPU CAaMOCTOSITENIBHOM paboTe ¢ KOHCIIEKTOM, MOXKHO CHEJAaTh NOMOTHUTEIbHEIE
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3aIMUCH, OTMETUTh HEIIOHSITHHIE MECTa.

KoHCIIEKT NMeKuuu aydlne Mmoapas3fensTh Ha MYHKTH, cOOMonas KpacHYI CTPOKY.
9tomy B OOonbmION cTemeHuM OyAyT cmocoO6CTBOBAThH BONMPOCH IjlaHA JIEKIUH,
IpeioXeHHbIe mpenogaBaTensaM. CrenyeT obpallaTh BHUMaHKUe Ha aKIEHTHI, BEIBOMH,
KOTOpHIE [eflaeT JIEKTOP, OTMedast Hanbosee BaxKHbEIe MOMEHTH B JIEKIIMOHHOM MaTepuaie
3aMeYaHUSIMU «BaXHO», «XOPOIIO 3allOMHUTL» ¥ T.II. MOXKHO [IeJlaTh 9TO U C TIOMOIIbIO
Pa3HOLIBETHHIX MapKePOB UK PyYeK, TOMUepKUBast TEPMUHEL U ONIpeieIeHus.

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOJI0oB. OOHAKO IIpU [ajibHeHIe paboTe ¢ KOHCIIEKTOM CUMBOJIHI JIy4llle 3aMEeHUTh
OOBIYHBIMK CJIOBAMM [JIg OBICTPOTO 3PUTEJIBHOTO BOCIPHUSTHUS TeKcTa. Paboras Hap
KOHCIIEKTOM JIeKIH#, Bcerga HeoOX0OuMO HCII0JIb30BATh HE TOJIBKO Y4eOHUK, HO U Ty
JUTEPATYPy, KOTOPYIO MOIOTHUTEILHO PEKOMEHIOBAN IeKTOP. UMEHHO TaKas cephe3Hasi,
KponmoTnuBasi paboTa C JTeKUMOHHBIM MaTepualioM II03BOJUT TIy0OKO OBJIAmeTh
TEOPETUYECKUM MaTepPUaIOM.

15.3. IloaroToBKa K NPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHKWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIUH, MPaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 00s3aTeNbHOU U [OMONTHUTEIPHON TUTEPATYPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil paboOTH HOMXKEH MPOSIBUTHCSA B CIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOpETHUUYECKHe BOIPOCH MpPaKTHKyMa, €r0 BBHICTYIJIEHUHW U y4aCTHUU B
KOJIJIEKTUBHOM OOCYXKIOEHWH BOMPOCOB HM3y4aeMOUW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomuMo MOHUMAaTh, YTO HEBO3MOXKHO BO BPEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BECh MaTepHal M3-3a JUMHTA aygJUTOPHBIX YaCOB, U NPU H3YYEHUU OUCHUMIIUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAsA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMM, HAY4YHOW, CIPABOYHOM NUTepaTypoH, MaTepuallaMu
IepUOANYEeCKUX M3MaHuil u MHTepHeTa ABnseTcsAd Haubomee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOMOTHUTENBHBIX 3HAHUM, TO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WH@POpMaIluen, cnoco0CTByeT Goyee raIy00KOMY YCBOEHHUIO M3y4aeMOTO
MaTepuana, GoOpMUPYET Yy CTYOEHTOB CBOe OTHOINEHME K KOHKPETHOU Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy c nuTepaTypoi Ienecoodpa3Ho HavyaTh C U3yuyeHUs: obuux pabot mo teMe, a
TaKXke y4eOHUKOB M yueOHBIX mocobuii. [lanee peKOMeHOyeTCs MePeuTH K aHanu3y
MoHoOrpaduit 1 cTaTel, pacCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke OGUIMATbHEIX MaTePUAJIOB U HEONyOIMKOBAaHHKEX NJOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEPTAllMU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCHI U3y4aeMo# TpoOIeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HaJ0 HaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIOETISS €TI0 CTPYKTYPHBEIE e AUHUIIEL. [Ipy 03HAKOMUTETLHOM YTEHUU
3aKjlaJKaMy OTMeYalOoTCs Te CTPaHHUIE, KOTOphkle TpeOyioT 0ojiee BHUMATEILHOTO
U3ydyeHus. B 3aBUCUMOCTH OT Pe3y/IbTAaTOB 03HAKOMHUTEIIPHOTO YTEHUS BHIOMpaeTCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTAaBIeHHOU
3amauu TpebdyeTcs u3ydyeHue HEKOTOPHIX (ParMeHTOB TEKCTa, TO UCIOIL3yEeTCS METO[
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BHIOOPOYHOTO uTeHUsI. Ecu B KHUTe HET mogpoOHOro OrjiaBlieHUs, ClelyeT o0paTUTh
BHUMaHNe y4eHNKa Ha IIpeIMEeTHhIE U UMEHHBIE YKa3aTelH.

M30paHHble pparMeHTH WU BeCh TEKCT (eCJIM OH I[eJIMKOM MMeeT OTHOIIeHHe K
TeMe) TpeOyl0T BOyMYHBOIO, HETOPOIIJIMBOTO YTEHUS C «MBICIIEHHOM ImpopaboTKOoii»
MaTepuana. Takoe YTeHMe IpenoaraeT BrgeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOgOB. Ocob60e BHMMaHUe CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKxke MMpPOaHaNIU3UPOBATh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCSAT NMpoOJeMaTUUYHBIM, TUIMOTETUYECKUHN XapaKTep M YJIOBUTb CKPHITHIE
BOIIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NPUXOOUT AanekKo He
cpaldy. Haumnyumu#i cnoco® HayuyuThCS BHIAEJSITH T'JTaBHOE B TEKCTe, YJIaBIUBaTh
npo0yieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OI[EHKY aBTOPCKOM MO3ULUHU - 3TO
CpaBHUTEJIbHOE UTEHME, B XO[le KOTOPOTr0 CTYOeHT 3HAKOMUTCS C Pa3TNYHBIMU MHEHUSIMHI
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh U N0Ka3aTeIbHOCTh apIyMeHTOB
CTOPOH U fieylaeT BEIBOJ, 0 HauOosbinel yOequTeIbHOCTH TOM UM MHOMU TTO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOXKHOCTH IIPOIIEIINX COObITHM U NTPABOBLIX SIBIEHUM, HEJIb3ST UX OTBEpPraTh, He
pa3obpaBmuch. [Ipy HanW4YWM pacXxoXAEeHUU MeXKOy aBTOpaMU HeoOXOOWMO HaUTHU
palnoHanbHOE 3ePHO yV KaXOOro M3 HUX, YTO MO3BOJIUT TIy0zkKe YCBOUTH NMpPeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HHWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UIUSIMU aBTOPOB, HYXKHO OIPEeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M M MPUMEHSITh U3 HUX Ty, KOTopas 0ojiee ybenuTenbHa.

CnenyomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMHU SIBISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHPYIOUIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha
OTHEJIbHBIX JINCTaX, KOTOPhIE IIOTOM JIETKO CHCTEMATU3UPOBATh 10 OTAEIbHLEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4YeCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinue cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa 1enecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBEIX TeTpPadsx. 3Mech BaxKHO
BCIIOMHHUTD, UYTO KOHCIIEKTHI ITUIIYTCS HAa OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM
OIS UCIIPABIIEHUS ¥ PEMApPOK MEXCTPOUYHBIM PACCTOSHMEM (3T IpaBuila coOMI0Oa0TCs
st ynoOCTBa pefllakTUpoBaHus). EC/IM B KOHCIIEKTaX IPUBOOSATCS IUTATEL, TO HEIIPEMEHHO
IDONXHO OBITh HAaHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne
CTpaHuIlbl). BriocnmenctBuu 9Ta nHGOpMauM MOXKeT OBITh UCIIOJIb30BaHa ITPU HANTMCAHUU
TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPULIMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIHIO0 B COOTBETCTBUY C OIpeeIeHHON y4eOHOM 3aauel;

- 00001mIaTh MOTY4YEHHYI0 HHPOPMALXIO, OLleHNBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHChMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBMATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThIe COODIIEHHUS THIIa NOKIIa/a;

- paboTaTh B pa3HbIX pexkrMaXx (MHOWBUAYaANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIUPOBATh CBOU [IEMCTBUS U NEWCTBUS CBOUX TOBApPUINEN, 0ObEKTUBHO OIleHUBATh

14



CBOH [EMCTBHUS;

obpalaThCs 3a IOMOIIbIO, MOMOJTHUTENLHEIMU Pa3bsSCHEHUSIMU K IMPeNomaBaTelio,
OPYTUM CTyOeHTaM;

[I0JIb30BAThCHd JIMHTBUCTUYECKOU WJIM KOHTEKCTyaJIbHOUW OOTagKOW, CJIOBapsSIMU
PA3NIMYHOTO XapaKTepa, Pa3InYHOr0 poja MoACcKa3KaMH, OIIOPaMM B TEKCTe (KITI0YeBhIe
CJI0Ba, CTPYKTYypa TEeKCTa, NIpeABapsouas nHhopManus u ap.);

HCII0/Ib30BaTh IIPH TOBOPEHUM U IUChMe Neprudpas, CAHOHUMHUYHEIE CPECTBa, CJIOBA-
OTMCaHUSs OOIIUX MOHSATHM, PAa3bsICHEHUS, TPUMEPHI, TOMTKOBAaHUS, «CIIOBOTBOPYECTBO»
TIOBTOPSTE UK Iepedpa3rupoBaTh PENIUKy cobeceTHUKA B IOATBEPKAEHUYN TOHUMaHUS

€r'0 BEICKA3bIBaHMA UJINM BOIIPOCA;

- 00paTUTHLCS 3a ITOMOIIBLI0 K CO0eCemHUKY (YTOYHUTD BOIIPOC, IEPECIPOCHUTE H [IP.);
- UCIIOJIb30BAaTh MUMHUKY, KECTHI (BOOOIIe ¥ B TeX CIIy4asiX, KOrfa SI3LIKOBEIX CPEICTB He
XBaTaeT [IJIsI BEIPAXKEHUS TeX UJIU WHEIX KOMMYHUKATHBHEIX HAMEPEHHH ).

15.5. [TogroToBka K IpoMexkKyTOYHOU aTTeCTALlUU
I[Tpy IOATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMBbIe 71T OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIIEKTH OTBETOB (IIJTaHEL OTBETOB).

17. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tab6mnuia 11
No HaumeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TaOOpaTOPUH
1 |lekuroHHas aygUTOPUS Aynuo-BUAE0 KOMILJIEKC
AyIWTOPHUY OJIs1 TPOBENEHUS TPYIINOBHIX U
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
MPaKTUYECKUX 3aHSITUM
3 |[KOMIIbIOTEPHBIN KJTacC [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpus A1 KYPCOBOTO U OUIIJIOMHOTO
4 [MYRHTODHA N yp A [lepcoHaIbHBEIE KOMIIBIOTEPHI
[TPOEKTUPOBAHUS
5 |AyguTopus s CaMOCTOSITeIbHON pabOoTHI KoMmblOTepHasl TeXHUKa
6 [YuTanbHBIM 3an [IepcoHaNbHBIE KOMIIBIOTEPH
7 JlaGopaTopus IIporpaMMHO-alapaTHEX cpeacTB  |JlabopaTopHble CTEHOH (YCTaHOBKH)
obecneuyeHust THOOPMAIMOHHON 6€30IaCHOCTH KOHTPOJIbHO-U3MEPUTENIbHEIE TPUOOPHI
8 JTabopaTopus pacupeneeHHBIX CHCTEM JTaGopaTopHble CTEH[IH (YCTAaHOBKH)
6e30macHOCTH KOHTPOIbHO-U3MEPUTEIbHEIE TPHUOOPH

JIuct uamenenuu Ne 1 ot 9 guBaps 2020 r

Paboyas mporpamMma JUCHUIIINHBL
«OCHOBBI yIIpaBJIeHHSI HH(POPMAITHOHHOH 0€30IaCHOCThIO»

Kop 1 HauMeHOBaHNe HallPaBIeHUS IIOATOTOBKY/CIIELIMATbHOCTH:

10.05.02 UudopmanuoHHasi 0€30IaCHOCTH T€JIEKOMMYHHKAIIHOHHBIX CHCTEM
HamnpaBneHHOCTh/poduib 00pa3oBaTENbHON TPOrPAMMEL:
cnenuatu3anusa N 9 "YnpasieHue 0€301aCHOCTHIO TeJIEKOMMYHHKAIMOHHBIX
CHCTEM U ceTeun"
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13 1. 14.2 MadopManioHHO-CIIPaBOYHEIEe CUCTeMbI UCKTI0YUTh ¢ 08.01.2020 .
ctpoky: 3BC IPRbooks (http://www.iprbookshop.ru)

OcHoBaHue: npekpaiienne KoHTpakra Ne 4784/19 ot 25.01.2019 1. Ha
IIpegoCTaBIeHNE NOCTYyTa K 371eKTPOHHO-0ubmuoTeuHol cucteme IPRbooks.

BHeceHHBIE U3MEHEHUS YTBEPXKOalo:

Hauvanvauk YMY JI.A. BacunneBa
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