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Pa6ouyasi mporpaMMa OMCHUIIIMHBE COCTaBleHa Ha ocHOBe TpeOoBauHuiu demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenmuanbHOCTH) moAarotoBku «10.05.02 HMuHbopManmumoHHass 06e30IaCHOCTH
TEJIEeKOMMYHUKAUUOHHBIX CUCTEM», YTBEPXKOEHHOr0 IpPHKa3oM MHUHHUCTepCTBa
oOpa3oBaHus u Hayku Poccuiickont ®emepanun ot 26.11.2020 Ne 1458, 1 B COOTBETCTBUU C
pabo4yuM y4eOHBIM IIJIaHOM, YTBEPKIOEHHEIM PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mpenofgaBaHus OUCHUIINIUHEL « TeCTUPOBaHNE Ha MPOHUKHOBEHNE U STUYHBIN
XaKMHT» SIBJISETCS:

monydyeHWe 3HAHUM U HABHIKOB, HEOOXOOUMBIX [/Ig YCIEIIHOTO BHISIBIEHUS U
ycTpaHeHus nmpobieM 6€30IMaCHOCTH B CMeIIaHHBIX KOMITbIOTEPHBIX CETSX.

OTa 1e/lb OCTUTaeTCs IIyTeM pelleHus Clenyolux(er) 3aaad(u):

- U3YUYUTh OCHOBHYIO TEPMUHOJIOTHIO B 006/1acT 0€30MaCHOCTY;

- pa3bupaThCs B MeTOJaX B3JI0Ma, KOHIIETIIUIX XaKMHTa, YIPo3axX HHPOPMaIllnOHHOK
0e3011aCcHOCTH ¥ BEKTOpPax aTak;

- HAy4YUThCS BeCTH cOOp MHPOpPMAIIMU, BlageTh TEXHUKaMu cbopa 1 MEeTOHOJIOTueH;

- TIPOBOOUTH CKaHHPOBaHME KOMITbIOTEPOB U HAEHTU(DUKAIINIO CEPBUCOB;

- IIPOTHBOJENCTBOBATh B3JIOMY YVUETHHIX 3aIlIUCEH;

2. MecTo THCIHUIIIHHEI B CTPYKType 00pa30BaTe/IbHOH MPOrPaMMEI

HucnunnuHa «TeCTUpOBaHME Ha MPOHUKHOBEHHE M ITHYHHIM XakKuHr» b1.B.25
SBASIETCS OUCIUIIIMHON dYacTu, GopMupyeMol ydacTHHKaMM 0Opa30BaTeNbHHIX
oTHomeHuu 070Ka 1 y4yeOHOro IjaHa MOATOTOBKHU CIIeNMaNIUTETa II0 HalpaBIeHUIO
«10.05.02 HMuHpopmaimuoHHasi 6e30MaCHOCTb TEIeKOMMYHHKAIIMOHHBIX CHUCTEM».
W3ydyenue pgucuunnuabl «TecTUpOBaHME Ha NPOHUKHOBEHUE U STUYHBIM XaKUHT»
OnMpaeTCcd Ha 3HAHUU OUCHUNIUH(B) «3amuTa MHGOPMAlMK B IleHTpax o0paboTKu
OAHHBIX».

3. IlepeyeHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUYeHHsI, COOTHECEHHBIX C
IUTAaHHPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOTrPaMMBbI

[Tporecc n3ydeHus: OUCHUNINHE HallpaBlieH Ha (POpMUPOBaHUE CIIEAYIOMNUX
KOMIIETEHIINN:

Tab6mua 1
Ne Kop
HauMeHOBaHHe KOMIIETEHIIUH
II/II KOMIIETEHIIUH
Cnioco0eH MPOBOOUTL UHCTPYMEHTAIbHBIM MOHUTOPUHT KauecTBa
1 OTIK-15 o0CnyKMBAaHUS U aHANIKM3 3AIIUIIEHHOCTH HHPOpManuu OT
HECaHKLIMOHMPOBAHHOTO JOCTYIIa B TEJIEKOMMYHUKALIMOHHBIX CUCTEMAX 1
CeTSIX B IIENISIX YIIpaBJIeHUsd uX QYHKIMOHUPOBAHUEM;
9 TK-2 Cnioco0eH OIleHUBaTh YI'PO3bl 6€30IIaCHOCTH WH(POPMAIIMH OTlepPalldOHHEIX
CUCTEM
CrocobeH KOHGUTYPUPOBATh U KOHTPOIUPOBATH KOPPEKTHOCTh HAaCTPOUKHU
3 [TK-8 IIPOrpaMMHO-alapaTHHIX CPEICTB 3allUTh UHGOPMALUU B KOMIBIOTEPHBIX
CeTsx

MHOMKaTOPH JOCTUXKEHUS KOMIIETEeHIINN

Tabnuria 2

3HaTh: - OCHOBHbIE METO/IbI IPOBEEHUSI MHCTPYMEHTAIbHOTO MOHUTOPUHTa KayecTBa

OIIK-15.1 | o6cnykKUBaHUS B TEJIEKOMMYHUKALIMOHHBIX CUCTEMAX U CETSAX B IEJISIX VIIPABIEHUS UX
(YHKIIMOHNPOBAaHUEM




YmeTs: - IIPOBOOUTH I/IHCTp}/'MeHTaJ'IbeIfI MOHUTOPHUHI Ka4eCTBa 06CHy}KI/IBaHI/IH B

OIIK-15.2 | TemeKOMMYHUKAIMOHHBIX CUCTEMaX U CETSX B LIeNAX yIpaBlIeHUs Ux
(OYHKIIMOHUPOBAHUEM;
BnapeTs: - HaBbIKaMU MPOBEEHKS aHaIK3a 3alUIIEeHHOCTH UHGOPMAIIUU OT

OIIK-15.3 | HeCaHKLIMOHUPOBAHHOTO JOCTYIIa B TEJIEKOMMYHUKAIIMOHHEIX CUCTEMaX U CETSIX B
I[eJIsIX YIPaBlIeHUs UX QYHKIMOHUPOBAHNEM

K-2.1 3HaTh: OCHOBHEIE METO/IH OLIEHKH YTPO3kl 0€30I1aCHOCTY MH(OPMAINY OepaiOHHBIX
CHCTEM

IK-2.2 YMeTh: uCroap30BaTh OCHOBHEIE MHCTPYMEHTHI OIIEHKH YI'PO3k 6€30MaCHOCTH
“HGOPMAIMK OIlePAIlMOHHEIX CUCTEM

[1K-2.3 BrnageTs: - HAaBEIKAaMK HACTPOMKH MOJTUTHKH 0€30I1aCHOCTH ONEPAIIMOHHBIX CHCTEM

K-8.1 3HaTh: - METOIOLI KOHTPOJISI KOPPEKTHOCTU HACTPOMKY MIPOTrpaMMHO-allapaTHBIX
CPEeNCTB 3alIUTHl HHGOPMAIIUK B KOMIILBIOTEPHBIX CETSIX

IK-8.2 YMeTh: - KOHTPONMUPOBaTh KOPPEKTHOCTh HACTPOMKM TPOTPaMMHO-alapaTHLIX
CPEJCTB 3alUTH UHGOPMALUKY B KOMITBIOTEPHBIX CETSIX

1K-8.3 Brnapets: - HaBEIKaMU KOHGUTYPUPOBaHUS KOPPEKTHOCTY HAaCTPOUKH ITPOTrPaMMHO-

allllaPaTHBEIX CPENCTB 3alllUTEI I/IH(bOpMaI_[I/II/I B KOMITBIOTEPHEIX CETAX

4. O6beM THCHHUIUIHHBI ¥ BUIBI Y4€0HOH PadOTHI

Ounas popMa o0yueHUs

Tab6mua 3
o Bcero|CeMmecCTphI
Bupn yued0HOM paboThI YACOB 10

OO111ast TPyAO0eMKOCTh | 7 3ET 252 252
KoHTakTHasi pabora ¢ 00y4alONnIUMHUCST 108.35] 108.35

B TOM YHCJIE:

Jlekuu 32 32
[TpakTuyeckue 3ansatus (I13) 38 38
JTabopaTtopHbie paboT (JIP) 36 36
3aluTa KOHTPOJILHOM PabOoTH -
3ammTa KypCcoBoi paboThl -
3almTa KypCcoBOTo MPOeKTa -
[IpoMexyTOouHas aTTecTalys 2.35 2.35
CamocTosiTeibHasi padoTa o0yuaromuxcsi (CPC) 110 110

B TOM YMCJIE:

Kypcosast pa6oTa -
KypcoBoii mpoekT -

W / unu gpyrue BUOLL CaMOCTOSITENIbHOM pabOTHI:

IIOITOTOBKA K JTab0paTOPHHIM paboTaM, MPaKTUYECKUM 110 110
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, U3ydeHue

TEOPEeTUYECKOT0 MaTepuasa

[ToproroBka K MpoOMeXyTOYHOM aTTeCTalliuu 33.65 33.65
BuI mpoMeKyTOYHOH aTTeCTallHH 9K3aMeH
5. ComepxKaHue TUCIHUIITHHBI

5.1. ComepxkaHure pa37eoB OUCLHUIITUHEI.
Tab6nuia 4



Ne cemecTpa

No HaumeHnoBaHue
- /;1 pa3geia Copep:kaHue pa3gea O4HO-|_ . .
OUCUHUIITHHBI O4YHasi|3a04-
Hasi
Hasl
Pa3zpen 1. .
OcHOBHBIE METOOH HOEHTU(GUKALIUK YCTPOUCTB B IP-
CkaHuMpoOBaHuE U
CeTH, mporpaMMHOe o0ecreyeHue s IPOBeNeHuUs
1 | peKOTHOCIIMPOBKA B " 10
ceTeBoit IP- uneHTuuKanuy. CKaHUpOBaHUE CEeTEBOU
MH(PaCTPYKTYPH U OTIpefielieHre TOIIOJIOTHH CEeTH
HHOPACTPYKTYDE ¢pacTpykTyp pen
OCHOBHBEIE METOMHI ITOMCKa YSI3BUMOCTEN
Pazpgen 2. onepanuoHHEX cucteM (Windows, Linux, MacOS).
JKcnIyaTanus Mertopgb! 9KCINTyaTaluy ysa3BUMOCTeH. Mcnonb3oBanue
2 | yI3BUMOCTEH /o rootkits, keylogger. 9kcnnyaTauus ya3BUMOCTEN 10
OTIePallMOHHEIX 1 ($alIoBEIX CUCTEM U IIOICHUCTEM BBOA/BEIBOLA
SCADAcucrem rHpopmanuu. OCHOBEHI MOKUCKa ysa3BUMOcTed SCADA-
CHACTEM
OcHOBHEIE METOZIEI IlepexBaTa TpaduKa Ha KaHaJIbHOM
U CeTEBOM YpPOBHE, B COOTBETCTBUU CO CTEKOM

Pa3zpen 3. npoTtokosnioB TCP/IP. OkcnnyaTtauus yA3BUMOCTEN TUIIA

3 10

[Tepexsat Tpaduka |mnogmenwsl MAC, [P-agpecoB. Ataku Ha ARPipoTokon.
OCHOBHOE I1/0 [JIs 3KCIITTyaTaluy ysI3BUMOCTEN TaKOIr'0
THUIIA.

Pasgen 4 [TpoBemeHue aTak Tumna «OTKa3 B 00CTyKUBAHUU» U

4 | Orkasy B’ «PacmpeneneHHbIi 0TKa3 B 00cnyKuBaHun». OCHOBHOE 10

I1/0 [I71s TPOBENEHUS aTaK TaKOTO TUIla. [[pUHITUIIEI

00CTyKBaHUH
aTakK TaKoro THUIA.
OCHOBHBEIE METOMHI ITOMCKa YSI3BUMOCTEH B pean3alliu

Pazpgen 5. IIPOTOKOJIOB CETEBOTO U TPAHCIIOPTHOTO YPOBHEH, B

5 [lepexBaT cecCUUM | COOTBETCTBHHU CO CTEKOM IIPOTOKOIOB TCP/IP. MeTopn! 10
CeTEeBhIX 9KCIITTyaTalluy ysI3BUMOCTEU TaKoro Tuna. [lepexsaT
COeMUHEeHUH! coegurenuit TCP. OcHOBHOE I1/0 Oy 3KCIINTyaTallin

YA3BAMOCTEX TAKOTO THIIA.
Pa3zpgern 6. OCHOBHBIE METOMHI ITOMCKA M 3KCILTyaTalluu
IKCITyaTaluus ysa3sumocterr WEB-cepsucos (HTTP)u WEB-

6 |ysa3BumMocTert WEB- | mpunoxeHu# (C UCIIOIb30BaHUE S3BIKOB 10
CEpPBUCOB U mporpamMmupoBanus Java, PHP). MccrnemoBanue SQL-
MIPUITOKEHUHU UHBEKIINH.

Pa3zmen 7.
Ilouck u
OcHOBHBIE METOZBI TTOMCKA U 9KCIIJTyaTalun
3KCITyaTalus . A
, ysi3BUMOCTel GecripoBonHbx ceTet Wi-Fi. OcHOBHEIE
ySI3BUMOCTEN

7 ySI3BUMOCTH B IIpoTOKOJax 6e3omacuoctu WEP, 10

0eCIPOBOTHEIX .
p WPA/WPAZ2. I1/o gns skcOayaTanuu ya3BUMOCTEN
ceTel, paboTaIOITNX
TAKOTO THUIIA.
10 CTaHOAPTY
802.11
Paszpen 8. OCHOBHEIE METOZEI [TIOMCKA U SKCIINTyaTalun

8 [Touck ysa3BUMOCTEH | yI3BUMOCTEN B MOOUIIBHEIX YCTPOUCTBAX, B TOM YHCIIEe 10
B MOOMJIBHBIX 9KCIIyaTallus ysI3BUMOCTEH IIepCOHANBHEIX
YCTPOUCTBAX 6ecmpoBogHbIX ceTel Bluetooth, ZigBee.

Pazpgen 9.
MerTops! 06xona OCHOBHEIE METOZIEI ITOMCKA U SKCIINTyaTalun
CHACTEM ysI3BUMOCTeH B paboTe CUCTEM IIpenoTBpalleHus

9 |mpepoTBpalleHus BTOPKEHHUM U MeXKCeTeBHX 9KpaHoB. [IporpaMMHOe 10
BTOPXKEHUU U obecrieueHue, I03BOJISIONIEE SKCITyaTUPOBATh
MeXKCEeTEeBhIX YSI3BUMOCTH TaKOTO TUIIA
3KPaHOB




Paszmen 10.
OCHOBHBEIE METOMHI UCIIONT30BAaHUS BPEOOHOCHOTO I1/0
Hcrnons3oBanue M
IIpU IPOBELNEHUY aHaNIu3a ysI3BUMOCTEN
BUPYCOB, 3aKJIafiOK B
10 Koze MH(POKOMMYHUKAIIMOHHEIX CUCTeM. Vcriomb30BaHue 10
y omnboK B MPOrpaMMHOM KOfie IJIs1 TPOBEeleHNs aTak
[IepenonHeHue
6 tuma «Ilepenonaenue 6ybdepar.
ybdepa
Pazgen 11.
[Touck ysa3sumocTel | OCHOBHEIE METOOEL SKCIITyaTallul YA3BUMOCTEN
11 | B peanmu3anusix peanu30BaHHBIX KPUNITOTPAPUYIECKUX anroputMoB ang | 10
KpuUnrTorpaprudeckux| IpoBefeH s aTak Ha BUPTyaJibHbIE YaCTHEIE CETH.
aJrOPUTMOB
Pazpen 12.
OcHOBHBIE METOILl aHOHUMU3ALKU TPUCYTCTBUS B
MeToabl COKPHITHS
12 1M(POBOM MPOCTPAHCTBE U METOMBI COKPHITUS 10
OesTeNbHOCTH B . .
g OesTeNbHOCTH, CBSI3aHHOM C CETEBOM aKTUBHOCTHIO

5.2. MexpaucuunnuHapHble CBA3U C oOecrmedYuBaeMbBIMU (MOCTEAYIOIIUMH)

OJUCOUIIIIMHAMH.

«TecTupoBaHUe Ha MPOHUKHOBEHUE U 3TUYHBIM XaKUHT» SBASETCS OUCHUIIINHOM,
3aBeplaliel TeopeTuyeckoe obydyenue mo nporpamme 10.05.02 MupopManmoHHaS

6e301aCHOCTD TeIEKOMMYHUKAIIMOHHBIX CUCTEM
5.3. Pa3nesibl OUCIIUIIINHE M BUOL 3aHATUH.

Ounas popMa o0yueHUs

Tabmuma 5
Ne H JIek-| IIpakt. | Jla6. |Cemu- Bcero
anMeHOBaHHE pa3dela THCIHAIITHHBI CPC
n/n IIUH [3aHATHSABAHATHS Hapbl JacoB
Pazmen 1.
1 | CkaHupOBaHUE U PEKOTHOCIMPOBKA B CETEBOU | 2 2 2 10 | 16
[P-urdpacTpyKType
Pazmen 2.
2 | OkrcnnyaTauus ya3BUMOCTEN OIEPAlMOHHBIX U | 2 4 4 10 | 20
SCADAcucrem
3 |Pasmen 3. 2 2 2 10 | 16
[TepexBaT Tpaduka
4 |Pasmend. 4| 4 4 10 | 22
OTKa3hbl B 00CIyKUBAHUM
5 |Pasmens. ) ) 2 4 2 10 | 18
[TepexBaT cecCUiiy CETEBBIX COeIUHEHUN
Pa3pen 6.
6 | 9kcmnyatauus ya3sumocred WEB-cepBucos u | 2 4 4 8 18
MIPUJI0KEHUN
Paszpmen 7.
[ToucK 1 3KCIITyaTalus yI3BUMOCTEN
7 ) 4 2 2 8 16
0eCIIpOBOOHEIX CeTel, paboTaloIIHX 10
cranpapry 802.11
Pazpen 8.
8 |Tlouck ysi3BUMOCTEN B MOOUJIbHBIX 2 4 4 10 | 20
YCTPOUCTBAxX
Pazmen 9.
9 | MeTonsl 06X00a CUCTEM IIPENOTBPAIIEHUS 2 2 2 8 14
BTOPXKEHUM ¥ MEXKCETEBBLIX 9KPAaHOB




Pazgen 10.
10 | MUcnonbp3oBaHUE BUPYCOB, 3aKJIafOK B KOJIE. 4 4 4 8 20
[Tepenonnenue 6ybdepa
Pa3pen 11.
11 |Ilouck yga3BUMOCTEY B peau3anusax 2 2 2 10 | 16
KPUNTOTrpa(puIeCcKuxX arOPUTMOB
1o |Fasmen 12 4| 4 4 g | 20
MeTobl COKPHITUS JEeSATETbHOCTH B CETH.
Utoro: | 32 38 36 - 110 | 216
6. Jlekuuu
Ounas popMa o0yueHus
Tabmnuia 6
o | Homep Bcero
Tema neKuuu
1/n pa3aesal JacoB
1 1 CKaHMpPOBaHNE CeTeBOU MHPPACTPYKTYPH U ONPEfeNeHNe TONOJIOTHN CeTH| 2
9 9 chOBHLIe METOfIbI IIOMCKa ySI3BUMOCTEH OllepPalOHHBEIX CUCTEM ?
(Windows, Linux, MacOS).
3 3 OcHOBHBIE METO[IH IEpPEeXBaTa TpaduKa Ha KaHAJTbHOM M CETEBOM YPOBHE 2
4 4 ITpoBenenue aTak Tuna «OTKa3 B 00CTYKUBAHUN» 2
5 4 [TpoBenenue aTak Tumna «PacnpeneneHHb 0TKa3 B 00CTyKUBAHUN» 2
6 5 OCHOBHBIE METOAHI ITOUCKA YH3BHM9CTefI B peann3aluy IPOTOKOJIOB 9
CETEBOT0 ¥ TPAHCIIOPTHOTO YPOBHEN
7 6 MeTopr! moucka u dKkcnnyarauuu yassumocten WEB-cepBucos 2
8 7 MeTopb! OMCKA U 9KCIITTyaTalluK YA3BUMOCTEN OecripoBOgHbIX ceTet Wi-Fi| 2
9 7 Ys13BUMOCTH B IPOTOKOJax Oe3omacuoct WEP, WPA/WPA2 2
10 8 [TouCK ¥ 9KCIINTyaTalysl yI3BUMOCTEN B MOOUITBHEIX YCTPOMCTBAX 2
11 9 [Touck u SKCIITyaTalust ysI3BUMOCTeN B paboTe CUCTEM IPEeNoTBpalleHus 9
BTOP2KEHUU U MEXKCETEBLIX 9KPAHOB.
12 10 [TpoBepeHue aHANMM3a YI3BUMOCTEN NH(POKOMMYHUKAIIMOHHBIX CHCTEM 2
13 10 HWcnonb3oBaHue omubOK B IPOrpaMMHOM KOZie [JIs IIPOBEEHUs aTaK THUIla 9
«ITepenonuenue 6ydhdepar.
14 11 MeToqr! 9KCIITyaTalluk Y3BUMOCTEN peann30BaHHbIX 9
KpPUNTOrpapuyecKrx aITOPUTMOB
15 12 MeTonbl aHOHUMM3AIMU IPHUCYTCTBUS B IM(POBOM NIPOCTPAHCTBE
16 12 MeTombl COKPHITUS OesATENbHOCTH, CBI3aHHOM C CETEBOU aKTMBHOCTHIO 2
Hroro: | 32
7. JIabopaTOPHBIA MPAKTHKYM
Ounas ¢popMa o0yueHUs
Tab6muia 7
Ne | Homep Y Bcero
HaunmeHOBaHHe 1a00paTOPHOH PadOThHI
/o pa3aeal JacoB
1 1 CkaHUpOBaHUE U PEKOTHOCIIMPOBKA B ayngpyeMoﬁ CeTU C 9
ucnonbs3oBanueM /o NSlookup, WHOIS ping, tracert, NMAP.
9 9 TectupoBaHUe Ha POHUKHOBEHHUE nHGPaACTPYKTYPH Pab0YuX CTOJIOB O[T A
ynpasnerneM OC WindowsServer 2012
3 3 [TepexBat Tpaduka c nmomoiursio cHupPeposWireshark (mepernanpasienns 9
TpauKa)UNpsIMOTONOIKIIIOYEHNS K Cpefie lepefayuu




A 4 [IpoBeneHue TeCTUPOBAHUS ayIUPYeMOU CUCTEMEL HA YCTOMYUBOCTD K 4
DDoSatakam

5 5 [Tepexsat TCP-coepuneHu U nepeHanpaBieHns TpaduKa ayoqupyemMou 9
OpraHu3aluu

6 6 TectupoBaHue Ha npoHUKHOBeHUEe WEB-cepBepa ayaupyeMou KOMIIaHUY C 4
ucnonb3oBaHueM SQL-UHBEKIUN

7 7 Oxkcmyartanus ya3suMocTer decripoBagHou cetu 802.11 ayaupyemoit 9
KOMIIaHUHU

8 8 JKcmIyaTanus yI3BUMOCTEeM MOOUIBHBIX YCTPOMUCTB ¥ KOMIIPOMETaLKs 4
rH(opManuyu Ha MOOUIIEHOM TeledoHe

9 9 06x0[1 yCcTpoMCTB 0€30aCHOCTH TIEPUMETPa ayIupyeMoi KOMIIaHuU

10 10 SKCHHyaTaI_}I/IH THUIla nepenonHenus 6ydpdepa cepBepoB BUmeoHaOMOOEHNUS 4
ayoupyeMou KOMIIaHUI

11 11 [Touck ysiI3BUMOCTEH B CTaHOAPTHBIX peann3alusix KpUInTorpapuyeckux ?
IIPOTOKOJIOB

12 12 AHOHMMM3AIMI CETEBOr0 NPUCYTCTBUS IPU IPOBEJEHNUN aygUuTa CETH 4

Hroro: | 36
8. [IpakTHyeckue 3aHATUA (CeMHUHaAPHI)
Ounas ¢popMa o0yueHUs
Tabnuiia 8
Ne | Homep Bcero
Tema 3aHATHA
n/n pa3jgeal 4acoB

1 1 CkaHMpOBaHNE U PEKOTHOCLIMPOBKA B ayJUPYyEMOU CETHU C ?
HCII0JIb30BaHUEM CepBHCOB Bonjour.

2 2 V3ydyeHne MeTomoB u ¢popM xpaHeHu# naposuen B ceMerictee OC Windows 4

3 3 [IpuHIUIIEI IepeXBaT U 3allMKINBaHUS BUIEO0II0TOKA 2

4 4 HccnemoBanue popmupoBanne BOTNET a nnsg opranusanuu DDoS-aTTaxk. 4

5 5 [TogroroBKa KOMIJIEKCHOU UH(PPACTPYKTYPH OJI IPOBENEHUS aTaKu 4
nogmeHs DNS-cepBepa

6 6 H3yuyenue ysa3sumocter WEB-cepBepa aynupyeMoil KOMIIaHUYU Ha 4
Hasmyue omuboK u oeip B PHPuJavakone

7 v H3yuyenue POTOKOTIA TKIPans ugeHTU(UKALIUY YI3BUMOCTH U 9
NIOCJIeIVIOIIEeN SKCIIyaTalun

8 8 [Touck y'H3BI/Il\U/IOCTef/'I B [IPOTOKOJIaX OpraHU3allly IepCOHaIbHOR 4
6ecrpoBomHOM ceTu Bluetooth

9 9 M3ydeHne MexaHU3MOB UfeHTHGUKaLKKU paboTe ¢ honeypot’amu 2

10 10 W3yyeHue cunoco603 YCTaHOBKY BPEIOHOCHOTO I1/0 Ha KOHEYHBIE CTaHIUU 4
ayoupyeMou opraHu3alliu

11 11 [Touck ysi3BUMOCTEH B CTAHJIAPTHBIX PEANTI3AIUIX KpHUIITOrpapuiecKux 9
IIPOTOKOJIOB &CCUMETPHUYHOU KpUNTOrpadun

12 12 V3y4yeHne METONOB aHOHUMU3ALUKU CETEBOT0 IIPUCYTCTBUS IIPU 4
NIPOBEJIEHNU ayIUuTa CETH

Hroro: | 38

9. IIpuMmepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)

PaboyuM y4eOHbIM IIJTAHOM HE NIPEeNyCMOTPEHO



10. CamocTosiTe;IbHasA padoTa

Ounas ¢popMa o0ydeHUs

Tabmnuia 9
Ne | Homep o Bcero
CogepxkaHne CaMOCTOATEIbHOU PadOThI ®opMa KOHTPOISA
/1 [pa3aea) JacoB
Hcnonp3oBanue nHGOPMaLUU U3 OTKPHITHIX
1 1 ACTOYHUKOB [IJI [IPOBENEHUS PEKOTHOCLIUPOBKY B Otyer 10
ceTu
HccnepoBanue co3manus keylogger’'oB mnst c6opa
2 2 Iapoyed CUCTEMBl; KOH(PUTypalusa IOPTaTUBHAIX Otyer 10
3arpy304YHBEIX TOMOB
HccnemoBaHre MeXaHU3MOB IIepexBaTa
3 3 HH(pOpMalKUU METOAOM (UKCAIINU U3NTyYEeHUS Otuer 10
repegamInux Bugeokabdenen
4 4 HccnemoBaHue MexaHM3MOB opraHu3anuu DoS- Oryer 10
aTtak
5 5 Kondurypanuus nmoxuoro DNS-cepBepa OTtyeT 10
HWccnenoBaHue BO3MOKHOCTY UCIOIb30BAHUS
6 §) OTtyeTt 8
oun6oK B mpunoxenusx WEB-cepsrcoB (Apache)
HccnenoBaHust BO3MOXHOCTEN IKCITyaTalluu
7 7 YAA3BUMOCTEU B IIPOTOKOJIaxX cemencTBa 802.1x Otyer 8
(EAP)
8 8 IToproToBka K 1ab0paTOpHON padoTe OTyent 10
9 9 HccnenoBaHue YCTOfI‘{HBOCTI:I K aTaK CUCTEM OT9er 8
IpeoTBPaIleH!s BTOPKEHN pa3IMUHBIX TUIIOB
HccnegoBaHre BO3MOKHOCTEW aHOHUMHOT0 cOopa
10 10 . OTtyeTt 8
rH(popmanuu ¢ nomoureio /o Trojan-horses
11 11 [TogroroBka K nabopaTopHoi paboTe Otuer 10
[TpotuBopeticTBue Mexanu3MaM digitalforensicons
12 12 COKPBITUS CBOEU OEesITeIbHOCTU B IU(DPOBOM Otyer 8
IIPOCTPAHCTBE
Wroro: | 110

11. IlepeyeHb yueOHO-METOTHIECKOT0 00eCIIeYeHHUs I/Is CAMOCTOATE TbHOH

padoThl 00yYaIOUIMXCSI 110 TUCIHUIITHHE

PEKOMEHOBaHHasA OCHOBHASA U OOIIOJIHUTEJIbHANA JINTEPATYypPa;

I caMOCTOSITeTbHOM PabOTH IO AUCIUIIINHE PEKOMEHI0BAHO Cliefyloliee yuebHO-
MeToaudeckoe obeclieueHue:
[TomoxkeHMe 0 CaMOCTOSITENIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom
roCyoapCTBEHHOM YHUBEPCUTETE TeIeKOMMYHUKalui uM. mpod. M.A. bonu-bpyeBuya;

KOHCIIEKT 3aHATHUU 10 JUCLUIIINHE;
ClTavObI-IPpe3eHTalUy U APYTOi MEeTOOUYEeCKHUU MaTepuasl, UCI0Ib3yeMbI Ha 3aHATUSIX;
MeTOWYeCKre PEKOMEH/IAIMH 110 TOATOTOBKE MUCbMEHHBIX Pab0T, TpeOOBaHUS K UX

comepxkaHuio u opopMmienuto (pedepar, acce, KOHTPOIbHAsS paboTa) ;
(hOHOBI OIIEHOYHKIX CPEJICTB;
MeTOIMYeCKre YKa3aHUs K BHIITOITHEHUIO 1a00paTOPHEIX PaboT i CTYIEeHTOB;



12. ®oHJ OLIEHOYHBIX CPEICTB ISl MPOBEIeHUsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Yaromuxcsi

®OoHJI OIIEHOYHHIX CPeNCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAJIbLHBIM aKTOM
yHuBepcureta "[lonoxeHue o GOHME OLIEHOUYHBIX CPEACTB" U ABNSETCS MPHUIIOKEHUEM

([Tpunoxenue A) K pabouelt mporpaMMe OUCIUTIINHEL

®oHI OIEHOYHHBIX CpPENCTB [OJid IPOBEOEHUSA NPOMEXYTOYHOU aTTecTaluu
00y4JalouIuXCsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IlepeyeHb KOMIIETEHIIUM C yKa3aHUEM 3TamoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OIIACaHMe II0Ka3aTejlel U KPUTEPUEB OLIEHUBaHUSI KOMIIETEHLIMM Ha Pa3/IMYHBIX 3Talax
X (OPMUPOBaHUS, ONIMCaHNE IIKal OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3afjaHus UJIM HHBIE MaTepuabl, He00OXO[UMbIE IS OLleHKU
3HaHWM, YMEHNY, HaBBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX JTaIlbI
(dhopMUpoBaHUS KOMIIETEHIIAN B IIPOLIECCE OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMME;

- METOOMYEeCKHe MaTepualibl, ONpeaessollye IpoLenypsl OlleHUBaHU 3HaHUM, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXX[moro pe3ybTaTa 00y4eHUs 0 AUCHUIIINHE ONpPEeensioTCsa IoKa3aTelu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha PAa3/IMYHBIX 3TamaX HX

dbopMupoOBaHus, IIKAIB U MPOLEAYyPHl OLleHWBaHMUS.

13. IlepedyeHb OCHOBHOH H [IOIOIHHTE/ILHOH JIHTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHS THCIHIITHHBI

12.1. OcHOBHas nuTEpaTypa:

1. Illtepeubepr, CranucnaB Mropepuy. TeXHONIOTHY TPOTPAMMHOM 3allUTHl B UHTEPHETE :
yuebHoe nocobue / C. U. llitepenbepr, B. E. Moposos, B. . AugpuanoB ; pei.: B. A.
Bacunwes, H. H. Babuh ; ®emgepanbHoe areHTCTBO cBI3u, OengepanbHoe
rocygapCcTBeHHOe 00pa3oBaTelbHOE OI0I2KETHOE YUpeXAeHNEe BEICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
YHUBEPCUTET TeIeKOMMYHUKalLXi uM. mpod. M. A. bornu-bpyesuua". - CII6. : CIIGI'YT.
4.1.-2015.-60c. : un. - ISBN 978-5-89160-126-0 : 322.40 p.

2. lltepenbepr, CtanucnaB ropesrd. TeXHOIOTUYN IPOTPAaMMHOM 3aIUTH B MHTEPHETE :
yuebuoe mocobue / C. U. Ilitepenbepr, B. E. Mopo3os, B. . AugpuaHoB ; pei.: B. A.
Bacunwes, H. H. babuh ; ®emepanbHoe areHTCTBO cBI3u, OefgepanbHoe
rocyoapCTBeHHOe 00pa3oBaTeIbHOE OI0[IKETHOE YUpeXIeHre BLICIIET0
npodeccruoHanbHOro oopa3oBaHus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
VHUBEPCUTET TeIeKOMMYHUKaIni uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6'YT.
Y. 2.-2015.-76 c. : un. - ISBN 978-5-89160-126-0 : 408.37 p.

3. 3ammTa nHMOpPMaIuy B lieHTpax 00pabOTKM MaHHHBIX : [INEeKTPOHHLIN pecypc] :

yueOHoe mocobue / Y. A. Ymakos [u mp.] ; peu.: C. E. [IymmuH, P. B. Kupuuex ;
demepanbHOe areHTCTBO CBsi3u, PemepanibHOEe TOCYOapCTBEHHOE OI0IKETHOE
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o0pa3oBaTebHOE yupexkeHue BLICIIero mpodeccroHanbHOro obpa3oBanust "CaHKT-
[TeTepOyprckui rocylapCTBEHHbIN YHUBEPCUTET TEIEKOMMYHUKAIIUK UM. Ipod. M. A.
Bonu-Bpyesuua". - CII6. : CIT6I'VT, 2019. - 92 c. : un. - 439.98 p.

12.2. JononHUTENbHAS IUTEPaTypa:

. KomnbioTepHble BUPYCH : METOf. YKa3. K 71ab. paboram / B. . Augpuanos [4 gp.] ; pel.
C. E. Oymus ; ®emep. areHTCTBO CcBsA3u, Pemep. roc. o6pa3oBaTenbHOE OIOMXK.
y4pexkpaeHue BhICII. pod. o6pa3oBanus "C.-[leTepO. roc. yH-T TEJIEKOMMYHUKAINN UM.
mpod. M. A. bonu-Bpyesuua". - CII6. : CII6T'YT, 2011. - 19 c. - Bubnuorp.: c.17. - (B
00711.) : 8.75 p. - TEKCT : HEIIOCPENCTBEHHEIH.

. Aagpuanos, B. H.

ViHHOBaIMOHHOE yIIpaBlieHUe PUCKaMy MH()OPMaImoHHOM 6e30MacHOCTH :
[OnekTpoHHBIN pecypc] : yueb. mocobue / B. . Aunpuanos, A. B. Kpacos, B. A.
JlunnaTHuKOB ; pell.: C. E. Nymus, E. B. CrenbMmaiionok ; Pegep. areHTCTBO CBA3H,
®epep. roc. obpa3oBaTeNibHOE OI0MIK. YUpexkaeHue BhICII. Tpod. odpa3oBanus "C.-
[TeTep0b. roc. yH-T TeneKOMMYHUKaUui uM. mpod. M. A. bornu-bpyesuua". - CIIO. :
CII6I'YT, 2012. - 396 c. : un. - bubnuorp.: c. 394-395. - ISBN 978-5-91891-092-4 (B
00671.) : 320.00 p.

. byiitHeBu4, Muxaun BukTopoBud. 3aluTa IporpaMM U JaHHHX : yueOHoe mocobue / M.
B. Byuinesuy, K. E. MU3paumnos, A. B. Kpacos ; pen.: U. B. Koterko, E. B.
CrenbMaloHok ; Pemep. areHTCTBO CBsi3u, OemepasibHOE TOCYNapCTBEHHOE OI0[IXKEeTHOe
o0pa3oBaTeNlbHOE yupekaeHue BriciIero o6pa3oBanus "CaHKT-IleTepOyprckui
rOCyapCTBEHHLIN YHUBEPCUTET TeIeKOMMYHUKanuy uM. mpod. M. A. bonu-bpyeBuyda".
- CII6. : CII6I'YT. Y. 1 : Cmoco6s! ananu3sa. - 2020. - 72 c. : un. - 386.88 p.

14. IlepeyeHsb pecypcoB HHPOPMATIHOHHO-TEIeKOMMYHUKAIIHOHHOH CE€TH
«AHTEpHET»

- www.sut.ru
- lib.spbgut.ru/jirbis2_spbgut

15. IlepeyeHb HHPOPMAIIHOHHBIX TEXHOIOTHH, HCIOIL3YEeMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUIHHE (MOIYII0),
BKJII0OUasi MepedeHb MPOrpPpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPAaBOYHBIX CHCTEM.

15.1. TIporpaMMHOe obecreyeHne OUCIUIIINHEL:

- GNU Assembler

- Linux

- NetBeans

- Open JDK

- Visual Studio Community

11



- Windows UKCC

15.2. UHpOpMallMOHHO-CIIPABOYHEIE CUCTEMBI:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

16. MeToguuecKkue yKa3aHHs IS 00y4aIOIIMXCS 0 OCBOEHUIO THUCIUIIIMHBI

15.1. TInaHupoBaHue XU OpraHK3alus BpeMeHU, HEOOXOOUMOTO OJIs M3Y4YeHUd
OUCLUATITAHEL

BaXHBIM YCJIOBHEM YCIEUIHOTO OCBOEHUS OUCHUNNIUHHE «TecTUpoBaHUE Ha
IPOHUKHOBEHWE M 3TUYHBIM XaKWHT» SIBIAETCS CO3[aHWEe CHUCTEMBl NPaBUIbBHOU
OpraHU3alliy TPy[a, MO3BOJAIONIEN pacupefeluTh yueOHYy0 Harpy3Ky paBHOMEPHO B
COOTBETCTBHUY C rpadukoM 06pa3oBaTeILHOTO IIpoliecca. BobIIyio MOMOIIL B 3TOM MOXKET
OKa3aTh COCTaBJieHUe IJlaHa pabOTH Ha CeMecTp, Mecsdl], Hefelno, JeHb. Ero Hanuuue
TI03BOJIUT IMOOYUHUTL CBOOOAHOE BpeMs LieNsiM y4eOwl, TPyOUTLCS 0ojee YCIEeIIHO U
a¢bdexTBHO. HyXKHO OCYIIECTBISATH CAMOKOHTPOJIb, KOTOPHIN SIBNISETCA HEOOXOIUMBIM
yCIIOBHEM yCIelmHoU yueOnl. Bce 3amanus, BKI04asi BLIHECEHHBIE Ha CaMOCTOSTENIbHYIO
paboTy, peKoMeHOyeTCS BHIIOJHSAThH HEIOCPEACTBEHHO II0CTe COOTBETCTBYIOLIETO
ay[IUTOPHOTO 3aHATUSA (IEKIUU, TPAKTAUUYECKOT0 3aHSATUS), YTO CIIOCOOCTBYET Ny4IIEeMYy
YCBOEHMIO MaTepuasa, 103BOJISeT CBOEBPEMEHHO BBHISIBUTh U YCTPAHUThL «IpOOEsEl» B
3HAHUAX, CUCTEMATHU3UPOBATh paHee MPONAEHHBIN MaTepual, Ha eT0 OCHOBE IIPUCTYIIUTD
K OBJIafIeHUIO HOBEIMU 3HAHUSMU U HaBBIKAMHU.

CuctemMa YHUBEPCUTETCKOT0 00y4eHUSI OCHOBEIBAETCSI Ha paliOHAJIbHOM COYeTaHUU
HEeCKOJIbKUX BHUIOB y4eOHBIX 3aHATUYN (B IEpPBYI0 odepefnb, JIEKIUN U IPaKTUUYECKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/IagaeT onpeaeeHHON Cleln(puKo.

15.2. TlogroToBKa K JIEKIUIM

3HAKOMCTBO C OUCLUIIIMHOU IIPOUCXOAUT yKe Ha IIepPBOM JIEKLUHU, TAe OT CTyHeHTa
TpebyeTcsl He IPOCTO BHUMaHKE, HO M CaMOCTOSITeNIbHOe 0opMyIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIEKIUi HeoOXOMUMO YYUTHIBATh TOT (GAKTOpP, UTO ONHU JEKIUU
[alT OTBETHl Ha KOHKPETHBIE BOIIPOCH TEMBI, APYTUE - JIUIIb BHISIBISIOT B3aUMOCBI3U
MeXMy SBIEHUSIMHU, MMOMOTAasl CTYOEHTY IMOHSAThH I'TyOMHHBIE MPOIECCH Pa3BUTUS
M3y4aeMoro IpeaMeTa, KakK B MCTOPUM, TaK U B HACTOSIEE BpeMs.

KoHCcnekTUpOBaHUWE JEeKLUUU - CJO0XKHBIM BUJ BY30BCKOU aymgUTOPHOM paboOTHI,
Ipefnojaralniluili MHTEHCUBHYI YMCTBEHHYIO OeATEIbHOCTh CTyOeHTa. KOHCIEekKT
SIBJII€TCS MOJIE3HBIM TOT[a, KOr'[a 3alKicaHO caMoOe CYLIEeCTBEHHOe U CelaH0 3TO CaMUM
obyuawmumMmcsa. He Hago cTpeMuThcsd 3amucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIEKTHPOBaHKE» MPUHOCUT OObIlle Bpefa, 4eM IoJb3h. Ilenecoobpa3Ho BHavaie
IIOHATH OCHOBHYIO MBICJIb, U3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3amnucarh ee. 2KejnaTeabHO
3aluCh OCYIIEeCTBIATh Ha OJHOU CTpPaHUILe JIUCTA UJIM OCTaBJISAd MOJid, Ha KOTOPHIX
IO3qHee, IIPU CaMOCTOSITENIBHOM paboTe C KOHCIIEKTOM, MOXKHO CHEJAaTh NOMOTHUTEIbHEIE
3alliCU, OTMETUTH HETIOHSITHLIE MeCTa.

KoHCIeKT NeKnuu nydilne Ioapa3fesaTh Ha MYyHKTH, cobmiogas KpacHYI0 CTPOKY.
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9toMy B OonbmIoN cTemeHuM OyAyT cmocoOGCTBOBATH BONPOCH IjlaHA JIEKIUH,
IpeioXKeHHbIe mpenogaBaTensaM. CrnenyeT obpallaTh BHUMaHKUe Ha aKIEHTHI, BEIBOMH,
KOTOpHIE [eflaeT JIEKTOP, OTMedast Hanbosee BaXKHbBIe MOMEHTH B JIEKIIMOHHOM MaTepuaie
3aMeYaHUSIMU «BaXHO», «XOPOIIO 3allOMHUTL» ¥ T.II. MOXKHO [IeJlaTh 9TO U C TIOMOIIIbIO
PA3HOILIBETHHIX MapKePOB UK PyYeK, TOMUepKUBast TEPMUHEL U ONIpeeIeHus.

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOJI0oB. OOHAKO IIpU [ajibHeHIe paboTe ¢ KOHCIIEKTOM CUMBOJIH JIy4llle 3aMEeHUTh
OOBIYHBIMK CJIOBAMM [JIsg OBICTPOTO 3PUTEJIBHOTO BOCIPHUSTHUS TeKcTa. Paboras Hap
KOHCIIEKTOM JIeKIH#, Bcerga HeoOX0OuMO HCII0JIb30BATh HE TOJIBKO YUeOHUK, HO U Ty
JUTEPATYPY, KOTOPYIO MOIOTHUTEILHO PEKOMEHIOBAN IeKTOP. UMEHHO TaKas cephe3Hasi,
KpomoTnuBasi paboTa C JTeKUMOHHBIM MaTepualioM II03BOJUT TIy0OKO OBJIAEeTh
TEOPETUYECKUM MaTepPUaJIOM.

15.3. IloaroToBKa K NpPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOUAEHHOT0 MaTepuana (MaTepuana JIeKIUM, MPaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 00s3aTeNbHOU U [OMOTHUTENBHON TUTEPATYpPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil pabOTH HOMXKEH MPOSIBUTHCSA B CIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOPETHUUYECKHe BOIPOCH MpPaKTHKyMa, €r0 BBHICTYIJIEHUHW U y4aCTHUU B
KOJJIEKTUBHOM O0CYXKIOEHWH BOMPOCOB HM3y4aeMOUW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomouMo MOHUMATh, YTO HEBO3MOXKHO BO BPEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BECh MaTepHasl M3-3a JUMHTA aygUTOPHBIX YacCOB, U NPU H3YYEHUU OUCHUMIIUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAasA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMHU, HAY4YHOW, CIPAaBOYHOM NHUTepaTypold, MaTepuallaMu
IepUOANYEeCKUX M3aHuil u MHTepHeTa ABnseTcsAd Haubomee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOMOTHUTENbHBIX 3HAHUM, TO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WHPOpMaIuen, crnoco0CTByeT Goyee raIy00KOMY YCBOEHHUIO M3y4aeMOTO
MaTepuana, GOpMUPYET Yy CTYOEHTOB CBOe OTHOINEHME K KOHKPETHOU Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy c nuTepaTypoi Ienecoodpa3Ho HavyaTh C U3yuyeHus: obuux paboT mo teMe, a
TaKXke y4eOHUKOB M yueOHBIX mocobuii. [lanee peKOMeHOyeTCs MePeuTH K aHanu3y
MoHoOrpaduit 1 cTaTel, pacCCMaTPUBAIOIINX OTHENIbHEIE aCIeKTHl Po0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke OpUIMaTbHEIX MaTEPUAJIOB U HEONyOIMKOBAaHHKEX NOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEPTAIlMU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOITPOCHI U3y4aeMo# TpPoOIeME.

Pa6oTy ¢ MCTOYHMKAMHU HAJ0 HaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIOETISS €I0 CTPYKTYPHBEIE e AUHUIIEL. [Ipy 03HAKOMUTETLHOM YTEHUU
3aKjlaflKaMyd OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 06ojiee BHUMATEJIbHOTO
U3ydyeHus. B 3aBUCUMOCTH OT Pe3y/lIbTAaTOB 03HAKOMHUTEIIPHOTO YTEHUS BHIOMpaeTCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTAaBIeHHOU
3apmauu TpebyeTcs u3ydyeHue HEKOTOPHIX (pParMeHTOB TEKCTa, TO UCIOIL3yEeTCS METO[I
BHIOOPOYHOTO uTeHUsI. Eciu B KHUTe HET moapoOHOro OrjaBlieHHs, ClelyeT o0paTUTh
BHMMaHUE yUEeHWKA Ha IPEeOMETHHIE U UMEHHbIE YKa3aTeu.
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M30paHHble pparMeHTH WU BeCh TEKCT (eCJIM OH I[eJIMKOM MMeeT OTHOIIeHHe K
TeMe) TpeOyloT BOyMYHBOIO, HETOPOIIJIUBOTO UYTEHUS C «MBICIIEHHOM IMpopaboTKOoii»
MaTepuaia. Takoe YTeHMe IpenoaraeT BrgeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOgOB. Ocob60e BHUMaHUeE CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKxkKe MMpPOaHaNIU3UPOBaTh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCSAT MpoOJeMaTUUYHBIM, TUIMOTETUYECKUN XapaKTep M YJIOBUTb CKPHITHIE
BOIIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT AanekKo He
cpaldy. Haumnyumu# cnoco® HayuyuThCS BHIAENSITH T'JTaBHOE B TEKCTe, YJIaBIUBaTh
npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OI[EHKY aBTOPCKOM MO3ULUHU - 3TO
CpaBHUTEJIbLHOE UTEHME, B XO[le KOTOPOTr0 CTYOEeHT 3HAKOMUTCS C Pa3NUYHBIMU MHEHUSIMHI
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh ¥ N0Ka3aTeIbHOCTh apIyMEeHTOB
CTOPOH U fieslaeT BEIBOJ 0 HauOosbinel yOequTeIbHOCTH TOM UM MHOM ITO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOKHOCTH IIPOIIEAINX COOLITHH U IPABOBLIX SBJIEHUM, HEIb3sT UX OTBEPraTh, He
pa3obpaBmuch. [Ipy HaNW4YWM PacXxOoXOEeHUU MeXKOy aBTOpaMHU HeoOXOOWMO HaUTHU
paluoHanbHOE 3ePHO yV KaXKOOro M3 HUX, YTO MO3BOJIUT TIy0xkKe YCBOUTH MpPeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UITUSIMU aBTOPOB, HYKHO OIPENeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M U MPHUMEHSITh U3 HUX Ty, KOTopas Oojee ybenuTenbHa.

CnenyoomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMHU SIBISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHUPYIOUIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha
OTHEJbHBIX JINCTaX, KOTOPhIE IIOTOM JIETKO CHCTEMATU3UPOBATh 10 OTAEIbHEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4YeCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnmuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa menecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBEIX TeTpPadsx. 3Mech BaxKHO
BCIIOMHHUTD, UYTO KOHCITEKTHI ITUIIYTCS HAa OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM
OIS UCIIPABIIEHUS U PEMApPOK MEXCTPOUYHBIM PACCTOSHUEM (3T IpaBuiIa cOOMI0OOAI0TCs
st ynoOCTBa pelakTUpoBaHus). ECiM B KOHCIIEKTaX MIPUBOOSATCS IUTATEL, TO HEIIPEMEHHO
IDONXHO OBITh HAaHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne
CcTpaHulkl). BriocnemcTBuu 3Ta wHGOPMAIMK MOXKeT OBITh MCII0JIb30BaHa IPKU HAallMCAHUHN
TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOM BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUIUPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKI0 B COOTBETCTBUU C OIpefieIeHHON yueOHO! 3aauel;

- 00001aTh MOTyYEHHYI0 HH(POPMALXIO, OI[eHNBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coob1IeHu; GopMyIupoBaTh, YCTHO U IHChbMEHHO,
OCHOBHYIO U[Iel0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTb U IIPE3EHTOBATh Pa3BePHYyThHIe COODIIEHHUS THIIa NOKIIafa;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYaANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0/Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEHCTBHS CBOMX TOBAPHINEH, 00BEKTHBHO OI€HUBATh
CBOU [IEUCTBUS;

- oOpamaTscss 3a MOMOIIbI0, MOMOTHUTEIbHEIMU Pa3bsICHEHUSIMH K IIpelofaBaTelio,
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OPYTHM CTyOEHTaM;

MOJIb30BAThCSA JUHTBUCTUYECKON HIM KOHTEKCTyalIbHOU [OOTAAKOW, CIIOBApPSMHU
Pa3TUYHOr0 XapaKTepa, Pa3IuYHOr0 Poda MOACKa3KaMu, OIIOPaMHu B TEKCTe (KITI0YeBEIe
CJI0Ba, CTPYKTYpa TEKCTa, peaBapsolnas nHGopMalus u [p.);

HCIIONTb30BAaTh NP TOBOPEHUHU U MKUChMe Mepudpas, CAHOHUMHUYHEIE CPENCTBa, CI0Ba-
ONMCAHUS OOITUX MOHSITHM, Pa3bsICHEHUS, IPHMEPH], TOTKOBAHUS, «CJIOBOTBOPUYECTBO»
IIOBTOPSITH UK TTepedpPa3upoBaTh PEIIUKY COOeCeIHWKA B MOATBEPKICHUN TOHUMAHUS
er0 BBICKA3bIBAHMS WJIM BOIIPOCA;

00PaTUTHCS 3@ MMOMOIIBIO K COOECEMHUKY (YTOUYHUTH BOIIPOC, IIEPECIIPOCUTD U AP.);
MCIIOJTb30BaTh MUMHUKY, XKECTHI (BO0OIIe U B TEX CIydasx, KOTrfga S3bIKOBHIX CPENCTB He
XBaTaeT [IJIsI BEIPAXKEHUS TeX UJIU WHEIX KOMMYHUKATHBHEIX HAMEPEHHH ).

15.5. [TogroToBka K IpoMekKyTOYHOU aTTeCTaLluU
[Tpy IOATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
BHAMATEJIbHO U3y4YUThH IIepedyeHb BOIPOCOB U OIPENEeNUuTh, B KAKUX HUCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMBbIe [I7ig OTBETA Ha HUX;
BHUMATEJILHO IPOYUTATh PEKOMEHIOBaHHYIO IUTEPATYPY;
COCTaBUTh KpaTKKe KOHCIEKTEL OTBETOB (IIJIaHBI OTBETOB).

17. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tab6muma 10
No HauMmeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TaOOpaTOPHUH
1 |lekuroHHAas aygUTOPUS Aynuro-BULE0 KOMILJIEKC
AyouTOpuUM Oy IPOBEOeHUs TPYINOBLIX 1
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
[MPaKTU4YeCKUX 3aHITUN
3 [KoMneroTepHBIY KJ1acc [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpUs OIS KYPCOBOTO U OUIIJIOMHOTO
4 [MYRETODHA N yp A [lepcoHabHBEIE KOMIIBIOTEPHI
[IPOEKTHPOBaHUS
5 |AyguTopus s CaMOCTOSITeIbHOW pabOoTHl KoMmblOTepHas TeXHUKa
6 [YuTanbHBIM 3an [IepcoHaNIbHBIE KOMIIBIOTEPH

JIuct uamenenuu Ne 1 ot 9 guBaps 2020 r

Paboyast mporpamMma JuCHUIIIHHBL
«TecTHpoBaHHE Ha MPOHUKHOBEHHE H 3THYHBLIH XaKHHI »

Kopn v HamMeHOBaHYE HalpaBJIeHUs ITOATr0TOBKY/CIeIaIbHOCTH:

10.05.02 UudpopmanuoHHasi 0€30IIaCHOCTh T€JIEKOMMYHHKAIITHOHHBIX CHCTEM
HanpaBneHHOCTh/poduIb 00pa30BaTEIbHOM TPOTPAMMEL:
cuenuanau3anus N 9 "YnpasieHue 0€30MacCHOCTHIO T€T€eKOMMYHHUKAITHOHHBIX
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