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CankT-IleTepOypr



Pa6ouyasi mporpaMMa OMCHUIIIMHBE COCTaBleHa Ha ocHOBe TpeOoBauHuiu demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenmuanbHOCTH) moAarotoBku «10.05.02 HMuHbopManmumoHHass 06e30IaCHOCTH
TEJIEeKOMMYHUKAUUOHHBIX CUCTEM», YTBEPXKOEHHOr0 IpPHKa3oM MHUHHUCTepCTBa
oOpa3oBaHus u Hayku Poccuiickont ®emepanun ot 26.11.2020 Ne 1458, 1 B COOTBETCTBUU C
pabo4yuM y4eOHBIM IIJIaHOM, YTBEPKIOEHHEIM PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenpio IpenofaBaHusl QUCLHUIIIUHE «ADMUHUCTPHUPOBAHYE CPELCTB 3aL[UTEI
MH(OpMaIuy B KOMIBIOTEPHEIX CUCTEMAX U CETSIX» SIBIIETCS:

NIpPegOoCTaBUTh CTYAeHTaAM 3HaHUS U HABHIKM B 0o0beMe, HOCTATOYHOM [Id
pa3BepThiBaHus AAA-cepBepa Ha npumepe Cisco ISE m BHeOpeHHIO pEIlIeHHU II10
KOHTPOJII0O AOCTyIlla B ceTu Ha ocHOoBe cTaHpmapTa 802.1X. CTymeHTH moiydaT
IIPaKTUYECKUU ONBIT HaCTPOUKM Haubosee 3GPEKTUBHBIX peIIeHUM [N 3allUTH OT
BHEIIIHUX yTPO3 U o0ecredeHus: 0€30aCHOCTU YCTPOUCTB, TOAKITIOYEHHBIX K CETH.

OTa menb [OCTUTaeTCd MyTeM PelleHus clenyoummx(ei) 3apad(u):

* cnocoOCTBOBaTh BHEJIPEHUIO B y4eOHEBIM IIPOIECC COBPEeMEHHBIX 9(p(HeKTUBHBIX
METO[IUK NPOBefeHusl 1ab0paTOPHLIX Pab0T, KOTOPhIE IO3BOJISAIOT BHIIONHATEL CIIOKHEBIE
3aJaHus Ha pa3IMYHBIX TOMOJIOTUAX CeTH; * o0ecrnedyuTs o0liee IOHUMaHNUE [IePCIEKTUB
pa3sutusa UT-oTpacnu.

2. MecCTO THCIHIIIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

IucnunnuHa «KADMUHUCTPUPOBAHKE CPENCTB 3alIUTH HHOOPMAIIUN B KOMITBIOTEPHEIX
cucteMax u cetsax» b1.0.11.07 gBnsgeTcsa ogHOW M3 AUCHUUIIUH 00s3aTebHOMU
yacTu y4yeOHOro mjaHa IMOATOTOBKM CIlelManuTeTa 10 HampaBneHuio «10.05.02
HMudopMmanmonHas 0e30MaCHOCTh TEIEKOMMYHUKAIIMOHHBIX CUCTEM». M CXOIHBINA yPOBEHD
3HAHUW ¥ YMEHUM, KOTOPLIMH OOJIXKEH 00afaTh CTYOEHT, IPUCTYIIas K U3yUeHUI0 TaHHOU
OUCHUIMIKUHB, ONpefeNsgeTcsd H3y4eHUEM TaKUX AUCHUNNUH, KaK «OCHOBH
HHGOPMAIMOHHON 0e30macHOCTH»; «OCHOBBI IIOCTPOEHUS 3AIUIIEHHEIX KOMIIBIOTEPHBIX
ceTel»; «CeTu U CUCTEMEI Ilepeayun HHPOPMAIUL».

3. IlepeyeHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUYeHHsI, COOTHECEHHBIX C
IUTAaHHPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOTrPaMMBbI

[Tporecc n3ydeHus: OUCHUMINHE HallpaBiieH Ha (POpMUPOBaHUE CIIEAYIOMNUX
KOMIIETEHIINN:
Tab6mua 1

Ne Kon

HauMeHOBaHHe KOMIIETEHIIUH
I/ [KOMIIeTeHIIHH

CnocobeH hopMUpPOBaTh, BHEAPSTEL U 006ecrieynBaTh QYHKIIMOHUPOBAHUE
1 OIIK-9.1 CUCTEMBI MEHe[IXKMeHTa WH()OPMaIMoHHO 6€301macHOCTH
TEJICKOMMYHUKAI[MOHHBEIX CUCTEM U CETEH;

Cnoco6eH peanu30BEBATh KOMITJIEKC OPTaHU3aLMOHHBIX MEPOIIPUSATHIH 110
2 OITK-9.2 obecreyeHnI0 HHPOPMAIMOHHON 0€30IIaCHOCTH U YCTOWYMBOCTH
TeJICKOMMYHUKAI[MOHHEIX CUCTEM U CETEH;

CniocobeH mpoBOOUTHL MOHUTOPUHT 3allIMIIEHHOCTH CETEBHIX PECYPCOB U
(OpMHUPOBaTEL OTUETH 10 BEIIBJIEHHBIM YSI3BUMOCTSIM;

3 OIIK-9.3

MHOMKaTOPH JOCTUXKEHUS KOMIIETEeHIINN
Tabnuria 2

3HaTh: - CUCTEMHBI MEeHe[IXKMeHTa UHPOPMalMOHHO 6€30T1aCHOCTH
TEJIEKOMMYHUKALMOHHBEIX CUCTEM U CeTeH

YMmeTs: - GopMupoBaTh, BHEAPSITh GYHKIIMOHMPOBAHNE CUCTEMBI MEHEIXKMEHTA
nHGOPMALMOHHOM 0€30MaCHOCTH TEJIEKOMMYHUKAIIMOHHEIX CHCTEM M CETeH;

OIIK-9.1.1

OIlK-9.1.2




OIIK-9.1.3

BnapeTs: - HaBHIKaMU obecrneyeHus (I)YHKHI/IOHI/IpOBaHI/IFI CHUCTEMEI MEHEIZKMEHTa
HH(l)OpMaHHOHHOfI 0e30IacCHOCTH TEJIEKOMMYHUKAIIMOHHBEIX CUCTEM U ceTeu

OIIK-9.2.1

3HaTh: - OCHOBHEIE IIPUHITUIIBI ITIOCTPOEHUA TEJIEKOMMYHUKAIIMOHHEBIX CUCTEM U ceTeu

OIIK-9.2.2

YMeTs: - o6ecrieqynBaTh MHOOPMAIMOHHYIO 0€30IIaCHOCTh U YCTONYMBOCTD
TeJIeKOMMYHUKalMOHHEIX CUCTEM U ceTel

OIlK-9.2.3

BrnameTs: - HaBEIKaMK OPTaHU3alUKY MEPOIPHUITUH 110 00eCIIeYeHUI0
HHPOPMAIMOHHOM 6e301MaCHOCTH ¥ YCTOMYUBOCTH TETEKOMMYHUKAIIMOHHBIX CUCTEM U
ceTen

OIIK-9.3.1

3HaTh: - OCHOBHBIE METOEI MOHHUTOPHWHT A 3alMAINEHHOCTU CETEBRIX PECYPCOB 1
(bOpMI/IpOBaTB OTYETHI 11O BEIABJIIEHHEIM YVA3BUMOCTAM,

OIIK-9.3.2

YMeTh: - MPOBOAUTH MOHUTOPUHT 3aIUIIEHHOCTH CETEBEIX PECYPCOB

OIIK-9.3.3

BJ'[aI[eTB: - HaBEIKaMU (1)0pMI/IpOBaHI/I5{ OTYETOB II0 BEISIBJIEHHBIM YSA3BHUMOCTAM

4. O6beM THCHHUIUIHHBI ¥ BUIBI Y4€0HOH PadOTHI

Ounas popMa o0yueHUs

Tab6mnuia 3
Buj yueOHOM padoThI Bcero|CemecTper
4acoB 8
OO1mast TPyAOEMKOCTh | 3 3ET 108 108
KoHTakTHasi pabora ¢ 00y4alONMIUMHUCST 50.25 50.25
B TOM YHCJIE:
Jlexuunu 20 20
[TpakTuyeckue 3ansatus (I13) 16 16
JTabopaTtopHbie paboTh (JIP) 14 14
3aIuTa KOHTPOJILHOM PabOTH -
3amnmTa KypCcoBoi paboThl -
3ammuTa KypCcoBOTO MPOEKTa -
[IpoMexyTOouHas aTTecTalus 0.25 0.25
CamocTosiTeibHasi padoTa o0yuaromuxcsi (CPC) 57.75 57.75
B TOM YHCJIE:
Kypcosast pa6oTa -
KypcoBoii mpoeKT -
W [ unu gpyrue BUOLL CaMOCTOSITENIbHOM pabOTH:
IIOITOTOBKA K JTa00paTOPHHIM paboTaM, MPaKTUYECKUM 4975 | 4975
3aHATHUSIM, KOHTPOJIHEIM paboTaM, u3ydeHue ’ ’
TEOPEeTUYEeCKOTr0 MaTepuasna
[ToaroToBKa K MPOMEXKYTOYHOU aTTEeCTAlUU 8 8
BuI mpoMeKyTOYHOH aTTeCTallHH 3auer
5. CogepKaHue TUCIHUILIUHDI
5.1. ComepxaHure pa3menoB OUCLHUIITUHEI.
Tabnuna 4
No HaumenoBaHnue Ne cemectpa
. /;1 pa3mesna ConmepzxkaHue pa3aeia O4HO-| .
OUCITHAIITIUHBI OYHasA(3a04- Has
Hasi




Pazgen 1.
[IpemoTBpalierue
1 |yrpo3 mocpenctBom | Cryxk6b ugenTrdukanuu. [Iporokon 802.1 X u EAP. 8
CIyXK0
UOeHTUGUKAIWH.
Paspen 2. 0630p Cisco ISE. MexaHu3Mbl ayTeHTUQUKAIUY Ha
2 | OCHOBEI CUCTEMBI . 8
. Cisco ISE.
Cisco ISE.
Paszpmen 3.
PacmmpeHHEe Ay'TeHTI/I(l)I/IKaI:H/IH Ha OCHOBe cepTu(dUKaTOB
3 (bYHKIIMH KOHTPONS monb3oBaTenel. Mcmonb3oBanue SGA u mpuMeHEHNE 8
texHojoruu MACsec.
LOCTyTIa B CETH.
Paszgen 4. 3HaKOMCTBO C BeO-ayTeHTHUKaIMelH. 3HAKOMCTBO C
4 | Be6-ayTeHTu(UKaNMs,| KOMIOHEHTaMH TOCTEBHIX MOPTaoB. HacTpolika 8
TOCTEBEIE TTOPTAJIEL. IIapaMeTpPoB rOCTEBOTO LOCTYIA.
Pazpen 5.
PacmiupenHbie
5 | METOMNEI KOHTDOTI Posture-cepsuc. CepBuc npoduanpoBaHus. 8
OOCTyIa OJis Apxutektypa BYOD.
nepuepuHLIX
YCTPOMCTB.
Pazgen 6.
6 YcTtpaHneHue YcTpaHeHne HEMONaoK B paboTe CUCTEMBI KOHTPOIIS 8
HETI0aoK B OOCTYyTIa.
CUCTEME.
5.2. MexXOuCHUNIUHapPHbE CBA3U C oOecrmedynBaeMbIMU (MOCTEOYIOITUMU)
OUCLUIIINHAMU.
Tabmuua 5
H]\/[:I HanMmeHoBaHHe 00ecneuynBaeMbIX (IIOCIeYIOIINX) TUCITUILTHH
1 | 3amruTa 06/1aYHBIX BEHIYUCIEHUH ¥ T€JIeKOMMYHUKAIIWH
2 | KorTtpons 3ammiuieHHoCcTH JIBC 0T HECAaHKIIMOHUPOBAHHOTO JOCTYIIa
5.3. Pa3pgesnsl UCIIUIIIMH U BUOLI 3aHATHH.
Ounas popMa o0yueHuUs
Tab6mnuia 6
No JIek-| [Ipakrt. | JIab6. [Cemu- Bcero
HauMeHoBaHMe pa3jgesia THCHHUIUIMHBI CPC
n/n MU [3aHATUABSAHATHSA Hapbl JacoB
Pazmen 1.
1 | IIpemoTBpallieHre yIrPo3 IOCPENCTBOM CIIyXKO 4 4 8 16
UIeHTU(UKALNN.
Paspern 2.
2 OcHoBH cucteMnl Cisco ISE. 4 4 8 16
Paspern 3.
3 | PacmmpeHHBIe QYHKIMM KOHTPOJIS OOCTYIIa B 4 8 8 20
CETH.
4 Pa3pen 4. 4 A 3 16
Be6-ayTeHTH(UKAIMS, TOCTEBHIE TOPTAJIHL.
Pa3pen 5.
5 |PacmupeHHEle MEeTOOEI KOHTPOJIS DOCTyIaA Ot | 2 4 4 9.75119.75
nepu(epurHbIX YCTPOMUCTB.
6 Pazmen 6. 9 9 3 12
YcTpaHeHue Henonamok B CUCTEME.




| Wroro:| 20 | 16 | 14 | - 1]49.75/99.75]
6. Jlekuuu
Ounas popMa o0yueHUs
Tabmuma 7
Ne | Homep Bcero
TeMa 1eKIuu
n/n [pa3gesa JacoB
1 1 CnyxO0bl UOeHTUDUKALIUH. 2
2 1 ITpotokon 802.1 X u EAP. [IpepoTBpalieHne yrpos. 2
3 2 Cisco ISE 2
4 2 Mexanu3mel ayrenTaukanun Ha Cisco ISE. 2
5 3 AyTteHTH(UKaIKSI Ha OCHOBE CEPTU(HUKATOB MOJIb30BaTENIEN 2
6 3 Hcnonp3oBanne SGA u npuMeHeHue TexHojaorum MACsec. 2
7 4 Beb6-ayTeHTHUKALIUSA 2
8 4 HacTpoiika mapaMeTpoB rOCTEBOTO JOCTYIIA. 2
9 5 PacmupeHHble METOB KOHTPOJIA HOCTyTa AJS TepU(pEpPUUHBIX YCTPOMCTB 2
10 6 YcTpaHeHUe HEMoNafoK B paboTe CUCTEMBI KOHTPOJIS OOCTYIIA. 2
Hroro: | 20
7. JIabopaTOPHBIA MPAKTHKYM
Ounas popMa o0yueHus
Tab6mnuia 8
Ne | Homep o Bcero
HamMmeHoOBaHHe 1a00paTOPHOH PadOThI
/o pa3ae’al JacoB
1 3 Vcnonb3oBanue Metonga EAP-TLS nnst paboThl CHCTEMBI KOHTPOJS JoCcTyma. 4
2 3 HacTpolika DOJIUTUK aBTOPU3alUH. 4
3 5 HacTpoiika cepBrca NpodunupoBaHusi. 4
4 6 [Touck ¥ ycTpaHeHUe HeNoJafloK B 1ab0paToOpHO CETH. 2
Wrtoro: | 14
8. [IpakTHyeckue 3aHsATUA (CeMHUHapPbI)
Ounas popMa o0yueHUs
Tab6mnuia 9
Ne | Homep Bcero
TeMa 3aHATUSA
n/n pa3aeal JacoB
1 1 Ayrentudukanus Ha ocHoBe MAC-azmpeca (MAB) ¢ ucnonb3oBaHUEM 4
BHYTpeHHeH 6a3hl.
2 2 Buempenue u 6a30Bast HacTporika Cisco ISE. 4
3 4 HacTpoiika rocTeBoro gocrtyma. 4
4 5 Hactpoiika Posture-cepsuca. 4
Hrtoro: | 16

9. IIlpuMepHasi TeMaTHKa KyPCOBBIX IIPOEKTOB (padoT)

PabouyuM y4eOHBIM IIJTAHOM He IIPeNyCMOTPEHO



10. CamocTosiTe;IbHasA padoTa

Ounas ¢popMa o0ydeHUs

Tab6muma 10
Ne | Homep o Bcero
CoaepxkaHHe CAaMOCTOSITEeILHOU PadOTHI ®opmMa KOHTPOIIA
/1 [pa3aea) JacoB
HN3yueHue MaTepuamnoB JIeKIuu. [IogroToBka K
1 1 y p H A Otuer 8
NIPaKTUYECKOMY 3aHSATHIO.
H3yyenre MaTeprasoB JieKiuu. [IoAroToBKa K
2 2 OtuerT 8
71ab0paToOPHOMY 3aHSITHIO.
H3yyeHre MaTeprasoB JieKiuu. [IoAroToBKa K
3 3 OtuerT 8
71ab0paTOPHOMY 3AHSTHIO.
HN3yuenune MmaTepuanoB JIeKIuu. [IogroToBka K
4 4 y p a A OTuer 8
IIPaKTUYECKOMY 3aHSATHIO.
H3yyenre MaTepurasos jekuu. [IoorotoBka K
5 5 [IpaKTU4YeCKoMy 3aHATHI0. [ToaroToska K OtuerT 9.75
1abopaTOPHOMY 3aHSATHIO.
W3yyeHue MaTepuasnoB jgekuuu. [loqrotoBka K
6 6 OtuerT 8
71ab0pPaTOPHOMY 3aHSITHIO.
Htoro: |49.75

11. IlepedyeHb Y4€OHO-METOTHIECKOT 0 00eCIIeYeHHs [IJIsi CAMOCTOSITe TbHOU
padoThI 00YUAIONIMXCSI 10 TUCIUIITHHE

[71s1 caMOCTOsITEIbHOM pabOTHI 10 AUCIUIININHE PEKOMEHAOBaHO Clenyoilee yueOHo-
MEeTOANYEeCKOe o0ecrieyeHue:
- [TonoxeHne 0 caMOCTOSITeIbHOM paboTe cTyAeHTOB B CaHKT-IleTepOyprckom
roCyapCTBEHHOM YHHUBEPCUTETE TeIeKOMMyHUKauui uM. mpod. M.A. boru-BpyeBuua;
- PEeKOMeH[I0BaHHas OCHOBHAaSA U OOIOJIHUTEJIbHAS JINTEPATYPa;
- KOHCIIEKT 3aHATUU [0 AUCLUIIINHE;
- ClIaWObI-TIpe3eHTallU U APYTOM MEeTOOUYECKUN MaTeprall, UCII0/Ib3yeMbIM Ha 3aHATULX;
- MeTOIUYeCKre PEKOMEH[IAIIMH 10 TOATOTOBKE MUCbMEHHBIX PaboT, TpeOOBaHUS K UX
comepxKaHU0 1 0popMIleHHIO (pedepaT, 3cce, KOHTPOJIbHAs paboTa) ;
- (pOHOBI OIIEHOYHBIX CPEMCTB;
- MeTOMYEeCKre YKa3aHUs K BHIITOTHEHUIO 1a00paTOPHBIX paboT [Jid CTyIEHTOB;

12. ®oHJ OLIEHOYHBIX CPEICTB ISl MPOBEIeHUsI IPOMEKYTOYHOH aTTeCTalluH
00y4Yaromuxcs

®oHJ OLIEHOYHBIX CPECTB pa3pabaThiBaeTCsS B COOTBETCTBUM C JIOKAJILHBIM aKTOM
yHuBepcuteta "[lonoxeHue o GOHME OLIEHOUYHHIX CPEMACTB" U ABNSETCS MPUIIOKEHUEM
(ITpunoxenue A) K pabouyelt mporpaMMe OUCIHHUTIINHEL
®oHI OIEHOYHHBIX CpPENCTB [OJid NPOBEOEHUS NPOMEXYTOYHOU aTTeCcTaluu
00y4aloIuXcsl M0 OUCIUIIIMHE BKIIIOYaeT B ceOls:
- IlepeyeHb KOMIETEHLIUM C yKa3aHUEM 3TanoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;
- ONMCaHMe IoKa3aTenen U KPUTEPUEB OLleHUBAHUS KOMITIETEHIMI Ha Pa3/IMYHBIX 3Tallax
X (DOPMHPOBAHUS, ONMCAHNUE IITIKal OIleHUBAHUS;



- THIIOBHIE KOHTPOJIbHBEIE 3a[laHMs UJIM WHBIE MaTepHasbl, He00OXOOUMEIe [IJIST OLIeHKH
3HAHUU, yMEHUM, HABLIKOB U (M) OIBITA AeSATEbHOCTU, XapaKTEPU3YIOIINX 3TAIlbI
dhopMHupPOBaHUSI KOMIIETEHIIMH B IIPOIIECCE OCBOEHMST 00Pa30BaTEIbHOM IIPOrPaMMEI;

- MeTOMYEeCKre MaTepualbl, OIpeensiolre IPoeqyphl OlleHUBaHUS 3HAaHUM, YMEHUH,
HaBHIKOB ¥ (MJIM) OIIbITA AEeATEeIbHOCTH, XapaKTEePU3YIOIKX 3TAIbl (POPMUPOBAHUS
KOMIIETEHIINH.

II11s1 KaXXmoro pe3ynibTaTa 00y4eHUs 0 OUCHUIINIMHE ONpPeensioTCs IoKa3aTelu U

KPUTEPUU OIleHKH CHOPMHPOBAHHOCTH KOMIIETEHIIMM Ha pPa3/IMYHBEIX 3Talax HX

dbopMupoBaHus, Kb ¥ IPOIEAyPHl OlleHWBAHUSA.

13. IlepeyeHb OCHOBHOH H [IOIO/THUTE/ILHOH JINTEPATypPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHS THCIHIITHHBI

13.1. OcHoBHas nuTepartypa:

1. Onudep, B.T.
KomnbioTepHble ceTH. [IpUHIUITE, TEXHOIOTHUH, ITPOTOKOJIH : yueOHUK st By30B / B. .
Onudep, H. A. Omudep ; pew.: F0. A. I'puropres, b. @. [IpuxKyKos. - 4-e u3an. - CIIO. :
[Tutep, 2012. - 943 c. : un. - (CtarmapTt TpeThero nokonenus). - ISBN 978-5-459-00920-
0:513.80 p. - TekCT : HEIIOCPEACTBEHHBIN.

2. Kuses, B. U.
Be3onacHOCTs HHPOPMAIIMOHHBIX CUCTEM : [ JIEKTPOHHBIN pecypc] : yaeOHoe mocobue /
B. U. Kuses, O. H. I'pannyuH. - 2-e u3g. - M. : UHTYUT, 2016. - 191 c. - URL:
https://e.lanbook.com/book/100580. - b. u. Kuura u3s konnekiuu MHTYUT -
HMudpopmaTuKa

3. llansrus, B. ©.
HudopmalmonHas 6€30IaCHOCTh KOMIIbIOTEPHBIX CUCTEM U CETeH : [DNeKTPOHHBIH
pecypc] : yuebroe nocobue / lllansrun B. @. - M. : ®OPYM ; M. : UHOPA-M, 2021. -
416 c. - URL: http://ibooks.ru/reading.php?productid=361273. - ISBN 978-5-8199-
0754-2 : b. 1.

13.2. [lononHuTeNIbHAS TUTEPATYPA:

1. Kopxuk, Banepuii IBaHOBUY.
TeopeTrnueckre 0CHOBH MH(POPMAIIMOHHON 6€30I1aCHOCTY TeIeKOMMYHUKAIIMOHHBIX
CUCTEM : [IMeKTPOHHHIN pecypc] : yuebHoe mocobue 1o cmet. 200900, 201000, 060800
/ B. X1. Kopxkuk, [I. B. Kymuup ; MunuctepctBo PO no cBs3u 1 HHGOpPMaTH3aluH,
CII6I'YT um. mpod. M. A. Bonu-bBpyesuua. - CII0. : CII6I'YT, 2000. - 134 c. : umn. -
100.00 p.

14. IlepeyeHsb pecypcoB HH(POPMANHOHHO-TEIeKOMMYHHUKAIIHOHHOH CE€TH
«AHTEepHEeT»

- www.sut.ru



- lib.spbgut.ru/jirbis2 spbgut

15. IlepedyeHb HHPOPMAITHOHHBIX TEXHOJIOTHH, HCIOIL3YEeMBbIX IPH
OCYIIIeCTB/IEHHH 00pa30BaTe/ILHOT0 MPOoIlecca M0 THCIHIUIHHE (MOIYITIO),
BKJII0Yasi IepeYyeHb MPOrpaMMHOro odecnedyeHuss 1 HHGOPMaITHOHHBIX
CIIPaBOYHBIX CHCTEM.

15.1. ITporpamMMHOe obecrieyeHne QUCIUITINHEL:

- Open Office
Google Chrome

15.2. UHpOpMallOHHO-CIIPABOYHEIE CUCTEMBI:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

16. MeTomuuecKHe YKa3aHHUS IS 00yJalONIUXCS 10 OCBOEHHUIO TUCIIHIITHHBI

15.1. IImaHupoBaHUEe U OpraHM3alus BpeMeHU, HeoOXOOUMOTro [jid U3YUYeHUS
OUCLIUTIINHEL

BaXXHEIM yCJI0OBUEM YCIIEIIHOIO OCBOEHUS OUCLUIIUHE «AIMUHUCTPUPOBaHUE
CPEenCTB 3alIUTHl MHPOPMANUy B KOMIBIOTEPHBIX CUCTEMaxX U CETSIX» SBIIETCS CO3LaHue
CUCTEMBl IIPAaBUJIBHOM OpraHU3aIUM TPYyHAa, MO3BOJNAIIENd pacupeneluTh yueOHYIO
Harpy3Ky PaBHOMEPHO B COOTBETCTBUM C rpaduKkoM 00pa30oBaTebHOTO IIpOliecca.
Bonpiiyio moMOIIb B 3TOM MOXKET 0Ka3aTh COCTaBJIeHHe IJlaHa pabOoTh Ha CeMecTp,
MecsI, Hefleno, feHb. Ero Hanuyue MO3BONUT NMOAYHUHUTL CBOOOOHOE BpeMS IeIsIM
y4eOrl, TpymuThCsa 0oJiee ycrnemHo U 3¢heKTuBHO. HyKHO OCyIIeCTBIATh CAMOKOHTPOIIb,
KOTOPHIN ABJIS€TCSI HeoOXOOUMEIM YCIOBUEM YCIeUIHON yueOrl. Bce 3amanHusi, BKIo4as
BBIHECEHHEBIE Ha CaMOCTOATENIbHYIO Pa00Ty, PEKOMEHAYEeTCS BEIIOIHATH HEIIOCPENCTBEHHO
IIOCJIe COOTBETCTBYIOIIET0 aygUTOPHOTO 3aHATHUS (JIEKIINYU, TPAKTUYECKOT0 3aHATHS), UTO
CIIOCOOCTBYET NIydIllleMy YCBOEHHWI0 MaTepHalla, I03BOJIsIeT CBOEBPEMEHHO BHISIBUTH U
YCTPaHUTh «IIPOoOesbl» B 3HAHUSX, CUCTEMATH3UPOBaTh PaHee NMPOUAEeHHBIN MaTepual, Ha
€ro OCHOBe IIPUCTYIUTE K OBJIa€HUI0 HOBEIMY 3HAHUSMU U HaBLHIKAMU.

CuctemMa YHUBEPCUTETCKOT0 00y4eHUSI OCHOBEIBAETCSI Ha palliOHAJIbHOM COYeTaHUU
HECKOJIbKUX BUIOB y4eOHBIX 3aHATUY (B IEepBYI Oo4Yepenb, JEKIUN U NPaKTUYEeCKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/agaeT onpeaeeHHON Creln(puKo.

15.2. TlogroToOBKa K JIEKIUSIM

3HAKOMCTBO C OUCLUIIIMHOU NMPOUCXOAUT yYKe Ha IIepPBOM JIEKLUHU, TAe OT CTyHeHTa
TpebyeTcsl He IPOCTO BHUMaHKE, HO M CaMOCTOSITeNIbHOe 0OopMyIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIEKIUi HeoOXOMUMO YYUTHIBATh TOT (GAKTOpP, UTO ONHU JEKIUU
[alT OTBETHl Ha KOHKPETHBIE BOIIPOCH TEMBI, APYTUE - JIUIIb BHIIBISIOT B3aUMOCBI3U
MeXMy SBIeHUSIMHU, MMOMOTasl CTYOEHTY IOHSATh I'TyOMHHBIE MPOIECCH Pa3BUTHUS
M3y4aeMoro IpeaMeTa, KakK B MCTOPUM, TaK U B HACTOSIIEE BpeMs.



KoHCcnekTUpOBaHWE JEeKLUUU - CJO0XKHBIM BUJ BY30BCKOW aymgUTOPHOM paboOTHI,
Ipeamnoiaralniiuyi MHTEHCUBHYI YMCTBEHHYIO OEeSTeNbHOCTh CTyoeHTa. KOHCIEKT
SIBJISIETCS TIOJIE3HBIM TOTTla, KOTHa 3alyicaHo caMoe CyIIeCTBeHHOE U CHOeJIaHO 3TO CaMUM
obOyuawmumMmca. He Hago cTpeMuThCcsd 3amucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIEKTHPOBaHUE» MPUHOCUT OOJIbIIE Bpefa, YeM IMonb3bl. LlemecooOpa3Ho BHaydase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3alucarth ee. 2KemaTenbHO
3alMCh OCYUIECTBIATh HAa OOHOU CTpaHUlle JUCTA UM OCTaBNIAA IOJS, Ha KOTOPHIX
o3Hee, IPU CaMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUATEIbHBIE
3aMuCH, OTMETUTh HETIOHITHEIE MECTa.

KoHCIeKT NneKnuu nydilne Ioapa3fesaTh Ha MYyHKTH, cobmiogas KpacHYI0 CTPOKY.
9toMmy B 0OonbmoN cTemeHu OyAyT cmocoOGCTBOBATH BONPOCH IjlaHA JIEKIUH,
npednoXkeHHbBIe IIpenonaBaTensaM. Crnegyet o0paliaTh BHUMaHUE Ha aKI[€HTHI, BHIBOMOHI,
KOTOPHIE [elaeT JIEKTOP, OTMedas Hanbojee BaXKHbBIe MOMEHTH B JIEKIIMOHHOM MaTepuaje
3aMeYaHUSIMHU «BaXKHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [ieflaTh 3TO U C ITOMOIIbIO
Pa3HOIBETHHIX MapKEPOB UM PY4YeK, IOJUYePKUBasi TEPMUHLL U OIPEeIeHUS.

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOIOoB. OgHAKO NpU JanbHelIel paboTe ¢ KOHCIIEKTOM CHMBOJIBL JTy4dllle 3aMEeHUTh
OOBIYHBIMU CJI0OBaMHU [Jig OBICTPOTO 3PUTENBHOTO BOCHPUSATHS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKLIUM, BceTrfa He0OXOAMMO MCIIOIb30BaTh He TOJIbKO y4eOHUK, HO U TY
JIUTEPaTypy, KOTOPYIO OOTIIOTHUTEIFHO PEKOMeHI0Ball JIeKTop. IMeHHO TaKas cepbe3Hasd,
KpomoTnuBasi paboTa C JTeKUMOHHBIM MaTepualioM II03BOJUT TIy0OKO OBJIAEeTh
TEOPEeTUYEeCKUM MaTepuajoM.

15.3. IloaroToBKa K NpPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIUM, MPaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 00s3aTeNbHOU U [OMOTHUTENBHON TUTEPATYpPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil pabOTH HOMXKEH MPOSIBUTHCSA B CIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOPETHUUYECKHe BOIPOCH MpPaKTHKyMa, €r0 BBHICTYIJIEHUHW U y4aCTHUU B
KOJJIEKTUBHOM O0CYXKIOEHWH BOMPOCOB HM3y4aeMOUW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHBIX PadoT.

Heo0xomouMo MOHUMATh, YTO HEBO3MOXKHO BO BPEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BECh MaTepHasl M3-3a JUMHTA aygUTOPHBIX YacCOB, U NPU H3YYEHUU OUCHUMIIUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAasA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMU, HAY4YHOW, CIPABOYHOM NUTepPaTypold, MaTepuallaMu
IepUOANYEeCKUX M3MaHuil u MHTepHeTa ABnseTcs Haubonee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOMOTHUTENbHBIX 3HAHUM, TO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WHPOpMaIluen, crnoco0CTByeT Goyee rIy00KOMY YCBOEHHIO M3y4aeMOTO
MaTepuana, GoOpMUPYET Yy CTYOEHTOB CBOe OTHOINEHME K KOHKPETHOU Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy c nuTepaTypoi Ienecoobpa3Ho HavyaTh C U3yuyeHus: obuux pabot mo TeMe, a
TaKXke y4eOHUKOB M yueOHBIX mocobuii. [lanee peKOMeHOyeTCs MepPeuTH K aHanu3ly
MoHoOrpaduit 1 cTaTel, paCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl IPo0aeM, U3y4aeMbIX B
paMKax Kypca, a Takxke OpUIMaTbHEIX MaTEPUAJIOB U HEONyOIMKOBAaHHKEX NOKYMEHTOB
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(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEePTAIlMU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOou IPOOIIEeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HAJ0 HaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIAETISS €r0 CTPYKTYPHBIE eAUHULIEL. [Ipy 03HAKOMHUTEILHOM YTEHUHU
3aKjlaflKkaMu OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 06ojiee BHUMATEJIbHOTO
n3y4yeHUus. B 3aBUCUMOCTH OT pe3y/lIbTaTOB O3HAKOMUTEJIbHOTO UYTEHUS BHIOMpAETCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTAaBIeHHOU
3amauu TpeldyeTcs u3ydeHrWe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METO[
BHIOOPOYHOTO uTeHUsI. Ecu B KHUTe HET mogpoOHOro OrjaBlieHus, ClenyeT o0paTUTh
BHUMaHNeE yYeHNKa Ha IpeIMEeTHhIE U UMEHHBIE YKa3aTelH.

M30paHHble pparMeHTH WU BeCh TEKCT (eCJIM OH I[eJIMKOM MMEeT OTHOIIeHHe K
TeMe) TpeOyloT BOyMYHBOIO, HETOPOIIJIMBOTO UYTEHUS C «MBICIIEHHOM IMpopaboTKOoii»
MaTepuaia. Takoe YTeHMe IpeIoaraeT BugeneHne: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOg0B. Ocob60e BHMMaHUe CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKke NMPOaHaNIU3UPOBaTh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCSAT NMpoOJeMaTUUYHBIM, TUIMOTETUYECKUN XapaKTep M YJIOBUTb CKPHITHIE
BOIIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT AanekKo He
cpaldy. Haumnyumu# cnoco® Hay4yuThCS BHIAENSITH T'JIaBHOE B TEKCTe, YJIaBIUBaTh
npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OI[EHKY aBTOPCKOM MO3ULUHU - 3TO
CpPaBHUTEJIbHOE YTEeHHeE, B X0Ie KOTOPOTO CTYOEeHT 3HAKOMUTCS C PA3MUYHBIMU MHEHUSIMU
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh U [0Ka3aTeIbHOCTh apIyMEHTOB
CTOPOH U fieslaeT BEIBOJ 0 HauOosbinel yOequTeIbHOCTH TOM UM MHOM ITO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOXKHOCTH IIPOIIEIINX COOLITHM U NTPABOBLIX SIBIEHUM, HEJIb3ST UX OTBEPraTh, He
pa3obpaBmuch. [Ipy HaNW4YWM PacXxOoXOEeHUU MeXKOy aBTOpaMHU HeoOXOOWMO HaUTHU
palnoHanbHOE 3ePHO yV KaXOOro M3 HUX, YTO MO3BOJIUT TIy0zKe YCBOUTH NMpeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UITUSIMU aBTOPOB, HYKHO OIPENeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M U MPHUMEHSITh U3 HUX Ty, KOTopas Oojee ybenuTenbHa.

CnenyomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMU SIBISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHUPYIOUIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha
OTHEJbHBIX JINCTaX, KOTOPhIE IIOTOM JIETKO CHCTEMATU3UPOBATh 10 OTAEIbHEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4YeCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnmuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa menecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBIX TeTpPadsx. 3Mech BaxKHO
BCIIOMHUTD, UTO KOHCITEKTHI ITUITYTCS HAa OMHOM CTOPOHE JIUCTA, C MOJISIMU ¥ OOCTATOYHBIM
OIS UCIIPABIIEHUS ¥ PEMApPOK MEXCTPOUYHBIM PACCTOSHMEM (3T IpaBuila coOMI0Oa0TCs
st ynoOCTBa pellakTUpoBaHus). ECTM B KOHCIIEKTaX IPUBOOSATCS IUTATEL, TO HEIIPEMEHHO
IDONXHO OBITh HAaHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne
CTpaHuIlel). BriocnenctBuu 9Ta nHGOpMaIuM MOXKeT OBITh UCIIOJIb30BaHa ITPU HANTMCAHUU
TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUIUPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKIO0 B COOTBETCTBUU C OIpeeIeHHON y4eOHOM 3aauel;
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- 0000I11aTh MOJTYYEeHHYI0 MH(POPMAIIXIO, OIIeHUBAThL IIPOCIYIIAHHOE U TPOYUTAHHOE;

- (pmKCHpOBaTh OCHOBHOE COfiepzKaHue co001IeHu; GopMyIupoBaTh, YCTHO U IHCHbMEHHO,
OCHOBHYO U[IeI0 COOOIEHUS; COCTABISTD IJIaH, HOPMYIMPOBATh TE3UCH;

- TOTOBUTH U IPE3EHTOBaTh Pa3BEPHyThHIe COODIEHUS THIla OOKIIaaa;

- paboTaTh B pa3HHIX pexXuMax (MHIUBUAYAJIbHO, B IIape, B IPYIIIE), B3AUMONENUCTBYS OPYT
C OPyroM;

- II0JIb30BAThCSA PedepaTUBHBIMYU U CIIPABOYHBIMHU MaTepHalaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEUCTBHS CBOUX TOBAPUINEH, 00BEKTHBHO OI[€HWBATh
CBOH [EHCTBHUS;

- obpalaThCs 3a IOMOIIbIO, MOMONTHUTENbLHEIMU Pa3bsSICHEHUSIMU K IMPeNnopaBaTerio,
OPYTUM CTyOeHTaM;

- TI0JIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJbHOU AOTafgKoHU, CJIOBapsiMH
PA3NIMYHOTO XapaKTepa, Pa3IMYHOr0 poja MofCcKa3KaMH, OIIOPaMM B TEKCTe (KIII0YeBhIle
CJI0Ba, CTPYKTYypa TEeKCTa, NIpeABapsouas nHhopManus u fip.);

- HCIIONIb30BaTh IIPU TOBOPEHUM U MHCbMe Iepudpas, CAHOHUMUYHLIE CPEMICTBA, CJI0Ba-
OTIMCaHUSs OOIUX MOHSATHM, PA3bsICHEHUS, TPUMEPHI, TOMTKOBAaHUS, «CIIOBOTBOPYECTBO»

- TIOBTOPSITH UK Nepedpa3upoBaTh PEIUINKY co0eceqHUKa B MOATBEPXKIEHUN TOHUMAaHUS
ero BLICKa3bIBaHUS UIIA BOIIPOCA;

- 00paTUTHLCS 3a MMOMOIIBLIO K COOeCEeTHUKY (YTOYHUTD BOIIPOC, IEPECIIPOCUTE U AP.);

- UCIIOJIb30BaTh MUMHUKY, XKECTH (BOOOII[e X B Te€X CIydasix, KOrfa S3bIKOBEIX CPEOCTB HE
XBaTaeT IJIs BEIPaXKeHUs TeX UM UHBIX KOMMYHUKATUBHEIX HAMEPEHHUH).

15.5. [TogroToBka K IpoMexkKyTOYHOU aTTeCTaLluu
[Tpy IOATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMBbIe [I7ig OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIIEKTH OTBETOB (IIJTaHEl OTBETOB).

17. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tab6muia 11
No HauMmeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TaOOpaTOPHUH
1 |lekuroHHAas aygUTOPUS Aynuro-BULE0 KOMILJIEKC
AyouTOpuUM Oy IPOBEOeHUs TPYINOBLIX 1
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
MPaKTU4YeCKUX 3aHITUN
3 [KoMneroTepHBIY KJ1acc [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpus OIS KYPCOBOTO U OUIIJIOMHOTO
4 [FYRHTODHA N yp A [lepcoHaIbHBEIE KOMIIBIOTEPHI
[IPOEKTHPOBaHUS
5 |AyguTopus s CaMOCTOSITeIbHOW pabOoTHl KoMmblOTepHas TeXHUKa
6 [YuTanbHBIM 3an [IepcoHaNbHBIE KOMIIBIOTEPH

JIuct uamenenuu Ne 1 ot 9 guBaps 2020 r

Pabouas mporpaMMa JUCHUTIIUHEL
«AIMHHHCTPHPOBaHHE CPEACTB 3alIUThl HH(POPMAIIUH B KOMIIbIOTEPHBIX
CHCTEeMaXx H CeTsIX»
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