MHWHUCTEPCTBO IN®POBOI'O PA3BUTHUAI,
CBS34 ¥ MACCOBBIX KOMMYHUKAIIUA POCCUMCKOM ®ETEPAIIUHA

OENEPAJIBHOE TOCYJAPCTBEHHOE BIOJ2KETHOE OBPA30BATE/IBHOE YYPEXJIEHUE
BBICIIIET'O OBPA30BAHUA
«CAHKT-IIETEPBYPICKHH I'OCYIAPCTBEHHBIM YHUBEPCUTET
TEJJEKOMMYHHUKAIIUM UM. [TIPO®. M.A. BOHY-EPYEBUYA»
(CIIOI'YT)

Kadenpa 3aUIIeHHEIX CUCTEM CBSI3U
(monHOE HavMeHOBaHUe Kadenpsl)

: :D:" "'qu'-.gl?‘ yTHFpH{HAI—D
2z, ApdpeTop 10 yuebHoii paboTe
. &

ki ) ¢
T~ NoKyMEHT NOANKCAH NPOCTOR ; ] A
(4”(1' ANEKTPOHHOR NOANKCHIO ! .-,‘ / s
G0 e .M. Mauikos
£ X ..l"

Ceprujurar: BOFdToOTAEFTdI47603
Brnapeney: Bavesckwin Cepred BukToposudy
NedcterTtened ¢ 15.83.2021 no 14,03, 2026

Peructpauuonnsii Ne 21.05/549-[1

PABOYA{ ITPOTPAMMA TUCHUILIIUHDI

TeCTI/IpOBaHI/Ie Ha ITPOHUKHOBEHNE U 9TUYHBIN XaKUHT
(HamMeHOBaHUE OUCITUIIJIMHEI)
oOpa3oBaTeIbHAS MIPOrpaMMa BBICIIET0 00pa30BaHUs

10.05.02 MadopmanmronHas 6€30acHOCTh TeIEKOMMYHUKALMOHHBIX
CHCTEM
(Kom ¥ HamMeHOBaHMe HallpaBIeHUS MOATOTOBKY / CIIEIIAaIbHOCTH)

CrenanaucT 0 3alIuTe HHQOpMauu
(kBanmuduUKaIms)

crnernranu3anus N 9 "YrpasneHue 6€301mMacHOCTHIO
TeJIeKOMMYHUKAIMOHHBIX CUCTEM U CeTel"
(HampaBneHHOCTD / TPOG UL 00Pa30BaTENIbHOM IPOTPAMMEI)

ouHas (popma
(dopma oOyueHms)
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Pa6ouyasi mporpaMMa OMCHUIIIMHBE COCTaBleHa Ha ocHOBe TpeOoBauHuiu demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenmuanbHOCTH) moAarotoBku «10.05.02 HMuHbopManmumoHHass 06e30IaCHOCTH
TEJIEeKOMMYHUKAIUOHHBIX CHCTEM», YTBEPXKOEHHHIM INpUKa3zoM MUHUCTEpPCTBaA
oOpa3oBaHus u Hayku Poccuiickont ®emepanun ot 26.11.2020 Ne 1458, 1 B COOTBETCTBUU C
pabo4yuM y4eOHBIM IIJIaHOM, YTBEPKIOEHHEIM PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

[lenpio mpernofaBaHus QUCHUIINHE « TeCTUpOBaHKEe Ha IPOHUKHOBEHNE U STUYHBIN
XaKUHT» SBJISETCS:

u3ydyeHue MEeTON0B aHa/lu3a yrpo3 KOPIOpPaTUBHOU CETU

OTa menb [OCTUTaeTCd MyTeM PelleHus clenyoumx(ei) 3apad(u):

yMeHUe NPUMEHHUTh pa3juyHBe MEeTOAH aHalu3a yrpo3 U oOHapyXKeHHUS
BpenoHocHoro I10

2. MecCTO THCIUIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

IucuunnuHa «TecTupoBaHME Ha NPOHUKHOBEHHE M 3TUYHHIK XakKMHT» B1.B.25
SABASETCS OUCIUIIAHON dYacTu, QopMHpPyeMON ydacTHHKaMH 00Opa30BaTeNbHBIX
oTHOIeHu#N O070kKa 1 y4yeOHOTO IJlaHA MOATOTOBKHM CIIeNMANIMTETa 110 HalpaBIEeHUIO
«10.05.02 HMHbopmamuoHHasi 06e30MaCHOCTh TEIEKOMMYHHKAIHOHHBIX CHUCTEM>.
W3y4yeHne gucuunnuHb «TecTUpOBaHME Ha NMPOHUKHOBEHHE W 3TUYHBIM XaKUHT»
OmMpaeTCs Ha 3HAHUU OUCHUIIIHUH(BI) «3amydTa WHPOPMALUM B IeHTpax 00paboTKu

OAHHBIX».

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yJIbTaTOB 00yUY€eHH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Tpouiecc u3y4yeHus OUCLHUIIINHL HallpaBieH Ha (GOpMUpPOBaHUe CIETYIOMINUX
KOMIIETEHIINN:

Tabnuia 1

Ne

Kopn
II/II [KOMIIETEeHIIUH

HaunMeHOBaHHE KOMIIETEHIITHA

Cnioco6eH MpOBOOUTE MHCTPYMEHTAIbHEIM MOHUTOPUHT KauecTBa
o0CnyKMBaHUS ¥ aHANK3 3aIUIIEHHOCTHA HHPOpMaluu oT

1 OTIK-15 HECaHKIIMOHNPOBAHHOTO AOCTYIIa B TeJIEKOMMYHUKAIIMOHHBIX CUCTEMAaX U
CeTSX B I[eNISIX YIIpaBIeHUs UX PyHKIMOHUDPOBaHUEM;

9 TK-2 CIIOCOOHOCTBIO OIIEHUBATh YTPO3Hl 6€30MacHOCTH NHDOPMALAU
ONepanoHHEIX CUCTEM
CII0COOHOCTHI0O KOHGUTYPHUPOBATh U KOHTPOJIUPOBATh KOPPEKTHOCTh

3 ITK-8 HACTPOMKY MIPOTrPaMMHO-aIapaTHRIX CPEICTB 3alIUTH UHOOPMalK B

KOMIIBEIOTEPHEIX CETAX

MHOMKaTOPH JOCTUXKEHUS KOMIIETEHIINN
Tabnuiia 2

OIIK-15.1

3HaTh: - OCHOBHEIE METOMHI IPOBENEHUSI UHCTPYMEHTAIbHOTO0 MOHUTOPUHTa Ka4yeCTBa
00CITyKMBaHUS B TeJIEKOMMYHUKAIIMOHHLIX CUCTEMAaX U CETSIX B IIeJIsIX YIIPaBIEHUS UX
(DYHKIIMOHMPOBAaHUEM

OIIK-15.2

YMeTh: - MPOBOAUTL MHCTPYMEHTAILHEIM MOHUTOPUHT KayeCcTBa 00CTyKUBaHUS B
TEJIEKOMMYHHUKAITMOHHBEIX CUCTEMAX U CETSX B LIEJIIX YIIPABIEHUS UX
(GYHKIIMOHUPOBAHUEM;

OIIK-15.3

BrnameTs: - HaBEIKaMM IIPOBEEHUS aHaIKM3a 3aIUIIeHHOCTH HHOOPMAITMH OT
HECAHKITMOHUPOBAHHOTO MOCTYIa B TEJIEKOMMYHUKAIIMOHHEIX CHCTEMaX U CETSIX B
IeJIIX YIIPaBIeHUs UX QYHKIIMOHUPOBAHUEM

[K-2.1

3HaTh: OCHOBHbIE METO[IH OIIEHKY YIPO3bl 0€301aCHOCTH MHGOPMAIIMH OllePallMOHHBIX
CHUCTEM




YMeTh: UCII0Ih30BaTh OCHOBHEIE MHCTPYMEHTHI OLIEHKHU YI'PO3bl 6€30I1aCHOCTHU
“HQOPMAIUU OIIEPAIIMOHHBIX CUCTEM

[1K-2.3 BrnageTs: - HAaBEIKAMKM HACTPOUKH MOJTUTHKH 0€30IIaCHOCTH ONEPAIIMOHHBIX CHCTEM
3HaTh: - METOILI KOHTPOJISI KOPPEKTHOCTHA HACTPOMKY MPOTrpaMMHO-alapaTHBIX

[1K-2.2

HK-8.1 CPEeLCTB 3alUTH NHGOPMAIY B KOMIBIOTEPHBIX CETIX

IIK-8.2 YMeTh: - KOHTPOIMPOBaTh KOPPEKTHOCTh HACTPOMKHU IIPOTPaMMHO-amnnapaTHLIX
CPEICTB 3alUThl UHGOPMALUU B KOMIBIOTEPHEIX CETAX

IK-8.3 BrageTs: - HaBEIKaMU KOHQUIypHPOBaHUS KOPPEKTHOCTU HAaCTPOUKHU IIPOrpPaMMHO-

arnmnapaTHHIX CPeNCTB 3alllUTH MHPOPMAlUK B KOMIIBIOTEPHEIX CETSIX

4. O6beM THCHHUIUIHHBLI ¥ BUIBLI Y4€0HOH PadOTHI

Ounas popMa o0yueHus

Tab6mnuia 3
o Bcero|CemecTpsl
Bupn yuedoHOM padoThI HACOB 10
O61mast TPymOeMKOCTE | 7 3ET 252 252
KoHTakTHast padora ¢ 00y4alONMIUMHUCST 108.35| 108.35
B TOM YHCJIE:
Jlexkuun 32 32
[TpakTuyeckue 3ausatus (I13) 38 38
JTabopaTtopHbie paboTh (JIP) 36 36
3aIuTa KOHTPOJILHOM PabOTH -
3ammTa KypCcoBoi paboThl -
3ammra KypCcoBOT0O IIPOEKTa -
[IpoMexyTouHas aTTecTalus 2.35 2.35
CamocTositesTbHasi padora odyuaromuxcsi (CPC) 110 110
B TOM 4HCJIe:
Kypcosast pa6oTa -
KypcoBoii mpoekT -
W / unu gpyrue BUOLI CaMOCTOSITENIbHOM pabOTHI:
ITOITOTOBKA K JTa00paTOPHEIM paboTaM, MPaKTUYECKUM 110 110
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, H3ydeHue
TEOPETUYECKOTO MaTepuara.
[TogroToBKa K MPOMEKYTOYHOU aTTeCTalUU 33.65 33.65
Bua mpoMeKyTOYHOH aTTeCTallHH JK3aMeH
5. CogepKaHue TUCIHUILIUHBI
5.1. ComepxaHure pa37eoB OUCLHUIIIUHEI.
TabOnuia 4
No HaunMeHoBaHHE Ne cemectpa
- /;I pa3jgesa (TeMbI) CopgepzkaHue pa3aena OYHO- 3204-
OHCIHILTHHBI OuHAs 320~
Hasi
Pazgen 1. OCHOBHBIE METOIH NOEHTH(PUKAINY YCTPOUCTB B
CkaHupOBaHUE U [P-ceTu, mporpaMMHOe oGecriedeHue s
1 | pekorEOCIMPOBKa B npoBefeHus ugeHTuGuKanuu. CKaHUpPOBaHNUE 10
certesou IP- CeTeBOM MHPPaCTPYKTYPHL U OIlpefieieHne
nHOPACTPYKType TOTIOJIOTHH CETH




OCHOBHBIE METOJIH ITOKCKa y5I3BI/IMOCTefI

Pazgen 2. onepanuoHHEX cucteM (Windows, Linux,
IKCIITyaTanus MacQS). MeTonHl 3KCIITyaTalluy YI3BUMOCTEHN.

2 | yg93BUMOCTEN Hcnonws3oBaHue 1/0 rootkits, keylogger. 10
OTIEPAIIMOHHBIX U OKcImyaTalus YsI3BUMOCTEHN (PailIOBEIX CUCTEM
SCADAcuctem Y IIO[ICUCTEM BBOJa/BbIBOJa UHGOPMALIKH.

OcnoBrl noucka ysas3suMocteit SCADA-cucteM
OcHOBHBIE METOABI ITepexBaTa TpaduKa Ha
KaHaJIbHOM ¥ CETEBOM YPOBHE, B COOTBETCTBUU
3 Paspmen 3. co cTekoM poTokoinos TCP/IP. QkcnnyaTtauus 10
[TepexBaT Tpaduka ysa3BuMocTel Tuna nogMensl MAC, [P-ampecos.
Ataku Ha ARPrpoTtokosn. OCHOBHOE 11/0 O
9KCIIJTyaTalluy YSI3BUMOCTEN TAaKOTO THUIIA.
IIpoBemeHue aTtak Tuna «OTKas B

Pazgen 4. "

4 | Orkasy B oOcnyxuBaHuu» U «PacnpeneneHHL 0TKa3 B 10

o0cnyxuBanuu». OCHOBHOE I1/0 [AJIs IIPOBEIeHUS

00CTyKUBaHUHU
aTaK TAaKOro Tuma. [IpUHITMIIE aTak TaKOTO THIIA.
OcHOBHBIE METOAEBI ITOMCKA YA3BUMOCTEH B
peanu3aluy IpOTOKOJIOB CETEBOTO U

Pazpgen 5. TPaAHCIOPTHOTO YPOBHEH, B COOTBETCTBUHU CO

5 |IlepexBaT ceccumu CTeKOM IpoTokoji0B TCP/IP. MeTomet 10
CeTEeBHIX COEMUHEHUN | 3KCIINTyaTalluu yYSI3BUMOCTEM TAaKOTO THUIIA.

[Tepexsat coepguaenud TCP. OCHOBHOE IT/0 Oyid

9KCIIJTyaTalluy yYSI3BUMOCTEN TAKOTO THUIIA.
Pa3zpen 6. OcHOBHEIE METOAE! ITIOMCKA U IKCIIyaTalluu
IKCITyaTanus ysa3sumocTtent WEB-cepsucos (HTTP)u WEB-

6 |ysassumocteit WEB- MIPUIOKEHUH (C UCIIOIL30BaHUE SI3BIKOB 10
CEpPBUCOB U nporpammupoBanus Java, PHP). MUccnegoBanue
IPUIOXKEeHUN SQL-UHBEeKIHH.

Pazmen 7.
OcHOBHBIE METOABI TOMCKA U 9KCIIyaTalluu
[Touck u sKcnayaTauus ) o
. ysI3BUMOCTEM GecrpoBogHbix ceTelt Wi-Fi.
yS3BUMOCTEH
7 6eCIIPOBOHbIX CoTelt OCHOBHEIE YSI3BUMOCTH B IIPOTOKOJIaX 10
P * | 6e3omacHocT WEP, WPA/WPA2. T1/o mnsa
paboTaruuMX 110 .
9KCIIJTyaTally ysI3BUMOCTEX TAaKOTO THUIIa.
ctaugapty 802.11
Pasmern 8 OcHOBHBIE METOMBI TOMCKA U 9KCITyaTallun
) . ySI3BUMOCTEM B MOOUJIBHBIX YCTPOMCTBAX, B TOM
[Touck ysAI3BUMOCTEM B o

8 YUCJIe IKCIJIyaTalusa ya3BUMOCTEeR 10

MOOUITBHBIX .
N IIepCOHaNbHBIX OeCTPOoBOOHLIX ceTel Bluetooth,
yCTpOMCTBax .
ZigBee.
Pa3pmen 9. OCHOBHBIE METO[IH ITOMCKa U 9KCITyaTalluu
MeTops! 06x0fa CHCTEM | YI3BUMOCTEN B Pab0Te CUCTEM IIPENOTBPALIEHUS

9 |mpemoTBpalleHus BTOP2KEHUY U MEXKCETEBLIX 3KPaHOB. 10
BTOPXKEHUU U [TporpaMmMHOe obeclieueHue, O3BOJISTONIEe
MeXKCETEBBIX 9KPAHOB | 9KCIIIyaTUPOBATh YSI3BUMOCTH TAKOTO THIIA

OCHOBHBIE METO[IHI MCIIOJIb30BaHUS
Pazgen 10.
BPEIOHOCHOTO I1/0 TIPY IIPOBENEHUH aHaIu3a
Hcnonb3oBaHue .
ySI3BUMOCTEY NHHOKOMMYHUKAIIMOHHEIX CUCTEM.
10 | BUpyCOB, 3aKafokK B 10
KWcnonb3oBaHue OMMUOOK B TPOTPAMMHOM KOZie
Koge. IlepenonHenue
IJ1s IPOBefieHus aTak TuMa «[lepemnonHeHune
Oyddepa
oydbdepar.
Pa3pmen 11. .
. OCHOBHBIE METOMHBI 3KCIITTyaTallMy YSI3BUMOCTEHN
[Touck ysa3BUMOCTEN B
peanu30BaHHBIX KPUIITOTPahuIecKux
11 | peanusanusax 10
aJirOPUTMOB [JISI TIPOBEMIeHUs aTak Ha
Kpunrorpadguieckux
BUpTYyaJIbHbIE YaCTHLIE CETH.
anropuTMOB




12

Pazgen 12.
MeTonbl COKPBITUS
IesiTeJIbHOCTH B CETH.

OCHOBHbIE METObl aHOHUMU3AINY TPUCYTCTBUS
B II(PPOBOM IIPOCTPAHCTBE U METOMBI COKPHITHUS
IesTeNbHOCTH, CBSI3aHHOM C CETEBOU
AKTUBHOCTBIO

10

JUCOUIIIIMHAMH.

5.2. MexXxpaucHUuNIuHapHbE CBA3U C obOecrmedyuBaeMHIMU (MTOCTIEOYIOIIUMH)

<<TeCTI/IpOBaHI/Ie Ha IIPOHHKHOBEHHUE U 3TUYHHINM XaKUHT» SBJISAETCSA OUCLUIIJINHOM,

3aBeplIaiollel TeopeTudeckoe obydenue no nporpamme 10.05.02 MHpopMaunoHHaAS
6e301acHOCTh TEJIEKOMMYHUKAIIMOHHBIX CUCTEM

5.3. Pa3nesipl OUCIIUIIINE ¥ BUOLL 3aHATHUH.

Ounas popMa o0yueHUs

Tab6mua 5
Ne HaumeHnoBaHue pa3jgesa (TeMbl) JIexk-| [Ipakr. | JIab. |Cemu- CPC Bcero
n/n OUCHHILIHH IIUH [3aHATHSABAHATHS HApPbl JaCcoOB
Pazmen 1.
1 | CkaHupOBaHUE U PEKOTHOCIIPOBKA B CETEBOU | 2 2 2 10 | 16
[P-uHpacTpyKType
Pazmen 2.
2 | 9KcmnyaTauus ySA3BUMOCTEU ONEPalUOHHBIX U | 2 4 4 10 20
SCADAcucrem
3 |Pasmen 3. 2 2 2 10 | 16
[TepexBaT Tpaduka
g |Pasmend. 2 4 4 10 | 20
OTKa3sHsl B 00CIyKUBAHUM
5 |Pasmens. . . 2 4 2 10 | 18
[TepexBaT cecCuiiy CEeTEeBLIX COeIMHEHUM
Pa3pgen 6.
6 | 9kcmnyatauus ya3sumocted WEB-cepBucos u | 2 4 4 8 18
TIPUJIOKEHU
Pazpgen 7.
[TouCK 1 3KCIITyaTalus YI3BUMOCTEN
7 N 2 2 2 8 14
0ecIpOBOOHBIX CeTEW, pabOTAIOIINX 110
cranpgapty 802.11
Pazmen 8.
8 |Ilouck ys13BUMOCTeH B MOOMIBHBIX 2 4 4 10 | 20
YCTPOMCTBAxX
Pazmen 9.
9 | MeTonsl 06X00a CUCTEM IIPEeNOTBPAIIEHUS 4 2 2 8 16
BTOPXKEHUM 1 MEXKCETEBHLIX 9KPaHOB
Pazmen 10.
10 | MUcnonp3oBaHUE BUPYCOB, 3aK/IafjOK B KOJI€. 4 4 4 8 20
[lepenonnenue 6ybdepa
Paspmen 11.
11 |Ilouck yg3BUMOCTEN B peanu3amnusax 4 2 2 10 18
KpPUNITOrpapuueCKuX aIrOPUTMOB
12 |Pasmen 12. 4 4 4 8 | 20
MeToabl COKPHITUS OesITeIbHOCTH B CETH.
Htoro: | 32 38 36 - 110 | 216




6. JTa0OpPaTOPHBIN MPAKTHKYM

Ounas ¢popMa o0ydeHUs

Tabmnuia 6
Ne Howmep o Bcero
n/u pa3gesia HauMeHOBaHHeE jTaDOpaTOPHOH padOTHI aCOB
(TemsbIl)
1 1 CkaHUpOBaHNE U PEKOTHOCIIMPOBKA B ayngpyeMoﬁ CeTH C 9
ucnonb3oBanueM /o NSlookup, WHOIS ping, tracert, NMAP.
TecTupoBaHUe Ha IPOHUKHOBEHKE UH(PPACTPYKTYpPhl paboyux CTOJIOB IO
2 2 : 4
ynpasnerneM OC WindowsServer 2012
3 3 [TepexBat Tpaduka c nmomoiursio cHupPepoBWireshark (mepenanpasienus 9
TpaduKa)UNpsIMOTONOAKIIIOYEHUS K Cpefie lepefayuy
4 4 [TpoBepeHMEe TECTHPOBAHUS ayAUPYEMOM CHCTEMB Ha YCTOMYUBOCTD K 4
DDoSatakam
5 5 [TepexBaT TCP-coeguHeHU U IIepeHanpaBieHus Tpapuka ayqupyeMou 9
OpraHu3alliu
6 6 TectupoBaHue Ha npoHUKHOBeHNEe WEB-cepBepa ayaupyeMoil KOMIIaHUY C 4
Hucnonb3oBaHueM SQL-UHBEKITUHN
7 7 OKkcmnyaTtalus ya3BuMocTeit 6ecrpoBaHoii cetu 802.11 aynupyemorn 9
KOMIIaHUHU
8 8 OKcmIyaTamus ya3BUMOCTEH MOOUIBHBIX YCTPOMCTB ¥ KOMIIPOMETAIIU s 4
nHopManuu Ha MOOUIIEHOM TenledoHe
9 9 O6xop yCcTporCTB 6€30MaCHOCTY IIEPUMETPA ayAUPyeMOoy KOMIAHUN 2
10 10 9KcnnyaTaLum;{ TUIA epenonHenus 6yddepa cepBepoB BUAEOHAOTIONEHNS A
ayIupyeMol KOMIIaHuu
11 11 [Touck ysI3BUMOCTEN B CTaHAAPTHBIX peanu3alusax KPUITOrpadrudecKux
IIPOTOKOJIOB
12 12 AHOHMMM3AIUA CETEBOr0 IPUCYTCTBUSA IPU NIPOBEEHNUN aygUuTa CETH 4
Hroro: | 36
7. IIpaKkTHYeCcKHe 3aHATHSI (CeMHHAPhI)
Ounas popMa o0yueHus
Tab6mnua 7
No | HOMEP . Bcero
. pa3aea HauMeHoOBaHME NPaKTHYECKHX 3aHATHU (CEMHHApPOB) aCOB
(TeMbI)
1 1 CkaHVpOBaHME U PEKOTHOCLMPOBKA B ayIUPyEMOU CETH C 9
HCIIONTb30BaHMEM CEPBUCOB BonJour.
2 2 H3yuenne meTogos u ¢hopM xpaHeHu naposnen B cemerictee OC Windows 4
3 3 [TpuHIMOE IepexBaT U 3allMKINBaHUS BUIEONOTOKA 2
4 4 Hccnegoaunue popmupoBanne BOTNET a gnsa oprarusanuu DDoS-aTTaxk. 4
5 5 [TogroToBKa KOMILJIEKCHOU UH(PPACTPYKTYPHI AJIS IPOBEEHUS aTaKu 4
nogMeHbl DNS-cepBepa
6 6 W3yuenne ysa3suMmocter WEB-cepBepa aynupyeMoi KOMIIaHUY Ha 4
Hanuyue omuboK u meip B PHPuJavakome
7 7 H3syuyenue HpE)TOKOJ'[a TKIPgna ugeHTUUKAIUY YA3BUMOCTH 1 9
NIOCJIeAYIONIEX SKCIIyaTalun
8 8 [Touck ys13BUMOCTEN B IPOTOKOJIaX OPraHu3aluy [IEPCOHAIbHOU 4
6ecrpoBomHOM ceTu Bluetooth




9 9 M3yuyeHneMexaHn3MoB ugeHTHGUKanuu paboTs ¢ honeypot’amu 2
10 10 Hzyuenue (il'[OCOﬁOB YCTQHOBKM BPELOHOCHOTO IT/0 Ha KOHEYHbIe CTAHIIUN 4
ayIupyeMou opraHu3alliu
11 11 [Touck ysi3BUMOCTEH B CTAHIaPTHAIX Pean3alusx KpUITOrpapuyecKux 9
IIPOTOKOJIOB aCCUMETPHUYHOM KPUNITOTpadun
12 12 M3yyeHne METONOB aHOHUMM3ALMKU CETEBOT'0 IIPUCYTCTBUS IIPU 1
IPOBEEHNN ayOuTa CEeTH
Hroro: | 38
8. IIlpuMmepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
PabouuM y4eOHBIM IIJTaHOM He IIPENYCMOTPEHO
9. CamocTosiTe/IbHAsA padoTa
Ounas hopMa o0yueHus
Tab6mnuia 8
No
pasiesia Copepxanue CPC ®opmMa KOHTPOJIS Beero
MU CITUII- JacoB
JINHBI
HWcnonb3oBanue nHGOPMALUU U3 OTKPHITHIX
1 HCTOYHUKOB IJISI MPOBEOEHUS PEKOTHOCIIUPOBKY B OTuer 10
ceTu
HccnegoBanue co3manus keylogger’'os mist c6opa
2 IapoJiel CUCTEMBI; KOHGUTYypaLus MOPTaTUBHBIX OTtyet 10
3arpy304YHBIX TOMOB
HccnegoBaHre MexaHM3MOB IepexBaTa HHGOpPMaluu
3 MeTofoM (pUKcauuu U3TyYeHus mepenalonux OTtyet 10
BUmeokabesnen
4 HccnepoBaHne MexaHM3MOB opraHu3ainuu DoS-aTak OTtyet 10
5 Kondurypauus noxuoro DNS-cepsepa OTyet 10
HccnegoBaHre BO3MOXKHOCTHY HCIIOIb30BaHUS
6 OTtyet 8
omn00K B mpunoxenusx WEB-cepsucos (Apache)
- HccnegoBaHus BO3MOXKHOCTEHN 3KCIITyaTalldn 0
. . TUeT 8
YSI3BUMOCTEH B IPOTOKoJax ceMericTtBa 802.1x (EAP)
8 [ToproToBKa K mabopaTopHoi paboTe OTuent 10
9 HUccnenmoBanue YCTOI7I‘{I/IBOCTI:I K aTaK CUCTEM Or4er 8
IPEeOTBPAIEeHN S BTOPKEHUHM Pa3INYHBIX TUIIOB
10 HccnemoBaHme BO3SMOXKHOCTEN QHOHMMHOTO cOopa Or4er 8
“H(pOpMaluu ¢ moMobio /o Trojan-horses
11 [TogroToBka K y1abopaTopHOX paboTe OTyer 10
[TpotuBopelicTBue MexaHu3sMaM digitalforensicons
12 COKPBITHS CBOE [esITeIbHOCTU B IU(PPOBOM Otyert 8
IIPOCTPAHCTBE
Htoro: | 110

10. IlepeyeHb Y4€OHO-METOTHIECKOT 0 00eCIIeYeHHs [IJ/Isi CAMOCTOSITe IbHOU
padoThI 00YUAIONIUXCSI TI0 THUCIHUIITHHE

II71s1 caMOCTOsITETbHOM pPabOTHI 110 AUCIUIININHE PEKOMEHAOBaHO Clenyilee yueOHo-



MeTOIuYecKoe obecredeHue:

- [Tonoxenne 0 caMOCTOSTENNbHOU paboTe CTyneHToB B CaHKT-IleTepOyprckom
roCygapCTBEHHOM YHUBEDPCUTETE TeIeKOMMYHUKauui uM. npod. M.A. Boru-BpyeBuya;

- PEKOMeH[I0BaHHAs OCHOBHAS U JOIOJIHUTENIbHAS JIUTepaTypa;

- KOHCIIEKT 3aHATUY 110 OUCLIUIIINHE;

- CIIaUfBI-IPe3eHTalUy U APYrod MeTOOUYEeCKUY MaTepuall, UCIOJIb3YeMEIU Ha 3aHATUAX;

- MeTOAMYEeCKHe PeKOMEeHalluy 110 ITOAT0TOBKe MUChbMEHHBIX PaboT, TpeOoBaHUS K UX
comepxKaHuUI U 0hopMIIeHHIO (pedepart, scce, KOHTpOIbHasg paboTa) ;

- (DOHTBI OIIEHOYHKIX CPENCTB;

- MeTOAMYEeCKUe YKa3aHus K BHIIOTHEHUIO TabopaTOPHEIX PadoT Ol CTYAEHTOB;

11. ®oHJ OLIEHOYHBIX CPEICTB ISl MPOBEIeHHsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Jaromuxcs

®OoHJ OIIEHOYHHIX CPeNCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAJIbHBIM aKTOM
yHuBepcureta "[lonoxeHune o GOHME OLIEHOUYHLIX CPEMACTB" U ABNSETCS MPHUIIOKEHUEM

(ITpunoxenue A) K pabouyelt mporpaMMe OUCIHUTIINHEL

®oHI OIEHOYHHBIX CpPENCTB [OJid IPOBEOEHUSA NPOMEXYTOYHOU aTTecTaluu
00y4JalouIuXCsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IlepeyeHb KOMIIETEHIIUM C yKa3aHUEM 3TamoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OIIACaHMe II0Ka3aTejlel U KPUTEPUEB OLIEHUBaHUSI KOMIIETEHLIMM Ha Pa3/IMYHBIX 3Talax
X (OPMUPOBaHUS, ONIMCaHNE IIKal OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHBIE 3afjaHus UM HHBIE MaTepuabl, He00OXO[UMEBIE TS OLleHKU
3HaHWM, YMEHNY, HaBBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX JTaIlbI
(dhopMupoBaHUS KOMIIETEHIIAN B IIPOLIECCe OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMME;

- METOOMYEeCKHe MaTepualibl, ONpeaessiollye IpoLenyphl OlleHUBaHUs 3HaHUM, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXX[moro pe3ybTaTa 00y4eHUs 0 AUCHUIIINHE ONpPEeensioTCsa IoKa3aTelu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha PAa3/IMYHBEIX 3TamaX HX

dbopMupoBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

12. IlepedyeHb OCHOBHOH H [IOIOTHHTEILHOH JIHTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIITHHBI

12.1. OcHOBHas nuTEpaTypa:

1. Illtepeubepr, Cranucnas Mropepud. TeXHONIOTHY TPOTPAMMHOM 3allIUTHl B UHTEPHETE :
yuebHoe nocobue / C. U. llitepenbepr, B. E. Moposos, B. . AugpuaHoB ; pei.: B. A.
Bacunwes, H. H. Babuh ; ®emgepanbHoe areHTCTBO cBI3u, OengepanbHoe
rocygapcTBeHHOe o0pa3oBaTelbHOE OI0/I2KETHOE YUpeXAeHNEe BEICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
YHUBEPCUTET TeIeKOMMYHUKalLXi uM. mpod. M. A. bornu-bpyesuua". - CII6. : CIIGI'YT.
4. 1.-2015.-60c. : un. - ISBN 978-5-89160-126-0 : 322.40 p.



. lItepenbepr, Ctanucnas MUropesud. TeXHOTOTUHN IPOTPAMMHOM 3aIUTH B UHTEPHETE :
yuebHoe nocobue / C. U. llitepenbepr, B. E. Moposos, B. . AugpuaHoB ; pei.: B. A.
Bacunwes, H. H. Babuh ; ®emgepanbHoe areHTCTBO cBI3u, OengepanbHoe
rocygapcTBeHHOe o0pa3oBaTelbHOE OI0/I2KETHOE YUpeXAeHNEe BEICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
YHUBEPCUTET TeIeKOMMYHUKalLXii uM. mpod. M. A. bonu-bpyesuua". - CII6. : CIIGI'YT.
4. 2.-2015.-76 c. : un. - ISBN 978-5-89160-126-0 : 408.37 p.

. 3amuTa uHbOpMaIuy B lleHTPax 00pabOTKM MaHHHIX : [INEeKTPOHHHIM pecypc] :
y4uebHoe mocobue / U. A. Ymakos [u mp.] ; peu.: C. E. [IymmH, P. B. Kupuuex ;
depepanbHOE areHTCTBO CBsA3U, PefepanbHOe TOCYOapCTBEHHOE OI0KETHOE
o0pa30BaTeNlbHOE yUpekaeHue BICIIEeTo podeccroHanbHOro oO0pa3oBaHus "CaHKT-
[TeTepOyprckui rocylapCTBEHHBIN YHUBEPCUTET TEIEKOMMYHUKAIUN UM. Ipod. M. A.
Bonu-Bpyesuua". - CII6. : CII6I'VT, 2019. - 92 c. : un. - 439.98 p.

. ITanbrusx, B. ©.

HudopmanmonHas 6e30macHOCTS : [ImeKTpoHHBN pecypc] / B. @. Illarsrux. - M. : MK
[Tpecc, 2014. - 702 c. - URL: http://e.lanbook.com/books/element.php?pll id=50578. -
ISBN 978-5-94074-768-0 : b. 1. Kuura u3 konnekiuu MK TIpecc - UHbopMaTHKa

12.2. [lononHuTeNIbHASA TUTEPATYpa:

. KomnbioTepHble BUPYCH : METOM,. YKa3. K 71ab. paboram / B. I. AugpuasoB [u ap.] ; pel.
C. E. lymus ; ®enep. areHTCTBO CcBA3U, Pemep. roc. o6pa3oBaTenbHOE OIOMXK.
yupexmeHue BhICII. Mpod. o6pa3oBanus "C.-[leTep0. roc. YH-T TEJIEKOMMYHUKAITUN UM.
npod. M. A. bonu-bBpyesuua". - CII6. : CII6T'YT, 2011. - 19 c. - Bubnuorp.: c.17. - (B
00:1.) : 8.75 p. - TeKCT : HemOCpPeaCTBEHHHI.

. Aagpuanos, B. H.

VIHHOBAIIMOHHOE yIIpPaBlieHre PUCKaMU MH(POpMaImoHHON 6e30acHOCTY :
[3nmexTpoHHEIN pecypc] : yueb. mocobue / B. . Aunpuanos, A. B. Kpacos, B. A.
JIunaTHUKOB ; pel.: C. E. [Iymus, E. B. CrenbMmainonox ; demep. areHTCTBO CBA3Y,
®epep. roc. obpa3oBaTeNnbHOE OI0MK. yUupeXaeHue BEICII. Tpod. oOpa3oBauus "C.-
[Tetepb. roc. yH-T TeneKOMMYHUKalui uM. mpod. M. A. bornu-bpyesuua". - CII6. :
CII6I'YT, 2012. - 396 c. : un. - bubnuorp.: ¢. 394-395. - ISBN 978-5-91891-092-4 (B
0671.) : 320.00 p.

. byiiHeBu4, Muxaun BukTopoBud. 3aluTa IporpaMM U JaHHHIX : yueOHoe mocobue / M.
B. byunesuy, K. E. M3paunos, A. B. Kpacos ; pen.: H. B. Kotesko, E. B.
CrenbmalnoHok ; Pemep. areHTCTBO CBsA3u, OemepanbHOE TOCYAapCTBEHHOE OI0[IXKETHOE
o0pa3oBaTeNlbHOE yupexkaeHue Briciiero obpa3oBanust "CaHKT-ITeTepOyprckuit
rOCyOapCTBEHHBI YHUBEPCUTET TeJeKOMMyHUKaui uM. npod. M. A. BoHu-Bpyesuya".
- CII6. : CIT6I'YT. Y. 1 : CmocoOw! ananu3a. - 2020. - 72 c. : un. - 386.88 p.
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13. IlepeyeHsb pecypcoB HH(POPMATHOHHO-TE/IeKOMMYHHUKAIITHOHHOH CE€TH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIIOIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUIHHE (MOIYII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUTIINHEL:

GNU Assembler

Linux

- NetBeans

- Open JDK

Visual Studio Community
Windows KUKCC

14.2. UudopMalliOHHO-CIIPAaBOYHBIE CHUCTEMEL:

9BC iBooks (https://ibooks.ru)
9bC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHUWEe W OpraHU3alus BpeMeHU, HeOOXOOUMOTO OJIT U3YUEeHUS
OUCHUIITAHEL

BaXHBIM yCIOBHEM YyCIEIIHOTO OCBOEHHS OUCHUNINHHE «TecTHpOBaHHE Ha
IPOHUKHOBEHHE M ITUYHBIN XaKWHT» SIBJISIETCS CO3MaHHE CHCTEMBI IIPaBUIILHOU
OpraHu3aluy TPyha, IMO3BOISIONIeN paclpenenuTh yueOHY0 HAarpy3Ky paBHOMEPHO B
COOTBETCTBHUHU C TpauKoM 00pa30BaTEIbHOIO poliecca. bobIIyio MOMOIIL B 9TOM MOXKET
OKa3aTh COCTaBJIeHUeE IJlaHa PaboTH Ha CEMECTpP, MeCsIl, Helenio, NeHb. Ero Hanuuyue
IIO3BOJIUT INOOUYUHUTL CBOOOJHOE BpeMs IensaM y4eObl, TPyOUTbCA OoJiee YCIEUIHO U
adpexTuBHO. HYKHO OCYIIECTBIASITh CAMOKOHTPOJIb, KOTOPHIU SIBJISIETCS HE0OXOMUMBIM
yCIIOBHEM yCIelTHoM yueOnl. Bce 3amaHus, BK/II04asi BEIHECEHHBIE HA CAMOCTOSITENHHYIO
paboTy, PeKOMEHOYeTCS BHIIONHSITL HEIOCPEeNCTBEHHO IIOCJIe COOTBETCTBYIOIUIETO
ayOUTOPHOTO 3aHATUS (€KUY, MPAKTUYEeCKOro 3aHATHUS), YTO CIIOCOOCTBYET NIydLIeMy
YCBOEHUI0 MaTepuasa, M03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTHL «MPOOEIBI» B
3HAQHHUSX, CUCTeMaTU3MPOBaTh PaHee MPOMOEeHHbIM MaTepral, Ha ero OCHOBE IIPUCTYIIUTh
K OBJIQJeHMUI0 HOBBIMY 3HAHUSIMU M HAaBBIKAMH.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYETaHUU
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HECKOJbKUX BUIIOB YueOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUM M NPAKTHUUECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT OnpeneieHHO CIeln(pUuKO.

15.2. IToaroToBKa K JIEKLIUSAM

3HAKOMCTBO C OUCLUIIIMHON ITPOUCXOOUT YXKe Ha MEepPBOM JEKIUH, TOe OT CTydeHTa
TpebyeTcst He MPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHre KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM NEKIUN He0OXOOUMO YUUTHBATL TOT (PAKTOpP, YTO OOHU JEKIUU
[AI0T OTBETHl HA KOHKPETHBIE BOIIPOCH! TEMEI, APYTHE - JIULIb BHIABIAIOT B3aUMOCBSA3U
MeXIy SIBJIEHHUSMH, IIOMOTas CTYOEHTY IMOHSATh T'IyOMHHBIE HPOIECCH Pa3BUTHUS
M3y4aeMoro IpefiMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHcmekTUpoBaHUE JEKLUUU - CJO0XKHBIM BUI BY30BCKOU aymIUTOPHOM paboOTHI,
Ipenamnoaraliui UHTEHCUBHYI YMCTBEHHYIO HOEeSTelIbHOCTh CTyoeHTa. KOHCIEKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3aliCcaHo caMoe CYIIeCTBEHHOE M CHEeNTaHO 3TO CaMUM
oOyuawmumcsa. He Hago cTpeMuThCs 3amucaTh [OCJIOBHO BCIO JIeKnuio. Takoe
«KOHCITEKTHPOBaHKE» MPUHOCUT OOJIbINE Bpema, YeM IMonb3kl. Illemecoo6pa3Ho BHadase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaTaeMyI0 JIEKTOPOM, a 3aTeM 3almucarth ee. 2KenaTenbHO
3allUCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JIUCTA WU OCTABNSAS IOJS, Ha KOTOPHX
03Hee, IPU CAMOCTOSITENIbHOM pa0oTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUTE IbHEIE
3aIMKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIeKT NeKnuu aydine Ioapa3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B 0OOnbIION cTemeHu OymyT cmoco6CTBOBAThH BOMPOCH IjlaHA JIEKIUH,
IpenoXeHHble mpenonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [eNTaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMHU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIPEIETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYI CHUCTEMY COKpalleHui, ab0peBUaTyp u
cuMBOooB. OgHAKO MpY JanbHeHIel paboTe ¢ KOHCIIEKTOM CUMBOJIBI Jy4Ille 3aMEHUTh
OOBIYHBIMHU CJIOBaAMHU [IJis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BceTrma He0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO Yy4EeOHUK, HO U TY
JIUTEPATYypPy, KOTOPYIO MOIOTHUTEIFHO PEKOMEHIOoBaN JIeKTOP. IMeHHO TaKasl cepbe3Hasd,
KpomoTnuBasi paboTa C NEKUUMOHHBIM MaTepHalioM I03BOMUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. [TogroToBKa K IpakTUYECKUM 3aHATUSAM

TmaTenbHOE MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMIEHHOr0 MaTepuasa (MaTepuana JIeKIui, MPakKTU4eCKUX 3aHATHH), a
3aTeM u3y4yeHus 00s3aTeNbHOM U [IOMONTHUTEIbHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HOMXKEH IMPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TeOpEeTUYEeCKHe BOIPOCH MPaKTUKyMa, €r0 BEICTYIJIEHUU U y4aCTUU B
KOJIJIEKTUBHOM OOCYXKIOEHMH BOMPOCOB M3y4yaeMOM TeMbl, MPAaBUIbHOM BHIIIOIHEHUU
IPaKTU4YeCKUX 3aJaHui ¥ KOHTPOJBHBIX PadoT.

Heo0xomuMo MOHUMATh, YTO HEBO3MOXKHO BO BpeMSI ayOQUTOPHBIX 3aHATUN U3T0KUTh
BEeCh MaTepHajl M3-3a JUMHUTA aygUTOPHBIX YacCOB, U NPU U3YYEHUU OUCLUNIUHEI
HeIOCTAaTOYHO KOHCIIEKTOB 3aHATHH. [103TOMy camMocTosiTeNbHAsI paboTa ¢ yueOHUKaAMU,
y4eOHBIMU TOCOOMSIMHK, HAy4YHOW, CIPaBOYHOW NUTepaTypol, MaTepualaMu
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IepUOOUYeCKUX u3maHui u WHTepHeTa sBiIsgeTcss Haubomee 3p(HEKTUBHEIM METOIOM
TIONTyYeHHsI NOMOTHUTETbHEIX 3HAHWH, TI03BOISIeT 3HAUYUTEIbHO aKTUBU3UPOBATh ITPOIECC
oBNafieHusT uH@oOpMaIuen, crnocodCcTByeT Goyee raIy00KOMY YCBOEHMIO M3y4aeMOTO
MaTepuana, GOpMUPYeT y CTYOEeHTOB CBOE OTHOIIEHHWE K KOHKPETHOH IpobiemMe.

15.4. PekoMeHpmanuu 1o paboTe ¢ TUTEPaATypoOn

PaboTy c nuTepaTypoii Ilenecoobpa3Ho HayaTh C U3y4yeHUs o0uKx paboT 1o TeMe, a
TaKXe y4eOHUKOB M yuyeOHBIX mocobuii. [lanee peKOMeHAyeTCs MepeuTu K aHanusy
MOHOrpaduil U cTaTel, paCCMaTPUBAIOIINX OTAENIbHEIE aCIIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke opUIIMaTbHBIX MaTepuaaoB U HEOMyOJIMKOBAHHBIX NJOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue PaboThl, AUCCEPTAalliM), B KOTOPHIX MOTYT COAepXkKaThCsd
OCHOBHBIE BOIIPOCH U3y4aeMOU MPOOIIeMEI.

Pa6oTy ¢ uCTOYHMKaAMHU HaJO0 HaYyWMHATh C O3HAKOMHUTENILHOTO UYTEHHS, T.€.
IIPOCMOTPETH TEKCT, BEIAENIAS €r0 CTPYKTYPHbIEe eQUHHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKaMyd OTMeYaloTCS Te CTPaHHUIb, KOTOpkle TPeOyiT 0ojiee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT pe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCS
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MMOCTaBIeHHOU
3amauu TpebyeTcs u3ydyeHrWe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUS. Eciu B KHUTe HET IoApoOHOro OTjaBlieHus, ClefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIe U UMEeHHbIEe YKa3aTelu.

V36paHHbe (pparMeHTH WU BECb TEKCT (€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHUBOI'0, HETOPOIIJIUBOTO UYTEHMUS C «MBICIIEHHOM IMpPopaboTKOim»
MaTepuana. Takoe YTeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BeIBoOoB. Ocoboe BHUMaHUe cjaefyeT 00paTHUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHaNIU3UpOBaTh, KakKue U3 yTBEPKAEHUU
aBTOpPa HOCST NpoOIeMaTUYHBIM, TUIOTETUUYECKUN XapaKTep M YIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM MPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HaydUThCS BHIAENSATH T'JIaBHOE B TEeKCTe, ylIaBIUBaTh
npoOyieMaTUYHLIM XapakKTep YTBEPXKIEHUU, NaBaTh OIEHKY aBTOPCKOM MO3ULMUHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAaKOMUTCS C PAa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH U [ieslaeT BHIBO 0 Haubomnbinel yoemuTeIbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEYATCS Pa3Hble TOUYKU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SIBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuchk. [Ipy HaTUYUM PACXOXKOEHUU MeXIy aBTOpaMu HeoOXOOWMO HaWUTHU
palyoHanbHOE 3€ePHO YV KaXXOOTr0 M3 HUX, YTO MO3BOJIUT T'Iy0Ke YCBOUTH NMpeAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHWBATh U3ydaeMble BOIPOCH. 3HAKOMSCh C 0COOBIMU
MO3UIUSIMU aBTOPOB, HYKHO ONPENENATh UX CXO0XKUe CYyXKOeHUs, apT'yMeHTHI, BEIBOAHL, a
3aTeM CpPaBHMBATh UX MeXy co00M U MPUMEHSTh U3 HUX Ty, KoTopas 0ojee ybeouTebHa.

CnepyomuM 3TarnoM paboTel ¢ MTUTepPaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue
KOHCIIEKTOB, (PMKCHUPYIOIINX OCHOBHLIE TE3UCH W apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha
OTHOENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM
M3y4aeMoro Kypca. [Ipyroi crmnocob - 3TO BefleHNe TeEMaTUYeCKUX TeTpafei-KOHCIIEKTOB
IO OMHOM KakKou-nmubo TeMme. bonbinue cnenuanbHble PabOTH MOHOTpPad@HUYECKOTO
XapakTepa Ienecoo0pa3HO KOHCIIEKTUPOBATb B OTHENIbHBIX TeTPafsx. 31eCh BaxXHO

13



BCIIOMHHUTD, YTO KOHCIIEKTHI IIUIIYTCS HAa OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM

OIS UCIIPABIIEHUS ¥ PEMApPOK MEXCTPOUYHBIM PACCTOSHUEM (3T IpaBuiIa coOII0OOAI0TCs

st ynoOCTBa peflakTUpoBaHus). EC/TM B KOHCIIEKTaX IPUBOOSATCS IUTATEL, TO HEIIPEMEHHO

IOONXHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne

CcTpaHuIlkl). BriocnemcTBuu 3Ta nHGOPMAIMK MOXKeT OBITh MCII0JIb30BaHa IPKU HAllMCAaHUHN

TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKI0 B COOTBETCTBUY C OIpefeIeHHON y4eOHO! 3aauel;

- 0000mIaTh MOTy4YEHHYI0 HH(POPMALXIO, OLleHMBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHChMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThHIe COOOIIEHNUS THIIa NOKIIafa;

- paboTaTh B pa3HbIX pexkrMax (MHOWBUAYaANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NENCTBHS CBOMX TOBAPHINEH, 00BEKTHBHO OI€HUBATh
CBOM JIE€MCTBHUSI;

.- obpamaThCsa 3a IOMOIIbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPernofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJlbHOW AOTagKOH, CJIOBapsiMH
Pa3IHYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMHu B TEKCTE (KITI0UeBhIE
CJIOBa, CTPYKTypa TEKCTa, MpefaBapsoilas nHpopMalus 1 ap.);

- UCIIOJb30BaTh MPU TOBOPEHUM U MHUCHMEe Nepudpas, CMHOHMMUYHLIE CPEe[CTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIUINKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3bIBAHUS UJIM BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMMKY, XKeCTHI (BOOOIIe X B Te€X CIydasix, KOrma S3bIKOBEIX CPENCTB He
XBaTaeT [Jig BhIPaKeHUS TeX UM MHBIX KOMMYHUKaTHBHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXyTOYHOU aTTeCTAllUU
[Tpu noATrOTOBKE K IPOMEXKYTOYHOM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMAaTEJIbHO M3Y4YUTh II€PeYeHb BOIPOCOB W ONPEHNENuTh, B KaKUX UCTOYHHUKAX
HaxXOOsATCSl CBeOeHUs, He0OXOOuMBbIe 71 OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JIUTEPATYPY;
- COCTaBUThb KpaTKNe KOHCIIEKTEI OTBETOB (I1JIaHEL OTBETOB).

16. MaTepHa/IbHO-TEXHHYECKOe 00eclieueHHe THCIHIITHHBI

Tabmnua 9
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000PYyI0BaHHS
/o ayIUTOPHH U Ta0OpaTOPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC

AyIUTOPHUY OJ151 TPOBEOEHUS TPYIIIOBHIX U
MPaKTU4YEeCKUX 3aHSITUHN
3 |KOMIIBIOTEPHBIM KJTaCC [IepcoHaANbHBIE KOMIIBIOTEPHI

2 Aynro-BUe0 KOMIIJIEKC

14



AyouTopus O KypCOBOTO U TUIIJIOMHOTO

4 [lepcoHaNbHbIE KOMITBIOTEPHI
POEKTUPOBAHUS

5 |AynmuTopus [y CaMOCTOATEIbHON PabOTHL KoMmbloTEpHAs TEXHUKA

6 [UuTanmbHBEIN 3a1 [lepcoHanbHble KOMITBIOTEPEHI
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