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3ammTa rojaocoBoro Tpaduka B cetu MHTEpHET
(HaI/IMeHOBaHI/Ie JII/ICI.II/IHJ'II/IHI:I)

oOpa3oBaTe/bHasI TPOTrPaMMa BHICIIETO 00Pa30BaHUS

10.05.02 MudopmanmroHHass 6€30I1acHOCTb TeIEKOMMYHHUKAIIMOHHBIX
CHCTEM
(KOJI " HAMMEHOBadHNE HallpaBJI€eHKA IIOATOTOBKHU / Cl'IeI.II/IaJ'II:HOCTI/I)

CrnenmanucT 10 3aluTe HHGHOPMaluu
(kBamuduKaIms)

be3omacHOCTh TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM I/IH(l)OpMaL[I/IOHHOI"O
B3aMMOJEUCTBUS
(HampaBneHHOCTS / TpoduIL 06pa30BaTENbHOM IPOTPAMME)

o4Has popMa
(bopma oOyuenuUs)

CankT-IleTepOypr



Pa6ouyasi mporpaMMa OMCHUIIIMHBE COCTaBleHa Ha ocHOBe TpeOoBauHuiu demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenmuanbHOCTH) moAarotoBku «10.05.02 HMuHbopManmumoHHass 06e30IaCHOCTH
TEJIEeKOMMYHUKAIUOHHBIX CHCTEM», YTBEPXKOEHHHIM INpUKa3zoM MUHUCTEpPCTBaA
oOpa3oBaHus u Hayku Poccuiickont ®emepanuu ot 16.11.2016 Ne 1426, u B COOTBETCTBUU C
pabo4yuM y4eOHBIM IIJIaHOM, YTBEPKIOEHHEIM PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio MpenofaBaHus QUCHUIIINHEL «3allKiTa T0JIOCOBOTO TpaduKa B CETH
WHTepHET» SIBIAETCH:

Llenpo mpenofaBaHus OUCLUIIIMHBL ABISETCS U3y4YEeHUE apXUTEKTYypPhl, HACTPOUKH
[P-renedponuu. Kpome TOro, CTyIleHTH 3HAKOMSTCS C IPOTOKOJIaMM, 00eCIIeYrBaIIUMU
nmepenadyy gaHHBIX B peanbHOM BpeMeHu - RTP, RTCP u curHanusauuvOHHBIMU
npoTtokonamu SIP, MGCP, H.323. [lucnunnuHa «3allliTa rOJI0COBOTO TpaduKa B CETH
HMuTepHET» monXKHa obecmeunBaTh HopMupoBaHue PyHOaMeHTa MOATOTOBKU OyOyIIUX
CIeunuanucToB B obnacTu uHPOpMalUuMOHHOU 6e30MacHOCTH, a TakK¥kKe, CO3[aBaTh
HeoOxomuMyl0 0a3y [/id YCIEIIHOTO OBNageHWsd MOCIEeAYIOUMMHU CIelualbHBIMU
OUCIUIIIMHAMMY Y4eOHOro IIJlaHa.

OTa 1e/lb OCTUTaeTCs IIyTeM pelleHus Claenyolux(er) 3aaad(u):

OTH Llenu JOCTUTAIOTCS Ha OCHOBe (yHOaMeHTalW3alud, MHTeHCU(PUKaAUUU M
MHOWBUAyalKW3aluu IIpollecca OOy4eHUS NyTEM BHeApeHUSA U 3GPEKTUBHOTO
HCIIOJIb30BaHUSA OOCTUXKEHUW TeOopuu MHGOPMAIlMU U TEOPHUH CBSA3U. B pe3ynbTaTe
M3y4YeHUS OUCHUIIIUHB ¥ CTYHEeHTOB HOJIKHH CHOPMUPOBATHCS 3HAHUSA, YMEHUST U
HABBLIKH, TTO3BOJISIONINE TPOBOIUTL CAMOCTOSITEIbHBIM aHaIU3 IIpeIMeTHON 00/1aCTH.

2. MecCTO THCIUIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

IJucnunnauHa «3amuTa rojilocoBoro tpadpuka B cetu MuTepHeT» B1.B.[1B.03.02
SBJISIETCSI OUCIUIIIMHOK 10 BEIOOPY BapuaTHBHOU 0mo0Ka 1 y4yeOHOTO IaHa MOATOTOBKHU
cumenuanurtera no HanpaBaeHuio «10.05.02 HMudpopmamumoHHasi 06e30MaCHOCTH
TeJIeKOMMYHUKAIIMOHHBIX CUCTEM». VICXOMHBIN ypOBEeHb 3HAHUM U YMEHHUU, KOTOPHIMHU
moyKeH o0/afaTh CTYAEHT, IPUCTYNAS K U3YYEeHUIO TaHHON JUCITUIIINHEL, ONPEeneIsieTcs
M3y4eHNEM TaKUX OUCIUIINH, Kak .

[ucnunnuHa «3ammuTa roI0CcoBoro Tpaduka B ceTu MHTEepHET» ABISETCA OUCIUIIINHOU
10 BEIOOPY BapHaTHBHOM YacTy y4eOHOro IjlaHa IMOATOTOBKY OaKajiaBpa 110 HallpaBlIEHUIO
10.03.01 «MHpOopMalmoHHas 6€30IaCHOCTh>.

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yIbTaTOB 00yUY€HH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Tporecc u3y4eHus: QUCLUIIIMHEI HallpaB/ieH Ha (pOpMUpPOBaHUE CIEAYIIUX
KOMIIETEeHIIUN:
Komnerenuun, yctanosiaesHbsle @T'OC BO
Tab6mua 1

Ne Kon

HauMeHOBaHHe KOMIIETEHIIUH
I/ [KOMIIeTeHIIHH

CIIOCOOHOCTBIO OIEHUBATh TEXHUYECKHME BO3MOXKHOCTH U BRIpaOaThIBATh

1 [1K-3 PEKOMEeHAAalUY 10 MOCTPOEHUIO TEIEKOMMYHUKALIMOHHBIX CUCTEM U CETEH,
HX 3JIEMEHTOB U YCTPOUCTB

CIIOCOOHOCTBIO BHITIOJIHATH YCTAHOBKY, HACTPOUKY, 00CTyKUBaHHE,
OUATHOCTHUKY, 9KCIIJTyaTal[1I0 ¥ BOCCTAHOBJIEHUE pab0TOCIIOCOOHOCTH

2 [T1K-14 TeJIeKOMMYHHUKAIIMOHHOTO0 000PyIOBaHUS U MPUOOPOB, TEXHUYECKUX U
IIpOrpaMMHO-aNapaTHHX CPEACTB 3alllUTH TeJIEKOMMYHHUKAIIMOHHBIX CEeTen
U CUCTEM




[TnanupyeMble pe3ybTaThl 00yUYeHus

Tabnuiia 2
Kopn
KoMIIe- 3HATh yMeTh B/IaIeTh
TeHIUHU
* CIIOCOOHOCTSIMHU
OCYIIECTBUTHh MOHTAX,
-OTIUCHIBATh .
* METO[BI X CIIOCOOH HajlagKy, HaCTPOUKY,
IOTIOJTHUTEJIbHEIE CEPBUCHI,
3aIUTH 00BEKTOB HCIBITaHUS U CHady B
. KOTOpHIE TTOAIEPKUBAIOTCS
MH(POKOMMYHUKAINH, o 3KCIIJTyaTal{io
[1K-3 B pemeHusax Unified ,
nmokazaTenu 3(pheKTHB- . COOpPYKEHUH, CPEACTB U
HOCTH 3aIUTHl U METOIBI UX Communications Manager 000pyIOBaHUS CUCTEM
1 Unified Communications by "
OLIEHKU; MHXEHEPHO! 3alUThI
Manager Express;;
00BEKTOB
MH(POKOMMYHUKAINY;
HaBbIKaMU pelleHUs 3afiaul
KOH(QUTYPUPOBaHUS
- OCHOBHBIE [IPUHITUIIEL [I0Ib30BaTesIen 1
. agpecalyy ¥ KOMMYyTalUM B| II0Ib30BAaTEIbCKUX
- KOMITOHEHTEL DOIICHHIM KOPIIOPaTUBHOM CETHU CTPOMCTB B PEIIeHUIX
[1IK-14 | yHUPHUIIMPOBaHHBIX priop : yerp BBD
. N OTIPeneNsaTh CTPYKTYPY Cisco Unified
B3aumopenctuu Cisco; . L
coobmenuii curHanusanuu | Communications Manager
1 MeOUAIlOTOKa;; u Cisco Unified
Communications Manager
Express;

4, 00beM THCIHUIUITHHBI ¥ BHABI Y4€0HOH PadoThI

Ounas ¢popMa o0yueHUs

Tab6mnmuia 3
o Bcero|CemecTpsl

Bupn yueoHOHM padoThI ACOB 7
OG11ast TPyZOEMKOCTb | 3 3ET 108 108
KoHTaKkTHasi paboTa ¢ 00y4aromuMHCs 50.25| 50.25
B TOM YHCJIE:
Jlekunu 20 20
[TpakTudeckue 3anatus (I13) 16 16
JTabopaTtopHbie paboTs (JIP) 14 14
3amuyTa KOHTPOJILHOM pPabOoTHI -
3amuTa KypcoBoi paboTH -
3aluTa KypCcoBOro IpoeKTa -
[IpomexkyTOUHas aTTeCTalys 0.25 0.25
CamocTositeibHasi paboTa o0yuaromuxcsi (CPC) 57.75 57.75
B TOM YUCJIE:
Kypcogas paboTa -
KypcoBoii mpoekT -
W / unu gpyrue BUOLI CAMOCTOSITENTbHOM pabOTHI:
MOATOTOBKA K Ta60paTOPHLIM padoTaM, MPaKTUYECKUM 1075 | 4975
3aHSATHUSIM, KOHTPOJILHEIM paboTaM, u3ydeHue ' ‘
TEOPETHUYECKOT0 MaTepuaa.
[TogroToBKa K MPOMEXYTOYHOU aTTeCTalluu 8 8



| Bug mpomexxyTouHoii aTTecTamuH | |

3auer |

5. Conep}KaHne OHCITHITITHHBI

5.1. ComepxaHue pa3aesioB OUCIUIIINHEL.

Tabnuma 4
Ne cemecTpa
No HaumenoBaHue
/ pa3gesa (TeMbI) Copep:kaHue pa3aeia OqHO-|_ . .
OUCITHILTHHBI OYHasi|3a04-
aas | Had
Paspen 1. Knaccudukarus VoIP KomekoB. THIB TH(MPOBBIX
Komexwu, ucrnosnb3yeMeie .
1 | IP-Tenedonun. CUTHAJIbHBIX ITPOIIECCOPOB. PacueT Tpebyemoii 7
ITuthponod cHrramben TOJIOCH! TIPOTIYCKAst B 3aBUCUMOCTH OT BU/IA
Komeka. Hactpoiika DSP.
nporieccop (DSP).
Pazmen 2. Hactporika CUCM Express Ha MapIIpyTU3aTope
2 | Beemenue 8 CUCM Cisco, pyukiuu CUCM Express B rojiocoBox 7
Express. cpepe.
[IpeomeT ¥ OCHOBHEBIE 3aflayil THUCITUIIIMHEL
«3amuTa rojiocoBoro Tpaduka B ceTu
3 Pazpgen 3. HuTepHET», €€ 3HaYEHNE B CUCTEME IIOITOTOBKE 7
Beegenue OakaaBpOB 110 HAMIPABIEHUIO
«MH(GOKOMMYHUKAIIMOHHBIE TEXHOJIOTUY U
CHCTEMEI CBI3U».
Pazpen 4. [TpoTokonsicurHanu3lanuu H.323, Session
Curnanu3zauus B VoIP- | Initiation Protocol (SIP), MGCP npoToxkor.
4 | cersax. Pekomenparuu | Ctaguu 06paboTKuU rojl0coBOro Tpaduka. 7
H.323. IIpotokons SIP | KomnoueHTr VoIP. KBaHTOBaHuUE.
u SDP. CamMOnupoBaHueE.
Paspmen 5. CpaBHeHUE TPAOUIIMOHHOM TenedOHHOM CeTH
5 Ocobennoctu nepepayu | o0mero noas3oanus u VolP. [Tpotokons RTP u 7
romoca B IP-ceTsax. RTCP. ®opwmart Kaapa RTP mpoTtokorna.
IIpotokon RTP. Ycranosnenue VolP-ceccuu.
0630p Mopenel KauecTBa o6cnyxkuBanus (QoS):
mudhepeHIUPOBAHHOTO 00CTyKUBAHUS
Pazgen 6. (DiffServ), ”HTErpupPOBaHHOI'O CePBHCa
6 MexaHU3MBI (IntServ), HerapaHTHpOBaHHAS OOCTAaBKU 7
obecneuenus QoS gua | (BestEffort). MexaHu3MEl o6eclieueHus
VolP. Ka4yecTBa 00C/IyKUBAHUS B CETSAX Iepegaydn
royioca: MapKUPOBKA, TPUOPETU3ALINS,
monucuHr, meinuHr Tpaduka. CiscoAutoQoS.
MexaHU3MHbI 3aITUTEI TOII0COBOTO TpaduKa:
Pazgen 7. KOH(MUIEeHIIMATbHOCTD, IIeJIOCTHOCTb,
7 [TorpanuyHtie ayteHTu(ukauus. [Iporoxon Secure RTP. 7
KOHTpPOJIEPH cecculi | AnroputMmel mudpoBanus: DES, 3DES, AES.
(SBC). 3amuTa 0T pacupeneyieHHbIX aTak
obcnyxuBanus (DDoS).
5.2. MexpaucuuniuHapHble CBA3U C oOecnedYnBaeMBIMU (MOCIEAYIOIIUMU)
OUCIIUIIIINHaAMHU.
Tabmnuia 5
Ne
n/u HanMmeHoBaHHe 00ecIeYnBaeMbIX (IOCIEAYIOIINUX) TUCIHITHH




| 1

| BesomacrocTs IP Tenedoruy

5.3. Pa3nersibl OUCIIUIIINHE M BUOL 3aHATUH.

Ounas popMa o0yueHUs

Tabnu1a 6
Ne HauMmeHoBaHue pa3jgesia (TeMbI) JIek-| IIpakTt. | Jla6. |Cemu- CPC Bcero
o/ OUCIHHUIUIHH IIUH [3aHATHSABAHATHS HApbl JacoOB
Pazpmen 1.
1 | Kopeku, ucnonb3yeMuie B [P-TenedoHuu. 2 7 9
Lludposoit curHanmbHEM mpoieccop (DSP).
Pazmen 2.
2 Bsepenune B8 CUCM Express. 4 4 7 15
3 Pazmen 3. 4 4 7 15
BBeneHue
Pasnen 4.
4 | CurHanusainusa B VolP-cersx. PekoMeHmanuu 4 2 4 14 24
H.323. IIpotokonst SIP u SDP.
Paspern 5.
5 | OcobeHHOoCTH IIepegayu rojoca B IP-ceTsx. 2 6 8
IIpotrokon RTP.
Pasmen 6.
6 Mexauusmel obecrieuennss QoS mnsa VolIP. 2 2 2 7 13
Pasmen 7.
/ [TorpannyHble KOHTPOJIIEPH ceccuit (SBC). 2 6 7.75115.75
Htoro: | 20 16 14 49.75[99.75
6. ;TabOpaTOPHBIN MPAKTHKYM
Ounas popMa o0yueHUs
Tabnuia 7
No Howmep " Bcero
. pa3jgeal HauMeHoBaHHe Ta00pPaTOPHOU PadOTHI aCOB
(TeMbI)
1 2 Hactpoiika DSP, Bei6op Kogekos VoIP. 4
9 3 Hacrtpoiika npotokomna SIP.Cuuddep nmakeroB Wireshark. Ananus SIP- 4
COOOIIeHU.
4 Hacrpoiika npotokona MGCP.Cauddep naketoB Wireshark. Ananus A
MGCP-coo00111eHIH.
4 6 Kondurypauus romocoBelx noptoB. Peructparnus [P-tenedoHOB. 2
Hrtoro: | 14
7. IIpakTHYEeCKHe 3aHATHS (CEeMUHapPhI)
Ounas ¢popMa o0yueHUs
TabOmuia 8
Homep
No . Bcero
n/m pa3ae’a HauMmeHoBaHHe NPAaKTHYECKHX 3aHSATHH (CEeMHHApPOB) acos
(TeMbI)
1 4 W3yuenne npotokosa RTP. Auanu3 RTP-noToka. 2
2 5 BHepnpeHre KayecTBa 00CTyKMBaHUS, UCTOIL3ys MexaHu3M CiscoAutoQoS| 6




3 6 Hactpoiika CUCMExpress. 2
HacTpoiika MexaHH3MOB 3alUThI TOJI0COBOTO Tpaduka. HacTpoiika
4 7 6
SecureRTPnpoTokora.
Htoro: | 16
8. IIpuMmepHasi TeMaTHKa KyPCOBBIX IIPOEKTOB (padoT)
PabouyuM yueOHBIM IIJTAHOM He IIPeNyCMOTPEHO
9. CamocTosiTe IbHasI padoTa
Ounas popMa o0yueHUs
Tabmnua 9
Ne
pasesia Copepxanue CPC ®opmMa KOHTPOJIS Beero
MU CITHII- JacoB
JIMHBI
1 BBepenue Otuer 7
Kopekwu, ucnonb3yemsle B [P-tenedonuu. Lindposon
2 N OTuer 7
CUTHAaIbHLIN mpoueccop (DSP).
Curnanu3zanus B VoIP-ceTsax. Pekomenganuu H.323.
3 | Iporokome: SIP 1 SDP. Order 7
4 OcobeHHOCTH ITepegayu ronoca B IP-ceTsx. Oryer 7
ITpotokon RTP.
4 Mexanusmel o0ecnedenus QoS mns VolP. Otuer 7
6 Beepenne 8 CUCM Express. OTtyet 7
7 [Torpanuunble KOHTPOJIIEPH! ceccuii (SBC). OTtyer 7.75
Htoro: [49.75

10. IlepeyeHb Y4€OHO-METOTHIECKOT 0 00EeCIIeYeHHs [I/Isi CAMOCTOSITEe IbHOU
padoThI 00YYAIONIHXCSI II0 THCIUIITHHE

II71s1 caMOCTOSITEeTbHOM pabOTHI 110 AUCIUIININHE PEKOMEHIOBaHO Clenyilee yueOHo-
MeTOAnYeCKoe o0ecreyeHue:
- [TonoxkeHue 0 CaMOCTOSITeIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom

roCyoapCTBEHHOM YHUBEPCUTETE TeIeKOMMYHUKauuil uM. mpod. M.A. Boru-bpyesuya;
- PEeKOMeH[OBaHHAas OCHOBHASA U OOIOIHUTEJIbHAS INTEPATYPa;
- KOHCIIEKT 3aHSTUY 10 OUCIHHUTIINHE;
- ClTaWfbI-TIpe3eHTalll U APYTOM MEeTOOUYECKUN MaTeprall, KCII0Ib3yeMbI Ha 3aHATULX;
- MeTOIMYEeCKHe PEKOMEH[IAIIMH 10 TOATOTOBKE MUCbMEHHEIX PaboT, TpeOOBaHUS K UX

comepxKaHui0 1 odopMileHHI0 (pedepaT, acce, KOHTPOJIbHAsS PaboTa) ;
- (bOHOBI OIIEHOYHBIX CPEMCTB;
- MeTOIMYeCKre YKa3aHUs K BHIITOTHEHUIO 1a00paTOPHBIX PaboT [Jid CTYIEHTOB;

11. ®oHJ OLIEHOYHBIX CPEICTB ISl MPOBEIeHUsI IPOMEKYTOYHOH aTTeCTalluH
00y4Yalomuxcst

®oH[ OLIEHOYHBIX CPeACTB pa3pabaThHBAeTCS B COOTBETCTBUU C MeTOOUYECKUMHU
pekoMeHOanusaMu no ¢opmupoBanuio ®OC u mpukazomM MunoOpHayku Poccum oT 5



anpens 2017r. Ne 301 r. MockBa "O6 yTBepXpmeHuu IlopsimkKa opraHu3aluu U
OCyIIecTBIeHUsI 00pa30BaTeIbHON OeATEeIbHOCTH MO 00pa3oBaTeNbHBIM IpOrpamMMaM
BhICIIETO0 00pa3oBaHMs - IporpaMmaM OakajaBpuaTa, MporpaMMaM CIelHaluTeTa,
mporpaMMaM MarucCTpaTyph" U SBAgeTCA NpuUiloxkeHueM K pabodeil mporpaMme
OVCLUIIIAHEL

®oHpO OIEHOYHHIX CPEACTB MOJid NMPOBeOEeHUS MPOMEXYTOUYHOW aTTeCTaluu
00y4JalouIuXCsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IlepeyeHb KOMIIETEHIIUM C yKa3aHUEM 3TamoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OTMCaHUe T0Ka3aTejied U KPUTEPUEB OlleHNBaHUS KOMIIETEHIIMY Ha Pa3IMYHbIX 3Tanax
¥x (OPMUPOBaHUS, ONIMCaHNE IIKal OLleHUBaHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3afjaHus UJIM HHBIE MaTepuabl, He00OXO[UMbIE IS OLleHKU
3HaHWM, YMEHNY, HaBBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX JTaIlbI
(dhopMUpoBaHUS KOMIIETEHIIAN B IIPOLIECCE OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMME;

- METOOWYeCKHe MaTepuallbl, OMpeaensiolre IPoleAyPhl OlleHUBaHUS 3HAHUU, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXX[moro pe3ybTaTa 00y4eHUs 0 AUCHUIIINHE ONpPEeensioTCsa IoKa3aTelu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha PAa3/IMYHBIX 3TamaX HX

dbopMupoBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

. OuneTsl Oyd 3auyeTa B KonudecTBe 40 mIT (2 TeopeTuyecKux Bompoca 1 mpakKTUUeCKU)
- KM B konmuyectBe 1001t

- Tectrl ceTeBoU akagemuu Cisco

- IIpakTuyeckue 3aganus Ha Ciscopackettracer

- IlopTdonuo cTyneHTa B ceTeBoii akagemuu Cisco

- Pab6ora co croiikou Cisco

12. IlepedyeHb OCHOBHOH H IOIOTHHUTE/ILHOH JIUTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIIIHHBI

12.1. OcHOBHas nuTEpaTypa:
BesonacHocTh [P-Tenedonun : yueb. nocobue / [1. Y. Kupunnos [u ap.] ;@enep. areHTCTBO
cBsi3u, enep. roc. oOpa3oBaTenbHOE OIOIXKETHOE yUpPeXKOeHNe BRICHIIIPod. 00pa3oBaHUs
"C.-ITeTep0. roc. yH-T TeleKOMMYyHUKanuii uM. npod. M. A. Bonu-bpyesuua". - CIIG.
:CII6I'YT, 2012. - 96 c.

12.2. [JononHuTEeNbHAS IUTEPaTypa:
. Onmudep, B. I'. KomnbioTepHbie ceTu. [IpUHIUIIL, TEXHOJIOTHH, TPOTOKOH : y4eOHUK / B.
I'. Onudep, H. A. Onudep. - 4-e u3g. - CIIO. : ITutep, 2012. - 943 c. 2. IP-Tenedonus B
KOMIIBIOTEPHEBIX CeTsAX [OneKTpoHHEM pecypc]/ U. B. Backakos [u gp.]. - M. : UaTepHeT-
Yuusepcutet Uadopm. Texnonoruun (MHTYHUT), 2016. - 226 c.



13. IlepeyeHsb pecypcoB HH(POPMATHOHHO-TE/IeKOMMYHHUKAIITHOHHOH CE€TH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUIHHE (MOIYII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUTIINHEL:

- Cisco Packet Tracer
Linux

Oracle VM VirtualBox
Windows KUKCC

14.2. UudopMalliOHHO-CIIPAaBOYHBIE CHUCTEMEI:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHHWEe W OpraHU3alus BpeMeHU, HeOOXOOUMOTO OJI U3YUEeHUS
OUCLUIITAHEL

BaxXXHBIM yCIOBHEM YCIEIIHOTO OCBOEHHS OUCHUIINHE «3alluTa TI'0JI0COBOTO
TpaduKa B ceTu MHTepHEeT» SBNSIETCS CO3MaHWEe CHUCTEMBI ITPaBUIIbHOM OpPraHU3alluu
TPYyHOa, MO3BOJISIONIENH pacpeneuTh YueOHy0 Harpy3Ky PaBHOMEPHO B COOTBETCTBUU C
rpadukomM 00pa30BaTENBHOTO Ipoliecca. BONbIIyI0 OMOIIL B 9TOM MOXKET OKa3aTh
COCTaBJIeHHe IJlaHa PaboThEl Ha CeMEeCTpP, MecslIl, Hefemlo, JeHb. Ero Hanuyue MO3BOJIUT
IOAYMHUTH CBOOOOHOE BpeMsd IeNisiM y4ueOrl, TpyAuThCa 6ojiee yCIeIlnHo u 3hPEeKTUBHO.
Hy>XHO OCYIIeCTBISITh CAMOKOHTPOJIb, KOTOPHIA SBISETCS HEOOXOOMMBIM yCIOBHEM
ycremHo# y4e6nl. Bce 3amaHus, BKI04as BHIHECEHHBIE Ha CaMOCTOSTEJIbHYIO padoTy,
PEKOMEHIYeTCs BHIIONHATh HETIOCPEACTBEHHO IIOC/E€ COOTBETCTBYIOIIETO0 ayAUTOPHOIO
3aHATHSA (JIEKIWHU, TPAaKTUYECKOTO 3aHATHS), YTO CIOCOOCTBYeT NydIlIeMy YCBOEHHIO
MaTepuana, I03BOJISEeT CBOEBPEMEHHO BHISBUTH M YCTPAHUTH «IMPOOENb» B 3HAHUSAX,
CUCTeMaTH3UpOoBaTh paHee INPOUJAEHHBIM MaTepual, Ha ero OCHOBe MPUCTYIUThL K
OBJIQMIEHWI0O HOBLIMH 3HAHUSMU M HaBBIKAMH.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYEeTaHUU
HECKOJbKUX BUIOB Y4eOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUM M NPAKTHUYECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT OnpeneieHHO CIeln(pUuKO.

15.2. ITogrotoBKa K JEKIUSIM



3HAKOMCTBO C OUCLUIIIMHOU NMPOUCXOAUT yKe Ha IIepPBOM JIEKLUHU, TAe OT CTy[eHTa
TpebyeTcsl He IPOCTO BHUMaHKE, HO M CaMOCTOSITeNIbHOe 0OopMIIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIEKIUi HeoOXOMUMO YYUTHIBATH TOT (GAKTOP, UTO ONHU JEKIUU
[alT OTBETHl Ha KOHKPETHBIE BOIIPOCH TEMBI, APYTUE - JIUIIb BHISIBISIOT B3aUMOCBI3U
MeX[y SBIeHUSIMHU, MMOMOTasI CTYOEHTY IOHSAThH I'TyOMHHBIE MPOIECCH Pa3BUTUS
M3y4aeMoro IpeaMeTa, KakK B MCTOPUM, TaK U B HACTOSIEE BpPeMs.

KoHCcnekTUpOBaHWE JEeKLUUU - CJO0XKHBIM BUJ BY30BCKOU aymgUTOPHOM paboOTHI,
Ipefnojaralniluili MHTEHCUBHYI YMCTBEHHYIO OeATENIbHOCTh CTyOeHTa. KOHCIEeKT
ABJIIETCA [IOJIE3HBIM TOT'Ta, KOr'Ja 3alKCaHO CaMoOe CYLIEeCTBEeHHOE U COeJlaHO 3TO CaMUM
obyuawmumcsa. He Hago cTpeMuThCcsd 3amucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIEKTHPOBaHUe» MPUHOCUT OOJIbIIE Bpefa, YeM IMonb3bl. Llemecoobpa3Ho BHaydase
IIOHATH OCHOBHYIO MBICJIb, M3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3amnucarh ee. 2KenaTeabHO
3aluCh OCYIIEeCTBIATh Ha OJHOU CTpPaHUILe JIUCTA UJIM OCTaBJISAd MO0Jid, Ha KOTOPHIX
o3Hee, IPU CAMOCTOSITENIbHOM pab0Te C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUATEbHBIE
3alKCH, OTMETUThL HEIIOHSITHBIE MECTa.

KoHCIeKT NneKnuu nydilne Ioapa3fesaTh Ha MYyHKTH, cobmiogas KpacHYI0 CTPOKY.
9ToMy B 0OonbIIOH cTemeHu OymyT cmocoOCTBOBATh BOIMPOCH IIJlaHa JIEKIHUH,
npednoXkeHHbBIe IIpenongaBaTensaM. Crnegyet o0paliaTh BHUMaHUE Ha aKI[€HTHI, BHIBOMOEI,
KOTOpHIE [eflaeT JIEKTOP, OTMedast Hanbosee BaxKHbEIe MOMEHTH B JIEKIIMOHHOM MaTepuaie
3aMeYaHUSIMU «BaXKHO», «XOPOIIO 3allOMHUTHL» U T.II. MOXKHO fenaTh 3TO U C IIOMOILIbIO
Pa3HOIBETHEIX MAapPKePOB UJIK PYUYeK, TOOYEePKNBasi TEPMUHEL U ONIPeIeIeHu .

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOJIoB. OOHAKO IIpU [ajibHeHIne paboTe ¢ KOHCIIEKTOM CUMBOJIH JIy4llle 3aMEeHUTh
OOBIYHBIMU CJIOBaMHU [Jig OBICTPOTO 3PUTENLHOTO BOCHPUSATHS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIeKIH#, Bcerga HeoOX0OuMO HCII0JIb30BATh HE TOJIBKO Y4eOHUK, HO U Ty
JIATEPATypPy, KOTOPYIO OOIIOJIHUTEIFHO PEKOMEHA0Ba JeKTop. UMeHHO TaKasl cepbe3Has,
KpomoTnuBasi paboTa C JTEKIMOHHBIM MaTepualoM IO3BOJUT I'ITyOOKO OBIameTh
TEOPETUYECKUM MaTepHasioM.

15.3. IloaroToBKa K NPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIIUH, MpaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 0053aTeNbHOU U [OMONTHUTEPHONW TUTEPATYpPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3dynbTaT Takoil pabOTH HOMXKEH IMPOSIBUTHCSA B CIOCOOHOCTHM CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOPETHUUYECKHe BOIPOCH MPaKTHKyMa, €r0 BBHICTYIJIEHUHW U yY4aCTHUU B
KOJIJIEKTUBHOM OOCYXKIOEHWH BOMPOCOB HM3y4yaeMOW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomouMo MOHUMAaTh, YTO HEBO3MOXKHO BO BPEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BECh MaTepHal M3-3a JUMHTA aygJUTOPHBIX YacCOB, U NPU H3YYEHUU OUCHUMIIUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAsA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMHU, HAY4YHOW, CIPAaBOYHOM NUTepaTypold, MaTepuallaMu
IepUOANYEeCKUX M3MaHuil u MHTepHeTa ABnseTcsAd Haubonee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOMOTHUTENbHBIX 3HAHUM, TO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WHPOpMaIluen, crnoco0CTByeT Goyee rIy00KOMY YCBOEHHIO M3y4aeMOTO
MaTepuana, GoOpMUPYET Yy CTYOEHTOB CBOe OTHOIIEHME K KOHKPETHOU Ipobieme.
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15.4. PekoMeHpmanuu 1o paboTe ¢ TUTEpaTypoOn

Pa6oTy c nuTepaTypoii Ilenecoobpa3Ho HayaTh C U3ydyeHUs oOuKx paboT 1o TeMe, a
TaKXe y4eOHUKOB U yuyeOHBIX mocobuii. [lanee peKOMeHAyeTCs MepeuTu K aHanusy
MoOHOrpaduil U cTaTel, paCCMaTPUBAIOIINX OTAENIbHEIE aCIIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke opuIIMaTbHBIX MaTepUaaoB U HEOMyOJIUKOBAHHBIX MOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue pPaboThl, AUCCEePTalliM), B KOTOPHIX MOTYT COAepXkKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOM MPOOIIeMEI.

PaboTy ¢ uCTOYHMKaAMHU HaJO0 HaYyWMHATh C O3HAKOMUTENILHOTO UYTEHHS, T.€.
IIPOCMOTPETH TEKCT, BHIEIAS €er0 CTPYKTYPHbIE eQUHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKkaMyd OTMeYaloTCS Te CTPaHHUIb, KOTOpkle TPeOyiT 0oliee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT Pe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCS
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MOCTaBIEHHOU
3amauu TpebyeTcs u3ydyeHUe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUs. Eciu B KHUTe HET IoApoOHOro OrjiaBlieHus, ClefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIe U UMEeHHbIe YKa3aTelu.

V36paHHbe (pparMeHTH WU BECb TEKCT (€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHUBOI'0, HETOPOIIJIUBOTO UYTEHMHS C «MBICIIEHHOM IMpopaboTKOim»
MaTepuana. Takoe YTeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymMeHToB; 3) BeIBoOoB. Ocob0oe BHUMaHUe cjaefyeT 00paTUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHalIU3UpPOBaTh, KakKue U3 yTBEPKAEHUN
aBTOpPa HOCST NpoOIeMaTUYHBIM, TUIOTETUUYECKUM XapaKTep M YIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NIPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HayduUThCS BHIAENSATH T'JIaBHOE B TEKCTe, ylIaBlIUBaTh
npo0yieMaTUYHLIM XapakTep YTBEPXKIEHUU, NaBaTh OI[EHKY aBTOPCKOM MO3ULMHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAKOMUTCS C Pa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH ¥ [ieslaeT BHIBO 0 Haubomnbinel yoemuTeIbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEUYaTCA pa3Hble TOUYKYU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SIBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuch. [Ipy HaTUYUM PACXOXKOEHUU MeXOy aBTOpaMu HeoOXOOWMO HaWUTHU
palyoHanbHOE 3€ePHO YV KaXXOOro M3 HUX, YTO MO3BOJIUT T'Iy0xKe YCBOUTH MpEeAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHWBATh U3ydyaeMble BOIPOCH. 3HAKOMSCh C 0COOBIMU
MO3UIUSIMU aBTOPOB, HYKHO ONpPENeNATh UX CXO0XKUe CYyKOEeHHUs, apT'yMEHTHI, BEIBOAHL, a
3aTeM CpPaBHMBATh UX MeXy cO00M U MPUMEHSITh U3 HUX Ty, KoTopas Oojiee ybeouTenbHa.

CnepyomuM 3TarnoM paboTel ¢ MUTePaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue
KOHCIIEKTOB, (PUKCUPYIOIINX OCHOBHLIE TE3UCH M apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha
OTHOENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM
M3y4aeMoro Kypca. [Ipyroi cmocob - 3TO BefleHNe TeEMaTUYeCKUX TeTpanei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinue cnenuanbHble PabOTH MOHOTPad@HUYeCcCKOTO
XapakTepa Ienecoo0pa3HO KOHCIIEKTUPOBATb B OTHENIbHBIX TeTPafsx. 31eCh BaxXHO
BCIIOMHUTB, UYTO KOHCIIEKTHI IIAIIYTCS Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTAaTOYHBIM
IJIST UCTIPABJIEHUS ¥ PEMAPOK MEXKCTPOUYHHIM PACCTOSTHMEM (9TU IpaBuia COOMIOOAIOTCS
sl ynoOCTBa peflakTupoBaHus). EC/IM B KOHCIIEKTaX IPUBOOATCS IUTATEL, TO HEIIPEMEHHO
OOIXKHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHLEIE MaHHBIE, Ne
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CcTpaHulkl). BriocnemcTBuu 3Ta wHGOPMAIMK MOXKeT OBITh MCII0JIb30BaHa IPKU HAallMCAHUHN
TeKCTa pedepaTa Uy OPyroro 3afgaHus.
TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOM BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUIUPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKIO0 B COOTBETCTBUY C OIpeeIeHHON y4eOHOH 3aauel;

- 00001maTh MOTy4YEHHYI0 HH(POPMALXIO, OLleHNBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coob1IeHu; GopMyIupoBaTh, YCTHO U IHChbMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyINPOBATh TE3UCH;

- TOTOBUTb U IIPE3EHTOBATh Pa3BepPHYyThIe COODIIEHHUS THIIa NOKIIaa;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYaANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NENCTBHS CBOMX TOBAPHINEH, 00BeKTHBHO OI€HUBATh
CBOM JIE€MCTBHUSI;

.- obpamaThCsa 3a IOMOIINbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPerofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJlbHOW AOTagKOoH, CJIOBapsiMH
Pa3IMYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMu B TEKCTE (KIJTI0UeBhIe
CJIOBa, CTPYKTypa TEKCTa, IpefaBapsoilas nHpopMalus 1 ap.);

- UCIIONb30BaTh MPU TOBOPEHUM U MHUCHME Nepudpas, CHHOHMMUYHLIE CPEe[CTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIUINKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3bIBAHUS UJIK BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBLI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMMKY, XKeCTH (BOOOIIe X B Te€X CIydasix, KOrha S3bIKOBEIX CPENCTB He
XBaTaeT [Jig BhIPakKeHUS TeX UM MHBIX KOMMYHUKaTABHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXkyTOYHOU aTTeCTALlUU
[Tpu moATrOTOBKE K IPOMEXKYTOYHOM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMAaTEJIbHO M3Y4YUTh NI€pPeYeHb BOIPOCOB W ONPENENuTh, B KaKUX UCTOYHUKAX
HaxXOOsTCSl CBeNeHUs, He0OXOOuMBbIe [OJig OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JIUTEPATYPY;
- COCTaBUTh KpaTKNe KOHCIIEKTEl OTBETOB (IIJIaHEl OTBETOB).

16. MaTrepHaIbHO-TEXHHYECKOe 00eclieueHHe THCIUIITHHBI

Tab6mua 10
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoOBaHHE 000PYyI0BaHHS
/o ayIUTOPHH U TabOpaTOpPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC
AYOUTOPHUH MJIsI IPOBENEeHUs I'PYIIIOBLIX 1
2 YAHTOPHH [ p A py Aynro-BUe0 KOMIIJIEKC
MPaKTU4YEeCKUX 3aHSITUHN
3 |KOMIIBIOTEPHBIM KJTaCC [IepcoHaANTbHBIE KOMIIBIOTEPE
AyOUTOPHS I KYPCOBOTO M JUILJIOMHOTO
4 [YRHTODHA I yp a [TepcoHanbHBIE KOMIIBIOTEPHI
MPOEKTHUPOBAHUS
5 |AyguTopus Ojisi CAaMOCTOSITeIbHOM PabOTHI KoMIIbIOTEpHas TEXHUKa
6 [YuTanmbpHBIM 3all [TepcoHaIbHBIE KOMIIBIOTEPHI

12



13



