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Pa6ouyasi mporpaMMa OMCHUIIIMHBE COCTaBleHa Ha ocHOBe TpeOoBauHuiu demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenmuanbHOCTH) moAarotoBku «10.05.02 HMuHbopManmumoHHass 06e30IaCHOCTH
TEJIEeKOMMYHUKAIUOHHBIX CHCTEM», YTBEPXKOEHHHIM INpUKa3zoM MUHUCTEpPCTBaA
oOpa3oBaHus u Hayku Poccuiickont ®emepanuu ot 16.11.2016 Ne 1426, u B COOTBETCTBUU C
pabo4yuM y4eOHBIM IIJIaHOM, YTBEPKIOEHHEIM PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mpenofgaBaHus OUCHUIIIMHLL «3aluTa HHPOPMAIMU B KOMIILIOTEPHBIX CETSIX»
SIBJISIETCS:

oaTh CAyllaTensIM yrinyOJieHHBle M pacIiMpeHHble 3HaHUSA B 0071aCTU CETeBOU
O6e3omacHOCTH. [IUCIUIIINHA «3aIuTa “HOOPMAIMK B KOMIIBIOTEPHBIX CETSIX» IIOCBSIIEHa
M3YYEeHUI0 OCHOBHHIX MPUHIUIIOB 00ecnedeHrsT NHPOPMaIMOHHON 0e30IIaCHOCTH CETH.
PaccMaTpuBalOTCSI TEXHOJIOTUM 0e30MMacHOCTH, MOHHTOPHUHIA M Pa3pelleHus mpobiem
CEeTEeBBIX YCTPOUCTB AN obeclmedyeHUS LEJTOCTHOCTHA, KOHPUOEHUHUATbHOCTH U
OOCTYIIHOCTH [aHHBIX U YCTPOWCTB

9OTa 1e/lb OCTUTaeTCs IIyTeM pelleHus Claenyolux(er) 3agad(u):

OOCTUTAITCSI Ha OCHOBe QyHOaMeHTalu3alluu, HHTeHCHDUKANUU U
MHOWBUAyalKW3allUu IIpollecca OOy4eHUS NYyTEM BHeApeHUS U 3GGEKTUBHOTO
HCIIOJIb30BAHUS MOCTHUXKEHUN KHOEPHETHKH, TEOPHUU CBSI3H.

2. MecCTO THCIHIIIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

JucuunnuHa «3aluTa HHPOpPMalluu B KOMIIBIOTEPHEIX ceTax» b1.5.17.02 aBnsercs
OOHOUM M3 OUCHUNNIUH 0a30BOU y4yeOHOTro IJlaHa MOATOTOBKM CIlellMaJuTeTa II0
HamnpaBiaeHuio «10.05.02 MudpopmannonHasi 6e30MaCHOCTh TENEKOMMYHUKAIIMOHHBIX
cucteM». HcCXOOHBIM YPOBEHDb 3HAHUU M YMEHUU, KOTOPHIMU AOJIKeH 00/1afgaTh CTY[EHT,
IpuCTynasgd K M3YYEeHUI0 OAaHHOW OUCLHUIIJIMHBI, ONpPEefeNseTcsd U3y4eHUEeM TaKux
OUCIIUIIINH, KaK «3alldllleHHbIe ONepalliOHHbIE CHCTEMEI».

3. IlepeyeHb IVTAHHPYEMBIX Pe3yIbTaTOB 00yUYeHHsI, COOTHECEHHBIX C
IUTAaHUPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOrPaMMBbI

[Tpouecc n3ydyeHus AUCLUNIMHLEL HallpaBieH Ha (POPMUPOBaHUE CIEIYIOMINAX
KOMIIETEeHIIUN:
Kommetenuuu, ycranosnenHsle OI'OC BO
Tabnuia 1

Ne Kopn

HanMeHOBaHHE KOMIIETEHIITHA
II/II [KOMIIeTeHITUH

CIIOCOOHOCTBIO IPUMEHS T IPOTPaMMHBIE CPEICTBA CUCTEMHOTO 1
1 OIIK-5 IIPUKJIagHOTO Ha3HaYeHUs, I3BIKM, METONB M MHCTPYMEHTaIbHbIE CPefiCTBa
IIPOTPaMMUPOBaHHUS AJIS pellleHns MpodeCCUOHaIbHEIX 3a/lay

[TnanupyeMble pe3yIbTaThl 00yUYeHus

Tabnuiia 2
Kog
KoMIIe- 3HATh yMeTh BJIaeTh
TeHIUH

HCIIOJIh30BaTh OCHOBHEIE
OCHOBHEIE THIIHI AHHEIX, BOIIPOCAMHU
MeTOIH 00BEeKTHO-

OIIK-5 | KOMOMHUPOBAHHEIE THUITHI apmuHUCTpUpPOoBanusa OC
OPUEHTHUPOBAaHHOTO

IAHHLIX, KJIACCHI; MS Windows Server;
IIPOrpaMMUPOBAHNS;

JToTIOTHUTEJIbHBIE KOMIIETEHIINUN
Tab6mnuia 3



No Kopg
HauMmeHOoBaHHEe KOMIIETEHIHHA
II/II KOMIIETEHIIUH
CIIOCOOHOCTBI0 aHATM3UPOBATH MH(POPMAIIMOHHEIE TOTOKH Ha TTaKETHOM
1 [ICK-12.4 |ypoBHEe, OlIeHUBATh PeaIbHEIN YPOBEHb 0€30IaCHOCTY UH(DOPMAIIMOHHOTO
B3aMMOMENUCTBUS U NpenyaraTh 3QpGeKTUBHLIE MEPHI OIS €T'0 IOBBIIIEHUS
[TnaHupyeMble pPe3yabTaThl 00yIeHUS
Tab6mnuia 4
Kog
KoMIIe- 3HATh yMeTh B/IaJieTh
TeHIIUH
HaBHIKAMU HAaCTPOUKHU
pa3pabaTriBaTh ; .
KOMIIEKCHVIO TONATHK cTaTU4yecKux (site-to-site)
Crek npoTtokosnos IPSEC KCHY y VPN coemmHeHnI
ceTeBoOM 0€30ITaCHOCTH
[ICK-12.4| .MeToq®b! 3alIATHL CETEBBIX .HaBEIKaMU
. .KOHQUTYpHUPOBATh CUCTEMY
YCTPOUCTB U CUCTEM; KOH(QUTYPUPOBaHUS
IIpeqoTBpalleHus . .
, YCTPOXCTB JIOKaJIbHOU CETH
BTOpKeHui (IPS);
019 KOHTPOJIS OOCTYIIa;

4. 00beM THCHHIUITHHBI ¥ BHABI y4€0HOH PadoOThI

Ounas popMa o0yueHUs

Tabmuua 5
o Bcero|CeMmecCTphI
Bupg yue0HOM padoOThI 9ACOB 7

O61ast TPyIOeMKOCTb | 3 3ET 108 108
KoHTakTHasi pabora ¢ 00y4alOIIUMHUCS 50.25 50.25

B TOM YUCJIE:

Jlekuuu 20 20
[TpakTuueckue 3anatus (I13) 16 16
JTa6opaTopHbie paboTs (JIP) 14 14
3almTa KOHTPOJIbHON PabOoTH -
3ammuTa KypcoBoil paboThl -
3amuTa KypCoBOr0 IIPOeKTa -
[TpoMexXyTOYHAas aTTeCTalUs 0.25 0.25
CamocTositeibHasi padoTa ob6yuaromuxcsi (CPC) 57.75 57.75

B TOM YHCJIE:

Kypcosas paboTa -
KypcoBoy npoekT -

W / unu mpyrue BUOBL CAMOCTOSATETEHOM PabOTHL:

TIOATOTOBKA K JTabopaTOPHEIM paboTaM, MPaKTHYECKUM 1975 | 4975
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, U3yUeHHe ' )
TEOPETHYECKOT0 MaTepuana.

[TogroTroBKa K IPOMEXYTOUYHOU aTTECTAIlN 8 8

Bua npoMeKyTOYHOH aTTeCTAlluH 3aueT
5. CogepKaHHe TUCIUIIIHHBI

5.1. ComepxaHue pa37esioB OUCLUIIIUHEI.
Tabmnuia 6




Ne cemecTpa
No HauMeHoBaHHue
- /;1 pa3jgesa (TeMbI) Copgep:xkaHue pa3gena O9IHO-| .
OTUCIHIUTHHBI OYHasi|3a04-
Hasl
Has
Pazgen 1.
Yrposel ceTeBon
1 Yrpo3sel ceTH, ySI3BUMOCTH, BUIH YTPO3. 7
0e30IaCHOCTH B
COBPEMEHHOM MUpe
Paszpen 2. YnpasneHre 1 MOHUTOPUHT YCTPOUCTB,
2 | 3amuTa ceTeBhIX PacnpepneneHue qocTyma o IpUBUIETUSIM, 7
YCTPOWCTB 3aIMTa NJI0CKOCTH YIPaBICHUS.
Pazgen 3.
ABTJCI)pI/I3aI.[I/15{ [TpoTtokon AAA, nmokanbHast ayTeHTUPUKALINS,
3 AVTEHTH @HKahHH U CcepBepHas ayTeHTU(PUKALUS (IPOTOKOJIBI 7
y RADIUS, DIAMETER)
yuet goctyna (AAA).
Pazgen 4.
A Peanmuzanus JIMCTBI KOHTPOJIS OOCTyTa, MEKCETEBLIE 9KPAHHI, 7
TEXHOJIOTUH (haepBOII HA OCHOBE 30H.
OpeHpMayepa
Paspmen 5.
BHenpeHne CUCTEMEI
5 AP . | Texuonoruu IPS, curHatypsl, BHegpeHue IPS. 7
3alIUTH OT BTOPXKEHUM
(IPS)
Pazgen 6.
6 Obecrneyenue 3amumra KOMMyTaTOPOB, port-security, 3ammra 7
0€30IaCHOCTH [JIs KOHEYHHIX YCTPOUCTB
nokanbHOU cetu (LAN)
Pazgen 7.
OCHOBHBIE @ITOPUTMEBL KPUIITOTpadun
Kpunrorpaduueckue
MIPUMEHUTEBHO K JIOKAIbHBIM BEIYHCIIUTETEHBIM
7 | cucteMbl. BHegpeHue 7
cetaM. IIpotokon IPSEC, BupTyasbHEIE YaCTHEIE
BUPTYQIbHBIX HaCTHBIX | -
cerent (VPN). )
Pazgen 8.
Yupasnenue .
N ®aepBonkl Cisco ASA, KoHPUTYPHUPOBaHUE,
8 | 6e3omacHoi ceThio. ASA p ¢ ypHp 7
y OOCTYT, ITOMCK HEMCIIPaBHOCTEN.
YCTPOXCTBa
0€30IIaCHOCTH.
Pa3pmen 9. .
YopaBnenue ceTeBoii 6€30MaCHOCThIO.
9 | YmpaBnenue 7
Pa3paboTka KOHIIEeHIuH 0e30IIaCHOCTH CETH.
0e30IIaCHOCTRIO CETH

5.2. MexpaucuuniuHapHble CBA3W C obOecrmeduBaeMbBIMU (MOCTEAYIOMIUMU)
OUCIUIIINHAMU.

Tab6muia 7
]
I[]\/[;'I HauMeHoOBaHHe 00ecmedynBaeMbIX (MOCIeaYIONINX) TUCITHILIHH
1 | KoMneoTepHBIE BUPYCHL
5.3. Pa3pgesnel OUCIIUIIINH U BUOLI 3aHATHH.
Ounas ¢popMa o0yueHUs
Tabmuma 8



No HauMeHoBaHMe pa3jgesa (TeMbI) JIek-| IIpakt. | JIla6. |Cemu- CPC Bcero
n/m OUCIHHUIUTHH IIMH [3aHATUSA3aHATHS HAPbI JaCOB
Pazpgen 1.
1 | Vrposel ceTeBoit 6e30I1aCHOCTH B 2 2 6 10
COBPEMEHHOM MUpE
9 Pazgen 2. ) 9 9 6 10
3alluTa CETEBLIX YCTPOMCTB
Pazgen 3.
3 | ABTopu3auus, ayTeHTU(PUKAILUI U yIeT 2 2 6 10
goctyna (AAA).
4 Pazmen 4. ) 9 9 6 10
Peanu3zaliys TeXHOJIOTH OpeHaMayepa
Paspern 5.
5 | BHegpeHue CUCTEMH 3aIIUTH OT BTOPXKEHUU 2 2 6 10
(IPS)
Paspern 6.
6 | Obecmeuenue 0€30IIaCHOCTH OJIS JIOKAILHOHN 4 2 6 12
cetu (LAN)
Paz3pmen 7.
7 | Kpuntorpaduueckue cucteMul. BHegpeHnue 2 2 3 6 13
BUPTYalbHBEIX 9acTHEIX ceTed (VPN).
Pazpen 8.
8 | YmpaBnenue 6e3omacHOM ceThio. ASA 2 2 7 3 14
ycTporcTBa 6€30MaCHOCTH.
o |Pasmen?d. 2 4 4.75(10.75
YrupaBnenue 0e30MaCHOCTHIO CETH
Htoro: | 20 16 14 - 149.75|99.75

6. ;TabOpaTOPHBIN MPAKTHKYM

Ounas popMa o0yueHUs

Tabmnua 9
No Howmep o Bcero
pa3gea HauMeHoBaHHe T1a00pPaTOPHON PadOTHI
o/ JacoB
(TeMbI)
1 7 Hacrtpoiika site-to-site VPN 3
2 8 Hactpoiika Cisco ASA, ncnons3yss ASDM 4
3 8 Hacrpoiika Clientless VPN 3
4 9 YnpaBneHue ceTeBor 6e301MaCHOCTEIO 4
Wrtoro: | 14
7. IIpakTHYEeCKHEe 3aHATHs (CEeMUHapPhI)
Ounas popMa o0yueHUs
Tabnuma 10
Homep
No " Bcero
pa3gena HauMeHOBaHMHEe NPAaKTHYECKHUX 3aHATHH (CEMUHApPOB)
n/u JacoB,
(TeMbI)
1 1 MeToqbl COIManbHOM UHXEHEePUHU 2
2 2 3almTa MaplpyTU3aTopa, HaCTPOMKa afMUHUCTPATUBHOIO JOCTyIIa 2
3 3 Pa6ota ¢ mpoTokonamu AAA u RADIUS 2




4 4 Hactpoiika (paepBojia Ha OCHOBE 30H 2
5 5 Hactpoiika IPS Cisco 2
6 6 3amuTa KoMmMyTaTopoB Cisco Layer 2 2
7 7 Hactpoiika VPN, ncnons3yss KOMaHIHYI CTPOKY 2
8 8 Hactpoiika ¢yskimi 6e3onacHoct Cisco ASA, VPN ynaneHHOro goctyna | 2
Htoro: | 16
8. IIlpuMmepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
PabouuM yuyeOHBIM I1JTaHOM He ITPENYCMOTPEHO
9. CamocTosiTeIbHasA padora
Ounas hopMa o0yueHus
Tab6mnuia 11
No
pasfiena Copepxanue CPC ®opmMa KOHTPOJIS Beero
M CIIUII- JacoB
JIMHBI
Yrpo3sl ceTeBoi 6€30MaCHOCTH B COBPEMEHHOM
1 OTYeT 6
MHUpEe
2 3almTa CeTeBLIX YCTPOUCTB OTYeT 6
3 ABTOpu3alus, ayTeHTU(PUKALMS U YIET OOCTYIIa oTeT 6
(AAA).
4 Peanusarus TexHonorui OpenaMayepa 0TYeT 6
5 BHenpeHue cUCTeMBI 3alllUTH OT BTOpKeHuu (IPS) OTYeT 6
Obecneuenune 6e30IaCHOCTH OJIS JIOKAJIBHOU CeTH
6 0oTYeT 6
(LAN)
Kpunrorpadudeckue cucTemul. BHepeHne
7 N OTYeT 6
BUPTYaIbHBEIX 4acTHHIX ceTedd (VPN).
Ynpasnenue 6e30macHoi ceThio. ASA ycTpoicTBa
8 0TYeT 3
6e301aCHOCTH.
9 YupaBneHune 0€30MaCHOCThIO CETH OTYET 4.75
Htoro: [49.75

10. Hepe'-lel-l]:- y'{eGHo-MeTonnqecxoro odecneyeHus OIS CaMOCTOSITeILHOH

padoThI

00y4YaIoIIMUXCs MO TUCHUIUIHHE

17151 caMOCTOSITEIbHOM PabOTHI IO AUCIUIIINHE PEKOMEHIOBAHO clenywilee yueOHo-
MEeTOANYEeCKoe o0ecreyeHue:
- [TonoxkeHue 0 CaMOCTOSITeIbHOM paboTe cTyneHToB B CaHKT-IleTepbyprckom

roCy[lapCTBEHHOM YHHUBEPCUTETE TeleKOMMyHUKauui uM. npod. M.A. boruy-BpyeBuua;
- peKOMeH[oBaHHAas OCHOBHAS W OOIOJHUTEJIbHAS NTUTEPATYpPa;
-+ KOHCIIEKT 3aHATUU 110 OUCLUIIINHE;
- Claupgbl-TIpe3eHTalliy U IPYroM MEeTOONYECKUY MaTepral, UCIIOIb3yeMbIi Ha 3aHATUAX;
- MeTOfUYeCKre PEKOMEH[IAIIMH 10 TOATOTOBKE MUCbMEHHBIX PaboT, TpeOOBaHUS K UX

comepxkaHuio u ohopMmienuio (pedepar, acce, KOHTPOIbHAS paboTa) ;

- (boHOHI

OII€EHOYHLBIX CPENCTB;

+ METOONYECKUE YKA3dHUA K BRIIIOJIHEHUIO naﬁopaTopme pa60T oI CTYOEHTOB;



11. ®oHA OLIEHOYHBIX CPEICTB ISl MPOBEIeHHsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Yaromuxcsi

®oH[ OLEHOYHBIX CPedCTB pa3pabaThBAaeTCS B COOTBETCTBUU C MeTOOUYECKUMHU

pekoMeHpanusamMu mo ¢popmupoBanuio ®OC u npukazom MunobOpHayku Poccuu ot 5

anpens 2017r. Ne 301, r. MockBa "O06 yTBepxkpaeHuu IlopsggKa OopraHW3aluu U

OCyIIecTBiIeHusI 00pa30BaTeIbHON OeATEeIbHOCTH MO 00pa3oBaTeNbHBIM IpOorpamMMaM

BHICIIETO 00pa3oBaHusg - IporpaMmaM OakanaBpuaTa, MporpaMMaM CIelHaluTeTa,

mporpaMMaM MarucCTpaTyph" U SBAgeTCA NpuiaoxkeHueM K pabodeil mporpaMmme

OVCLUIIIAHEL

®oHO OIEHOYHHIX CPEACTB MOJid NMPOBeOeHUS MPOMEXYTOUYHOW aTTeCTaluu
00y4YalolIuXCsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IlepeyeHb KOMIIETEHLIUM C yKa3aHUEM 3TaNoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OTHMCaHUe T0Ka3aTejied U KPUTEPUEB OlleHNBaHUS KOMIIETEHIIMY Ha pa3INYHbIX 3Tanax
¥x (OPMUPOBaHUS, ONIMCaHKE IIKal OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHBIE 3a[jaHus I HHBIE MaTepuabl, He00XO[UMbIE [IJIST OLleHKU
3HaHWM, YMEHUY, HaBBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX STallbl
(dhopMupoBaHUS KOMIIETEHIIAN B IIPOLIECCEe OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMME;

- METOOWYeCKHe MaTepuallbl, OMpeaensiolue IPoleyPhl OlleHUBaHUS 3HAHUU, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXX[moro pe3ybTaTa 00y4eHUS [0 AUCHUIIINHE ONPEensioTCa IoKa3aTelu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha pPa3/IMYHBEIX 3TamaX HX

dbopMupoOBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

OumeTHl A7 3a4YeTa B KonudecTBe 40 mT (2TeopeTuYecKrx Bompoca 1 mpakTHUeCKui)
KHWM B konmuyectse 1001t

TecThl ceTeBoM akageMuu Cisco

- IlpakTuueckue 3aganus Ha Cisco packet tracer

- IlopTdonuo cTyneHTa B ceTeBoi akagemuu Cisco

- Pab6ora co croiikou Cisco

12. IlepedyeHb OCHOBHOH H IOIOTHHTE/ILHOH JIUTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIITHHBI

12.1. OcHOoBHas nuTEpaTypa:
1. 3ammTa uHGOPMAIUYU C TOMOIIBI0 MapIIPyTH3aTOPOB ¥ KOMMYTaTOPOB [ DJIEKTPOHHBIN
pecypc] : yueb. mocobue / . . Kupunnos, A. B. Kpacos, E. A. Cunus, U. A. Ymakos ;
®enep. areHTCTBO CB3u, Pemep. roc. o6pa3oBaTeIbHOE OI0[XK. YyUpeXIeHUE BHICII. IPOQd.
ob6pazoBanusi "C.-IleTep6. roc. yH-T TeleKOMMYHHKanui uM. npod. M. A. Bonu-
Bpyesuua". - CII6. : CII6I'YT, 2013. - 62 c. - UMeeTcsl med. aHAJOr.

12.2. [JononHUTENbHAS IUTEPaTypa:
1. 3aneuynukos, C. B. OCHOBEI TOCTPOEHUS BUPTYaIbHBIX YaCTHHIX CeTel [DIeKTPOHHBIN



pecypc] : yueb. nocobue / C. B. 3aneunukos, H. I'. Munocnasckas, A. Y. Toncrou. - M. :
l'opsuas nuuug-TenekoMm, 2011. - 248 c.

2. 3amuTa nHGOPMAILUM C MTOMOIIbI0 MapIIPYyTU3aTOPOB ¥ KOMMYTaTOPOB [ONEKTPOHHBIN
pecypc] : MeTop. ykas. K 11ab. paboram / [I. . Kupunmnos, A. B. Kpacos, E. A. Cunus, U. A.
YmaxkoB ; ®emep. areHTcTBo cBI3u, demep. roc. odOpa3oBaTebHOE OIOMXK. YUpPeKIEHHUE
BhICII. TTpOd. oOpa3oBanus "C.-IlerepO. roc. yH-T TeIeKOMMYHUKaIUK UM. pod. M. A.
Bonu-bpyesuya". - CII0. : CII6I'YT, 2013. - 63 c. - UMeeTcs med. aHamOT.

13. IlepeyeHs pecypcoB HH(POPMATTHOHHO-TEIeKOMMYHUKAIIHOHHOH CE€TH
«AHTEpHET»

- www.sut.ru
- lib.spbgut.ru/jirbis2_spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOJIOTHH, HCIOJIb3YEeMBbIX IPH
OCYIIIeCTBIEHHH 00pa30BaTe/ILHOT0 MMPOIlecca M0 THCIHIUIHHE (MOIYITIO),
BKJII0Yasi IepeYyeHb MPOrpaMMHOro odecnedyeHuss 1 HHGOPMaITHOHHBIX
CIIPaBOYHBIX CHCTEM.

14.1. TIporpaMMHOe obecrniedeHne OUCIUTIINHBL:

- Open Office
- Google Chrome

14.2. UadpopMalliOHHO-CIIPaBOYHEIE CHCTEMBL:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeToguyecKHe yYKa3aHHUS IS 00yJalONIUXCS 10 OCBOEHUIO TUCIIHIITHHBI

15.1. IImaHupoBaHKe W OPraHU3alus BpeMeHH, He0OXOOUMOTO Mg U3YUYEHUS
OUCITUATIIMHEL

BaxXHBEIM YCJIOBHEM YCIIEITHOIO OCBOEHUS OUCHUUIIUHBL «3aluTa WHGOPMALUU B
KOMITBIOTEPHBIX CETSIX» SIBIASETCS CO3[laHMEe CUCTEMBI ITPABUJIbHOM OpPraHu3allu¥ TPYyHa,
TI03BOJISIONIEH paclpeneuTh y4eOHYI HArpy3kKy PaBHOMEPHO B COOTBETCTBUHU C
rpadukoM 00pa30oBaTENIbHOr0 Mpolecca. boJbllyo MOMOIIL B 3TOM MOXeT O0Ka3aTh
COCTaBJIeHUe IJTaHa paboTH Ha CEMECTP, MECSII, Hefleno, JeHb. Ero Hanuyue mo3BOJIUT
IIOOYMHUTH CBOOOIHOE BpeMs IeNisiM y4ueOwl, TpyouThcs 6ojiee ycrelrHo u 3hPeKTUBHO.
HyXHO OCYyIIECTBASATh CAMOKOHTPOIIb, KOTOPHIH SBISETCS HEOOXOOUMBEIM yCIIOBUEM
ycrenHo# y4e0bnl. Bce 3amaHusi, BKI04as BHIHECEHHBIE Ha CAMOCTOSTEJIbHYIO paboTy,
PEKOMEHOYETCS BHIIONHSATL HEMOCPEOCTBEHHO IIOCJIE COOTBETCTBYIOIIETO ayAUTOPHOTO
3aHATUS (JIEeKIWU, TPAKTUYECKOTO 3aHSTHS), YTO CIOCOOCTBYET NydIleMy YCBOEHUIO



MaTepuasna, I03BOJISeT CBOEBPEMEHHO BHISBUTH M YCTPAHUTH «IMPOOENb» B 3HAHUSAX,
CUCTeMaTH3UpOBaTh paHee NPOUAEHHBIM MaTepuaa, Ha ero OCHOBe NMPUCTYIUTh K
OBJIaIeHUI0 HOBLIMU 3HAHUSMHU U HaBBIKAMHU.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYETaHUU
HECKOJbKUX BUIOB YueOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUM M NPAKTHUUECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT ONpeneieHHO CIeln(pUKO.

15.2. IToaroToBKa K JIEKLIUASAM

3HAKOMCTBO C OUCLUIIIMHON ITPOUCXOOUT YXKe Ha MEepPBOM JEKIUH, TOe OT CTydeHTa
TpebyeTcsl He MPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM NEKIUN He0OXOOUMO YUUTHBATL TOT (AKTOpP, YTO OJHU JEKIUU
[AI0T OTBETHl HA KOHKPETHHIE BOIIPOCH! TEMEI, APYTHE - JIULIb BHIABIAIOT B3aUMOCBSA3U
MeXIy SIBJIEHHUSMH, IIOMOTas CTYOEHTY IMOHSATh T'IyOMHHBIE HPOIECCH pPa3BUTHUS
M3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHCcmekTUpoOBaHUE JEKLUUU - CJO0XKHBIM BUI BY30BCKOU aymgUTOPHOM paboTHI,
Ipenmnoaraliui WHTEHCUBHYI YMCTBEHHYIO HOEeSTelIbHOCTh CTyoeHTa. KOHCIeKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3aliCcaHo caMoe CYIIeCTBEHHOE U CHEeNTaHO 3TO CaMUM
oOyuawmumcsa. He Hago cTpeMuThCs 3amucaTh [OCJIOBHO BCHIO JeKnuio. Takoe
«KOHCITEKTHPOBaHKE» MMPUHOCUT OOJIbINE Bpema, YeM IMoib3kl. Ilemecoo6pa3Ho BHadase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaTaeMyI0 JIEKTOPOM, a 3aTeM 3alucarth ee. 2KenaTenbHO
3alMUCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JTUCTA WX OCTABNSAS IOJS, Ha KOTOPHX
03Hee, IIPU CAMOCTOSITENIbHOM pab0Te C KOHCIIEKTOM, MOXKHO CeNlaTh [OMOIHUTE IbHEIE
3aIMKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIEeKT NeKnuu aydine Ioapas3fesaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B OOnbIION cTemeHu OymyT cmocoO6CTBOBAThH BOMPOCH IjlaHa JIEKIUH,
IpenoXeHHbIe mpemonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [eTaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIIPEIETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYI0 CHUCTEMY COKpalleHui, ab0peBUaTyp u
cuMBooB. OgHAKO MpH JanbHeuIel paboTe ¢ KOHCIIEKTOM CUMBOJIBL JIy4Ille 3aMEHUTh
OOBIYHBIMU CJIOBaAMHU [IJis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BceTrma He0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO Yy4eOHUK, HO U TY
JIUTEPATypPy, KOTOPYIO MOIOTHUTEIFHO PEKOMEHIOoBall JIeKTOP. IMeHHO TaKasl cepbe3Hasd,
KpomoTnuBasi paboTa C JNEeKUUMOHHBIM MaTepHalioM I03BOMUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. [TogroToBKa K IpakTUYECKUM 3aHATUSAM

TmaTenbHOE MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJIaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMIEHHOr0 MaTepuasa (MaTepuana JeKIWi, MPakKTU4eCKUX 3aHATHH), a
3aTeM u3y4yeHuss 00s3aTeNbHOM U [IOMOITHUTEIbHON JTUTEPATYPH, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HOMXKEH IMPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TeOpeTUYEeCKHe BOIPOCH MPaKTUKyMa, €r0 BEICTYIJIEHUU U y4aCTUU B
KOJIJIEKTUBHOM OOCYXKIOEHMH BOMPOCOB M3y4yaeMOM TeMbl, MPAaBUIbHOM BHIIIOIHEHUU
IPaKTUYeCKUX 3aJaHui ¥ KOHTPOJBHBIX PadoT.
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Heo6xoguMo MOHMMATh, YTO HEBO3MOXKHO BO BPEeMST ayIUTOPHEIX 3aHSITHN M3JI0XKHUTh
BeCh MaTepuaj KW3-3a JUMHUTA ayOIUTOPHBIX YacOB, W NMPU MUIYYEHUU MUCIUIIUHEL
HEIOCTAaTOYHO KOHCIIEKTOB 3aHATHH. [I09TOMy caMOCTOsITeNbHas padoTa ¢ yueOHUKaMH,
yu4eOHBMHU MOCOOMSIMHU, HAY4YHOW, CIPABOYHOM NHUTEpPaTypol, MaTepuagaMu
IepUOOUYeCKuX u3maHui u WHTepHeTa sBiIsgeTcss Haubomee 3G(HEKTUBHEIM METOIOM
TIONTyYeHHsI NOMOTHUTETbHEIX 3HAHWH, TI03BOISIeT 3HAUYUTEIbHO aKTUBU3UPOBATh ITPOIECC
oBNajieHusT uH@oOpMaIuen, crnocodCcTByeT Goyee raIy00KOMY YCBOEHMIO HM3y4aeMOTO
MaTepuana, GOpMUPYeT y CTYOEeHTOB CBOE OTHOIIEHHWE K KOHKPETHOU IpobiemMe.

15.4. PekoMeHpmaluu 1o paboTe ¢ TUTEpaTypoOn

Pa6oTy c nuTepaTypoii Ilenecoobpa3Ho HayaTh C U3y4yeHUs oOuKx paboT 1o TeMe, a
TaKXe y4eOHUKOB M y4yeOHBIX mocobuii. [lanee peKOMeHAyeTCs NMepeuTu K aHanusy
MOHOrpaduil U cTaTel, pacCCMaTPUBAIOIINX OTAENIbHEIE aCIeKTHl Ipo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke opUIIMaTbHBIX MaTepUaaoB U HEOMyOJIMKOBAHHBIX MOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue PaboThl, AUCCEePTalliM), B KOTOPHIX MOTYT COAepXkKaThCsd
OCHOBHBIE BOIIPOCH U3y4aeMOU MPOOIIeMEI.

PaboTy ¢ uCTOYHMKaAMHU HaJO0 HaYyWMHATh C O3HAKOMUTENILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIENAS €r0 CTPYKTYPHbIE eQUHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKaMyd OTMeYaloTCS Te CTPaHHUIb, KOTOphkle TPeOyioT 0ojiee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT pe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCs
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MMOCTaBIeHHOU
3amauu TpebyeTcs u3ydyeHWe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUS. Ecu B KHUTe HET IoApoOHOro OrjiaBlieHus, clefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIe U UMEeHHbIEe YKa3aTellu.

V36paHHbe (pparMeHTH WU BECb TEKCT (E€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHMBOI'0, HETOPOIIIUBOTO UYTEHMHS C «MBICIIEHHOM IMpopaboTKOoim»
MaTepuana. Takoe 4TeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymMeHToB; 3) BeIBOOoB. Ocoboe BHUMaHUe cjaefyeT 00paTHUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHaNIU3UpOBaTh, KakKue U3 yTBEPKAEHUU
aBTOpPa HOCST NpoOIeMaTUYHBIM, TUIOTETUUYECKUM XapaKTep M YIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TakKuM 00pa3oM paboTaTh C TEKCTOM NIPUXOOUT HaleKo He
cpaldy. Haumnyuymu#i cnoco® HayduUThCS BHIAENSATH T'JIaBHOE B TEKCTe, ylIaBIUBaTh
npoOyieMaTUYHLIM XapakKTep YTBEPXKIEHUU, NaBaTh OI[EHKY aBTOPCKOM MO3ULMUHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAKOMUTCS C Pa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH ¥ [ieslaeT BHIBOA 0 HaubomnbIinel yoemuTeNbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEUYaTCSA Pa3Hble TOUYKYU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU MPOIIEAIINX COOLITUM U IIPABOBLIX SIBIIEHUM, HENIb3sT UX OTBEPTaTh, HE
pa3obpaBmuchk. [Ipy HaTUYUM PACXOXKOEHUU MeXOy aBTOpaMU HeoOXOOWMO HaWUTHU
palyoHanbHOE 3€ePHO Yy KaXXOOro M3 HUX, YTO MO3BOJIUT T'Iy0Ke YCBOUTH NMpEeAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHWBATh U3ydaeMble BOIPOCH. 3HAKOMSCh C 0COOBIMU
MIO3UIUSIMU aBTOPOB, HYKHO ONpPENeNATh UX CXO0XKUe CYyKOEeHHUs, apT'yMEHTHI, BEIBOAHL, a
3aTeM CpPaBHMBATh UX MeXy co00M U MPUMEHSTh U3 HUX Ty, KoTopas 0ojee ybeouTebHa.

CnepyomuM 3TarnoM paboTel ¢ MUTepPaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue
KOHCIIEKTOB, (PMKCHUPYIOIINX OCHOBHLIE TE3UCH W apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha
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OTHEeNbHHIX JINCTAX, KOTOPEE MOTOM JIETKO CHCTEMATH3UPOBATh IO OTHENILHEIM TEeMaM

M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4eCKUX TeTpafei-KOHCIEKTOB

II0 OMHOM KakKou-nmubo TeMme. bonbinue crmemnuanbHbe Pab0TH MOHOTpadHuuecKoro

XapakTepa menecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBIX TeTPadsx. 3Mech BaxKHO

BCIIOMHHUTD, UYTO KOHCIIEKTHI ITUIIYTCS Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM

OIS UCIIPABJIEHUS ¥ PEMApPOK MEXCTPOYHBIM PACCTOSHMEM (3T IpaBuila coOMI0OOAI0TCs

st ynoOCTBa pefllakTUpoBaHus). ECTM B KOHCIIEKTaX IPUBOOSATCS IUTATHL, TO HEIIPEMEHHO

IDONXHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne

cTpaHulel). BriocneacTBuu 3Ta nHGOPMAIMK MOXKeT OBITh MCII0JIb30BaHa IPKU HAallMCAHUHN

TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPULIMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKI0 B COOTBETCTBUU C OIpeeIeHHON y4eOHOM 3aauel;

- 00001aTh MOTy4EHHYI0 HH(POPMALKIO, OL[eHMBATh IPOCIYIIAaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHChMEHHO,
OCHOBHYIO U[Iel0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BepPHyThIe COOOIIEHNUS THIIa NOKIIafa;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYANIbHO, B IIape, B IPYIINE), B3aUMOAEHUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEMCTBHS CBOMX TOBAPHINEH, 00BeKTHBHO OI€HUBATh
CBOU [IEUCTBUS;

.- obpamaThCsa 3a IOMOIIbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPernofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW WM KOHTEKCTYaJlbHOW AOTagKOH, CJIOBapsiMH
Pa3IUYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMu B TEKCTe (KIJTI0UeBhIE
CJIOBa, CTPYKTypa TEKCTa, MpefaBapsioilas nHpopMalus 1 ap.);

- WUCIIONb30BaTh MPU TOBOPEHUM U MHUCHME Nepudpas, CMHOHMMUYHBIE CPEeNCTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIUINKY coOeceJHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3bIBAHUS UJIM BOIIPOCA;

- 00paTUThLCA 3a MOMOIIBI0 K CO0eCEeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMMKY, XKeCTHI (BOOOIIe X B Te€X CIydasix, KOrfa S3bIKOBEIX CPENCTB He
XBaTaeT [JIg BhIPakKeHUS TeX UJIM MHBIX KOMMYHUKaTHBHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXkyTOYHOU aTTeCTALlUU
[Tpu moATrOTOBKE K IPOMEXKYTOYHOM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMAaTEJIbHO M3Y4YUTh NI€PeYeHb BOIPOCOB W ONPENENuTh, B KaKUX UCTOYHHUKAX
HaXOOsATCSl CBeNeHUs, He0OXOOuMBbIe [Jid OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JIUTEPATYPY;
- COCTaBUTh KpaTKNe KOHCIIEKTEl OTBETOB (IIJIaHEl OTBETOB).

16. MaTepHa/IbHO-TEXHHYECKOe 00eclieueHHe THCIHIITHHBI

Tabnumna 12

Ne HauMeHoBaHHe ClieIHa/TU3UPOBAHHBIX

o o HauMeHOBaHHE 000pyI0OBaHHUSsI
n/n ayIUTOPHH H JTadOpaTOpHi
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JleKIIMOHHAs ayOUTOPUS

Aynuo-BUE0 KOMILJIEKC

AyOUTOpPUY [JIS ITPOBENEHUS TPYNIIOBLIX U
MPaKTUYECKUX 3aHATHH

Aynuo-BUIE0 KOMILJIEKC

KOMIBIOTEPHEIH KJIaCC

HepCOHaHBHHe KOMITBIOTEPEL

AyouTOpHs [ KYpCOBOTO U HUIIJIOMHOTO
[TPOEKTHUPOBAHUS

[lepcoHabHbIE KOMITBIOTEPHL

AyIuTOPUS 71 CAMOCTOSITEIbHOM paboTEl

KoMIIbIOTEPHAS TEXHUKA

|01 B [ DN [

YuTanbHBIH 3a7

[lepcoHaIbHbIE KOMITBIOTEPH
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