OENEPAJIBHOE ATEHTCTBO CBfA3H

OENEPAJIBHOE TOCYOJAPCTBEHHOE BIOI2KETHOE OBPA30BATEJIBHOE
YYPEXTEHHUE BBICHIEI'O OBPA3OBAHHUA
«CAHKT-IIETEPBYPI'CKHUM I'OCYJAPCTBEHHBIA YHUBEPCUTET
TEJJEKOMMYHHUKAIIUY UM. [IPO®. M.A. BOHY-EPYEBHUYA »
(CIIoI'YT)

Kadenpa 3aIuIIeHHBIX CUCTEM CBSI3U
(momHOe HauMeHOBaHUe Kadephl)

_ . YTBEPA A
_ pofiEktapeRapoperTop no yuebnoii pabote

X\ VA, ;
/»F’Z_.____TM Mamkon

S A 2()&1‘.

("I—Ir' LOKYMEHT NOSNKCAH NPOCTOR
J 10 INEKTPOHHOR NOQNHCHID

Ceprudurat: B0FdTo9708Ffd307603
Bnapenel: Bavesckwid Cepred BukTopoBudy
NedcterTened ¢ 15.83.20821 no 14.03. 2026

Peructpauuonssiii Ne 19.05/202-[1

PABOYA{ ITPOI'PAMMA NTUCIIUIIIIUHBI

TeCTI/IpOBaHI/Ie Ha IIPOHUKHOBEHNE U 9TUYHBIM XaKMHT
(HaI/IMeHOBaHI/Ie JII/ICI.II/IHJ'II/IHBI)

oOpa3oBaTe/bHasI TPOTrPaMMa BHICIIETO 00Pa30BaHUS

10.05.02 MudopmanmroHHass 6€30I1acHOCTb TeIEKOMMYHHUKAIIMOHHBIX
CHCTEM
(KOJI " HAMMEHOBadHNE HallpaBJI€eHKA IIOATOTOBKHU / Cl'IeI.II/IaJ'II:HOCTI/I)

CrnenmanucT 10 3aluTe HHGHOPMaluu
(kBamuduKaIms)

be3omacHOCTh TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM I/IH(l)OpMaL[I/IOHHOI"O
B3aMMOJEUCTBUS
(HampaBneHHOCTS / TpoduIL 06pa30BaTENbHOM IPOTPAMME)

o4Has popMa
(bopma oOyuenuUs)

CankT-IleTepOypr



Pa6ouyasi mporpaMMa OMCHUIIIMHBE COCTaBleHa Ha ocHOBe TpeOoBauHuiu demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenmuanbHOCTH) moAarotoBku «10.05.02 HMuHbopManmumoHHass 06e30IaCHOCTH
TEJIEeKOMMYHUKAIUOHHBIX CHCTEM», YTBEPXKOEHHHIM INpUKa3zoM MUHUCTEpPCTBaA
oOpa3oBaHus u Hayku Poccuiickont ®emepanuu ot 16.11.2016 Ne 1426, u B COOTBETCTBUU C
pabo4yuM y4eOHBIM IIJIaHOM, YTBEPKIOEHHEIM PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

[lenpio mpernofaBaHus QUCHUIINHE « TeCTUpOBaHKEe Ha IPOHUKHOBEHNE U STUYHBIN
XaKUHT» SBJISETCS:

u3ydyeHue MEeTON0B aHa/lu3a yrpo3 KOPIOpPaTUBHOU CETU

OTa menb [OCTUTaeTCd MyTeM PelleHus clenyoumx(ei) 3apad(u):

yMeHUe NPUMEHHUTh pa3juyHBe MEeTOAH aHalu3a yrpo3 U oOHapyXKeHHUS
BpenoHocHoro I10

2. MecCTO THCIUIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

IucuunnuHa «TecTupoBaHME Ha NPOHUKHOBEHHE M 3THUYHHIK XakKuHr» b1.5.21
SBNISETCA OOHOW M3 AUCHUNIUH 0a30BOM YacTHU I[UKJIa y4eOHOTro IjlaHa MOATOTOBKHU
cnenuanuTetra mno HanpaBiaeHu «10.05.02 HuHbopmamuonHas 0e30IaCHOCTH
TeJIEKOMMYHUKAIIUOHHBIX CUCTEeM». MCXOOHBIM yPOBEHb 3HAHUU U YMEHUU, KOTOPHIMU
moyKeH o0/afaTh CTYAEHT, IPUCTYNAS K U3YYEeHUIO TaHHON JUCITUIIINHEL, ONPEeneIsieTcs
M3y4yeHUeM TaKUX OUCIHUIJINH, KaK «3almuTa mHPOpPMAIUM B KOMIIBIOTEPHBIX
ceTsix»; «3almuTa 00/TaYHBIX BBIYMCIEHUN M TEJIeKOMMYHUKAITUN».

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yJIbTaTOB 00yUY€eHH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Iporecc u3y4eHus: QUCLUIIIMHEI HAllpaB/ieH Ha (pOpMUpPOBaHUEe CIERYIINUX
KOMIIETEeHIIUN:
Komnerenuun, yctanoBiaesHbsle @T'OC BO
Tab6mua 1

Ne Kon

HauMeHOBaHHe KOMIIETEHIIUH
I/ [KOMIIeTeHIIHH

CIIOCOOHOCTHIO TOHUMAThL 3HaUeHre UH(OPMAIK B Pa3BUTUN COBPEMEHHOTO
1 OIIK-4 00111eCcTBa, MPUMEHSTh OCTUXKEHUS NHGOOPMalMOHHEIX TEXHOJIOTUH [J1s
noucka u 06paboTKy UHGOpPMaIuu

CIIOCOOHOCTBIO OCYIIECTBNIAThH PAl[MOHAIbHEIM BHIOOD CPENCTB 00eCIeyeHus
nHGOpPMalroOHHON 6e30IaCHOCTY TEJIEKOMMYHUKALMOHHBIX CUCTEM C

2 HK-7 y4eToM NpenbIBIseMbIX K HUM TpeOOBaHUY KauecTBa 00CIyKUBaHUS U
Ka4yeCTBa (yHKIMOHUPOBAHUS
CII0COOHOCTBIO ITPOBOAUTH aHaIU3 3()PEeKTUBHOCTY TEXHUUECKUX U
3 [1K-8 [IPOrPaMMHO-aNapaTHHIX CPECTB 3allUTH TeJIEKOMMYHUKAIMOHHEIX
CUCTEM
CII0COOHOCTBIO IIPOBOAUTH HHCTPYMEHTaIbHEIM MOHUTOPUHT 3allUIIEHHOCTH
4 [1K-15 TeJIeKOMMYHUKallMOHHEIX CUCTeM, o0eclieueHusl TpeOyeMoro kauecTsa
00CIyKMBaHUS
[TnanupyeMble pe3yabTaTe 00yUeHus
Tabnurna 2
Kog
KoMIIe- 3HATh yMeTh BJIafeTh
TeHIUH




METOMBI U CITOCOOEI
HaBBIKAMU IIPUMEHEHUA
MIOJTyYeHUST XPaHEHUS U IIPUMEHSITh 3HAHUS B
CIieliuaJIbHBIX U
mepepaboTKu obnacTu UHPOPMATUKH ITPH
OTIK-4 [IPUKJIAIHEIX [IPOIPAMMHEIX
nHpopMaLUU, CTPYKTYPY pelIeHun
CpefCcTB 1 paboTH B
JIOKAQJIbHBIX U T7100aIbHEIX | MPodeCCUOHAIBHEIX 3a/lay;
o KOMITBIOTEPHEIX CETAX;
KOMITBIOTEPHEIX CEeTel;
3aKOHOIATEIbHYI0 OCHOBY U
OTPAHUYEHUS, TOTOBUTH HEOOXOTHUMYIO
eTyJIUPYIOIIHe UHOPACTPYKTYPY IS METORAMHU HPOBENCHHIA
nk-7 |P aynuTa 6e30macHOCTH
CAHKIMOHUPOBAHHOE IIPOBEMleHHUs TeCTa Ha ceTei:
IIPOBeeHNe ayIuTa U TeCTal IPOHUKHOBEHUE; ’
Ha MPOHUKHOBEHUE;
KJIacCU(HUKAIUIO OCHOBHHIX | IPOBOAUTH ayOUT CUCTEM | HAaBBIKAaMU OOHAPYXKEHUS
[TK-8 | THIIOB ysI3BUMOCTEH B 0e30MacHOCTH B ySI3BUMOCTEH B
CUCTEMax; KOPIIOPATHBHEIX CUCTEMAX; | KOPIIOPATUBHBIX CETSX;
COCTaBJISITh IIJIAH ayOUTa ¥ | OCHOBHBIMU MeXaHU3MaMHU
OCHOBHEIE TTPUHIIUIIH, TECTUPOBAHUS Ha IIPOBEEHUs TeCTa Ha
MEeTOOBI 1 METOHOJIOTHIO IIPOHUKHOBEHMUS B IIPOHUKHOBEHHE U
[TK-15 |mpoBemeHUsI TECTUPOBAHUS | 3aBUCUMOCTH OT IIPOTPAMMHEIM
Ha MMPOHUKHOBEHUE B TpeOdyeMoro ypoBHS obecreyeHneM,
aymIupyeMoy opraHu3alliy; | aHaTKu3a ¥ UCIOJIb3YEMHBIX | HCIIOIb3YEMBIM [IJIst
MEeXaHHU3MOB; IIPOBEIEHUS 9TOTO TECTa;

4. O6beM THCHHUIUIHHBI ¥ BUIBLI Y4€0HOH PadOTHI

Ounas popMa o0yueHus

Tab6mnuia 3
o Bcero|CeMmecTpbl

Bup yuedoHOM padoThI YACOB 10
OO1mas TPymOEMKOCTh | 7 3ET 252 252
KoHTakTHasi pabora ¢ 00y4alONIUMHUCST 86.35 86.35
B TOM YHCJIE:
Jlexkuunu 24 24
[TpakTuueckue 3ansatus (I13) 30 30
JTabopaTtopHbie paboTh (JIP) 30 30
3aluTa KOHTPOJIbHOM PabOoTH -
3ammTa KypCcoBoi paboThl -
3amuTa KypCcoBOTO MPOEKTa -
[IpoMexyTOuHas aTTeCcTalys 2.35 2.35
CamocTosiTeibHasi padoTa o0yuaromuxcsi (CPC) 132 132
B TOM YHCJIE:
Kypcosast pa6oTa -
KypcoBoii mpoekT -
W / unu gpyrue BUOLI CAaMOCTOSITENIbHOM pabOTH:
IIOITOTOBKA K JTab0paTOPHHIM paboTaM, MPaKTUYECKUM 132 132
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, U3ydeHHe
TEOPEeTUYECKOT0 MaTepHara.
[ToaroToBKa K NPOMEXKYTOYHOU aTTeCTallUU 33.65 33.65
BuI mpoMeKyTOYHOH aTTeCTallHH 9K3aMeH



5. ComepxKaHue TUCIHUIITHHBI

5.1. ComepxkaHue pasfgesioB OUCIUITTAHEL

Tab6nuia 4
Ne cemecTpa
No HaumeHnoBaHue
- /;1 pa3aeina (TeMbI) CogepxkaHue pa3geaa OIHO-| .
OMCUOUIITHHBI OYHasi|3a04-
Has
Has

Pazpmen 1. OCHOBHBIE METOIHI UOEHTU(PUKAIIUYI YCTPOUCTB B

CkKaHUPOBaHUE U IP-ceTH, mporpamMMHoe obecredeHue s

1 | pekorsocuupoBKa B npoBefeHus ugeHTUuGUKanuu. CKaHUPOBaHNE 10
ceteBon [P- CeTeBOM MH(PPaCTPYKTYPHL U OIlpefieieHne
MHQPaCTPYKType TOMOJIOTHY CETH

OCHOBHBEIE METOAHI IIOKCKA YS3BUMOCTEN
Pazgen 2. onepannoHHLX cucTeM (Windows, Linux,
IKCIITyaTanus MacOS). MeTops! sKcIIyaTanuy ysI3BUMOCTEN.

2 | yg3BUMOCTEN Hcnonws3oBanue 1/0 rootkits, keylogger. 10
OTIEPAIIMOHHBIX U OKcInyaTanus YsI3BUMOCTEHN (PailIOBEIX CUCTEM
SCADAcuctem 1 IIOJCUCTEM BBOJIa/BEIBOA WHGOPMAIIUH.

OcnoBrl noucka ysas3suMmocteit SCADA-cucteM
OcHOBHBIE METOAHI ITepexBaTa TpaduKka Ha
KaHallbHOM U CETEBOM yPOBHE, B COOTBETCTBUH

3 Pa3zpen 3. co cTtekoM poTokoioB TCP/IP. OkcmtyaTauus 10

[TepexBaT Tpaduka ysa3BuMocTel Tuna nogMensl MAC, [P-ampecos.
Ataxu Ha ARPrpoTtokosn. OCHOBHOE 11/0 Oy
9KCIIyaTaluy YI3BUMOCTEHN TaKOT0 THMA.
IIpoBemenue aTtak tuna «OTKas B

Pa3pmen 4. .

4 | Orkasy B oOcnyxuBaHUU» U «PacnpeneneHHB 0TKa3 B 10

o0cnyxuBanuu». OCHOBHOE I1/0 [AJIs IIPOBEeHUS
00CTyKUBaHUU

aTak Takoro tumna. [IpUHIMIH aTak TaKOTO THUIIA.

OcHOBHBIE METOAHBI ITOMCKA YA3BUMOCTEH B

peanu3anuu IpPOTOKOIOB CETEBOTO U

Pa3zpen 5. TPaAHCIOPTHOTO YPOBHEH, B COOTBETCTBUU CO

5 |IlepexBaT ceccumu CTeKOM IpoTokoji0B TCP/IP. MeTomet 10
CETEBHIX COEAUHEHUN | 9KCIIJTyaTalluy ysI3BUMOCTEU TAaKOro THUIIa.

[Tepexsat coepguaenn TCP. OCHOBHOE II/0 Oyid
9KCIIIyaTalluy YI3BUMOCTEHN TaKOT0 THUIIA.

Pa3spen 6. OcHOBHEIE METOAE! ITOMCKA U IKCIIyaTalluu

IKCIITyaTanus ysa3sumocTtert WEB-cepsucos (HTTP)u WEB-

6 |ysassumocten WEB- IIPUJIOKEHUH (C UCIIONIb30BaHUE S3BIKOB 10
CEpPBUCOB U nporpammupoBanus Java, PHP). MUccnegoBanue
MIPUIIOXKEHUM SQL-UHBEeKIINH.

Pazpen 7.

OCHOBHEBEIE METOIHI ITOMCKA U 9KCITyaTalluu

[Touck u 3KcIIyaTauus N A

o ysi3BUMOCTeN OecripoBogHBIX ceTelt Wi-Fi.

YA3BUMOCTEN

7 6eCIIPOBOHLIX CoTelt OCHOBHEBIE YSI3BUMOCTH B IIPOTOKOJIaX 10

P * | 6e3omacHocT WEP, WPA/WPA2. T1/o mnsa

paboTaroNUX 10 .
9KCIIyaTaluy YI3BUMOCTEHN TaKOr0 THUIIA.

cranpapry 802.11

Pasmen 8 OCHOBHEBIE METOIH IIOMCKa U 9KCITyaTalluu

) . ysI3BUMOCTEN B MOOUJIbHBIX YCTPONUCTBAX, B TOM

[Touck ysI3BUMOCTEM B o

8 YUCJIe KCIJIyaTalusa ya3BUMOCTEeR 10
MOOUITBHBIX .

. nepcoHasbHEIX OecripoBopHbIX ceTel Bluetooth,

YCTPOKCTBaxX

ZigBee.




Pazpgen 9. OcHOBHBIE METOABI ITOMCKA U 9KCIIyaTalluu
MeTops! 00x0fa CHCTEM | YI3BUMOCTEN B Pab0Te CHCTEM IIPENOTBPALIEHUS
9 |mpemoTBpalleHus BTOP2KEHUY U MEXKCETEBLIX 3KPaHOB. 10
BTOPXKEHUU U [TporpaMMHOe obecriedeHure, MO3BOJISIONIEee
MeXKCETEBEIX 9KPaHOB | 9KCIJIyaTUPOBATh YSI3BUMOCTH TAKOT0 THIA
Pasen 10 OCHOBHBEIE METOMBI UCIIOIL30BaHUS
I/IcnonbsoﬁaHHe BPEIOHOCHOTO I1/0 ITPY IIPOBENEHUH aHaInu3a
ySI3BUMOCTEYM NHGHOKOMMYHUKAIIMOHHBIX CUCTEM.
10 | BUpYyCOB, 3aKafoK B 10
kone. TlepernoHes e Hcrionb3oBaHue OMIMOOK B TPOrPaMMHOM KOJie
Gy q;e a [J1s IpOBefieHus aTak Tumna «[lepenonHenue
yooep oydhdepa».
Pazgen 11. .
TTOMCK VSI3BIMOCTEI B OcHOBHBIE METOAE IKCIITTyaTalluy yYsI3BUMOCTEN
y peanu30BaHHBIX KPUIITOrpapuiIecKux
11 | peanusanusax 10
KpHITOrpabHIecKX aJIrOPUTMOB [IJIST TIPOBEJIeHUs aTakK Ha
ATTOPHTMOR BHpPTYyaJibHbIE YaCTHHIE CETH.
Paszern 12 OcHOBHBIE METOAB AHOHUMU3ALUY ITPUCYTCTBUS
' B IX(PPOBOM IIPOCTPAHCTBE U METOMAB! COKPHITHUS
12 | MeTOnE! COKPHITUS agp pOcTp . AE P 10
eSTENbHOCTH B CETH NesaTeNbHOCTH, CBI3aHHOW C CETEBOU
" | aKTEBHOCTBIO

JUCLIUIIIINHAMH.

5.2. MexpucuuniavHapHBIE CBI3U C obOecrmedYMBaeMBIMU (IOCTENYIOMUMU)

<<TeCTI/Ip0BaHI/Ie Ha MMPOHHUKHOBEHHUE U 9TUYHBLIA XaKHUHT» SIBIISETCS OUCLHHUIIINHOM,

3aBeplaliel TeopeTudeckoe obyuyenue mo nporpamme 10.05.02 MupopManmnoHHas
6e301aCHOCTh TeIEKOMMYHUKALIMOHHBIX CUCTEM

5.3. Pa3nmesnsl OUCIUIIINHE 1 BUOL 3aHATHH.

Ounas ¢popMa o0yueHUs

Tab6mnuia 5
No HauMeHoBaHMe pa3gesa (TeMbI) JIek-| IIpakt. | Jla6. |Cemu- CPC Bcero
n/n TUCIUTUTUH WY [3aHATHABaAHATHS HapbI 9aCcOB
Pazpen 1.
1 | CkaHupOBaHUE U PEKOTHOCLMPOBKA B CETEBOU | 2 2 2 11 17
[P-uabpacTpyKType
Pa3zpen 2.
2 | OKCIUlyaTaluus yA3BUMOCTEU ONEPALUOHHEIX U | 2 4 4 11 21
SCADAcucrem
3 |FPasmen 3. 2 | 2 2 11 | 17
[TlepexBat Tpaduka
g |Pasmend. 2 | 4 4 11| 21
OTKa3kl B 00C/IyKMBaHNN
5 |basmern o. y ) 2 2 2 11 | 17
[lepexBaT CeCCUUN CETEBHIX COENUHEHNN
Pazmen 6.
6 | 9kcmnyatauus ysa3sumocted WEB-cepBucos u | 2 2 2 11 17
TIPUI0KEHUN
Paspmen 7.
7 [Touck u SKCITyaTalys YA3BUMOCTEN 9 9 9 11 17
0ecIIpoOBOOHLIX CceTel, pab0oTaIOIIUX 110
cranpgapry 802.11




Pa3pen 8.

8 |Ilouck ysi3BUMOCTEN B MOOUJIbHBIX 2 2 2 6

YCTPOUCTBAxX

Pa3pen 9.

9 [Mertoms! 00X0fla CUCTEM IIPENOTBPAIleHHUS 2 2 2 11 17

BTOPKEHUM U MEXCETEBEIX 9KPaHOB

Pa3pen 10.

10 | MUcnonb30oBaHKE BUPYCOB, 3aK/Iaf0K B KOZE. 2 4 4 22 32

ITepenonuenue 6ybdepa

Pazpen 11.

11 |Ilouck yg3BUMOCTEN B peau3anusax 2 2 2 6

KPUNTOrpapu4IeCcKuxX arOPUTMOB

Pazpen 12.

MeTo bl COKPHITUS [EeSATETbHOCTH B CETH.
Wroro: | 24 30 30 - 132 | 216

12

6. ;TabOpPaTOPHBIN MPAKTHKYM

Ounas hopMa o0yueHus

Tabmnuia 6
Ne Howmep " Bcero
/i pa3aesia HauMeHoBaHHe Ta00paTOPHOH PadOTHI ACOB
(TeMbI)

1 1 CkaHUpOBaHNE U PEKOTHOCIIMPOBKA B ayngpyeMoﬁ CeTU C 9
ucnonb3osanueM /o NSlookup, WHOIS ping, tracert, NMAP.

9 9 TecTupoBaHUe Ha IPOHUKHOBEHKE UH(PPACTPYKTYpPhl paboyux CTOJIOB IO A
ynpasnerneM OC WindowsServer 2012

3 3 [TepexBat Tpaduka ¢ nomoursio cHupPeposWireshark (nmepenanpasienns 9
TpauKa)UNpsIMOTONOIKIIIOYEHUS K Cpefie lepefayu

A A [TpoBepeHMEe TECTUPOBAHUS ayAUPYyEMOM CHUCTEMBL Ha YCTOMYUBOCTD K A
DDoSatakam

5 5 [TepexBat TCP-coemuHeHui U TepeHanpaBieHns TpadhuKa ayoqupyemMon 9
OpraHu3alluu

6 6 TectupoBaHue Ha npoHUKHOBeHNEe WEB-cepBepa ayaupyeMoil KOMIIaHUY C 9
Kucnonb3oBaHueM SQL-UHBEKITUHN

7 7 OkcmnyaTtalus ysa3BuMocTeit 6ecripoBaHoii cety 802.11 aynupyemon 9
KOMIIAHUU

8 8 OKcmIyaTalus ya3BUMOCTEM MOOUIBHBIX YCTPOMCTB U KOMIIPOMETAlIH s 9
“HpOpMaNuy Ha MOOUITEHOM TenedoHe

9 9 06x0[1 yCTPOMCTB 6€30IIaCHOCTH ITEPUMEeTPa ayIupyeMoi KOMIIaHUU

10 10 3KcnnyaTa1:1Hs{ TUIA IepenonHenus 6yddepa cepBepoB BUAeOoHAOTIONEHNS A
ayIupyeMou KOMIaHUU

11 11 [Touck ysI3BUMOCTEN B CTaHIAPTHBIX peanu3alysax KpUITorpahudecKux 9
IIPOTOKOJIOB

12 12 AHOHMMU3AIUA CETEBOr0 IPUCYTCTBUSA IPU IPOBEIEHNUN aygUuTa CETH 2

Hroro: | 30
7. IIpakTHYeCKHe 3aHATHSI (CeMHHaPhI)
Ounas popMa o0yueHus
Tabmnua 7



Homep
Ne Y Bcero
/m pa3geia HauMmeHOBaHHe NPAaKTHYECKHX 3aHSATHH (CEMHHaApPOB) 4acos
(Temsl)
1 1 CkaHUpOBaHUE U PEKOTHOCIIMPOBKA B ayJUPyEeMOU CETH C 9
HCIIONb30BaHUEM cepBrCOB BonJour.
2 2 W3yuenune MeTomoB u ¢popM xpaHeHui naposnei B cemerictee OC Windows 4
3 3 [TprHIMIIEL TEPeXBAT U 3allMKINBaHUS BUIEOMOTOKA 2
4 4 HccnepoBanue popmupoBanre BOTNET a onsg opranusanuu DDoS-aTTak. 4
5 5 [ToaroroBka KOMIIJIEKCHOU MH(PPACTPYKTYPHI AJIS IPOBEAEHUS aTaKu 9
nogMeHbl DNS-cepBepa
6 6 W3yuenne ysa3sumocter WEB-cepBepa aynupyeMou KOMIIaHUYM Ha 9
Hanuyre omuboK u meip B PHPuJavakome
v v H3yuyeHnue np9T0Kona TKIPgna ugeHTUUKAIUY YA3BUMOCTH 1 9
MIOCTIeYIONIEN SKCIIyaTalun
8 8 [Touck y5{3BI/IIt/IOCTeﬁ B IPOTOKOJIaX OpraHM3aliy IEPCOHAIbHON 9
6ecrpoBomHOM ceTu Bluetooth
9 9 M3yuyeHneMexaHn3MoB ugeHTHGUKaIUKU paboTs ¢ honeypot’amu 2
10 10 Hzyuenne C}'IOCOﬁOB YCTAHOBKM BPEIOHOCHOTO I1/0 Ha KOHEYHBIEe CTAHIUU A
ayIupyeMou opraHu3alluu
11 11 [Touck ysi3BUMOCTEH B CTaHIAPTHAIX Pea3alusx KpUIITOrpapuyecKux ?
IIPOTOKOJIOB aCCUMETPHUYHOM KPUIITOTPadun
12 12 M3ydeHne METOJOB aHOHMMHU3AUK CETEBOTO IIPUCYTCTBUS NIPU 9
IPOBEEHNU ayOuTa CEeTH
Hroro: | 30
8. IIlpuMmepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
Pab6ouuM yueOHBIM IIJTaHOM He IIPENYCMOTPEHO
9. CamocTosiTeIbHasA padoTa
Ounas hopMa o0yueHus
Tab6mnuia 8
No
pasiesia Copepxanue CPC ®opmMa KOHTPOJIS Bcero
M CIIUII- JacoB
JIMHBI
Hcnonp3oBanue nHOOPMAIUU U3 OTKPBITHIX
1 HUCTOYHUKOB IS IPOBENEeHUS PEKOTHOCIIUPOBKY B OTtyet 11
ceTu
HccnemoBanue co3manus keylogger’'os mist coopa
2 Iaponey CUCTEMBL; KOHGUTYpalusl MIOPTAaTUBHEIX Otyert 11
3arpy304YHBIX TOMOB
HccnegoBaHre MexaHM3MOB IepexBaTa HHGOpPMaluu
3 MeTomoM (pUKcauuy U3Ty4eHus Iepenalonux OTtyet 11
BUieokabemnen
4 HccnepoBaHne MexaHM3MOB OpraHu3aiuu DoS-aTak Otuet 11
5 Kondurypanus noxsoro DNS-cepBepa OTyet 11
HccnemoBaHre BO3MOXKHOCTH MCIIOIb30BaHUS
6 OTtyet 11
omn00K B mpunoxenusx WEB-cepsucoB (Apache)
HccnemoBaHusl BOSMOXKHOCTEH 3KCIINTyaTalldu
7 . . OTtyet 11
YSI3BUMOCTEH B MPOTOKoJiax ceMericTtBa 802.1x (EAP)




9 HccnepoBanue y'CTOI‘/JI‘II/IBOCTIiI K aTak CUCTEM Or4er 11
IIpefOTBPAIEeHNSI BTOPKEHUY Pa3JIMYHBIX TUIIOB
HccnepnoBanue BO3MOXKHOCTEN aHOHUMHOT0 cOopa

10 . OTtyer 22
nH(popmanuu ¢ noMomsko /o Trojan-horses
[TpoTuBopmericTBre MexaHu3MaM digitalforensicns

12 COKPBITUS CBOEM [esITeIbHOCTU B IU(PPOBOM Otyer 22
IIPOCTPaAHCTBE

Wroro: | 132

10. IlepeyeHb Y4€OHO-METOTHIECKOT0 00eCIIeYeHHs [JIsi CAMOCTOSITEe IbHOMU
padoThI 00YUAIONIHXCSI II0 THCIUIITHHE

I71s1 caMOCTOsITETbHOM pabOTHI 110 AUCIUIININHE PEKOMEHAOBaHO Clenyoilee yueOHo-
MeToauYecKoe obecredyeHue:
- [TonoxkeHue 0 CaMOCTOSITeIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom
roCygapCTBEHHOM YHUBEDPCUTETE TeIeKOMMYHUKauuil uM. mpodp. M.A. Boru-BpyeBuya;
- PeKOMeH[OBaHHas OCHOBHAA U OOIOIHUTEJIbHAS IUTEPATYPa;
- KOHCIIEKT 3aHSITUY 10 OUCILHUIIINHE;
- ClTadfbI-TIpe3eHTalll U APYTrOM METOOUYECKUN MaTeprall, UCII0Ib3yeMbIM Ha 3aHATULX;
- MeTOIUYeCKHe PEKOMEH[IAIIMH 10 TOATOTOBKE MUCbMEHHHIX PaboT, TpeOOBaHUS K UX
comepxkKaHui0 1 opopMieHHI0 (pedepaT, acce, KOHTPOJIbHAsS paboTa) ;
- (pOHOBI OIIEHOYHBIX CPEMCTB;
- MeTOMYeCKHe YKa3aHUs K BHIITOTHEHUIO 1a00paTOPHBIX PaboT [ CTyIEHTOB;

11. ®oHJ OLIEHOYHBIX CPEICTB ISl MPOBEIeHUsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Yalomuxcsi

®OHJI OIIeHOYHHIX CPeACTB pa3pabaThBaeTCs B COOTBETCTBUU C MeTOOUYECKUMU

pekoMeHpanusamMu mo ¢popmupoBanuio ®OC u npukazom MunobpHayku Poccuu ot 5

anpens 2017r. Ne 301, r. MockBa "O6 yTBepxkpaeHuu Ilopsigka opraHH3aluu U

OCyIIecTBiIeHus 00pa30oBaTeIbHON OeATEeIbHOCTH MO 00pa3oBaTeNbHBIM IpOorpamMMaM

BhICIIeT0 00pa3oBaHUSA - IporpaMmaM OaKajaBpuaTa, IporpaMMaM CIeIdaIuTeTa,

mporpaMMaM MaruCTpaTyph" U SBAgeTCA NMpuUiloxkeHueM K pabodeil mporpaMmme

OUCIUTIIVHEL

®oHO OIEHOYHHIX CPEACTB MOJid MPOBeOEeHUS MPOMEXYTOUYHOW aTTeCTalUu
o0yJalomuxcsl M0 OUCLUIIIMHE BKJII0YaeT B cebs:

- IlepeyeHb KOMIETEHIIUH C YKa3aHUEM 3TaloB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
o0pa30BaTeNIbHOM ITPOTPaMME;

- OTMCaHUe T0Ka3aTejied U KPUTEPUEB OlleHNBaHUS KOMIIETEHIIMY Ha pa3INYHbIX 3Tanax
¥X (pOpMUPOBAHUS, ONIMCAHUE IIKa/l OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3afjaHus I WHBIE MaTepuabl, He0OXOIUMbIE [IJIST OIIeHKU
3HAHWU, yMEHUM, HABLIKOB U (MJIM) ONBITA AEeSATEIbHOCTH, XapaKTEPU3YIOIINX 3TAIlbI
dhopMHUpPOBaHUSI KOMIIETEHIIMH B IIPOIIECCE OCBOEHUST 00Pa30BaTEIbHOMN IIPOrPaMMEI;

- MeTOOWYEeCKVe MaTepualbl, OIpefensiolre IPoenyphl OlleHUBaHUS 3HAHUM, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIIUX 3Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[T KaXX[moro pe3ybTaTa 00y4eHUs 0 OUCHUIIINHE ONPEensioTCS IoKa3aTeNlu U



KPUTEpPUM OIeHKU CHOPMUPOBAHHOCTU KOMIIETEHIMM Ha pPA3NIMYHHEIX 3TalaXx HX
dbopMupoBaHus, IIKAIB U MPOLEAYPHl OLleHWBaHMUS.

- OuneTsl Oyg 9K3aMeHa B KonudecTBe 20 mT (2 TeopeTuUeCcKux Bompoca 1
IIPAKTUYECKU)

. KUM B xonuuectBe 100mT

12. IlepedyeHb OCHOBHOH H [IOIOTHHTEILHOH JIUTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIIIHHBI

12.1. OcHOBHas nuTEpaTypa:
1. [repenbepr, C. U. KoMnbioTepHBEIe BUPYCH [ITEKTPOHHBIN pecypc] : yueb. mocobue /
C. U. Ilitepenbepr, A. B. Kpacos, A. 10. IIBeTkoB ; ®emep. areHcTBo cBsizu, demep. roc.
oOpa3oBaTenbHOe OIO[XK. yupexXaeHue BeicIL. Npod. odpa3oanusa "C.-IleTepb. roc. yH-T
TeJleKOMMYHUKaIlui uM. nmpod. M. A. Bouu-bpyesuua". - CII6. : CII6I'YT, 2015. - 4. 1. -
63 c.

12.2. [JononHUTENbHAS IUTEPaTypa:

1. KommbioTepHBIE BUPYCH : METOH. YKa3. K KypcoBou pabote / A. B. Kpacos [u ap.] ;
®enep. areHTCTBO CcBsA3u, Pemep. roc. 06pa3oBaTesbHOE OI0XK. yUpeXKIeHNe BBICII. TPod.
obpazoBanHus "C.-IleTep6. roc. yH-T TeleKOMMYHHKanuui uM. npod. M. A. Bonu-
BpyeBuua". - CII6. : CII6I'YT, 2012. - 14 c. 2. KoMmbioTepHbIE BUPYCH : METOM. YKa3. K
nab. paboram / B. Y. Aupmpuanos, A. B. Kpacos, A. 1O. LiseTkos, U. A. ®egauun ; Oepnep.
areHTcTBO CcBsA3u, Pemep. roc. oOpa3oBaTenbHOe OOOXK. yupeXaeHHEe BHICII. IPOd.
obpazoBaHus "C.-IleTep6. roc. yH-T TeleKOMMYHHKanuui uM. npod. M. A. Bonu-
BpyeBuua". - CII6. : CII6TYT, 2011. - 19 ¢. 3. Illtepenbepr, C. U. KoMnbioTepHLIE
BUPYCH [DNeKTpoHHBIM pecypc] : nab. npaktukyM / C. U. llItepenbepr, A. B. Kpacos, A.
FO. LIBeTkOB ; ®emep. areHCTBO cB3u, Oemep. roc. oOpa3oBaTenbHOE OIOMIXK. yUpexXaeHue
BhICII. TTpOd. oOpa3oBanus "C.-IlerepO. roc. yH-T TeIeKOMMYHUKaIUX UM. pod. M. A.
Bonu-bpyesuya". - CII6. : CII6I'YT, 2015. - 20 c.

13. IlepeyeHsb pecypcoB HH(POPMATTHOHHO-TEIeKOMMYHUKAIIHOHHOH CE€TH
«AHTEpHET»

Pecypchl HHOOPMAIMOHHO-TEIeKOMMYHUKAIMOHHOM ceTu «HTepHeT» U3
YKa3aHHOTO IIePeYHs SBIISIOTCSI PEKOMEHOYEeMEIMHU NOMOTHUTEIbHBIMU
(BCITOMOTaTeIbHEIMU) KCTOYHUKAMHU O0(HUIIHATIbHON HHGOOPMAIIMK, pa3MeIleHHON Ha
JIeTaIbHEIX OCHOBAHUSX C OTKPBITHIM JOCTYIIOM. 3a IOJIHOTY COMEePKaHusI ¥ Ka4eCTBO
paboTy CaiTOB HECET OTBETCTBEHHOCTH IIPaBO06IagaTeNkb.

Tabmua 9
HaumeHOBaHuUe pecypca Anpec
[TouckoBas cucreMa google.com google.ru
[TonckoBas cucreMa yandex.ru
Habrahabr - Wireshark habrahabr.ru/company/pentestit/blog/204274
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14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Ipolecca Mo JUCHHUIUINHE (MOIYIII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPAaBOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUTIINHEL:

GNU Assembler

Linux

- NetBeans

- Open JDK

- Visual Studio Community
Windows KUKCC

14.2. UudopMalliOHHO-CIIPAaBOYHBIE CHUCTEMEI:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHUWEe W OpraHU3alus BpeMeHU, HeOOXOOUMOTO OJIT U3YUEeHUS
OV CILIUTIINHEL

BaXHBIM yCIOBHEM YyCIEIIHOTO OCBOEHHS OUCHUNIUHHE «TecTHpOBaHHE Ha
IIPOHUKHOBEHHE M ITUYHBIM XaKWHT» SIBJISIETCS CO3MaHHE CHUCTEMBI IIPaBUIIbHOU
OpraHu3aliuy TPyHda, MO3BOISIONIeN paclpenenuTh yueOHy0 HaAarpy3Ky paBHOMEPHO B
COOTBETCTBHUHU C TpauKkoM 00pa30BaTEIbHOIO poliecca. BobIryio MOMOIIL B 9TOM MOXKET
OKa3aTh COCTaBjIeHUe IJlaHa PaboTH Ha CEMECTpP, MeCsIl, Helenio, HeHb. Ero Hanuuyue
IIO3BOJIUT INOOUYUHUTL CBOOOJHOE BpeMs IlenaM y4eObl, TPyOUTbCA OoJiee YCIEUIHO U
adpexTuBHO. HYKHO OCYIIECTBISITh CAMOKOHTPOJIb, KOTOPHIU SIBJISIETCS HE0OXOMUMBIM
yCIIOBHEM yCIelTHOM y4ueOnl. Bce 3amaHus, BK/II04Yasi BEIHECEHHBIE HA CAMOCTOSITENIHHYIO
paboTy, PeKOMEHOYeTCS BHIIONHSITL HEIOCPEeNCTBEHHO IIOCJIe COOTBETCTBYIOIUIETO
ayOUTOPHOTO 3aHATUS (€KW, MTPAKTUYEeCKOro 3aHATHUS), YTO CIIOCOOCTBYET NIy4dLIeMy
YCBOEHUI0 MaTepuasa, M03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTHL «IMPOOEIBI» B
3HAQHHUSX, CUCTeMaTU3MPOBaTh PaHee MPOMOEeHHbIM MaTepral, Ha ero OCHOBE IIPUCTYIIUTh
K OBJIafIeHUIO HOBLIMHU 3HAHUSMU M HaBHIKAMU.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYETaHUU
HECKOJbKUX BUIIOB Y4eOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUHM M NPAKTHUYECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT ONpeneieHHO CIeln(pUKO.

15.2. IloaroTOBKA K JEKIUIM

3HAKOMCTBO C OUCIUIIIMHOW MPOUCXOOUT yKe Ha IMepBOM NEKUWH, Toe OT CTyAeHTa
TpebyeTcst He MPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIEeKIMYi He0OXOAMMO YUYUTHBATh TOT (PAKTOpP, YTO ONHU JNEKIUU
AT OTBETHl HA KOHKPETHHIE BOIIPOCH! TEMBI, OPYTUE - JIUIIb BHIABISIOT B3aUMOCBSA3U
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MeX[Jy SBJIEHUSMH, IIOMOTas CTYHEeHTY MOHATh T'JIyOMHHBIE IPOIECCH pPa3BUTHUS
M3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK W B HACTOAIIEe BpeMs.

KoHCcekTUpOBaHUWE JEeKLUUU - CJO0XKHBIM BUJ BY30BCKOU aymIUTOPHOM paboOTHI,
Ipeanoaralniiui MHTEHCUBHYI yYMCTBEHHYIO OEeSTeNbHOCTh CTyoeHTa. KOHCIEKT
SIBJISIETCS TIOJIE3HBIM TOTTla, KOTHa 3alyicaHo caMoe CyIIeCTBeHHOe U CHOeJIaHO 3TO CaMUM
obyuawmumMmca. He Hago cTpeMuThCcsd 3amucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIEKTHPOBaHUE» IPUHOCUT OOJIbIIE Bpefa, YeM IMonb3kl. Llemecoobpa3Ho BHaydase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3alucarth ee. 2KenaTenbHO
3allMUCh OCYUIECTBIATh HAa OOHOU CTpaHUlle JUCTA UM OCTaBNIAA IOJS, Ha KOTOPHIX
mo3Hee, IPU CaMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOTHUATEIbHBIE
3aMuCH, OTMETUTh HETIOHITHEIE MeCTa.

KoHCIeKT NneKnuu nydilne Ioapa3fesaTh Ha MYHKTH, cobmiogas KpacHYI0 CTPOKY.
9tomy B 0OOnbmION cTemeHuM OyAyT cmocoOGCTBOBAThH BONPOCH IjlaHA JIEKIUH,
pednoXkeHHbBIe IIpenonaBaTensaM. Crnegyet o0paliaTh BHUMaHUEe Ha aKI[€HTHI, BHIBOMOEI,
KOTOPHIE [elaeT JIEKTOP, 0OTMedas Hanbosee BaXKHbBIe MOMEHTH B JIEKIIMOHHOM MaTepuaje
3aMeYaHUSIMHU «BaKHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [ieflaTh 3TO U C ITOMOIIbIO
Pa3HOIBETHHIX MapKEPOB UM PY4YeK, IOJUYePKHUBas TEPMUHLL U OIPeeIeHUS.

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOIOoB. OgHAKO NpU fJanbHelIIel padoTe ¢ KOHCIIEKTOM CHMBOJIBL JTy4llle 3aMeHUTh
OOBIYHBIMU CJI0OBaMHU [Jig OBICTPOTO 3PUTENBHOTO BOCHPUSATHS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKLIMM, Bcerfa He0OXOAMMO UCIIOIb30BaTh He TOJIbKO y4eOHUK, HO U TY
JIUTEPaTypy, KOTOPYIO OOTIOTHUTEIFHO PEKOMEHI0Bal JIeKTop. IMeHHO TaKas cepbe3Hasd,
KponmoTnuBasi paboTa C JTeKUMOHHBIM MaTepualioM II03BOJUT TIy0OKO OBJIAmeTh
TEOPEeTUYECKUM MaTepuajoM.

15.3. IloaroToBKa K NPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHKWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIUH, MPaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 00s3aTeNbHOU U [OMONTHUTEIPHON TUTEPATYPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil paboOTH HOMXKEH MPOSIBUTHCSA B CIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOpETHUUYECKHe BOIPOCH MPaKTHKyMa, €r0 BBHICTYIJIEHUHW U y4aCTHUU B
KOJIJIEKTUBHOM OOCYXKIOEHWH BOMPOCOB HM3y4aeMOUW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomuMo MOHUMAaTh, YTO HEBO3MOXKHO BO BPEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BECh MaTepHasl M3-3a JUMHTA aygUTOPHBIX YacCOB, U NPU H3YYEHUU OUCHUMIIUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNbHAasA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMM, HAY4YHOW, CIPABOYHOM NUTepaTypoH, MaTepuallaMu
IepUOANYEeCKUX M3aHuil u MHTepHeTa ABnseTcsAd Haubomee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOTMOTHUTENbHBIX 3HAHUM, ITO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WH@POpMaIluen, cnoco0CTByeT Goyee raIy00KOMY YCBOEHHUIO M3y4aeMOTO
MaTepuana, GoOpMUPYET Yy CTYOEHTOB CBOe OTHOINEHME K KOHKPETHOU Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr
PaboTy c nuTepaTypoi Ienecoodpa3Ho HayaTh C U3yyeHus: obuux paboTt mo TeMe, a
TaKXke y4eOHUKOB M yueOHBIX mocobuii. [lanee peKOMeHOyeTCs MePeuTH K aHanu3y
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MoHoOrpaduit 1 cTaTel, paCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl Po0IeM, U3y4aeMbIX B
paMKax Kypca, a TakxXe opuIMaIbHBEIX MaTepruaaoB U HeOMyO0JIUKOBAHHBIX JOKYMEHTOB
(Hay4HO-UCCIeoBaTenbCKue PaboThl, MUCCEPTAIlNU), B KOTOPHEIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOou MPOOIIEeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HAJ0 HaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIAETISIS €T0 CTPYKTYPHBIE eAUHULIEL. [Ipy 03HAKOMHUTEIbHOM YTEHUU
3aKjlaflKkaMu OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 06ojiee BHUMATEJIbHOTO
n3y4yeHUus. B 3aBUCUMOCTH OT pe3y/lIbTaTOB O3HAKOMUTEJIbHOTO UYTEeHUS BHIOMpAEeTCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTAaBIeHHOU
3amauu TpeldyeTcs ulydeHrWe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METO[
BHIOOPOYHOTO uTeHUsI. Ecu B KHUTe HET mogpoOHOro OrjaBlieHus, ClenyeT o0paTUTh
BHUMaHNe yYeHNKa Ha IpeIMEeTHhIE 1 UMEHHBIEe YKa3aTelH.

M30paHHble pparMeHTH WU BeCh TEKCT (€CJIM OH I[eJIMKOM MMeeT OTHOIIeHHe K
TeMe) TpeOyloT BOyMYHBOIO, HETOPOIIJIMBOTO UYTEHUS C «MBICIIEHHOM IMpopaboTKoii»
MaTepuaia. Takoe yTeHMe IpeoaraeT BrgeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOgOB. Ocob60e BHMMaHUe CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKxXKe NMpPOaHaNIU3UPOBATh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCSAT NMpoOJeMaTUUYHBIM, TUIMOTETUYECKUHN XapaKTep M YJIOBUTb CKPHITHIE
BOIIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NPUXOOUT AanekKo He
cpaldy. Haumnyumu#i cnoco® HayuyuThCS BHIAEJSITH T'JTaBHOE B TEKCTe, YJIaBIUBaTh
npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OL[EHKY aBTOPCKOM MO3ULUHU - 3TO
CpPaBHUTEJIbHOE YTEeHHeE, B X0Ie KOTOPOTO CTYOEeHT 3HAKOMUTCS C PA3MUYHBIMU MHEHUSIMU
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBaAeT BeCOMOCTh M N0Ka3aTEeIbHOCTh apIyMEHTOB
CTOPOH U fieslaeT BEIBOJ O HauOosbinel yOequTeIbHOCTH TOM UM MHOM ITO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOXKHOCTH IIPOIIEIINX COOLITHM U NTPABOBLIX SIBIEHUM, HEJIb35T UX OTBEPTaTh, He
pa3obpaBmuch. [Ipy HanW4YWM pacXxoXAEeHUU MeXKOy aBTOpaMU HeoOXOOWMO HaUTHU
palnoHanbHOE 3ePHO yV KaXOOro M3 HUX, YTO MO3BOJIUT TIy0zkKe YCBOUTH NMpPeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HHWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UITUSIMU aBTOPOB, HYXKHO OIPENeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M M MPUMEHSITh U3 HUX Ty, KOTopas 0ojiee ybenuTenbHa.

CnenyomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMHU SIBISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHPYIOUIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha
OTHEeNbHBIX JIUCTAX, KOTOPHE ITOTOM JIETKO CHCTEeMATU3UPOBATh II0 OTHENIbHEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4eCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinue cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa 1enecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBIX TeTpPadsx. 3Mech BaxKHO
BCIIOMHUTD, YTO KOHCITEKTHI ITUIITYTCS HAa OMHOM CTOPOHE JIUCTA, C IOJISIMU ¥ NOCTATOYHBIM
OIS UCIIPABIIEHUS ¥ PEMApPOK MEXCTPOUYHBIM PACCTOSHMEM (3T IpaBuila coOMI0Oa0TCs
st ynoOCTBa pefllakTUpoBaHus). EC/IM B KOHCIIEKTaX IPUBOOSATCS IUTATEL, TO HEIIPEMEHHO
DONXHO OBITh HAaHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne
CTpaHuIlbl). BriocnmenctBuu 9Ta nHGOpMaIuu MOXKeT OBITh UCIIOJIb30BaHa ITPU HANTMCAHUU
TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:
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- COIIOCTaBNATh, CPaBHUBATh, KIAaCCU(MUIUPOBATh, TPYNIUPOBATh, CUCTEMATHU3UPOBATh
“H(OpPMAIIKIO B COOTBETCTBUM C ONpefeleHHOM y4eOHO! 3aiauel;

- 0000111aTh NMOTYYEeHHYI0 HMH(POPMAIIKUIO, OIIeHUBAThL IIPOCIYIIAHHOE U TPOYUTAHHOE;

- (pmKCHUpOBaTh OCHOBHOE COfiepKaHue co001IeHu; GOpMyIupPOBaTh, YCTHO U IHCHbMEHHO,
OCHOBHYIO HU[IeI0 COOOIEHHUS; COCTABISATH IJIaH, GOPMYIMPOBATh TE3UCH;

- TOTOBUTbH U IPE3€HTOBaTh Pa3BEPHYThHIE COODIIEHUS THIla OOKIIafa;

- paboTaTh B pa3HHIX pexXruMax (MHIUBUAYAJIbLHO, B IIape, B IPYIIIE), B3AUMONENUCTBYS OPYT
C OPyroM;

- II0JIb30BAThCSA PedepPaTUBHBIMYU U CIIPABOYHBIMU MaTepHalaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEUCTBHS CBOUX TOBAPUINEH, 00bEKTHBHO OI[€HUBATh
CBOH [EHCTBHUS;

- obpalaThCsa 3a IOMOIIbIO, MOMONMHUTENLHEIMU Pa3bsSICHEHUSIMU K INPeNnopaBaTerio,
OPYTUM CTyOeHTaM;

- TI0JIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJbHOU AOTrafgKoHU, CJIOBapsiMH
PA3NMYHOTO XapaKTepa, Pa3IMYHOr0 poja MofCcKa3KaMH, OIIOPaMM B TEKCTe (KITI0YeBhIe
CJI0Ba, CTPYKTYypa TEeKCTa, NIpeABapsouas nHGopManus u ip.);

- HCIIOIb30BaTh IIPU TOBOPEHUM U MUCHbMe Iepudpas, CAHOHUMUYHLIE CPENICTBA, CJI0Ba-
OTMCaHUSs OOIIUX MOHSATHM, PAa3bsICHEHUS, TPUMEPHI, TOMTKOBAaHUS, «CIIOBOTBOPYECTBO»

- TIOBTOPSITH UK Nepedpa3upoBaTh PEIUIUKY co0eceqHWKa B MOATBEPKIEHUY TOHUMaHUS
ero BLICKa3bIBaHUS UIIA BOIIPOCA;

- 00paTUTHCS 3a MMOMOIIBLIO K COOeCEeTHUKY (YTOYHUTD BOIIPOC, IEPECIIPOCUTE U AP.);

- UCIIOJIb30BaTh MUMHUKY, XKECTH (BOOOII[e X B TeX CIydasix, KOraa S3bIKOBEIX CPEOCTB He
XBaTaeT IJIs BEIPaXKeHUs TeX UM UHBIX KOMMYHUKATUBHEIX HAMEPEHUH).

15.5. [TogroToBKa K IpoMexkKyTOYHOU aTTeCTaLluu
[Tpy IOATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMBbIe 71T OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIIEKTH OTBETOB (IIJTaHEL OTBETOB).

16. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tab6muma 10
No HauMmeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TaOOpaTOPUH
1 |lekuroHHAas aygUTOPUS Aynuro-BULE0 KOMILJIEKC
AyouTOpuM Oy IPOBEOeHUs TPYINOBLIX 1
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
MPaKTU4YeCKUX 3aHITUN
3 [KoMneroTepHBIY KJ1acc [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpus A1 KYPCOBOTO U OUIIJIOMHOTO
4 [MYRHTODHA N yp A [lepcoHaIbHBEIE KOMIIBIOTEPHI
[IPOEKTHPOBAaHUSI
5 |AyguTopus s CaMOCTOSITeTbHON pabOoTHI KoMmblOTepHas TeXHUKa
6 [YuTanbHBIM 3an [IepcoHaNbHBIE KOMIIBIOTEPH
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