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Pa6ouyasi mporpaMMa OMCHUIIIMHBE COCTaBleHa Ha ocHOBe TpeOoBauHuiu demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenmuanbHOCTH) moAarotoBku «10.05.02 HMuHbopManmumoHHass 06e30IaCHOCTH
TEJIEeKOMMYHUKAIUOHHBIX CHCTEM», YTBEPXKOEHHHIM INpUKa3zoM MUHUCTEpPCTBaA
oOpa3oBaHus u Hayku Poccuiickont ®emepanuu ot 16.11.2016 Ne 1426, u B COOTBETCTBUU C
pabo4yuM y4eOHBIM IIJIaHOM, YTBEPKIOEHHEIM PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio IpenofaBaHus OUCHUIIINHEL «OCHOBBI MapIIPYyTU3aldi B KOMITbIOTEPHBIX
CeTsIX» SIBIISIeTCS:

OUCHUINNUHLE SBISEeTCAd MONydeHWe (QyHOaMeHTalIbHBIX 3HaHUW B 005acTu
OpraHM3aluM JIOKAJIbHHIX BBIYHCIUTEILHBEIX CeTel. PaccMaTpuBamOTCS MOMOENH
B3aMMOJIEMCTBUS CETEBBIX YCTPOUCTB. M3yuawTcs ocHOBHBEIE TpoTOKONE JIBC(Ethernet,
IPv4, IPv6, TCP, UDP u op.)

OTa 1e/lb OCTUTaeTCA IIyTeM pelleHus Claenyolux(er) 3aaad(u):

dbyHoamMeHTanu3alluy, UHTeHCU(PUKAINY ¥ WHOUBUAYAIU3allUK Ipollecca o0y4eHus
IyTEM BHeOpPeHUS U 9Pp(GHeKTUBHOTO UCIOIb30BaHUS NOCTUKEHUN TeOPUU MH(POpMaluu 1
TEOPHUHU CBSI3U

2. MecCTO THCIHIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MPOrPaMMbI

Hucuunnnaa «OCHOBBH MaplIpyTHU3alydyd B KOMIbIOTEpHHIX ceTsax» b1.B.02.01
SBISETCSA OUCLUIIINHON BapraTUBHOM YacTu IMKia 6j10Ka 1 yueOHOro IjlaHa MOATOTOBKHU
cumenuanurtera no HanpaBaeHuio «10.05.02 HMupopmamumoHHasi 06e30MaCHOCTH
TeJIeKOMMYHUKALMOHHBIX CUCTeM». H3ydeHue AuUCHUIIINHB « OCHOBBL MapIIPyTA3aLUuU B
KOMITBIOTEPHBIX CETAX» OIHPAETCS Ha 3HAHWU OUCIUIIINH(bI) « BEIYUCIUTENBHBEIE CETHY.

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yIbTaTOB 00yUY€HH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Tporecc u3y4eHus: QUCLUIIIMHEI HallpaB/ieH Ha (pOpMUpPOBaHUE CIEAYIIUX
KOMIIETEeHIIUN:
Komnerenuun, yctanoBiaesHble @T'OC BO

Tabmua 1
Ne Kop
HauMeHOBaHHe KOMIIETeHIIUH
II/II KOMIIETEHIIUH
1 TK-9 CIIOCOOHOCTBIO Y4AaCTBOBAThH B IPOBEEHUU aTTECTAIIUU
TeJIeKOMMYHUKAIIMOHHEIX CUCTEM 110 TPeOOBAHUSIM 3alUTH HHGOpManuu
CIIOCOOHOCTBIO BHITIOJIHATH YCTAHOBKY, HACTPOUKY, 00CTyKUBaHHE,
OMATHOCTHUKY, SKCIIIyaTallli0 U BOCCTAHOBIIeHHE Pab0TOCIIOCOOHOCTH
2 IIK-14 TeJIeKOMMYHHUKAIIMOHHOT0 000PyIOBaHUS U MPUOOPOB, TEXHUYECKUX U
IIPOrpaMMHO-alNapaTHHX CPEeICTB 3allU Tl TEJIEKOMMYHUKAIIMOHHBIX CETEN
U CUCTEM
[TnaHupyeMbie pe3yabTaThl 00y4eHN s
Tabmnuia 2
Kog
KOMIIe- 3HATh yMeTh BJIaJeTh
TEeHIIUH

CocraBnaTe naH ayguTa ¥ | OCHOBHEIME MeXaHU3MaMU
3aKOHOMATENIbHYIO OCHOBY U

TECTHPOBAHUS Ha IIPOBEJIeHUS TeCTa Ha
OrpaHUYEeHUsd,
IIPOHUKHOBEHUS B IIPOHUKHOBEHUE U
PETYIUPYIONITE
[TK-9 3aBACUMOCTH OT [IPOrpaMMHBIM
CaHKIIMOHHNPOBAHHOE
TPebyeMoro ypoBHS obecneyeHnem,

IIPOBEJIeHNE ayOuTa U TeCTa

dHaJIn3a U UCII0JIb3YEMBIX HCIIOJIb3YEMBIM OJId
Ha ITPOHUKHOBEHUE;

MEeXaHHU3MOB; TIIPOBEOEHNS 3TOT0 TECTAQ,




KaccuuIupoBaTh U
HABBIKAMU MOHTaXKa
UCnoJib30BaHue [P- OLIEHUBATh YIPO3EI .
N KabeJel «BUTas mmapa» u
[IK-14 |agpecaluu B IIPOEKTeE MH(QOpPMalMOHHOU
o IMMOOKJIIOYEHNE KOMIIBIOTEDPA

KOMIIBIOTEPHOM CeTH; Oe30macHOCTH A 00beKTa K COTIL:

nHGOPMAaTHU3AINY; ’

HOHOHHI/ITGHBHBIG KOMIIETeHIINU

Tabnura 3

Ne Kon
II/II [KOMIIeTeHIIHH

HaunMeHOBaHHE KOMIIETEHIITHA

CIIOCOOHOCTHIO aHANIM3UPOBaTh UHPOPMAIMOHHEIE IOTOKY Ha TaKeTHOM
1 [ICK-12.4 |ypoBHE, OLleHMBaTh PeasibHAIM YPOBEHb 0€301MaCHOCTH HH(POPMALOHHOTO
B3aMMOJENUCTBUS U Ipefjiarath 9QQeKTUBHbIE MEPHI A7 er0 MOBHIIEHNUS

[TnaHupyeMble pe3ybTaTe 00yUYeHus

Tabnuna 4

Kop
KOMIIe- 3HATh yYMeThb
TEeHIIUH

BjIaJgeThb

pa3pabaTwiBaTh

Crexk npotokonos IPSEC
[ICK-12.4| .MeToQOH! 3aIIUTH CETEBBIX
YCTPOUCTB U CUCTEM;

BTOpKeHui (IPS)

KOMIIJIEKCHYIO TIOJTUTHKY
CceTeBoH 0e30IIaCHOCTH

.KOH(UTYPHUPOBATH CUCTEMY
IPeIOTBPAIIeHUS

’

VPN coenuneHuu
.HaBLIKAMH

HaBbIKaMU HaCTPOUKHU
CTaTu4ecKux (site-

KOH(GUTYPUPOBaHUS
YCTPOUCTB JIOKaJIbHOU CETH
IJ11 KOHTPOJIS HOCTYIIa;

to-site)

4, 00beM TUCUHMIUIHHBI ¥ BHABI y4€0HOU PaboOThI

Ounas ¢popMa o0yueHUs

" Bcero|CeMmecCTphI

Bupn yue0OHOM padoOTHI 9ACOB n
OO6I11ast TPYIOEMKOCTh | 3 3ET 108 108
KoHTakTHasi pabora ¢ 00y4alOIIUMHUCST 36.35 36.35
B TOM YHCJIE:
Jlekuu 14 14
[TpakTuueckue 3ansatus (I13) 12 12
JlaGopaTopubie paboTe (JIP) 8 8
3almTa KOHTPOJIbHOM PaboTH -
3amuTa KypCcoBoi paboThl -
3ammuTa KypCoOBOTO MMPOEKTa -
[TpomexkyTOoUHas aTTeCTalUs 2.35 2.35
CamocTositeibHasi padoTa o0yuaromuxcsi (CPC) 38 38
B TOM YMCJIE:
Kypcosas pa6oTa -
KypcoBoii IpoekT -
W / unu mpyrue BUOBI CAMOCTOSTEIbHOM PaOOTHL:
IIOATOTOBKA K JITaOOpaTOPHEIM paboTaM, MPaKTHYECKHUM 38 38
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, U3yUeHHe
TEOPEeTUYECKOT0 MaTepHara.

Tab6mua 5



[TogroTroBKa K IPOMEXYTOUYHON aTTECTAlNN

33.65| 33.65

By npoMeKyTOYHOH aTTeCTalluH

DK3aMeH

5. ComepxKaHue TUCIHUIITHHBI

5.1. ComepxkaHure pa37eioB OUCLUIIIUHEI.

Tabmnuia 6
No cemecTpa
No HaumeHnoBaHue P
- /;1 pa3gesa (TeMsbI) CogepxkaHue pa3geaa OYMHO-| . 1.
OMCUUIIITHHBI O4YHasi|3a04-
Has
Has
[I13aiiH TOKAJIbHEIX BEIYKUCIIUTEJIbHEIX CETeH.
KonBeprupoBanHble ceTu. CeTu 6€3 rpaHull.
Pazpen 1.
YpoBHU IOCTPOEHMS CETH (9Apa,
1 | BBegeHue B 4
pacnpepnenesus, ocrymna). Kommytupyemeie
KOMMYTHPYEMBIE CETH
cetu. MeTtomer 06paboTKu KampoB. [ToHsTHE
KOJIJTU3WOHHBIX JOMEHOB.
3amycK KOMMyTaTopa. 3alyCcK KOMMyTaTopa.
Kondurypuposasue nopToB KOMMyTaTOpAa.
Pexuwmsl nyniekca. [Touck HeUCIIpaBHOCTEN Ha
YPOBHE [IOCTYIa. YAaleHHBIH JOCTYI K
Pa3zpen 2.
2 OCHOBEL KOMMYTALlHH komMyTaTtopy. [Ipotokon SSH. AcniekTsl 3amuTe| 4
y B KOMMyTHUpyeMbIx ceTsax (MAC address flooding,
dhcp spoofing). PekomeHgauuu mo opraHu3aiuu
3aIIUTH KHGOOPMALUY B KOMMYTHPYEMBIX CETSIX.
OyHKUUSA port-security.
CermenTanus VLAN. Tunbl VLAN, ronocoBsie
VLAN. Tlonartue Tpanka. Craumapt 802.1q.
Pazpen 3. TarupoBanue Ethernet. Hactpoiika VLAN Ha
3 BupTtyanbHble KoMMyTaTopax. KoHpurypuposaHrue TPaHKOBBIX 4
JIOKAJIbHBEIE CETH MOPTOB. [IMHAMUYECKUY TPOTOKON
(VLAN) vHUIManu3aiuu Tpaika (DTP). [Touck
HEeNCIIPaBHOCTEN MpU UCIOIb30BaHuu VLAN.
Pekomenpanuu no gusanny VLAN.
Opranuzanusa Mapmpytudanuu Mexny VLAN.
Pa3zpen 4. Mopenu Router-on-a-Stick u MHOTOypOBHEBOM
4 | Mapmpytusanus KoMMyTanuu. Konpurypaius MapupyTiu3anuu 4
Mmexny VLAN Mexkny VLAN. ITouck HeuCnpaBHOCTEH B
Mapipytusanuu Mexny VLAN.
ITpotokon OSPF. KomnonenTts: OSPF.
YcraHnoBka ceccun. Hello-mpoToxor.
O6noBnenus LSA. [TpuHIUIE paboTh
npotokoina OSPF. [Tousitue DR 1 BDR
MapIIpyTU3aTopoB. UmeHTUGUKaTOP
Pa3zpen 5. loopback
HacTpoiika mpoToKona MapIIpyTH3aTopa. I/ICHUOJ'IB3OBaHI/Ie oopback-
5 nHTepdeiicoB. Hactpoiika nporokona OSPF Ha 4

OPSFnns ogHOM
obnactu

nnTepdericax. UuBepcHas Macka. [ToHsiTHE
acCcUBHOTO uHTep(derica. MeTpuKa MpoTOKOIa
OSPF. [Tonoca nmponyckauusi. HacTpoiika
npotokona OSPF mist ogHo# 06macTu.
CpaBHenue npotokonoB OSPFv2 u OSPFv3.
Hactpoiika npotokona OSPEv3 ons IPv6.




Ha3nauyeHue nuCTOB KOHTPOJIS HOCTYIIA.
QurbTpalysa nakeToB. TUIIE IUCTOB KOHTPOIA
[OCTyIIa: CTaHOApPTHLIE U PaCIIUPEHHEIE.
Cnoco6s1 HacTpoku ACL: HyMepOBaHHEIE,
“MeHOBaHHEIe. IHBepCcHasa Macka. [Ipasuia
pacyeTa HHBEpPCHON Macku. OOIIKe IPaKTUKH
co3ganus ACL. IIpaBuna Ha3Ha4YeHUs IUCTOB
KOHTPOJIA [OCTyna Ha uHTepdeiicax. Co3ganue
Pazgen 6.
6 |JiucTH KOHTPOMS cTanpapTHEIX ACL (HyMepOBaHHBIX U A
MMeHOBaHHBIX). PeJakTupoBaHue IUCTOB
moctymna (ACL)
KOHTpONA pgoctyna. Cratuctuka. [Iposepka
KoHurypanuu ACL. Co3gaHue pacIIupeHHbIX
ACL. TIposepka ACL. Hactpoiika ACL Ha
BUPTYyaJIbHBIX TEPMUHAJIbHEIX JTUHUSIX.
Tunuunble ommOKu mpu HacTporke ACL.
Co3pmaHue MUCTOB KOHTPOJIS focTyna [Pv6.
ITpumenenne ACL Ha uHTepdeiicax. [IpoBepka
ACL mna IPv6.
ITpotokon DHCPv4. Coob6menuss DHCP.
Hactpotika mpoTtokona DHCP. TTouck
HeUCIpaBHOCTeN HacTporKu npoTokosjaa DHCP.
SLAACu npotokon DHCPv6. Hactpoiika SLAAC
Pazpmen 7. ;
7 Mpotokon DHCP u DHCPv6. HacTpolika MapimpyTu3aropa B 4
kKauecTBe stateless DHCP v6 cepsepa.
Hactpoiika MapuipyTtu3aTtopa B KauecTBe
stateful knmuenTa. Ilouck HencnpaBHOCTEH
npotokosna DHCP.
5.2. MexpaucuuninuHapHble CBA3U C oOecnedYuBaeMbBIMU (MOCIEAYIOMIUMU)
OUCLIUIIIINHAMU.
Tabnuia 7
11]\/[;1 HanMmeHoBaHHe 00ecIeYnBaeMbIX (MOCIEaYIOIINUX) TUCIHILTHH
1 | 3amuTa nHGOPMAIMK B KOMIBIOTEPHBIX CETIX
5.3. Pa3pesnbl AUCIUIIIVH M BUABL 3aHATUH.
Ounas ¢popMa o0yueHUs
Tab6mnuia 8
No HauMeHoBaHMe pa3gesa (TeMbI) JIek-| IIpakt. | Jla6. |Cemu- CPC Bcero
n/u OUCIHHUIUIMH MM [3aHATUSA3aHATHSI] Hapbl JaCoOB,
1 Pa3pen 1. 9 9 9 7 13
BBepeHne B KOMMYTUPYEMEIE CETU
9 Pazpgen 2. 9 9 1 7 12
OCHOBHI KOMMYTallUl
Pazgen 3.
3 BuptyanbsHble 1oKanbHbE ceTu (VLAN) 2 2 1 8 13
Pazmen 4.
4 Mapmpytusanusa Mexny VLAN 2 2 1 8 13
Paspern 5.
5 | Hactpoiika npoTokona OPSFans ogHou 2 2 1 8 13
obyacTu
Pazmen 6.
6 JIuctel KoHTpONs goctyna (ACL) 2 2 1 S




Pa3pen 7.
7 IIpotokon DHCP 2 1 3
Htoro: | 14 12 8 - 38 72
6. ;Ta0OpPaTOPHLIN MPAKTHKYM
Ounas ¢popMa o0yueHUs
Tabnura 9
No Howmep " Bcero
o/ Pa3Aena HaunmeHoOBaHHe 1a00paTOPHOH PadOThI aCOB
(TeMbI)
1 1 ba3oBas HaCTpoiika KOMMyTaTopa 2
9 9 [ToBTOPEHUE OCHOBHBIX KOHIIENINY U3 Kypca «OCHOBHI IOCTPOEHHUS 1
KOMIIBIOTEPHEIX CETen»
3 3 [Torck HEMCIIPABHOCTEHM B CETH MaJIOr0 pa3Mepa 1
4 4 Ynpasnenue onepaunoHHou cucteMon Cisco I0S u KoHPUrypanmoHHEIMHI 1
(aiinamMu Ha 6a3e KOMMYTaTOPOB
5 5 KondurypupoBaHue cCTaTH4e€CKUX MapIIPyTOB 1
6 6 HacTpoiika BUpPTyaJIbHBIX JIOKa/IbHBIX ceTed (VLAN). 1
7 7 HacTtpoiika 0CHOBHBIX QYHKIIMH 6€30I1aCHOCTH KOMMYTAaTOPOB 1
Hroro:| 8
7. IIpakTHYeCKHe 3aHATHS (CeMHUHaPhI)
Ounas popMma o0yueHus
Tab6muia 10
Homep
No o Bcero
/i pa3jgea HauMmeHoBaHHe MPAaKTHYECKHX 3aHSTHU (CEMHHApPOB) 4aCOR
(TeMbI)
1 1 Kondurypauus MapupyTu3auu Mexkay BUPTyaabHEIMU ceTaMu (Inter- 9
VLAN routing)
2 2 JIuctel KoHTpOns gocryna (ACL) 2
3 3 Hactporika PAT 2
4 4 Hactpotika nporokosa DHCP 2
5 5 Hactpoiika npoTokoa cBs3yoiero gepesa (STP) 2
6 6 [Touck u ycTpaHeHNe HEeUCIpaBHOCTEX B IpoTokone VIP 2
Hrtoro: | 12
8. IIpuMmepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
PabouuM y4eOHBIM IIJTaHOM He IIPENYCMOTPEHO
9. CamocTosiTe/IbHAsI padoTa
Ounas popMa o0yueHUs
Tabnumna 11



Ne
pasiesa Copepxanue CPC ®opma KOHTPOJIS Bcero
M CIIUII- 4acoB
JIMHBI
1 BBegileHue B KOMMYTUDPY€EMEIE CETH OTtyer 7
2 BuprtyanbsHble 10KanbHbe ceTd (VLAN) OTtyer 7
3 Mapupytusanusa Mexny VLAN OTtyer 8
4 OCHOBBI KOMMYTaluu Otuer 8
5 OCHOBBEI MapUIPyTU3aLUN OTueTt 8
Hroro: | 38

10. IlepeyeHb Y4€OHO-METOTHIECKOr0 00eCIeYeHHsI [I/Isi CAMOCTOSITe/ IbHOU
padoThI 00yYaIOUIMXCSI 110 TUCIHUIIIHHE

17151 caMOCTOSITEeIbHOM Pa0OTHI 110 AUCIUIININHE PEKOMEHIOBAHO clenyilee yueOHo-
MeTofnu4YeckKoe obecredyeHue:
- [TomoxkeHue 0 caMOCTOSITeNIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom
rocyoapCTBEHHOM YHUBEPCUTETE TeIeKOMMYHUKaUui uM. mpod. M.A. bonu-bpyeBuya;
- PeKOMeHOOBaHHAas OCHOBHASA U OOIOIHUTENIbHAS IUTEPATYPa;
- KOHCIIEKT 3aHSTHUU MO0 OUCIUIIINHE;
- Claupgbl-IIpe3eHTaly ¥ OPYroM MEeTOANYECKUY MaTeprall, UCIIOIb3yeMbIi Ha 3aHATUAX;
- MeToguuYecKue peKOMeHOalluy 110 MTOATOTOBKE MUChMEHHHIX PaboT, TpeOOBaHUS K UX
comepKaHU0 B odopMIIeHHIO (pedepaT, acce, KOHTPOJIbHAsS paboTa) ;
- (bOH[IBI OIIEHOYHBIX CPENCTB;
- MeTOIMYEeCKHe YKa3aHUS K BHIITOITHEHUIO 1a00paTOPHEIX PabOT [Jis CTYIEHTOB;

11. ®oHA OLIEHOYHBIX CPEICTB [JIsI MIPOBEIeHUsI IPOMEKYTOYHOH aTTeCTalluHu
00y4aIOIIHUXCsI

®oH[I OIIEHOYHHIX CPEACTB pa3dpabaThiBAETCS B COOTBETCTBUU C JIOKAIbHBIM aKTOM
yHuBepcuteTa "[lonoxeHue o GOHOE OIIEHOUYHLIX CPEACTB" M ABNISAETCS IMPUIOXKEHUEM K
pabodeil mporpamMMe AUCIUIIIAHEL.

®OHO OLIEHOYHBIX CPEACTB [OJid IPOBEAEHHUS INPOMEXYTOYHOU aTTeCTalluu
0o0y4aluXCs M0 AUCIUIIIAHE BKII0OYaeT B celd:

- TIepedYeHb KOMIIETEHIIUH C YKa3aHUEM 3TaIlOB UX (OPMHUPOBAHUS B IPOIIECCE OCBOEHUS
o0pa30BaTeNbHOU TPOTPaMMBI;

- OIMCaHMe II0Ka3aTelel U KPUTEPUEB OL[eHUBAHUS KOMIIETEHIMY Ha Pa3/INYHbIX 3Tallax
¥X (OpMUPOBaHUS, ONIMCAHKE IIKa/ OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3a[laHus UJIM WHBIE MaTepuaslkl, He0OXOIUMEBIE [IJIST OIleHKU
3HaHUM, YMEHUY, HAaBBIKOB U (MJIM) OIBITA AEATEIbHOCTH, XapaKTePUIYIOILIUX ITallbl
dbopMupoOBaHUS KOMIIETEHIINM B IIPOLIECCe OCBOEHUST 00pa30BaTEeIbHOM ITPOTPAMME;

- METOOUYeCKNe MaTepuarbl, Onpeaensiolye IpoLeayphl OLleHUBaHUI 3HAaHUU, YMEHUH,
HaBHIKOB ¥ (MJIM) OIIbITA AEeATEeIbHOCTH, XapaKTEePU3YIOIKX 3Tkl (POPMUPOBAHUS
KOMIIETEHLINH.

II71s1 KaXXmoro pe3ynbTaTa 00y4eHUs 0 OUCHUIINIMHE ONpPeensioTCsS IoKa3aTeNlu U

KpUTEpUMN OIeHKU CHOPMUPOBAHHOCTM KOMIIETEHLHMM Ha pPa3lNHWYHBIX 3Talax HUX

dbopMupoBaHus, IIKAIbl ¥ IPOIEAyPHl OIeHWBAHMUS.



12. IlepedyeHb OCHOBHOH H [IONOTHHUTEILHOH JIUTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIIIHHEI

12.1. OcHOBHas nuTEpPaTypa:

1. OCHOBHI IOCTPOEHHUST KOMIIBIOTEPHBIX CETEH : [IMEKTPOHHEIN pecypc] : yuebHoe
mocobue / M. B. JleBusn [u up.] ; pen.: [. [I. ITopmenusii, JI. B. By3iokos ; ®enep.
areHTCTBO CBsA3U, PemepanbHOE rocygapCcTBeHHOE OI0fI2KeTHOEe 00pa30BaTeIbHOE
yupexkieHue BhICIIero npodeccruoHanbHoro obpa3oBanus "CaHKT-ITeTepOyprckuit
rOCyOapCTBEHHBI YHUBEPCUTET TeJeKOMMyHUKaui uM. npod. M. A. BoHu-Bpyesuya".
- CII6. : CII6I'YT, 2016. - 55 c. : un. - 283.33 p.

12.2. [JononHUTENbHAS IUTEPaTypa:

1. Onudep, B. T.
KomneioTepHble ceTH. [IpUHLIUIIE], TEXHOIOTHH, IIPOTOKOJIH : yUeOHUK s By30B / B. .
Onudep, H. A. Onudep ; pei.: FO. A. I'puropres, b. @. [Ipuxykos. - 4-e uan. - CII6. :
[Tutep, 2012. - 943 c. : un. - (CrangapT TpeTthero nokonenus). - ISBN 978-5-459-00920-
0:513.80 p. - TekCT : HEIOCPEACTBEHHBIM.

13. IlepeyeHsb pecypcoB HH(POPMAIHOHHO-TEIeKOMMYHHUKAIIHOHHOH CE€TH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIIOIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUIHHE (MOIYII0),
BKJII0OUYasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUIIINHEL:

. Cisco Packet Tracer
. Oracle VM VirtualBox
- Windows UKCC

14.2. UadpopMalliOHHO-CIIPaBOYHEIE CUCTEMBL:

- 9BbC iBooks (https://ibooks.ru)
- 9BC Jlans (https://e.lanbook.com/)
- OBC CII6I'YT (http://lib.spbgut.ru)



15. MeToguuecKHe yYKa3aHHUS IS 00yJalONIUXCS 10 OCBOEHUIO TUCIIHIITHHBI

15.1. IImaHupOBaHKe W OPraHW3aluUs BpeMeHH, He0OXOOUMOTO [ U3YUYEHUS
IOVCITUIITHHEL

BaXHEIM yCIIOBHEM YCIEIIHOTO OCBOEHUS OUCUUIIIMHE « OCHOBH MapIIpPyTHA3allUU B
KOMITbIOTEPHBIX CETSIX» SIBISETCS CO3[laHMEe CUCTEMBI ITPAaBUJIbHOM OpPraHU3allu¥ TPYyHa,
TI03BOJISAIONIEH paclpenenuTh y4eOHYI HArpy3kKy PaBHOMEPHO B COOTBETCTBUHU C
rpadukoM 00pa3oBaTENIbHOr0 Mpolecca. boJbllyo MOMOIIL B 3TOM MOXKeET O0Ka3aTh
COCTaBJIeHUe IJTaHa paboTH Ha CEMECTP, MECSIl, Hefleno, feHb. Ero Hanuyue mo3BOJIUT
IIOOYMHUTH CBOOOIHOE BpeMs IeNisiM y4ueOrl, TpyouThCcs 6ojiee ycmelrHo u 3hPeKTUBHO.
HyXHO OCYyIIECTBASATh CAMOKOHTPOIIb, KOTOPHIH SBISETCS HEOOXOOUMBEIM yCIIOBUEM
ycrenHo# y4ebnl. Bce 3amaHusi, BKI04ass BHIHECEHHBIE Ha CAMOCTOSTEJIbHYIO paboTy,
PEKOMEHOYETCS BHIIONHSATL HEMOCPEOCTBEHHO IIOCJIE COOTBETCTBYIOIIETO ayAUTOPHOTO
3aHATUS (JIEeKIWU, TPAKTUYECKOTO 3aHSTHUS), YTO CIOCOOCTBYET NydIlleMy YCBOEHUIO
MaTepHalla, IT03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTh «IPOOENEI» B 3HAHUSX,
CHUCTEeMaTH3UpPOBaTh paHee NMPOUEHHBIM MaTepuaa, Ha ero OCHOBe NMPUCTYIUTL K
OBJIQ[IEHUIO0 HOBHIMHU 3HAHUSIMHU M HaBHIKAMH.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUsI OCHOBHIBAETCS Ha PallMOHAIbBHOM COYETaHUU
HECKOJIbKUX BUIOOB y4eOHBIX 3aHATUN (B IEpPBYI0 o4Yepemdb, JEKIUN M MPaKTUYECKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/agaeT onpeaeeHHON Celn(puKo.

15.2. TlogroToBKa K NEKLUASAM

3HAKOMCTBO C OUCLUIIIMHOU MIPOUCXOAUT yKe Ha IIepPBOM JIEKLUHU, TAe OT CTyHeHTa
TpebyeTcsl He IPOCTO BHUMaHKE, HO M CaMOCTOSITeNIbHOe 0OopMIIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIeKIUi HeoOXOMUMO YYUTHIBATh TOT (GAKTOpP, UTO ONHU JEKIUU
[alT OTBETHl Ha KOHKPETHBIE BOIIPOCH TEMBI, APYTUE - JIUIIb BHISIBISIOT B3aUMOCBI3U
MeX[y SBIeHUSIMHU, IMOMOTAasI CTYOEHTY IOHSAThH I'TyOMHHBIE MPOIECCH Pa3BUTUS
M3y4aeMoro IpeaMeTa, KakK B MCTOPUM, TaK U B HACTOSIEE BpeMs.

KoHCcnekTUpOBaHUWE JEeKUUU - CJO0XKHBIM BUJ BY30BCKOU aymgUTOPHOM paboOTHI,
Ipefnojaralniluili MHTEHCUBHYI YMCTBEHHYIO OeATENIbHOCTh CTyOeHTa. KOHCIEeKT
SIBIISIETCS MOJIE3HBIM TOTTIa, KOT[a 3alKiCaHO CaMOe CYIIeCTBEHHOE M CHEeIaHO 3TO CaMUM
obyuawmumMmca. He Hago cTpeMuThCcsd 3amucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIeKTHPOBaHUEe» MMPUHOCUT OOJIbINE Bpefa, YeM IMob3hl. LlenecooOpa3Ho BHaudale
IIOHATH OCHOBHYIO MBICJIb, MU3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3amnucarh ee. 2KenaTeabHO
3aMUCh OCYIIECTBASATh Ha OOHOM CTPaHUIle JIHCTa WM OCTaABIISAS OIS, Ha KOTOPBIX
o3Hee, IPU CAaMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUATEbHBIE
3alKCH, OTMETUThL HEIIOHSITHBIE MECTa.

KoHCIeKT NneKnuu nydilne Ioapa3fesaTh Ha MYyHKTH, cobmiogas KpacHYI0 CTPOKY.
9ToMy B OOnbmIOH cTemeHu OymyT cmocoOCTBOBATh BOIMPOCH IIJlaHa JIEKIUH,
npennoXkeHHbBIe IIpenonaBaTensaM. Crnegyet oOpaliaTh BHUMaHUE Ha aKI[€HTH], BHIBOMOEI,
KOTOpHIE [eflaeT JIEKTOP, OTMedast Hanbosee BaxKHbBIe MOMEHTH B JIEKIIMOHHOM MaTepuaie
3aMeYaHUSIMU «BaXKHO», «XOPOIIO 3allOMHUTHL» U T.II. MOXKHO fenaTh 3TO U C IIOMOILIbIO
Pa3HOIBETHHIX MAapKePOB UJIH PYUYeK, TOOYePKrBasi TEPMUHEL U ONIPeIeIeHu .

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOJI0oB. OOHAKO IIpU [ajibHeHIe paboTe ¢ KOHCIIEKTOM CUMBOJIBI JIy4llle 3aMEeHUTh
OOBIYHBIMU CJIOBaMHU [Jig OBICTPOTO 3PUTENLHOTO BOCHPUSATHS TeKcTa. PaboTas Hap
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KOHCIIEKTOM JIeKIMH, BCeraa H806XOJII/IMO HCIIOJIB30BaTh HE TOJIBKO yqe6HI/IK, HO U Ty
JINTEPATYDPY, KOTOPYIO OOIIOJIIHAUTEIIbHO PEKOMEHOBAII JIEKTOD. HWmeHHO Takas Ceépbe3Hai,
KpPOIIOTJINBa4d pa60Ta C JIEKIMOHHBIM MaT€pPHaJIOM IIO3BOJIUT l"J'Iy'6OK0 OBJIaAETH
TEOPETUIECKUM MaTEPHAJIOM.

15.3. IloaroToBKa K NPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHKWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIUH, MPaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 00s3aTeNbHOU U [OMONTHUTEIPHON TUTEPATYPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil paboOTH HOMXKEH MPOSIBUTHCSA B CIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOpETHUUYECKHe BOIPOCH MpPaKTHKyMa, €r0 BBHICTYIJIEHUHW U y4aCTHUU B
KOJIJIEKTUBHOM OOCYXKIOEHWH BOMPOCOB HM3y4yaeMOUW TEMBI, MPaBUJIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomuMo MOHUMAaTh, YTO HEBO3MOXKHO BO BPEMS ayOUTOPHBIX 3aHATUU U3T0KHUTh
BECh MaTepHal M3-3a JUMHTA aygUTOPHBIX YacCOB, U NPU H3YYEHUU OUCHUMNITUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAsA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMM, HAY4YHOW, CIPABOYHOM NUTepaTypoH, MaTepuallaMu
IepUOANYEeCKUX M3MaHuil u MHTepHeTa ABnseTcsAd Haubomee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOMOTHUTENBHBIX 3HAHUM, TO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WH@POpMaIluen, cnoco0CTByeT Goyee raIy00KOMY YCBOEHHUIO M3y4aeMOTO
MaTepuana, GoOpMUPYET Yy CTYOEHTOB CBOe OTHOIIEHME K KOHKPETHOM Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy c nuTepaTypoi Ienecoodpa3Ho HavyaTh C U3yuyeHUs: obuux pabot mo teMe, a
TaKXke y4eOHUKOB M yueOHBIX mocobuii. [lanee peKOMeHOyeTCs MePeuTH K aHanu3y
MoHoOrpaduit 1 cTaTel, paCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl MPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke OGUIMATbHEIX MaTepPUaJIOB U HEONyOIMKOBAaHHKEX NOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEPTAllMU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCHI U3y4aeMo# TpPOoOIIeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HAaJO0 HAaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIOETISS €TI0 CTPYKTYPHBEIE e AUHUIIEL. [Ipy 03HAKOMUTETLHOM YTEHUU
3aKjlaflKaMu OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 06ojiee BHUMATEJIbHOTO
M3y4yeHUs. B 3aBUCUMOCTH OT Pe3y/IbTAaTOB 03HAKOMHUTEIIPHOTO YTEHUS BHIOMpaeTCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTaBIeHHOU
3amauu TpebdyeTcs u3ydyeHue HEKOTOPHIX (ParMeHTOB TEKCTa, TO UCIOIL3yEeTCS METO[
BHIOOPOYHOTO uTeHUsI. Eciu B KHUTe HET moapoOHOro OrjaBlieHHs, ClelyeT o0paTUTh
BHMMaHUE yYEeHWKA Ha IPEeIMETHHIE U UMEHHbIe YKa3aTeu.

M30paHHble pparMeHTH WU BeCh TEKCT (€CJIM OH I[eJIMKOM MMEeT OTHOIIeHHe K
TeMe) TpeOyIOT BOYMYHUBOTO, HETOPOIIJIMBOTO UTEHHUS C «MBICJIEHHOM IMpPOpabOTKOM»
MaTepuaia. Takoe YTeHMe IpeoaraeT BrgeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymeHToB; 3) BEIBOIOB. Oco00e BHUMAHUE ClleAyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKxke MMpPOaHaNIU3UPOBaTh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCST NpPOOEeMaTUYHBIN, TMIOTETUYECKUM XapaKTep U YJIOBUTH CKPBITHIE
BOIIPOCHI.

[ToHATHO, YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM IIPUXOOUT HAleKO He
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cpaldy. Haumnyumu#i cmoco® Hay4yuThCS BHIAENSITH T'JTaBHOE B TEKCTe, YJIaBIUBaTh

npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OL[EHKY aBTOPCKOM MO3ULUHU - 3TO

CpaBHUTEJIbHOE UTEHME, B XO[le KOTOPOTr0 CTYOEeHT 3HAKOMUTCS C Pa3TUYHBIMU MHEHUSIMHI

II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBaAeT BeCOMOCTh M N0Ka3aTEeIbHOCTh apIyMEHTOB

CTOPOH U fieslaeT BEIBOJ O HauOosbinel yOequTeIbHOCTH TOM UM MHOM ITO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOKHOCTH IIPOIIEAINX COOLITHH U IPABOBLIX SBJIEHUM, HEIb35T UX OTBEPraTh, He
pa3obpaBmuch. [Ipy HanW4YWM pacXxoXAEeHUU MeXKOy aBTOpaMU HeoOXOOWMO HaUTHU
palroHanbHOE 3ePHO yV KaXOOro M3 HUX, YTO MO3BOJIUT TIy0xkKe YCBOUTH NMpeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HHWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UIUSIMU aBTOPOB, HYXKHO OIPEeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M U MPUMEHSITh U3 HUX Ty, KOTopas 0ojiee ybenuTenbHa.

CnenyomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMHU SIBISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHPYIOLIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha
OTHEJIbHBIX JINCTaX, KOTOPhIE IIOTOM JIETKO CHCTEMATU3UPOBATh 10 OTAEIbHLEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4eCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa 1enecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBEIX TeTpPadsx. 3Mech BaxKHO
BCIIOMHHUTD, UYTO KOHCIIEKTHI ITUIIYTCS HAa OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM
OIS UCIIPABIIEHUS ¥ PEMApPOK MEXCTPOUYHBIM PACCTOSHMEM (3T IpaBuila coOMI0Oa0TCs
st ynoOCTBa peflakTUpoBaHus). EC/TM B KOHCIIEKTaX IPUBOOSATCS IUTATHI, TO HEIIPEMEHHO
IDONXHO OBITh HAaHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne
CcTpaHuIk). BriocneacTBuu 3Ta wHGOPMAIK MOXKeT OBITh MCII0/JIb30BaHa IPKU HAallMCAHUHN
TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPAaBHUBATh, KIACCUPULIMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIHIO0 B COOTBETCTBUY C OIpeeIeHHON y4eOHOM 3aauel;

- 00001mIaTh MOTy4YEHHYI0 HHPOPMALXIO, OL[eHMBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHChbMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBMATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThIe COODIIEHHUS THIIa NOKIIa/a;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEMCTBHS CBOMX TOBAPHINEH, 00BeKTHBHO OIeHUBATh
CBOU [IEUCTBUS;

- oOpamaTscsi 3a MOMOIIbI0, MOMOTHUTEIbHEIMU Pa3bsICHEHUSIMH K IIpelofaBaTelio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW WM KOHTEKCTYaJlbHOW AOTagKOH, CJIOBapsiMH
Pa3IHYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMyu B TEKCTe (KITI0UeBhIE
CJIOBa, CTPYKTypa TEKCTa, IpefaBapsoilas nHpopMalus 1 ap.);

- UCIIOJb30BaTh MPU TOBOPEHUM U MHUCHMEe Nepudpas, CMHOHMMUYHLIE CPEe[CTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIUIMKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
ero BHICKa3bIBaHMS UJIM BOIIPOCA;
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- 00paTUTHLCS 3a ITOMOIIBLI0 K COOECeIHUKY (YTOYHUTDH BOIIPOC, IEPECIPOCHUTE U [IP.);
- UCIIOJIb30BAaTh MUMHUKY, KeECTHI (BOOOIIe ¥ B TeX CIIy4asiX, KOrfa SI3LIKOBEIX CPEICTB He
XBaTaAeT [IJIsI BEIPAXKEHUS TeX UJIU WHEIX KOMMYHUKATHBHEIX HAMEPEHHH ).

15.5. [TogroToBKa K IpoMexkKyTOYHOU aTTeCTaLluu
[Tpy IOATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMBbIe 71T OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIIEKTH OTBETOB (IIJTaHEl OTBETOB).

16. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tabmnuia 12
No HaumeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TaOOpaTOPUH
1 |lekuroHHas aygUTOPUS Aynuo-BUAE0 KOMILJIEKC
AyouTOpuu Oy IPOBEOeHUs TPYINOBLIX 1
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
[MPaKTU4YeCKUX 3aHITUN
3 [KoMneroTepHBIY K1acc [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpUs OIS KYPCOBOTO U OUIIJIOMHOTO
4 [MYRETODHA N yp A [lepcoHaIbHBEIE KOMIIBIOTEPHI
[IPOEKTHPOBAHUSI
5 |AyguTopus s CaMOCTOSITeIbHON pabOoTHI KoMmblOTepHasl TeXHUKa
6 [YuTanbHBIM 3an [IepcoHaNbHBIE KOMIIBIOTEPH
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