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PaGoyas mporpaMma AUCLUIJIMHEL COCTaBjieHa Ha OCHOBe TpeboBaHui PemepabHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmenuanbHocTu) noarotoBku «10.04.01 HMudpopmanumoHHass 6€30MaCHOCTHY,
YTBEPXKAEHHOr0 IpuKa3oM MuHuCTepcTBa 00pa3oBaHusa 1 Hayku Poccuiickoir Oemepanuu
oT 26.11.2020 Ne 1455, u B COOTBETCTBUHU C Pab04MM y4eOHBIM IJIaHOM, YTBEPXKAEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

[lenpio mpernofaBaHus QUCHUIINHE « TeCTUpOBaHKEe Ha IPOHUKHOBEHNE U STUYHBIN
XaKUHT» SBJISETCS:

u3ydyeHue MEeTON0B aHa/lu3a yrpo3 KOPIOpPaTUBHOU CETU

OTa menb [OCTUTaeTCd MyTeM PelleHus clenyoumx(ei) 3apad(u):

yMeHUe NPUMEHHUTh pa3juyHBe MEeTOAH aHalu3a yrpo3 U oOHapyXKeHHUS
BpenoHocHoro I10

2. MecCTO THCIUIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

Hucuunnvaa «TecTupoBaHKe Ha MPOHUKHOBEHME U 3TUUHBIM XakKMHT» b1.B.02 oTHOCUTCS
K 4YacTu, GOpMHUpPyeMOM ydaCTHHKaM#u 00pa30BaTeJIbHBIX OTHOIIEHUU MPOTpaMMBbI
Maructpatyps «10.04.01 MudopmalinonHas 6e30mMacHOCTb». ICXOIHBIM YPOBeHb 3HAHUMN
¥ yMeHUU, KOTOPEIMU [ONXKeH o0aflaTh CTYHEHT, IPUCTyNas K U3y4YeHUI0 NaHHOU
OUCIUIIIMHEL, ONpeessieTcsd U3ydyeHneM TaKuX OUCIHUIIINH, KakK: «3amuTa 00IauyHbIX
BHIYUCJIEHUY U TEIEKOMMYHUKALIUI».

3. IlepeueHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUY€HHsI, COOTHECEHHBIX C
IUTAaHUPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOrPaMMBbI

[Tporecc n3ydyeHus: OUCHUMIINHE HallpaBlieH Ha (POpMUPOBaHKE CIIEAYIOMNUX
KOMIIETEHIINN:

Tab6muia 1
Ne Kon
HauMeHoBaHHe KOMIIETEHIIHH
II/II KOMIIETEHIIUH
1 TK-2 [TpoBemeHME KOHTPOIBHAEIX TPOBEPOK 3(DPPEKTUBHOCTH MPUMEHSIEMBIX
IIPOrpaMMHO-aNNapaTHHIX CPEeCTB 3aIllUTH HHGOPMALUN
9 K7 O1eHKa PUCKOB yIPo3 1 COOTBETCTBHS TpeOOBaHUSIM HOPMATHBHEIX
OOKYMEHTOB WHGOPMAIMOHHON 0€30IIaCHOCTH
3 VK-3 Croco6eH OpraHU30BHIBATh ¥ PYKOBOAUTDH pab0oTOM KOMaH[bI, BeIpabaThIBas

KOMaHIHYIO CTPaTeruIo OJisd JOCTUKEHUS IIOCTaBIEHHOU I[eTN

CniocobeH MpUMeHSATh COBpeMeHHbE KOMMYHHUKATUBHBIE TEXHOJIOTUH, B TOM
4 YK-4 YHCJie Ha MHOCTPaHHOM(bIX) S3bIKE(ax), A1 aKafeMUdeCcKoro u
mpodheCcCHOHaIbHOTO B3aUMONEWCTBUS

CniocobeH aHanM3UpPOBaTh U YUUTHIBaTh pa3H0o00pa3ue KyJIbTyp B IIPOIeCCe
MEXKYJIbTYPHOT'0 B3aUMOJEHCTBUS

5 YK-5

WHOVKaTOPH DOCTUXKEHUS KOMIIETEHIIUMN

Tabnuia 2
TK-2.1 3HaTh: - OCHOBHBIE METOMBI MPOBEPKY 3G (DEKTUBHOCTH IPHUMEHSIEMEIX ITPOrPaMMHO-
' anmnapaTHBIX CPECTB 3allUTH HH(GOPMAIUU
TK-2.2 YMeTs: - IPOBOAUTH KOHTPOIbHEIE TPOBEPKH 3D (PEKTUBHOCTU TPUMEHSIEMBIX
' MIPOrPaMMHO-aIMNapPaTHRIX CPECTB 3aIlUTH HHPOPMaLuu
K-2.3 BnapeTs: - HaBEIKaMU TPOBEEHKST KOHTPOJIbHBEIX TPOBEPOK 3P GHEeKTUBHOCTHU
MIPUMEHSIEeMBIX ITPOTPAaMMHO-aIIaPaTHRIX CPEACTB 3allUTh HHOOPMAIIUK
[1K-7.1 3HaTh: - OCHOBHEIE METOJIHI OIIEHKH PHUCKOB MHMOPMAIIMOHHOMW 06€30ITaCHOCTH
[1K-7.2 YMeTh: - MPOBOIUTH OIEHKY PUCKOB YIPo3 MHGOPMALMOHHON 0€30I1aCcHOCTHU
K-7.3 BmapgeTs: - HaBbIKAMH OIEHKU COOTBETCTBUS TpeOOBaHUSIM HOPMATUBHBIX TOKYMEHTOB
nH(}OPMaIMOHHON 6e301aCHOCTH




YK-3.1

3HaTh: - METOOUKYN (OPMUPOBAHUS KOMaH[; - METOAB! 3()(PEKTUBHOIO PYKOBOACTBA
KOJIJIEKTUBAMHU; - OCHOBHBIE TEOPUU JIUOEPCTBA U CTUIN PYKOBOACTBA

YK-3.2

YMeTh: - pa3pabaThBaTh MJIaH TPYIIOBLIX U OPraHU3alMOHHBIX KOMMYHHUKAIUHN ITPH
IIOITOTOBKE U BHIMTOJTHEHUHU IIPOEKTa; - CHOPMYIMPOBATh 3alayyl YiIeHaM KOMaHIHI [IJis]
OOCTHUXKEHHUS TIOCTABJIEHHOM I1e/H; - pa3padaThiBaTh KOMAHIHYI0 CTPATETHIO; -
IpUMeHSTh 3 QeKTUBHEIE CTUIIA PYKOBOACTBA KOMAHIOM AJISI HOCTUXKEHUS
ITOCTABJIEHHOH IeJT!

YK-3.3

Bmapgets: - YMEHNEM aHaJIU3NPOBATh, IPOEKTHPOBATE U OPTaHM30BEIBATH
MEXKIJIMYHOCTHEIE, TPYIIIIOBEIE U OPTraHUM3allMOHHEIE KOMMYHUKAIIMU B KOMaHO€e OJId
OOCTHXKEHHUS IIOCTABIEHHOMU IeJIH; - METOOaMHU OpPraHN3alluy U YIIPABIIEHUSA
KOJIJIEKTUBOM

YK-4.1

3HaTh: - MpaBua ¥ 3aKOHOMEPHOCTY JIMUHOU U OeI0BOW YCTHOU U MUCbMEHHOU
KOMMYHUKAIUY; - COBpeMEeHHble KOMMYHUKATUBHEIE TEXHOJIOTUY Ha PYCCKOM U
MHOCTPAHHOM $I3bIKaX; - CYIIECTBYIOLME IpoQeccroHambHble COO0IIEeCTBa s
podeCCUOHANbHOT0 B3aUMOAENCTBUS

YK-4.2

YmeTs: - IIPUMEHATH Ha IIPAKTUKE KOMMYHUKATUBHBIE TEXHOJIOTHUY, METOOEI 1 CITOCOOBI
IeJIOBOro OOIeHus O aKaJeMU4ecKoro u l'IpO(beCCI/IOHaJ'IBHOI“O B3aMMOOENCTBUS

YK-4.3

BrapieTs: - METOTUKON MEeXITUYHOCTHOT'O IeJI0BOT0 OBIIeHUs Ha PYCCKOM U
HHOCTPAHHOM $I3HIKAX, C MpUMeHeHreM IPoheCCHOHAIbHEIX S3EIKOBEIX (DOPM, CPEefCTB
¥ COBPEMEHHBIX KOMMYHUKATUBHBEIX TEXHOJIOTHH

YK-5.1

3HaTh: - 3aKOHOMEPHOCTHU ¥ 0COOEHHOCTH COLUATbHO-UCTOPUYECKOTO PA3BUTHUS
Pa3IMYHBIX KYJIBTYP; - 0COOEHHOCTU MEXKYIbTYPHOTO pa3Hoo0pa3us o0IecTBa; -
IIpaBUJIa ¥ TEXHOJIOTUHU 3PPEKTUBHOTO MEXKYIbTYPHOTO B3aUMOIEHCTBUS

YK-5.2

YMeTh: - TOHUMATh ¥ TOJIEPaHTHO BOCIIPHHUMAThL MEXKYJIbTYPHOE pa3HooOpasue
00111eCTBa; - aHAIM3UPOBATh U YUYUTHIBATh pa3Hoobpa3ue KylabTyp B IIpolecce
MEXKYJIbTYPHOTO B3aMOJIEH CTBUS

YK-5.3

BragmeTs: - MeTomaMu ¥ HaBEIKaMU 3(1)(1)6KTI/IBH01"O MEXKYJIbTYPHOT' O B3aMMOJIEH CTBUS

4. 00beM THCHHIUITHHBI ¥ BHABI y4€0HOH PadoThI

Ounas popMa o0yueHUs

Tabnuia 3
o Bcero|CeMmecCTphI

Bup yueoHOM padoOThI YACOR 5
OO6I11ast TPYIOEMKOCTh | 7 3ET 252 252
KoHTakTHasi pabora ¢ 00y4alOIIUMHUCS 108.35| 108.35
B TOM YHCJIE:
Jlekunu 32 32
[TpakTuyeckue 3anatus (I13) 38 38
JlaGopaTopubie paboTe (JIP) 36 36
3almTa KOHTPOJIbHOM PabOoTH -
3amuTa KypcoBoil paboTHl -
3almTa KypCoBOro MPOeKTa -
[TpoMexXyTOYHAas aTTecTalus 2.35 2.35
CamocTositeibHasi paboTa o0yuaromuxcsi (CPC) 110 110
B TOM YMCJIE:
Kypcosas paboTa -
KypcoBoi mpoekT -
W / unu ppyrue BUOB CAMOCTOSTEIbHOM PabOTHL:
IIOATOTOBKA K JTaOOpaTOPHEIM paboTaM, MPaKTHYECKUM 110 110
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, U3ydeHHe
TEOPEeTUYECKOT0 MaTepuasa




[TogroTroBKa K IPOMEXYTOUYHON aTTECTAlNN

33.65| 33.65

By npoMeKyTOYHOH aTTeCTalluH

DK3aMeH

5. ComepxKaHue TUCIHUIITHHBI

5.1. ComepxkaHure pa37eioB OUCLUIIIUHEI.

ceTel, pabOTaIOIIIX
10 CTAHAAPTy
802.11

WPA/WPAZ2. I1/o gns sKCnayaTanuu ya3BUMOCTEN
TaKOT0 THUIIA.

Tab6mnuia 4
Ne cemecTpa
No HaumeHnoBaHue
- /;1 pa3neia CopepxkaHue pa3geia OMHO-|__ .
OUCUHUIITHHBI OYHasi|3a04-
Hasi
Hasi
Pazpen 1. .
OcHOBHBIE METOOH UOEHTU(PUKALIUN YCTPOUCTB B IP-
CkaHupoBaHue u
CeTH, mporpaMMHOe o0ecreyeHue s MPOBeNeHuUs
1 | peKorHOCUHUPOBKA B - 2
ceTeBoil IP- uneHTupuKanuyi. CKaHUpOBaHUE CETEBOU
MH(PaCTPYKTYPH U OTipefieieHre TOIIOJIOTHH CETH
HHOPACTPYKTYDE ¢pacTpykTyp pen
OCHOBHEIE METOMHI ITOMCKA YSI3BUMOCTEN
Pazpgen 2. onepanuoHHEX cucteM (Windows, Linux, MacOS).
JKcnnyaTalus MeTo[Ibl 9KCIINTyaTalluy ysI3BUMOCTel. Mcronb3oBaHne
2 | ya3BEMOCTEU /o rootkits, keylogger. Oxcnnyaranus ysi3BUMOCTEN 2
OTIEPAIMOHHBIX 1 (halIoBHIX CUCTEM U IIOJICHCTEM BBOMa/BHIBOIA
SCADAcucrem nHpopmanuu. OCHOBEI IToucKa ys3sumMocTelr SCADA-
CHACTEM
OcHOBHBIE METO[H ITepexBaTa TpadrKa Ha KaHaJIbHOM
U CEeTEBOM YPOBHE, B COOTBETCTBUU CO CTEKOM
Pazpen 3. npoTokosioB TCP/IP. 3KcmnyaTauus ya3BUMOCTEN THIIA
3 2
[TepexBat Tpaduka |mommeHw MAC, IP-agpecoB. Ataku Ha ARPmpoTokor.
OCHOBHOE T1/0 AJisl 9KCIITyaTalluy yI3BUMOCTEN TaKOTO
THIIA.
Pasmen 4 [TpoBepenue aTak Tuna «OTka3 B 00CTyKUBAHUU» U
4 | Orkasy B’ «PacmpeneneHHbIi 0TKa3 B 00cinykuBaHuu». OCHOBHOE 9
I1/0 [719 TPOBEAEHUS aTaK TaKoro TUMa. [[pUHITUIIEL
00CTyKBaHUH
aTakK TaKoro THUIA.
OcCHOBHBEIE METOMHI ITOMCKA YSI3BUMOCTEH B peanu3aliiu
Pazpen 5. MIPOTOKOJIOB CETEBOT0O U TPAHCIOPTHOTO YPOBHEH, B
5 [lepexBaT ceccuii ¥ | COOTBETCTBHHU CO CTEKOM IIPOTOKOJIOB TCP/IP. MeTopan: 9
CeTeBhIX 9KCIIyaTalliy ySI3BUMOCTEN TaKOro THIla. [lepexBat
COeNVHEHUN coepurenuu TCP. OcHOBHOe 11/0 OIS 9KCIIIyaTaluu
YSI3BEMOCTEH TAKOT0 THUIA.
Pa3zpen 6. OCHOBHEIE METOZIEI ITIOMCKA U SKCIINTyaTallun
IKCITyaTalus ysassumocterr WEB-cepsucos (HTTP)u WEB-
6 |ya3BumocTert WEB- | mpunoxeHu# (C UCIIOIb30BaHUE SI3BIKOB 2
CEPBHUCOB U nmporpaMmupoBanus Java, PHP). MUccrnemoBanue SQL-
TIPUIIOKEHUN WHBEKIIUH.
Pazmen 7.
[Touck u
OcHOBHEIE METOZIEI ITONCKA U 9KCIITyaTalun
3KCIIyaTaluus . L s
. ys3BUMOCTel OecripoBonHbIx ceTet Wi-Fi. OcHOBHEIE
ySI3BUMOCTEN
7 ysI3BUMOCTH B ITPOTOKOsax 6e3omacHoctu WEP, 2
0eCIpPOBOTHBIX




Pa3zpen 8. OCHOBHEIE METOZIEI ITIOMCKA U SKCINTyaTalun
3 [Touck ysSI3BUMOCTEH | YSI3BUMOCTEM B MOOMIBHEIX YCTPOUCTBAX, B TOM YHCIIE 9
B MOOMJIBHBIX 9KCIITyaTalus ysI3BUMOCTEY ITePCOHAIBHEIX
YCTPOMCTBAxX 6ecmpoBogHbIX ceTel Bluetooth, ZigBee.
Pazpgen 9.
MeTops! 06xona OCHOBHEIE METOZEI IIOMCKA U 9KCIIJTyaTalun
CHACTEM ysI3BUMOCTeN B paboTe CUCTeM IIPenoTBpalleHus
9 |mpepoTBpalleHus BTOPKEHUU U MeXKCeTeBHX 9KpaHoB. [IporpaMMHOe 2
BTOPXKEHUN U obecreueHue, II03BOJISIONIEE SKCITyaTUPOBATh
MeXKCEeTEBBIX YSI3BUMOCTH TaKOTO THIIA
9KPaHOB
Pa3zmen 10.
OcCHOBHBIE METOZILI MCIIOIL30BaHUS BPEIOHOCHOTO T1/0
Hcnons3oBanue .
IIpY IPOBENeHUN aHaln3a ySI3BUMOCTel
BUPYCOB, 3aKJIafoK B
10 Kofe MH(GOKOMMYHUKAIIMOHHEIX CUCTeM. MICIIonb30BaHue 2
s ourm6OoK B MPOTrPaMMHOM KOfIe IJIs1 TPOBEIeHMS aTak
[IepenonHeHue
6 tuta «IlepemnonHenue 6ydhdepar.
ybdepa
Pazpmen 11.
[Touck ys3BuMocTel | OCHOBHBIE METOMHBI SKCITyaTalluy ySI3BUMOCTEN
11 | B peanu3aimsax peanu30BaHHHEX KPUITOTPAPUIECKUX aNTOPUTMOB s | 2
KpUNnTorpapuyecKux| IpoBeleHUs aTak Ha BUPTyaJIbHbIE YAaCTHHIE CETH.
arOpUTMOB
Pazgen 12.
OCHOBHEIE METOIBEI aHOHUMU3ALUKUY IPUCYTCTBUS B
MeTOonBl COKPHITUS
12 I (GPOBOM MPOCTPAHCTBE U METOMNBI COKPBITHS 2
OesaTeNbHOCTH B . .
coTH OesaTeNIbHOCTH, CBI3aHHOU C CETEBOU aKTUBHOCTEIO

5.2. MeXOuCHUNNIHHAPHEE CBI3M C obOecrmedywBaeMBIMU (MIOCTIEOYIOIIUMU)
OUCITUIUINHAMH.

Tabnuiia 5
l'l]\/[:'l HanmeHoBaHHe 00eceYnBaeMbIX (IOCIeYIOIINUX) TUCITUIITHH
1 | TexHomoruu 3amuTE OECIIPOBOIHAIX CETeH ¥ MOOMIBHBIX TPUTOKEHUH
5.3. Pa3pgesnsl UCIUIIIMH U BUOLI 3aHSITHH.
Ounas popMa o0yueHus
Tab6mnuia 6
No JIek-| [Ipakr. | JIab6. |Cemu- Bcero
HaunmeHOBaHHeE pa3gesia TUCIHHIUTHHBI CPC
n/m IIUH [3aHATHSABAHATHS HAPbI JaCOB
Paspmen 1.
1 | CkanupoBaHUe U PEKOTHOCIIIPOBKA B CETEBOM | 2 2 2 5 11
[P-uH(pacTpyKType
Paspern 2.
2 | OkcmyaTanus yA3BUMOCTEH ONEPalMOHHBIX U | 2 4 2 5 13
SCADAcucrem
3 |Pasmen 3. 2 2 2 10 | 16
[lepexBat Tpaduka
4 |Pasmend. 4| 4 2 10 | 20
OTKa3kl B 00CTyKUBaHUY
5 |Pasmerns. ) ) 2 4 4 10 | 20
[TepexBaT ceccuil ¥ CEeTEBHIX COeNUHEHUN




Pa3pen 6.
6 | 9kcmnyatauus ya3sumocted WEB-cepBucos u | 2 2 4 10 | 18
MIPUI0KEHUN
Pazpen 7.
7 [Touck u 3KCIITyaTalus ysI3BUMOCTEN A 9 9 10 | 18
6ecrpoOBOIHEIX CeTel, paboTaoLUIuX 10
cranpapry 802.11
Pazpen 8.
8 |Tlouck ysi3BUMOCTEN B MOOUJIbHBIX 2 2 4 10 | 18
YCTPOUCTBAxX
Pazmen 9.
9 | MeTonsl 06X00a CUCTEM IIPENOTBPAIIEHUS 2 4 2 10 18
BTOPKEHUH U MEXKCETEBEIX 9KPaHOB
Pa3pen 10.
10 | MUcnonbp3oBaHUE BUPYCOB, 3aK/IaflOK B KOfIE. 4 4 4 10 22
[lepenonnenue 6ybdepa
Pazmen 11.
11 |Tlouck yg3BUMOCTEN B peanu3anusax 2 4 4 10 20
KPUIITOrpapuueCcKux aIrOpUTMOB
12 | Pasmen 12. 4| 4 4 10 | 22
MeTonBl COKPHITUS JEeSATENbHOCTH B CETH.
Wroro: | 32 38 36 - 110 | 216
6. Jlekuuu
Ounas ¢popMma o0ydeHUs
Tabmuua 7
o | Homep Bcero
TeMa 1eKIIUR
/1 pa3ge’al 4acoB
1 1 CkaHUpOBaHNE CeTeBOU NHPPACTPYKTYPH U ONPeeIeHNe TONOJIOTUN CeTH| 2
9 9 OC?IOBHBIe METOJIBI IOMCKa ySI3BUMOCTEH OllepaliOHHBEIX CUCTEM 9
(Windows, Linux, MacOS).
3 3 OCHOBHEIE METOLHI ITepexBaTa Tpaduka Ha KaHaJTbHOM M CETEBOM YPOBHE 2
4 4 [TpoBepenue aTak Trna «OTKa3 B 006CTyKUBaHUN» 2
5 4 [TpoBepieHue aTak TUIa «PacmpefenieHHEI 0TKa3 B 00CTyKMBaHUN» 2
6 5 OCHOBHBIE METO[IHI IIOKCKA YHBBI/IM?CTGIZ B peasii3alliy IPOTOKOJIOB ?
CETEBOT'0 ¥ TPAHCIIOPTHOT'O YPOBHEH
7 6 MeTopb!l moMCKa U 3KCIyatanuu ysa3sumocter WEB-cepBucoB 2
8 7 MeTopbl MOMCKA ¥ 9KCIITyaTally ys3BUMOCTeN OecnpoBofHbIX ceTer Wi-Fi| 2
9 7 Ys3BUMOCTH B TpoTOKOJax 6e3omacHocTyt WEP, WPA/WPA2 2
10 8 [Touck ¥ 9KCITyaTalysl y3BUMOCTEN B MOOUIIBHEIX YCTPOMCTBAX 2
11 9 [Touck u SKCIITyaTalHst ySI3BUMOCTEH B pab0Te CUCTEM IIPENOTBPAIleHus 9
BTOPKEHMH U MEXKCETEBBIX 9KPaHOB.
12 10 [TpoBefeHne aHanM3a ysI3BUMOCTEN NHPOKOMMYHUKAIIMOHHBIX CUCTEM 2
13 10 Vcnonb3oBaHue OMKXOO0K B IPOTPAaMMHOM KOJie [iJIs IPOBEEHHUS aTaK TUIla 9
«ITepenonuenue 6ydhdepar.
14 11 MeTopnb 3KCIINTyaTalldy YI3BUMOCTEN peaii30BaHHBIX
KpPUNTOrpapuuecKux aarOpuTMOB
15 12 MeTonb aHOHUMU3AIMU IPUCYTCTBUS B IM(GPOBOM IPOCTPAHCTBE 2
16 12 MeTobl COKPHITUS AESATENbHOCTH, CBI3aHHOU C CETEBOM aKTUBHOCTHIO 2
Wtoro: | 32




7. JIabopaTOPHBIA MPAKTHKYM

Ounas ¢popMa o0ydeHUs

Tabmnuia 8
No | Homep o Bcero
HaunmeHoOBaHHe 1a00paTOPHOH PadOThI
/1 [pa3je’ia) JaCcoB,
1 1 CkaHMpOBaHNe U PEKOTHOCLIUPOBKA B ayngpyeMoﬁ CeTu C 9
ucnonb3oBanueM 11/o NSlookup, WHOIS ping, tracert, NMAP.
TecTupoBaHUe Ha IPOHUKHOBEHUE UH(PPACTPYKTYpPhl paboyuX CTOJIOB IO
2 2 : 2
ynpasnerneM OC WindowsServer 2012
3 3 [TepexBat Tpaduka c nmomoiursio cHuPepoBWireshark (mepenanpasienus 9
TpaduKa)UNpsIMOTONOAKIIIOYEHUS K Cpefie lepefayuu
4 4 [TpoBepeHMEe TECTHPOBAHUS ayAUPYEMOM CHCTEMBI Ha YCTOMYUBOCTD K ?
DDoSatakam
5 5 [TepexBaT TCP-coequHeHU 1 IIepeHanpaBieHus Tpapuka ayqupyeMou 4
OpraHu3alliu
6 6 TectupoBaHue Ha npoHUKHOBeHNEe WEB-cepBepa ayaupyeMoi KOMIIaHUY C 4
KUcnonb3oBaHueM SQL-UHBEKITUHN
7 7 OKkcmnyaTtalus ysa3BuMocTeit 6ecrpoBaHoii cetu 802.11 aynupyemorn 9
KOMIIaHUHU
8 8 JKcmIyaTalus ya3BUMOCTEW MOOUIBHBIX YCTPONCTB ¥ KOMIIPOMETAIIU S 4
nHopManuyu Ha MOOUIIEHOM TeledoHe
9 9 O6xop yCcTporCTB 6€30MaCHOCTY IIEPUMETPA ayAUPyeMoy KOMIAHUN 2
10 10 9KcnnyaTaLUu/1;{ TUIA IepenonHenus 6yddepa cepBepoB BUAeOHAOTIONEHNS 4
ayIupyeMol KOMIIaHuu
11 11 [Touck ysiI3BUMOCTEN B CTaHIAPTHBIX peanu3alusax KPUITOrpadhudecKux A
IIPOTOKOJIOB
12 12 AHOHMMH3aIMS CETEBOT0 MPUCYTCTBUS NIPY IPOBENEHUN ayJuUTa CETH
Hroro: | 36
8. [IpakTHuyeckue 3aHsATUA (CEeMHUHaPHI)
Ounas hopMa o0yueHus
Tab6mnuia 9
Ne | Homep Bcero
TeMa 3aHATUA
/o pa3aeal JacoB
1 1 CkaHVpOBaHME U PEKOTHOCLMPOBKA B ayIUPyEMOU CETH C 9
HCIIONTb30BaHMEM CEPBUCOB BonJour.
2 2 W3yuenne MeTomos u ¢hopM xpaHeHu naposnen B cemerictee OC Windows 4
3 3 [TpuHIIMOE IepexBaT U 3allMKINBaHUS BUIEONOTOKA 2
4 4 Hccnegosauue popmupoBanne BOTNET a gnsa oprarusanuu DDoS-aTTaxk. 4
5 5 [TogroToBKa KOMILJIEKCHOU UH(PPACTPYKTYPHI AJIS IPOBEEHUS aTaKu 4
nogMeHbl DNS-cepBepa
6 6 Wzyuenue ysa3sumocter WEB-cepBepa aynupyeMoi KOMIIaHUY Ha 9
Hanuyue omuboK u meip B PHPuJavakome
7 7 H3yuyenue HpE)TOKOJ'[a TKIPgna ugeHTUUKAIUY YA3BUMOCTH 1 9
NIOCJIeAYIONIEX SKCIIyaTalun
8 8 [Touck ys13BUMOCTEN B IPOTOKOJIaX OPraHu3aluy [IEPCOHAIBHOU 9
6ecrpoBomHOM ceTu Bluetooth
9 9 VM3yueHne MexaHU3MoB ueHTHGUKanuKu paboTr ¢ honeypot’amu 4




10 10 H3yueHne CUHOCO6OB YCTaHOBKM BPEIOHOCHOTO I1/0 Ha KOHEYHBIEe CTaHIUU A
ayoupyeMoy opraHu3alun
11 11 [Touck ysi3BUMOCTEH B CTAHIAaPTHHIX Pean3alusx KpUINTOrpapuiecKux 4
IIPOTOKOJIOB aCCUMETPHUYHOU KpUNTOrpadun
12 12 M3yyeHne METONOB aHOHUMM3ALUKU CETEBOT0 IIPUCYTCTBUS IIPU 4
TIPOBEJIEHUU ayIuTa CEeTU
Wrtoro: | 38
9. IlpuMepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
PabouuM y4eOHBIM I1JTaHOM He IIPEAYCMOTPEHO
10. CamocTosiTe;IbHasi padoTa
Ounas opMa o0yueHus
Tab6muia 10
Ne | Homep “ Bcero
CoaepzxkaHHe CAaMOCTOSATEILHOH PadOTHI ®dopMa KOHTPOJIA
/1 [pa3aeia) JaCOB,
Hcronb3oBanue nHGOPMALUK U3 OTKPHITHIX
1 1 HMCTOYHUKOB [IJI IPOBEIeHUS PEKOTHOCIIMPOBKY B OTYET 5
ceTu
HccnengoBanue co3nanus keylogger'os mms cb6opa
2 2 IapoJiel CUCTEMBI; KOH(PUTypaIus IOPTaTUBHAIX OTYET 5
3arpy304YHBEIX TOMOB
KHccrnemoBaHre MeXaHM3MOB IIepexBaTa
3 3 uH(popMauuyu MeTOHOM (PUKCAIUU U3TyUYeHUS OTYET 10
nepeamiux Bugeokadenen
4 4 HccnepoBaHue MexaHU3MOB opraHu3auuu DoS- OTUST 10
aTtak
5 5 Kondurypauus noxuoro DNS-cepBepa OTYET 10
HccnenoBaHue BO3MOKHOCTY UCIIOIb30BAHUS .
6 6 OTYET 10
omu60K B mpunoxenusx WEB-cepBucos (Apache)
HccnenoBaHusl BO3MOXHOCTEN SKCIITyaTallui
7 7 YS3BUMOCTEH B IIPOTOKOJIax ceMelictea 8§02.1x OTYET 10
(EAP)
8 3 HccnenoBaHue y'CTOfI‘-II/IBOCTIiI K aTaK CUCTEM OTET 10
TIPeoTBPAIEeHNST BTOPXKEHUN PA3TMYHbIX TUIIOB
HccnegoBaHue BO3MOKHOCTEH aHOHUMHOT0 c6opa .
9 9 ) OTYET 10
“H(pOpMaluu ¢ momoulsio /o Trojan-horses
[TpoTuBopericTBue MexaHu3MaM digitalforensicuns
10 10 COKPBITHS CBOEH MesTEeIbHOCTH B IIM(PPOBOM OTYET 10
IIPOCTPAHCTBE
11 11 [Mouck y&I3BI/Il\iIOCTeI71 B IPOTOKOIAX OPTaHU3aIUy OTHET 10
IepcoHanbHOM OecpoBogHoOM cetu Bluetooth
12 12 [ToucK ysI3BUMOCTEM B CTaHAAPTHHIX pearu3alusx OTIET 10
KPUIITOrpapuIeCcKuX MPOTOKOJIOB
Wtoro: | 110

11. IlepeyeHb Y4€OHO-METOTHIECKOT 0 00eCIIeYeHHS [IJIsi CAMOCTOSITe TbHOU
padoThI 00yYaIONIMXCS II0 TUCIHUIIIHHE

I1st caMOCTOSITENTLHOU paﬁoTI:»I II0 JUCIHHUIIIIMHE PEKOMEHOO0BAHO CJIEAYIOIIEe y‘-IGGHO-



MeTOIuYecKoe obecredeHue:

- [Tonoxenne 0 caMOCTOSTENNbHOU paboTe CTyneHToB B CaHKT-IleTepOyprckom
roCygapCTBEHHOM YHUBEDPCUTETE TeIeKOMMYHUKauui uM. npod. M.A. Boru-BpyeBuya;

- PEKOMeH[I0BaHHAs OCHOBHAS U JOIOJIHUTENIbHAS JIUTepaTypa;

- KOHCIIEKT 3aHATUY 110 OUCLIUIIINHE;

- CIIaUfBI-IPe3eHTalUy U APYrod MeTOOUYEeCKUY MaTepuall, UCIOJIb3YeMEIU Ha 3aHATUAX;

- MeTOAMYEeCKHe PeKOMEeHalluy 110 ITOAT0TOBKe MUChbMEHHBIX PaboT, TpeOoBaHUS K UX
comepxKaHuUI U 0hopMIIeHHIO (pedepart, scce, KOHTpOIbHasg paboTa) ;

- (DOHTBI OIIEHOYHKIX CPENCTB;

- MeTOAMYEeCKUe YKa3aHus K BHIIOTHEHUIO TabopaTOPHEIX PadoT Ol CTYAEHTOB;

12. ®oHJ OLI€HOYHBIX CPEICTB ISl MPOBEIeHUsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Jaromuxcs

®OoHJ OIIEHOYHHIX CPeNCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAJIbHBIM aKTOM
yHuBepcureta "[lonoxeHune o GOHME OLIEHOUYHLIX CPEMACTB" U ABNSETCS MPHUIIOKEHUEM

(ITpunoxenue A) K pabouyelt mporpaMMe OUCIHUTIINHEL

®oHI OIEHOYHHBIX CpPENCTB [OJid IPOBEOEHUSA NPOMEXYTOYHOU aTTecTaluu
00y4JalouIuXCsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IlepeyeHb KOMIIETEHIIUM C yKa3aHUEM 3TamoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OIIACaHMe II0Ka3aTejlel U KPUTEPUEB OLIEHUBaHUSI KOMIIETEHLIMM Ha Pa3/IMYHBIX 3Talax
X (OPMUPOBaHUS, ONIMCaHNE IIKal OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHBIE 3afjaHus UM HHBIE MaTepuabl, He00OXO[UMEBIE TS OLleHKU
3HaHWM, YMEHNY, HaBBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX JTaIlbI
(dhopMupoBaHUS KOMIIETEHIIAN B IIPOLIECCe OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMME;

- METOOMYEeCKHe MaTepualibl, ONpeaessiollye IpoLenyphl OlleHUBaHUs 3HaHUM, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXX[moro pe3ybTaTa 00y4eHUs 0 AUCHUIIINHE ONpPEeensioTCsa IoKa3aTelu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha PAa3/IMYHBEIX 3TamaX HX

dbopMupoBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

13. IlepeyeHb OCHOBHOH H [IOIOTHHUTE/ILHOH JIHTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHS THCIHIITHHBI

13.1. OcHOBHas nuTEpaTypa:

1. Illtepeubepr, Cranucnas Mropepud. TeXHONIOTHY TPOTPAMMHOM 3allIUTHl B UHTEPHETE :
yuebHoe nocobue / C. U. llitepenbepr, B. E. Moposos, B. . AugpuaHoB ; pei.: B. A.
Bacunwes, H. H. Babuh ; ®emgepanbHoe areHTCTBO cBI3u, OengepanbHoe
rocygapcTBeHHOe o0pa3oBaTelbHOE OI0/I2KETHOE YUpeXAeHNEe BEICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
YHUBEPCUTET TeIeKOMMYHUKalLXi uM. mpod. M. A. bornu-bpyesuua". - CII6. : CIIGI'YT.
4. 1.-2015.-60c. : un. - ISBN 978-5-89160-126-0 : 322.40 p.
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2. llITepenbepr, CtanucnaB Mropesud. TeXHOIOTMY IPOTPAMMHOM 3aIUTH B UHTEPHETE :
yuebHoe nocobue / C. U. llitepenbepr, B. E. Moposos, B. . AugpuaHoB ; pei.: B. A.
Bacunwes, H. H. Babuh ; ®emgepanbHoe areHTCTBO cBI3u, OengepanbHoe
rocygapcTBeHHOe o0pa3oBaTelbHOE OI0/I2KETHOE YUpeXAeHNEe BEICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
YHUBEPCUTET TeIeKOMMYHUKalLXii uM. mpod. M. A. bonu-bpyesuua". - CII6. : CIIGI'YT.
4. 2.-2015.-76 c. : un. - ISBN 978-5-89160-126-0 : 408.37 p.

3. 3amuTa uHOpPMaIMy B lleHTPax 00pabOTKM MaHHHIX : [INEeKTPOHHLIN pecypc] :
y4uebHoe mocobue / U. A. Ymakos [u mp.] ; peu.: C. E. [IymmH, P. B. Kupuuex ;
denepanbHOE areHTCTBO CBsA3U, PenepanbHOe rOCyIapCTBeHHOE OI0IKEeTHOE
o0pa30BaTeNlbHOE yUpekaeHue BICIIEeTo podeccroHanbHOro oO0pa3oBaHus "CaHKT-
[TeTepOyprckui rocylapCTBEHHBIN YHUBEPCUTET TEIEKOMMYHUKAIUN UM. Ipod. M. A.
Bonu-Bpyesuua". - CII6. : CII6I'VT, 2019. - 91 c. : umn. - 439.98 p.

4. llansrus, B. ©.

HudopmanmonHas 6€30IaCHOCTh KOMIIbIOTEPHBIX CUCTEM U CETEH : [DNEeKTPOHHBIH
pecypc] : yuebHoe mocobue / [llanbrun B. @. - M. : ®OPYM ; M. : UHOPA-M, 2021. -
416 c. - URL: http://ibooks.ru/reading.php?productid=361273. - ISBN 978-5-8199-
0754-2 : b. 1.

13.2. [JonnonHUTENbHAS IUTEPaTypa:

1. KoMmbioTepHBIE BUPYCH : METOM. yKa3. K n1ab. paboram / B. . AHmpuraHoB [u fp.] ; pem.
C. E. ymus ; ®emep. areHTCTBO cBsA3u, Pemep. roc. o6pa3oBaTebHOE OIOMXK.
y4pexkpaeHue BhICII. pod. o6pa3oBanus "C.-[leTepO. roc. yH-T TEIEKOMMYHUKAIUN UM.
npod. M. A. bonu-Bpyesuua". - CII6. : CII6T'YT, 2011. - 19 c. - Bubnuorp.: c.17. - (B
0071.) : 8.75 p. - TEKCT : HEIIOCPENCTBEHHEBIH.

2. Augpuanos, B. H.

ViHHOBaIMOHHOE yIIpaBlieHUe PUCKaMu HH()OPMaImoHHOM 6e30MacHOCTH :
[OnekTpoHHBIN pecypc] : yueb. mocobue / B. . Aunpuanos, A. B. Kpacos, B. A.
JIunnaTHuKOB ; pell.: C. E. ymus, E. B. CrenbMmaiionox ; ®egep. areHTCTBO CBA3H,
®epep. roc. obOpa3oBaTeNibHOE OI0MIK. YUpexkaeHue BhICII. Tpod. odbpa3oBanus "C.-
[TeTep0b. roc. yH-T TeneKOMMYHUKaUui uM. mpod. M. A. bornu-bpyesuua". - CIIO. :
CII6I'YT, 2012. - 396 c. : un. - bubnuorp.: c. 394-395. - ISBN 978-5-91891-092-4 (B
00671.) : 320.00 p.

3. ByitHeBu4, Muxaun BuKTOpoBuY. 3aluTa IPOorpaMM U JaHHHIX : yueOHoe mocobue / M.
B. Byuinesuy, K. E. MU3paumnos, A. B. Kpacos ; pen.: U. B. Koterko, E. B.
CrenbMaloHok ; ®emep. areHTCTBO CBsi3u, OemepasibHOE TOCYNapCTBEHHOE OI0[IXKEeTHOe
o0Opa3oBaTeNlbHOE yupekaeHue Briciiero obpa3oBanus "CaHKT-IleTepOyprckui
rOCyapCTBEHHLIN YHUBEPCUTET TeIeKOMMYHUKanuy uM. mpod. M. A. bonu-bpyeBuyda“.
- CII6. : CII6I'YT. Y. 1 : Cmoco6s! ananu3sa. - 2020. - 72 c. : un. - 386.88 p.
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14. IlepeyeHsb pecypcoB HH(POPMAIHOHHO-TEIeKOMMYHHUKAIIHOHHOH CE€TH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

15. IlepeyeHb HHPOPMAITHOHHBIX TEXHOJIOTHH, HCIOJIL3YEeMBbIX PH
OCYIIIeCTBIEHHH 00pa30BaTe/ILHOT0 MMPOIlecca M0 THCIHIUIHHE (MOIYITIO),
BKJII0Yasi IepeYyeHb MPOrpaMMHOro odecnedyeHuss 1 HHGOPMaITHOHHBIX
CIIPaBOYHBIX CHCTEM.

15.1. ITporpamMMHOe obecrieyeHne QUCIUITINHEL:

GNU Assembler

Linux

- NetBeans

- Open JDK

Visual Studio Community
- Windows MKCC

15.2. UHpOpMallOHHO-CIIPABOYHEIE CUCTEMBI:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

16. MeTomuuecKHe yYKa3aHHUS IS 00yJalONIUXCS 10 OCBOEHHUIO TUCIIHIITHHBI

15.1. TInaHupoBaHUe XU OpraHK3alus BpeMeHU, HEOOXOOUMOTO OJIs M3Y4YeHUd
IUCLUATITAHEL

BaXHBIM YCJIOBHEM YCIEUIHOTO OCBOEHUS OUCHUNNIUHHE «TecTUpoBaHUE Ha
IPOHUKHOBEHWE M 3TUYHBIM XaKWUHT» SIBIAETCS CO3[aHWEe CHUCTEMBl NPaBUIbBHOU
OpraHU3alliy TPyHa, NMO3BOJAIONIEN pacupefeluTh yueOHY0 Harpy3Ky paBHOMEPHO B
COOTBETCTBHUY C rpadukoM 06pa3oBaTeILHOTO IIpoliecca. BobIIyio MOMOIIL B 3TOM MOXKET
OKa3aTh COCTaBJIeHUe IJlaHa PabOTH Ha CeMecTp, Mecsdl], Hefelno, JeHb. Ero Hanuuue
TI03BOJIUT NOOYUHUTL CBOOOAHOE BpeMs LieNsiM y4eOwl, TPyOUThCS 0ojiee YCIEeIIHO U
a¢bdexTBHO. HyXKHO OCYIIECTBISATH CAMOKOHTPOJIb, KOTOPHIYN SBNISETCA HEOOXOIUMBIM
yCIIOBUEM yCIeIHoU yueOrl. Bce 3amanus, BKI04asi BLIHECEHHBIE Ha CaMOCTOSTENIbHYIO
paboTy, peKoMeHOyeTCS BHIIOJHSAThH HEIOCPEACTBEHHO II0CIe COOTBETCTBYIOILIETO
ayIUTOPHOTO 3aHATUS (IEKIUU, TPAKTAUUYECKOT0 3aHSITUS), YTO CIIOCOOCTBYET Ny4IIeMYy
YCBOEHMIO MaTepuasa, 103BOJISeT CBOEBPEMEHHO BBHISIBUTh U YCTPAHUThL «IpOOeskl» B
3HAHUAX, CUCTEMATHU3UPOBATh paHee MPONAEHHBIN MaTepual, Ha eT0 OCHOBe IIPUCTYIIUTD
K OBJIaIeHUIO HOBEIMU 3HAHUSMU U HaBBIKAMHU.

CuctemMa YHUBEPCUTETCKOT0 00y4eHUSI OCHOBEIBAETCSI Ha palliOHaJIbHOM COYEeTaHUU
HEeCKOJIbKUX BUIOB y4eOHBIX 3aHATUHN (B IEpBYI0 odepefnb, JIEKIUNW U IPaKTUUYECKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/agaeT onpeaeeHHON Celn(puKo.
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15.2. IToaroToBKa K JIEKLIUSAM

3HAKOMCTBO C OUCLUIIIMHON ITPOUCXOOUT YKe Ha MEepPBOM JEKIUH, TOe OT CTyJeHTa
TpebyeTcst He MIPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM JNEKIUN HeoOXOOUMO YUUTHBATL TOT (AKTOpP, YTO OOHU JEKIUU
[AI0T OTBETHl HA KOHKPETHBIE BOIIPOCHL TEMEI, APYTHE - JIULIb BHIABIAIOT B3aUMOCBSA3U
MeXIy SIBJIEHHUSMH, IIOMOTas CTYOEHTY IMOHSATh T'IyOMHHBIE HPOIECCH Pa3BUTHUS
M3y4aeMoro IpefiMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHcmekTUpoBaHUE JEKLUWU - CJO0XKHBIM BUI BY30BCKOU aymgUTOPHOM paboOTHI,
Ipenmnoaraliiui WHTEHCUBHYI YMCTBEHHYIO HOEeSTelIbHOCTh CTyoeHTa. KOHCIeKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3alMCcaHo caMoe CYIIeCTBEHHOE M CHEeNTaHO 3TO CaMUM
oOyuawmumcsa. He Hago cTpeMuThCs 3amucaTh [OCJIOBHO BCHIO JeKnuio. Takoe
«KOHCITEKTHPOBaHKE» MMPUHOCUT OOJIbINE Bpema, YeM IMoib3kl. Ilemecoo6pa3Ho BHadase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaTaeMyI0 JIEKTOPOM, a 3aTeM 3amucarth ee. 2KenaTenbHO
3allUCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JTUCTA WU OCTABNSAS IOJS, Ha KOTOPHX
03Hee, IPU CAMOCTOSITENIbHOM pad0Te C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUTE IbHEIE
3aIKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIeKT NeKInuu aydine Ioapas3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B 0OOnbIION cTemeHu OymyT cmoco6CTBOBAThH BOMPOCH IjlaHA JIEKIUH,
IIpenoXeHHbIe IpemonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [e/TaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMHU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIIPENETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYI CHUCTEMY COKpalleHui, ab0peBUaTyp u
cuMBonoB. OgHAKO MpU JanbHeHIel paboTe ¢ KOHCIIEKTOM CUMBOJIBL JIy4Ille 3aMEHUTH
OOBIYHBIMHU CJIOBaAMHU [1Jis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BceTrma He0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO Yy4eOHUK, HO U TY
JIUTEPATypPy, KOTOPYIO MOIOTHUTEIFHO PEKOMEHIOoBaN JIeKTOP. IMeHHO TaKasl cepbe3Hasd,
KpomoTnuBasi paboTa C NEKUUMOHHBIM MaTepHalioM I03BONUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. IlogroToBKa K IPakKTU4YECKUM 3aHATUAM

TmaTenbHOe MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMIEHHOr0 MaTepuaia (MaTepuana JeKIWi, MPakKTU4eCKUX 3aHATHH), a
3aTeM u3y4yeHuss 00s3aTeNbHOM U [IOMONTHUTEIbHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HOMXKEH IMPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TEOPETUYECKHE BOIPOCH NpPAKTHKyMa, €r0 BHICTYIJIEHWN U y4aCTUHU B
KOJIJIEKTUBHOM OOCYXKIOEHMH BOMPOCOB M3y4yaeMOM TeMbl, MPAaBUIbHOM BHIIIOIHEHUU
IPaKTU4YeCKUX 3aJaHui ¥ KOHTPOJBHBIX PadoT.

Heo0xomuMo MOHUMATh, YTO HEBO3MOXKHO BO BpeMSI ayOUTOPHBIX 3aHATUN U3T0KUTh
BECh MaTepual KM3-3a JUMHUTA ayOgUTOPHBIX YaCOB, ¥ NPH U3YYEHUU OUCLUUIMIUHEL
HeIOCTAaTOYHO KOHCIIEKTOB 3aHATHH. [103TOMy caMocTosiTeNbHAs paboTa ¢ yueOHUKaAMU,
y4eOHBIMU TOCOOMSIMHK, HAy4YHOW, CIPaBOYHOW NUTepaTypol, MaTepualaMu
IepUoNuYecKUX U3maHul u MHTepHeTa sBnseTcs Haubonee 3QPEeKTUBHEIM METOOOM
IIOJIy4YEeHUS NOMOJHUTENIbHBIX 3HaHUM, IT03BOMISET 3HAYUTEIbHO aKTHBU3UPOBATh MIPOLIECC
oBNajieHusT uH@oOpMaIuen, crnocodCcTByeT Goyee rIy00KOMY YCBOEHMIO HM3y4aeMOTO
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MaTepuana, GOpMUPYeT y CTYOEHTOB CBOE OTHOIIEHWE K KOHKPETHOU IpobieMe.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy c nuTepaTypoi Ienecoodpa3Ho HavyaTh C U3yuyeHus: obux pabot mo TeMe, a
TakXe y4eOHUKOB U y4eOHBIX mocoOuil. [lanee peKOMeHAyeTCs MepeuTu K aHalnu3y
MoHoOrpaduit 1 cTaTel, paCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl MPo0IeM, U3y4aeMbIX B
paMKax Kypca, a TakxXe opuIMaIbHBIX MaTepruaaoB U HeONyO0JIUKOBAHHBIX JOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEPTAllMU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOou IPOOIIeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HaJO0 HaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIAETISIS €r0 CTPYKTYPHBIE eAUHULIEL. [Ipy 03HAKOMHUTEIbHOM YTEHUHU
3aKjlaflKkaMu OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 06ojiee BHUMATEJIbHOTO
n3ydyeHUus. B 3aBUCUMOCTH OT pe3y/lIbTaTOB O3HAKOMUTEJIbHOTO UTEHUS BHIOMpAEeTCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTaBIeHHOU
3amauu TpeldyeTcs u3ydeHrWe HEKOTOPHIX pparMeHTOB TeKCTa, TO MCIOIb3yeTCS METO[
BHIOOPOYHOTO uTeHUsI. Eciu B KHUTe HET mogpoOHOro OrjaBlieHHs, ClelyeT o0paTUTh
BHUMaHNe yYeHNKa Ha IpeIMEeTHhIE U UMEHHBIE YKa3aTelH.

M30paHHble pparMeHTH WU BeCh TEKCT (€CJIM OH I[eJIMKOM MMEeT OTHOIIeHHe K
TeMe) TpeOyloT BOyMYHBOIO, HETOPOIIJIMBOTO UYTEHUS C «MBICIIEHHOM IMpopaboTKOoii»
MaTepuaia. Takoe YTeHMe IpeIonaraeT BrgeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOgOB. Ocob60e BHMMaHKe CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TakxXKe MMpPOaHaNIU3UPOBaTh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCSAT NMpoOJeMaTUUYHBIM, TUIMOTETUYECKUM XapaKTep M YJIOBUTb CKPHITHIE
BOIIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT AanekKo He
cpaldy. Haumnyumu# cnoco® Hay4yuThCS BHIAENSITH T'JIaBHOE B TEKCTe, YJIaBIUBaTh
npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OL[EHKY aBTOPCKOM MO3ULUHU - 3TO
CPaBHUTEJIbHOE YTEeHHeE, B XOIe KOTOPOTO CTYOEeHT 3HAKOMUTCS C PA3TUYHBIMUA MHEHUSIMU
II0 OOHOMY U TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh ¥ N0Ka3aTeIbHOCTh apIyMEHTOB
CTOPOH U fieslaeT BEIBOJ, 0 HauOosbinel yOequTeIbHOCTH TOM UM MHOM IO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKYM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOXKHOCTH IIPOIIEIINX COOLITHM U NMTPABOBLIX SIBIEHUM, HEJIb3sT UX OTBEpPraTh, He
pa3obpaBmuch. [Ipy HaNW4YWM pacXxoXAEeHUU MeXKOy aBTOpaMuU HeoOXOOWMO HaUTHU
palroHanbHOE 3ePHO yV KaXKIOOro M3 HUX, YTO MO3BOJIUT TIy0zkKe YCBOUTH MpeaMeT
n3ydyeHus u 6ojiee KPUTUYHO OI[€HHWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UIUSIMU aBTOPOB, HYKHO OIPENeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M M MPHUMEHSITh U3 HUX Ty, KOTopas 0ojiee ybenuTenbHa.

CnepyoomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMHU SIBIISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHPYIOUIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3aluCcH Ha
OTHEeNbHBIX JIUCTAX, KOTOPHE MTOTOM JIETKO CHCTEMATU3UPOBATh II0 OTHENIbHEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4eCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa Lienecoo0pa3HOo KOHCIEKTUPOBATh B OTHAENIbHBIX TeTpPaAsgax. 34eCh BaxkHO
BCIIOMHUTD, UTO KOHCITEKTHI ITUITYTCS HAa OMHOM CTOPOHE JIUCTA, C MOJISIMU ¥ OOCTATOYHBIM
IJIS UCIIPABIIEHUS U PEMApPOK MeXKCTPOYHHIM PacCTOSTHMEM (3TU IpaBuUia COOMIOOAIOTCS
st ynoOCTBa pefllakTUpoBaHus). EC/IM B KOHCIIEKTaX IPUBOOSATCS IUTATEL, TO HEIIPEMEHHO
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OONXKHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOMHBEIE MaHHBIE, Ne
CTpaHuIlH). BriocnencTeuu 3Ta nHGOPMAIMK MOXKET OBITh MCII0Ib30BaHa IIPU HAlTMCAaHUHN
TeKCTa pedepaTra WA APYroro 3aJaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATyPOU BaxKHO YMETh:

- COIIOCTaBNATh, CPaBHUBATh, KIAaCCU(MUIIUPOBATh, TPYNIUPOBATh, CHCTEMATU3UPOBATh
“H(OpPMAIIKIO B COOTBETCTBUM C OIpefeleHHOM y4eOHO! 3aiayel;

- 0000I11aTh MOJTyYEeHHYI0 MH(POPMAIIXUIO, OIIeHUBAThL IIPOCIYIIAHHOE U TPOYUTAHHOE;

- (pmKCHpOBaTh OCHOBHOE COfiepKaHue co0b1eHu; GopMyIupoBaTh, YCTHO U IHCHbMEHHO,
OCHOBHYIO U[IeI0 COOOIEHHUST; COCTABISATH IJIaH, GOPMYIMPOBATh TE3UCH;

- TOTOBUTH U IPE3€HTOBaTh Pa3BEPHYThEIe COODIIEHUS THIla OOKIIaaa;

- paboTaTh B pa3HHIX pexXrMax (MHIUBUAYAJIbHO, B IIape, B IPYIIIE), B3AUMONENUCTBYS OPYT
C OPyroM;

- II0JIb30BAThCSA PedepPaTUBHBIMYU U CIIPABOYHBIMU MaTepHalaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEUCTBHS CBOUX TOBAPUINEH, 00bEKTHBHO OI[€HUBATh
CBOH [EMCTBHUS;

- obpalaThCs 3a IOMOIIbIO, MOMONTHUTENbLHEIMU Pa3bsSICHEHUSIMU K IMPeNnopaBaTelio,
OPYTUM CTyOeHTaM;

- TI0JIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJbHOU AOTrafgKoHU, CJIOBapsiMH
PA3NMYHOTO XapaKTepa, Pa3IMYHOr0 poja MofCcKa3KaMH, OIIOPaMM B TEKCTe (KITI0YeBhIe
CJI0Ba, CTPYKTYypa TEeKCTa, IpeABapsouas nHhpopManus u ip.);

- HCIIOIb30BaTh IIPU TOBOPEHUM U MHCbMe Iepudpas, CAHOHUMUYHLIE CPEMICTBA, CJI0Ba-
OTIMCaHUS OOIIUX MOHSATHM, PA3bsICHEHUS, TPUMEPHI, TOTKOBAaHUS, «CIIOBOTBOPYECTBO»

- TIOBTOPSITH UJHU Nepedpa3upoBaTh PEIUIUKY co0eceqHWKa B MOATBEPXKIEHUN TOHUMaHUS
ero BLICKa3bIBaHUS UJIA BOIIPOCA;

- 00paTUTHLCS 3a MMOMOIIBLIO K COOeCEeTHUKY (YTOYHUTD BOIIPOC, IEPECIIPOCUTE U AP.);

- UCIIOJIb30BaTh MUMHUKY, XKECTH (BOOOIIe X B Te€X CIydasix, KOrfa S3bIKOBEIX CPEOCTB He
XBaTaeT IJIs BEIPAXKeHUS TeX UM UHBIX KOMMYHUKATUBHEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMekKyTOYHOU aTTeCTaLlUU
[Tpy IOATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMbIe [I7ig OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIEKTH OTBETOB (IIJTaHEl OTBETOB).

17. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tab6muia 11
No HauMmeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TabOpaTOPUH
1 |lekuroHHAas aygUTOPUS Aynuro-BULE0 KOMILJIEKC
AyouTOpuM Oy IPOBEOeHUs TPYINOBLIX 1
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
[MPaKTU4YeCKUX 3aHITUN
3 [KoMneroTepHBIY KJ1acc [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpus OIS KYPCOBOTO U OUIIJIOMHOTO
4 [MYRHTODHA N yp A [lepcoHaIbHBEIE KOMIIBIOTEPHI
[IPOEKTHPOBaHUS
5 |AyguTopus s CaMOCTOSITETbHON pabOoTH KoMmblOTepHas TeXHUKa
6 [YuTanbHBIM 3an [IepcoHaNbHBIE KOMIIBIOTEPH
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