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PaGoyas mporpaMma AUCLUIJIMHEL COCTaBjieHa Ha OCHOBe TpeboBaHui PemepabHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmenuanbHocTu) noarotoBku «10.04.01 HMudpopmanumoHHass 6€30MaCHOCTHY,
YTBEPXKAEHHOr0 IpuKa3oM MuHuCTepcTBa 00pa3oBaHusa 1 Hayku Poccuiickoir Oemepanuu
oT 26.11.2020 Ne 1455, u B COOTBETCTBUHU C Pab04MM y4eOHBIM IJIaHOM, YTBEPXKAEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio MpenomaBaHus QUCHUIUINHEL «YIIpaBieHne HHPOpMaImOHHON
0e30IaCHOCTBIO» SIBIISIETCS:

M3y4YeHNe BOMPOCOB yIpaBiieHUsI MH(POpMaInoHHONW 6e30macHOCThI0. [JUCIIUTIINHA
«YmpaBieHue HHGOPMaAIMOHHOM 0€30IIaCHOCThIO» MOJIXKHA obecrieyrBaTh HOPMUPOBAHLE
dbyHOaMeHTa IMOATOTOBKM OYAYIIMX CIIENManuCcTOB B 001acTu GOpMUpPOBaHUS MOMEIen
yIrpo3, OIIeHKM PHUCKOB HMHOOPMAIMOHHBIX HHGPOKOMMYHHUKALUOHHBIX CHCTEM,
dbopMupoBaHUe ameKBaTHHIX METOHNOB U CpPeAcCTB obecmedyeHus MHGOPMaIHOHHOU
0e30macHOCTH, a TakXe, CO37aBaTh HeoOXoouMyi0 0a3y [/ YCIENIHOTO OBJIafeHHUs
MOCIeOVIOIUMY CIelUaJbHBIMU OUCHUIIKNHaAMU ydyeOHoro miaaHa. OHa HONXHa
croco0CTBOBAaTh pPA3BUTHUI0 TBOPYECKHX CIIOCOOHOCTENM CTYOEHTOB, YMEHHUIO
dbopMynupoBaTh U pellaTh 3afadyyd M3ydaeMOW CIeNuaibHOCTH, YMEHHUIO TBOPYECKHU
IIPHMEHSTb U CAMOCTOSITEJILHO TOBHIIIATh CBOM 3HAHMUS.

OTa 1e/lb OCTUTaeTCs IIyTeM pelleHus Claenyolux(er) 3aaad(u):

Ha OCHOBe (pyHIaMeHTanu3alluu, HHTeHCUuDUKauM U NHOUBUOYAIU3alluK IIpollecca
o0y4yeHUsI NMYyTEM BHeOpeHUSI M 9PPEKTHUBHOTO HCIONH30BaHUSA HOOCTUKEHUU
COBPEMEHHOTO MeHe[IXMeHTa B obnactu uHpopMaIllMoOHHOM 0e30IIaCHOCTH Ha OCHOBE
HaIlMOHANIbHHIX M MHUPOBHIX CTaHAApPTOB. B pe3ynbTaTe U3y4YEeHUS OUCHUIIUHBL Y
CTYOEHTOB MOJIXKHB CHOPMUPOBATLCA 3HAHUSA, YMEHUS M HaABHIKH, IIO3BONSIOIINE
IIPOBOAUTb CaMOCTOSITENIbHLIM aHallM3 PUCKOB M Yyrpo3 BO3HUKAIOUIUX B IpoOIlecce
NesTeNbHOCTH KOMITaHUM MHGOKOMMYHUKAIIMOHOTO MPO(UIS U OIepaTOPOB CBS3H.

2. MecCTO THCIHIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOTrPaMMBbI

HucnunnrHa «Ynpasnenue nHGopmarmonHon 6e3omacHocTeio» 51.0.03 oTHOCUTCS K
00s3aTeNIbHOM YacTu MNporpaMMmbl MarucTpaTtyphl «10.04.01 HMuHbopmauumoHHas
0e30TaCHOCTb>.

M3ydeHne OUCIUIIINHEL «YIIpaBlieHre WHGOPMaIMOHHON 0€301MaCHOCTHI0» OCHOBLIBAETCS
Ha 0a3e 3HAHUM, YMEHUN U KOMIIETEHIIUM, MMONYYEeHHBIX CTYIeHTaM1 Ha IpeabayIlleM
ypoBHE 00pa30BaHUs.

3. IlepeyeHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUYeHHsI, COOTHECEHHBIX C
IUTAaHUPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOrPaMMBbI

[Tporecc n3ydyeHus: UCHUNINHE HallpaBlieH Ha (POpMUPOBaHUE CIEAYIOMNUX
KOMIIETEHIINN:
Tab6mua 1

Ne Kon

HauMeHOBaHHe KOMIIETEHIIUH
I/ [KOMIIeTeHIIHH

Cnoco6eH pa3pabaTeiBaTh TEXHUUECKUHN ITPOEKT CUCTEMHI (TOACUCTEMEI

1 OIIK-2 00 KOMIIOHEHTa CUCTEMEI) obecrieuyeHuss HHGOPMAIMOHHON
6e30macHOCTY;

9 OTIK-3 Cnoco6eH pa3pabaThiBaTh MIPOEKTEHI OPraHM3alMOHHO-PACTIOPSATUTEIbHBIX
IDOKYMEHTOB 110 00ecreyeHnio HHGOPMaIMOHHOM 6€301acHOCTH;

3 [1K-3 dopMupoBaHUe NOTUTUK HHDOPMALXOHHON 6€30IIaCHOCTH

4 [1K-4 Pa3paboTka TpeOoBaHUY 10 3alUTe KOMIIBIOTEPHBIX CETEH U CUCTEM

5 ITK-8 [TpoBemeHue aHanu3a 6€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM




6 K-9 [TpoBenenue OKCIEPTU3BL [IPY PACCIENIOBAHAY KOMIBIOTEPHBIX
NIPECTYIJIEHNY U MHIMAEHTOB
7 VK-3 Crnioco0eH OpraHu30BHIBAThH U PYKOBOOUTH paboToM KOMAaHJEL, BbIpabaThIBAS
KOMaHIHYIO CTPaTETHuI0 OJId JOCTUKEHUS IIOCTaBJIEHHOU 1[eNIN
MHOMKaTOPH JOCTUXKEHUS KOMIIETEeHIINN
Tabnua 2

OIIK-2.1 3HaTh: - TUIIOBLIE TEXHUYECKHE ITPOEKTHI CHCTEMbI (momcucTeMel MO0 KOMIIOHEHTA
cucTteMbl) obecrieyeHnss UHGOPMaIlMOHHON 6€30aCHOCTH

OTIK-2.2 YMeTh: - pa3pabaThBaTh TEXHUYECKUYN ITPOEKT CHCTEMEL (mopmcucteMel mu60
KOMIIOHEHTa CUCTEMHI) obecreueHnsT WHGOPMaIIMOHHON 6e301aCHOCTH

OTIK-2.3 BrnapeTs: - HaBEIKaMU TPOEKTUPOBaHUS CUCTeMbI (momcucTeMsl TUO0 KOMIIOHEHTA
cucTteMbl) obecrmeyeHns "HGOPMAIIMOHHON 6€30IaCHOCTH

OTK-3.1 3HaTk: - OpraHu3aUKHOHHO-PACTOPAAUTEILHBIX OKYMEHTOB 110 o0ecredyeHuno
“HGOPMAIMOHHOM 6e30IMaCHOCTH

OIIK-3.2 YMeTs: - pa3pabaThiBaTh MPOEKTH OpPTraHM3alHOHHO-PACTIOPAAUTENBHEIX TOKYMEHTOB
1o obecredyeHno HHGHOPMalIKUOHHOM 6€301acHOCTHI

OTIK-3.3 BrapieTs: - HaBBIKAaM# pa3paboTKY ITPOEKTOB OPTaHM3aHOHHO-DACTIOPAAUTETBHEIX
OOKYMEHTOB 110 obecnedyeHnio HHGOPMaIMoHHOM 6e300aCHOCTH

IK-3.1 3HAKTh: - OCHOBHEIE MTOJTUTUKH MHPOPMAIIHOHHON 0€30IaCHOCTH

ITK-3.2 YMeTs: - GOpMUPOBATH MOJTUTUKY WHGOPMAIMOHHON 0€30I1aCHOCTH

[1K-3.3 BrnageTs: - HaBEIKaMy (POPMUPOBATHUS MTOMUTHKY WHPOPMAIIMOHHON 6€30aCHOCTH

[1K-4.1 3HaTh: - OCHOBHBIE IIPOTOKOJIE ¥ METOABI 3aIMTH KOMITLIOTEPHBIX CETEN M CUCTEM

IT1K-4.2 YMmeTs: - pa3pabaThiBaTh TPeOOBAHUS IO 3aIIUTE KOMIBIOTEPHHLIX CETEH U CUCTEM

[1K-4.3 BrnageTs: - HaBBIKaMU HACTPOUKYU CPELCTB 3alllUThl KOMIIbIOTEPHBIX CETEH U CUCTEM

[1K-8.1 3HaTh: - OCHOBHbLIE METOIH 06ecrieyeHust 6€30IaCHOCTH KOMITBIOTEPHBIX CHCTEM

ITK-8.2 YMeTs: - MPOBOOUTH aHamu3 6€30MaCHOCTH KOMITbIOTEPHLIX CUCTEM

[1K-8.3 BriafeTs: - HaBHIKAMM HAaCTPOUKY (QyHKINY 0€30IaCHOCTY KOMIBIOTEPHAIX CUCTEM

1K-9.1 3HaTh: - OCHOBHEIE METO/IHI POBETIEHHN s SKCTIEPTH3I P PACCIIENOBAHHY
KOMITbIOTEPHBIX IPECTYIIEHUY U NHIUIEHTOB

1K-9 2 YMeTh: - IPOBOAUTD 9KCIEPTUSH IIPU PaCcClef0BaHUU KOMIBIOTEPHBIX IPECTYIIEHUN
U HHIUJEHTOB

K-9.3 Brnapets: - HaBBIKAMHU TPOBENEHUS paccrienoBaHU WHIMOEHTOB ¥ KOMITbIOTEPHBIX
NIPECTYIIJIEHUU

VK-3.1 3HaTh: - METOOUKYN (OPMUPOBAHUS KOMaH[; - METOAB! 3()(PEKTUBHOIO PYKOBOACTBA
KOJIJIEKTUBAMHU; - OCHOBHEIE TEOPUH JINAEPCTBA ¥ CTUIN PYKOBOACTBA
YMeTh: - pa3pabaThBaTh MJIaH TPYIIOBLIX U OPraHU3alMOHHEIX KOMMYHHUKAIUHN ITPH
MIOATOTOBKE U BBHIMIOJIHEHUY MTPOEKTa; - CHOPMYIHPOBaTh 3aJadyy dyjieHaM KOMaHIbI 71

YK-3.2 OOCTHUXKEHHUS TIOCTABJIEHHOM I1e/H; - pa3pabaThiBaTh KOMAHIHYI0 CTPATETHIO; -
NIPUMEHSATh 9Q(PEeKTUBHEIE CTUIM PYKOBOACTBA KOMAHOM AJ1s1 JOCTUXKEHUS
IIOCTaBJIEHHOU LIeJIN
Brnapets: - yMeHuEM aHaIU3UpPOBaTh, IPOEKTUPOBATh U OPTaHU30BLIBATh

VK-3.3 MEXKJIMYHOCTHBIE, TPYIIIOBLIE U OpraHU3allMOHHbIE KOMMYHUKAIIMA B KOMaHAe s

OOCTHXKEHHUS IIOCTABIEHHOM IeNIH; - METOOaMHU OPraHU3alluy U YIIPABIIEHUA
KOJIJIEKTUBOM

4. O06beM THCHHUIUIHHBI ¥ BUIBI Y4€0HOH PadOTHI

Ounas popMa o0yueHus
Tab6mnuia 3

Bcero|CeMmecTphbl
4acoB 1

Buj yueOHOM padoThI




OG11ast TPyEOEMKOCTb | 5 3ET 180 180
KoHTakTHasi padora ¢ 00y4alOIMIUMHUCST 68.35| 68.35
B TOM YMCJIE:

Jlekunu 26 26
[IpakTuyeckue 3angatus (I13) 22 22
JTabopaTtopHbie paboTs (JIP) 18 18
3aIuTa KOHTPOJILHOM PabOTH -
3ammuTa KypCcoBoi paboThl -
3ammTa KypCoBOT0O IIPOEKTa -
[IpomexyTOUHas aTTeCTalus 2.35 2.35
CamocTositesTbHasi padora odoyuaromuxcsi (CPC) 78 78
B TOM YUCJIE:

Kypcosast pa6oTa -
KypcoBoii mpoekT -

W / unu mpyrue BUOBI CAMOCTOSTEIBHOM PAOOTHL:

ITOITOTOBKA K JTa00paTOPHEIM paboTaM, MPaKTUYECKUM 78 78
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, H3ydeHue

TEOPETHUYECKOr0 MaTepuaa

[ToproroBka K MpoOMeKyTOYHOU aTTeCTAlllU 33.65| 33.65
Bua mpoMeKyTOYHOH aTTeCTallHH JK3aMeH

5. CogepKaHue TUCIHUILIHHBI

5.1. ComepxaHue pa3aesioB OUCLUIIINHEL.

Tabmuma 4
Ne cemecTpa
No HaunMmeHnoBaHHEe
n/u pa3gena Copgep:xkaHue pa3geiia OMHO-| . 1.
OTUCITUILTHHBI O4YHasA|3a04-
aas | Haf
Pazpmen 1. OpraHu3alOHHO-TIPaBOBLEIe (YOPMHEI YIIPABIIEHUS
Ynpagnenue 6e301acHOCThI0. [IpeAmnoCHIKY Pa3BUTHS
nH(pOpPMaIMOHHOM | TOCYAaPCTBEHHOTO yIIPaBIeHus B chepe
6e3omacHOCThI0 | mH(pOpPMaMoHHOM Oe3onacHocT. O0IIas METOMOIOTHS
1 |Ha U CTPYKTYpa OpPraHU3alliOHHOT0 00eCedYeHus 1
rOCyAapCTBEHHOM | mH(OpPMaloOHHON 0€30I1aCHOCTH Ha YPOBHE
ypoBHe. O0mue | rocymapcts. O6mas nmoautuka Poccuu B chepe
IIPUHITATIBL 1 nHGOpPMaIMoHHOM 6e30macHOCTH. CTPYKTypa OpraHoB
poccuricKas rOCyIapCTBEHHOU BIAaCTH, 006eCIeYHNBaAIONINX
IpakTUKa nHGOpMaIMoHHY0 6e30macHoCTh B PO,
Pasmern 2. CpencTBa BuU3yanu3anuu sneMeHToB Ub.
Busyanusanuus CTaTUCTUKY 10 nHUUZeHTaM UB.
OcHOBHEIE
2 e — KommnnekcHble cucteMsl MoHUTOpHHTa MB. CpencTsa 1
cOopa otyeToB ¥ LogoB. OCHOBHBIE IPUHITUIIEI PAOOTEHI
nocTpoenus SIEM
SIEM cucreM. CocTaBneHne 0T4eToB 110 Hb.
Pa3zpen 3.
[IpoBemenue
KOMILJIEKCa Digital Forensic. PaccnenoBanue UHIIMIEHTOB.
mpouenyp YTunute Ona paccienoBaHUus UHIIMOEHTOB.
3 | uudposoro WMubopmanus 06 UCTOPUYU MOCEIIeHUs CaToB, 1
pacciefoBaHus B | KyKucax, OykMapKaX, CKayaHHBIX (ainax,
“H()OPMaIMOHHBIX| 3aII0JTHEHHBIX (popMax, COXpaHEeHHBIX JIOTUHAX U T.[.
¥ KOMITbIOTEPHBIX
cHucTeMax




Pa3pgen 4. BBenenue B «3THYeCKUM XakKuHT». OCHOBHEIE
BBenenue B IIPUHITUIIE €T0 Opranu3anuu. CocTaBlieHKe IIJlaHa

4 |OUSHKY M @yIAT | IPOBENEHNUS TECTUPOBAHAS I[eJIEBOM CUCTEMBI 1
Wb nyrem (uH@pPacTpyKTYypHl). OTHOIIEHKE K 3aKOHOAATEIbCTBY U
BBHISIBJIEHUS YTpo3 | perynsatopaM. CocTaBieHUe OTYETa U PEKOMEeHOalui
Wb «Ha nety» Ha OCHOBE IIPOBENEHHOI'0 TECTUPOBAHUS.

Pasgen 5.
OCHOBHBIE MeXaHU3Mbl U IPUHIUIIL IPOBEIEHUS
AymouT cucteM
ayputa Ub CKY]l npennpusitus, a TakXXe CUCTEM
5 | ymameHHOTO U . 1
ymajieHHOr0 IOCTYIIa C MCII0Ih30BaHNEM TEXHOIOTHUH
JIOKAJIbHOTO .
BHPTYyaJIbHBIX YACTHBIX CeTel
OOCTyTIa
Paznen 6.
Aynout
uHPacTPyKTypHl | OCHOBHBIE MEXaHU3MbI ¥ ITPUHITUITHL IPOBEIEHUS
B, aynuta Ub uadpacTpykTypHl npeanpusatusi. OCHOBHBIE

6 | MHTerpUpOBaHHLIX| MEXaHU3MHI ¥ IPUHIIUIIE TPOBeieH s aynuTta b 1
CEPBUCOB cucteM [P-tenedonuy, a TakKe CUCTEM
TeneoHun U 6ecnpoBopgHOro moctyma Wi-Fi
0ecIIpoBOIHOTO
OOCTyTa
Pazmen 7.

[IpuHIKUIIE OcHOBHEIE TEXHUKY [IPOBEeeHUs ayouTa cucreMm Mb.

- | OPraHu3anuyu Pa3paboTKa METOUKY MTPOBEJIeHUs ayiuTa CUCTEM 1
ayouTa CUCTeM WB. OcHOBHEIE CPENCTBA MPOBENEHNUS ayouTa CUCTEM
rHbopMalmonHoi| Ub.
6e30I1acHOCTH
Pasen 8 Cospganue nomutuk Vb npennpusaTtus. [IpuHIUIE
0 I/IHI_II/II'I.I:I obecrieuenus 6€301aCHOCTY UHGPACTPYKTYPHL.

HSCT — [Tpunuunsl obecreyenus: 6€30MacHOCTH TePUMeTpPa
P CETH TeJIeKOMMYHUKALMOHHOU CUCTEMHL.

8 | MHTErpUPOBAHHLIX] 1

CHCTEM PerynupoBanue mpaBui pa6oTer CKY]I.
. | PerynupoBaHue IpaBUl yoaJieHHOT 0 JOCTyIa

HH(POPMaIMOHHON

cpenctBamMu VPN. KoHTpoms 0€30aCHOCTH KOHEUHBIX
0e30macHOCTH .

ycTpoiicTB. KonTposnb 6e3omnacHoctu IP-trenedonuu.

['ocymapcTBeHHBIE CTaHAapPTH B o0nactu Ub PO.

OlieHOYHBIE CTaHOAPTH B MHDOPMaIMOHHOK

6e3onacHoctu. OpaHxkeBas KHUTA. MeXTyHapOIHBIN
Pazpen 9.
CraHmapTH craugapt ISO/IEC 15408. Kputepuu oLieHKI

9 | vipapieHus 6e30macHOCTH HHOOPMAIMOHHHIX cucTeM. CTaHOapPTHI 1
ng)o MAITHOHHOH ympaBreHus nHGOPMaUroOHHOM 6e30macHOCThi0 BS

p 7799 u ISO/IEC 17799. ix 0OCHOBHEIE IIOJIOKEHUT
6e301aCHOCThIO .
Mexnynaponusii ctanmapT ISO/IEC 27001:2005
"CucTeMBl yIipaBieHus: UHPOPMaLuOHHON
6e3omacHocTu. TpeboBaHus"
Pasgen 10 OcHOBHEIE COCTABIISIOIIME HHGOOPMAIIIOHHOMK
i 6e30macHOCTU. YTPo3bl HHGOOPMALMOHHON
O1eHKa PUCKOB
10 . | 6e3omacHOCTY B MHPOPMAIMOHHBIX CUCTEMAX. 1
nH(pOpPMaIMOHHOU
OCHOBHEBIE OIpefeNieHus U KPUTEPUHU, YTPO3BI
6e30macHOCTH
IIeJIOCTHOCTU ¥ KOHQUAEHIIMaTbHOCTH.
5.2. MexXpOucHUuUNNIUHapPHbE CBA3W C obOecrmedynBaeMHIMU (MTOCTENYIOIIUMU)
OUCLIUIIIIUHAMU.
Tabmnuia 5
Ne
n/m HanMmeHoBaHHe 00ecnneuynBaeMbIX (IIOCIEIYIOMINX) TUCIUIIIHH




| 1 |BpenonocHoe nporpaMmHoe obecreyeHue

5.3. Pa3nersibl OUCIIUIIINHE M BUOL 3aHATUH.

Ounas popMa o0yueHUs

Tabnuua 6
Ne JIek-| IIpakTt. | Jla6. |Cemu- Bcero
HaunMeHOBaHHE pa3dejia THCHHIUIHHBI CPC
n/n VY [3aHATHABaAHATHS HapbI 4acoB
Pazpmen 1.
1 Ynpasnenue nvHPOPMaMOHHON 4 9 3 14
0e30MacHOCTRIO Ha TOCYOApCTBEHHOM YPOBHE.
OO61mre IPUHIMIEL ¥ POCCUMCKas IPaKTUKa
Pazmen 2.
2 OcHOBHBIE IPUHIUIE oCTpoeHus SIEM 2 2 2 8 14
Pazmen 3.
3 [TpoBenmeHme KOMIIJIEKCa IPoLenyp Lu(poBoro 9 9 9 8 14
paccnenoBaHus B UHPOPMaLUOHHBIX U
KOMIIBIOTEPHBIX CHCTEMaxX
Paspen 4.
4 | BeepeHue B OLleHKY ¥ ayouT Ub nytem 2 2 2 8 14
BhIABJIeHUS yrpo3 UB «Ha nety»
Paspern 5.
5 | Ayout cucteM ygaJeHHOI0 U JIOKaJIbHOTO 2 4 2 8 16
LOCTyIa
Pa3pen 6.
Aynut nHdpacTpyKTypH Wb,
6 2 2 2 8 14
VHTETPUPOBAHHEIX CEPBHUCOB Tene(oHUU U
6eCIIpPOBOIHOTO OCTYIIa
Pa3pen 7.
7 | IIpyHUMIEL OpraHU3alUU ayouTa CUCTEM 2 2 2 8 14
nHGOpMalroHHON 6e301acHOCTH
Pa3zpen 8.
8 | [IpyHIUIEI TOCTPOEHUS UHTETPUPOBaHHBIX 4 2 2 8 16
crucTeM nHGOPMALMOHHOM 6€30IIaCHOCTH
Pazmen 9.
9 |CraHgapTh yopaBieHus HHGOPMAaIMOHHON 4 2 2 8 16
6e301aCHOCTEIO
Pazpen 10.
10 | Ouenka prCKOB UHGOPMAIIMOHHOM 2 2 2 6 12
6e301acHOCTHI
Wtoro: | 26 22 18 - 78 | 144
6. Jlekuuu
Ounas hopMa o0yueHus
Tab6mnua 7
Ne | Homep Bcero
TeMa JTeKIIuHA
/o pa3aeal JacoB
1 1 OpraHu3alioHHO-TIPaBOBEIE (POPMEI yIIPaBIeHNsT 6€30I1aCHOCTHIO. 2
9 1 O61ast METOLOJIOTHS ¥ CTPYKTYPa OPraHU3alMOHHOT0 00ecneyeHnst 9
nHGOpManroHHON 6e30IIaCHOCTH Ha YPOBHE TOCYOAPCTB.
3 2 OcHoBHEBIE TpUHIMIH paboTsl SIEM cucrem. 2




4 3 PaccrnegoBaHue WHIUEHTOB. 2
5 4 BBegeHne B «3TUYECKUYN XaKUHT»., 2
6 5 OcHOBHBIE MeXaHU3MH ¥ MPUHLUIIE TpoBefeHus ayauta Ub CKY]] 9
TIPeNIPUITUS
7 6 Aynvta VB uHQpPacTPyKTypPH NIPEeSIPUSTHUS. 2
8 7 OCHOBHBIE TEXHUKHU TPOBefeHNs aynuTa cucrteM Ub. 2
9 8 Cozpanue nonutuk Ub npennpusartus. 2
10 8 KoHTpomnb 6e3011acHOCTY KOHEUHBIX YCTPOUCTB. KOHTpOIb 6€30macHOCTH 9
[P-trenedoHumM.
11 9 Mexpaynapogseii ctaggapt ISO/IEC 15408. 2
12 9 CraHpapTH yIpaBneHus nHGOPMaLUOHHOM 6e30macHOCThi0 BS 7799 u 9
ISO/IEC 17799.
13 10 Yrpo3sl nHGOpPMaIMOHHON 6e301MaCHOCTH B MH(MOPMALIMOHHBIX CUCTEMAaX 2
Htoro: | 26
7. JIabopaTOPHBIA MPAKTHKYM
Ounas popMa o0yueHUs
Tabmnuia 8
Ne | Homep “ Bcero
HaunmeHoOBaHHe Ta00paTOPHOH PadOTHI
/1 [pa3aerial 4aCcoB,
1 9 HccnemoBaHue afpeCcHOro NPOCTPaHCTBA CETH C UCIIOJIb30BaHUEM 9
IIporpaMm mjis aygura cucreM UMb
9 3 HccnenoBaHue MOCIEACTBUY HECAHKIMOHUPOBAHHOTO JOCTYIa K CEepBEPY 9
nop ynpasnerueM OC Windows
3 4 OreHKa PHUCKOB Wb npenmnosnaraeMoyi KOMIIaHUU B KOHTEKCTE YI'PO3EL 9
3eMJIETPSICEHUM
4 5 [TomGop ONTMMAJIBHBIX CTAHAAPTOB A1 pa3paboTku cucteMu UB 9
rOCyJapCTBEHHOM KOMIIaHUHU
5 6 [IpoBenenue ayguta VPN, moctpoeHHOU cpenctBamu [Psec, cetu 9
cpepctBamu OC Kali Linux
6 7 [TpoBemenue aymuTa uHGpPAcTPYKTypr! IP-Tenedonnu cetu cpencteamu OC 9
Kali Linux
7 8 [TpoBemeHue aymuTa UHGPACTPYKTYPEI O€CIIPOBOIHOTO IOCTYIIA K CETH 9
cpepctBamu OC Kali Linux
8 9 [TpoBepenue ayguta uHGpacTpykTyphl cetu cpeactBamu OC Kali Linux 2
9 10 Pa3paboTka apxXxuTEKTyphl UHTEIPUPOBAHHOM CUCTEMHBI 6€30I1aCHOCTH [JIS 9
opranusaiuu Kouieniuu BYOD
Hrtoro: | 18
8. [IpakTHuyeckue 3aHSATUA (CEeMHHAPHI)
Ounas ¢popMa o0yueHUs
Tab6mnua 9
No | Homep Bcero
TeMma 3aHATHS
/o pa3aeal JacoB
1 1 PaboTa co crangapramu ISO 2
9 9 Pa3paboTka moknaga B KOMIIETEHTHEIE OPTaHbl Ha ITPpeaMeT HapyLIeHUH B 9
obnactu b
3 3 Pa3paboTka IyTaHa MPOBEOEHUS aTaKu METOMIOM COIIMaIbHON MHXKEHEPUU 9
IJ1S1 TIOJTy4YeHUsT HeCAHKIIMOHUPOBAHHOTO IOCTYIIa K CEpBEpam




4 4 Pa3paboTka mnaHa npoBeneHus aynuta VPN, MOCTpOEHHOM CpeacTBaMu 9
IPsec, cetu cpemcrBamu OC Kali Linux
5 5 Pa3paboTka maaHa IpoBefeHus aynuTa uHGPaACcTPyKTyph! IP-Tenedornn 9
cetu cpepctBamu OC Kali Linux
6 5 Pa3paboTka mmaHa IpoBefeHUs ayauTa HHOPACTPYKTYPhl 6€CIIPOBOIHOIO 9
noctyma K cetu cpepcrBamu OC Kali Linux
7 6 Pa3paboTka IylaHa MTPOBENeHUs aynuTa MHOPACTPYKTYPHI CETH ?
cpepctBamu OC Kali Linux
8 7 Pa3paboTka IyTaHa MPOBENEHUs UCCIIeNOBaHKWE aipeCHOT0 MPOCTPAaHCTBA 9
CETH C UCIIO0JIb30BaHUEM IIPOrpaMM [jid ayguta cucrem Ub
9 8 Pa3paboTka IylaHa MPoBeOeHus peanu3anuu Koumenuuu Ub ms roc. 9
OpraHU3alUH.
10 9 Pa3paboTka IjlaHa YyCTaHOBJIEHHUS U pa3BepThiBaHUe opensource SIEM 9
CHACTEMEI
11 10 CocrtaBneHue mopenu Hapywute b 2
Wtoro: | 22
9. IIlpuMepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
PaboyuM y4eOHbBIM IIJTAHOM HE IIPEeNyCMOTPEHO
10. CamocTosiTenbHasi padoTa
Ounas popMa o0yueHUs
Tabnuma 10
Ne | Homep o Bcero
CoaepxkaHHe CAaMOCTOSATEILHOU PadOThHI ®opma KOHTPOIA
/1 [pa3aeia) JacoB
Digital Forensic. PaccnenoBanue HHIUIEHTOB.
1 1 YTunuth gig paccieqoBaHUsA UHIIAIEHTOB. OTUEeT 8
[ToproToBKa K 1ab0opaTOpHOM padoTe.
BBeneHnne B «3THUECKHM XaKUHT». [IoIr0TOBKA K w
2 2 N OTYeT 8
nmabopaTopHOM paboTe.
T'ocymapcTBeHHBIE CTaHAAPTH B 061actu B PO. .
3 3 N OTYEeT 8
ITogroroBka K ytabopaTopHOM padore.
Opranu3aluoHHO-IIPaBOBLEIe (JOPMEI YIIPABIEHUS
4 4 6e3omacHOCThIO. [ToAroTOBKA K 1a60paTOPHOM OTYET 8
paboTe.
OcHOBHBIE Me€XaHU3MBbI U IPUHLHUIIE IPOBEEHUS
aynuta B uHQpacTpyKTyphl NPEeAIpUsTUS.
[ToproToBka K nabopaTopHOo# paboTe. OCHOBHbIE ;
5 5 OTYET 8

MeXaHU3MHl ¥ IPUHIUIIE TPOBefieHus ayouTa Vb
cucteM IP-tenedonuy, a Takxke cucteM
6ecnpoBognoro gocryna Wi-Fi

OcHOBHBIE Me€XaHU3MBbI ¥ IIPUHLHUIIE IPOBEEHUS
ayputa Ub CKVY[l npennpusaTtus, a TaKXKe CUCTEM
6 6 YOAJIEHHOT0 NOCTYIIa C UCII0JIb30BaHUEM OTYEeT 8
TEXHOJIOTUY BUPTYaIbHBIX YACTHBIX CETEN.
[ToproroBka K 1abopaTOpHOM padoTe.
OCHOBHBIE COCTaBMAIOIMKE HHHOPMAIMOHHON
7 7 6e3omacHocTH. [ToAroToBKa K 1a60paTOPHOM OTYET 8
paboTe.




OCHOBHbIE TEXHUKHU IIPOBEEHNS ayouTa CUCTEM .

8 8 . OTYET 8
WB. ITogroroBka K 1ab0paTOPHOM padoTe.

9 9 Co3paHue HOJ‘II/I:I'I/IK Wb npennpusatus. [IoaroToBka OTYET 8
K nabopaTopHOM paboTe.

10 10 CpepncTBa BU3yanu3alnuu SHeuMeHTOB UBb. oTUST 6
[ToproToBKa K 1ab0opaTOpHOM padoTe.

Wtoro: | 78

11. IlepedyeHb Y4€OHO-METOTHIECKOT 0 00eCIIeYeHHs [IJIsi CAMOCTOSITe TbHOU
padoThI 00YUAIONIHXCS 10 TUCIUIITHHE

[71s1 caMOCTOsITETbHOM pabOTHI 110 AUCIUIININHE PEKOMEHAOBAHO Clenyoilee yueOHo-
MEeTOANYEeCKoe o0ecreyeHue:
- [TonoxeHne 0 caMOCTOSITeIbHOM paboTe cTyneHTOB B CaHKT-IleTepOyprckom
rOCyapCTBEHHOM YHHBEPCUTETE TeleKOMMyHUKauui uM. npod. M.A. boru-Bpyesuua;
- PEeKOMeH[0BaHHas OCHOBHAaA U OOIOJIHUTEJIbHAS JINTEPATYPa;
- KOHCIIEKT 3aHATUU 110 AUCLUIIINHE;
- ClIaWObI-TIpe3eHTalll U APYTOM MEeTOOUYECKUN MaTeprall, UCII0/Ib3yeMbIM Ha 3aHATULX;
- MeTOIUYeCKre PeKOMEH[IAIIMH 10 TOATOTOBKE MUCbMEHHBIX PaboT, TpeOOBaHUS K UX
comepXKaHUI0 1 opopMIleHHIO (pedepaT, acce, KOHTPOJIbHAs paboTa) ;
- (pOHOBI OIIEHOYHBIX CPEMCTB;
- MeTOfMYeCKre YKa3aHUs K BHIITOTHEHUIO 1a00paTOPHBIX PaboT [Jid CTYyIEHTOB;

12. ®oHJ OLIEHOYHBIX CPEICTB ISl MPOBeIeHUsI IPOMEKYTOYHOH aTTeCTalluH
00y4Yaromuxcs

®OoH[I OIeHOYHHIX CPEeACTB pa3pabaThiBaeTCsl B COOTBETCTBUHU C JIOKAJIbHBIM aKTOM
yHuBepcureta "[lonoxeHune o ¢GOHME OLIEHOUYHHIX CPENACTB" U ABNISAETCS MPHUIIOKEHUEM

(ITpunoxenue A) K pabouelt mporpaMMe OUCIHUTIIVHEL

®oHI OIEHOYHHBIX CPENCTB [OJid IPOBEOEHUSA NPOMEXYTOYHOU aTTeCcTaluu
00y4ammuxcsa 0 OUCLUIINHE BKIIO4YaeT B cels:

- IlepeyeHb KOMIETEHLUM C yKa3aHUEM 3TanoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OIACaHMe I0Ka3aTejel U KPUTEPUEB OLIEHUBaHUSI KOMIIETEHLIIMM Ha Pa3/IMYHBIX 3Talax
¥X (OpMUPOBaHUS, ONIMCAHUE IIKaJl OLlEHUBAHUS;

- THTIOBHIE KOHTPOJIbHBIE 3a[jaHus UJIM HHBIE MaTepuabl, He00OXO[UMbIE TS OLleHKU
3HAHUY, yMEHUY, HABLIKOB U (MJIM) ONBITA OEeSATEIbHOCTH, XapaKTEPU3YIOIINX 3TAIlbI
(dhopMUpoOBaHUS KOMIIETEHIIAN B IIPOLIECCe OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMME;

- MeTOOuYecKue MaTepuallbl, OllpefeIsiole Ipoliedyphl OLleHUBaHUS 3HAHUY, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOUINX 9Tallbl (GOPMUPOBAHUS
KOMIIETEeHIIUH.

[71s1 KaXX[moro pe3yibTaTa 00y4eHUs [0 AUCLHUIIINHE ONPEensioTCsa IoKa3aTeNlu U

KPUTEpUH OIEeHKU CHOPMUPOBAHHOCTM KOMIETEHUWM Ha PAa3/JAYHBEIX 3TalaxXx HUX

dbopMupoBaHus, IIKAB U MPOLEAYyPhl OLleHWBaHMUS.
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13. IlepedyeHb OCHOBHOH H IOIOJTHHTE/ILHOH JTHTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIIIHHEI

12.1. OcHOBHas nuTEpPaTypa:

1. Auppuanos, B. U.
ViHHOBaIMOHHOE yIIpaBlieHUe PUCKaMy MH()OPMaImoHHOM 6e30MacHOCTH :
[OnekTpoHHBIN pecypc] : yueb. mocobue / B. . Aunpuanos, A. B. Kpacos, B. A.
JIunnaTHuKOB ; pell.: C. E. ymus, E. B. CrenbMmaiionok ; Pefmep. areHTCTBO CBA3H,
®epep. roc. obpa3oBaTeNibHOE OI0MIK. YUupexXaeHue BhICII. Tpod. odbpa3oBanus "C.-
[TeTep0b. roc. yH-T TeneKOMMYHUKaUui uM. mpod. M. A. bornu-bpyesuua". - CIIO. :
CII6I'VT, 2012. - 396 c. : un. - bubmauorp.: c. 394-395. - ISBN 978-5-91891-092-4 (B
00671.) : 320.00 p.

2. Munocmnasckas, H. T
YnpaBneHue pruckaMy WHGOPMaLMOHHOK 0e30macHOCTH. YuyebHoe mocobue [ By30B :
[OnekTponubl pecypc] / H. I'. Munocnasckas, M. 0. Cenatopos, A. U. TomncToi. - M. :
Fopsuas nuuug-TenekoMm, 2013. - 130 c. : un. - URL:
http://ibooks.ru/reading.php?productid=334011. - ISBN 978-5-9912-0272-5 : b. 1.

3. YrpaBneHue KaueCcTBOM CUCTEM MeHeIXKMeHTa HHPOpPMaIlnOHHON 0e30I1aCHOCTH :
[3nexTpoHHEIN pecypc] : yueOHOe nocobue / A. B. Kpacos [u mp.] ; pen.: C. E. Iyuus,
JI. b. By31okoB ; ®efmepanbHOe areHTCTBO CBI3U, PefepaibHOe TOCyIapCTBEHHOE
OrofKeTHOEe 00pa30BaTeNbHOE YUPeXKAeHKe BEICIIETr0 MpodhecCruoHaIbHOTO
obpa3oBanus "CaHKT-IleTepOyprckuii rocyqapCTBeHHBIM YHUBEPCUTET
TeleKOMMYHUKalxii uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6I'YT, 2016. - 74 c. :
uin. - 384.52 p.

4. HopMmaTuBHOe o0ecredyeHre 3KCIITyaTallud CPEACTB 3alluThl UHGOPMAaIUH :
[SnekTpoHHBIU pecypc] : yaeOHOoe mocobue / A. B. Kpacos [u mp.] ; pew.: A. A.
MonpossH, JI. B. By310koB ; ®efepanbHoe areHTCTBO CBA3U, OegepanbHOe
rocygapCcTBeHHOe 010fiKeTHOe 00pa30BaTelbHOE YUpeXAeHKe BEICIIEro 00pa30BaHus
"CaHKT-IleTepOyprckuii rocyqapCTBeHHbIM YHUBEPCUTET TEJIEKOMMYHUKAITUN UM.
npod. M. A. Bonu-bpyesuua". - CII6. : CII6I'YT, 2017. - 67 c. : umn. - 325.20 p.

12.2. [lononHuTENIbHAS TUTEPATYpa:

1. OcHOBHI yIipaBeHus HHOOPMaIMOHHOM 6€30IaCHOCThI0. YueOHoe mocobue Oist BY30B :
[SnexTponub pecypc] / A. I1. Kypumno, H. I'. Munocnasckas, M. 0. CeHaTopoB u [p. -
M. : l'opsiuas nunus-Tenekom, 2013. - 244 c. : un. - URL:
http://ibooks.ru/reading.php?productid=334010. - ISBN 978-5-9912-0271-8 : b. 1.

2. Munocnasckas, H. I
[TpoBepKa u OlieHKa OesiTEeIbHOCTH T10 yIIPaBlIeHH0 HHGOPMaLMOHHOK 0€30I1aCHOCTHIO.
YuebGHoe mocobue mys By30B : [ImekTpoHHbN pecypc] / H. I'. Munocnasckas, M. HO.
Cenartopos, A. U. Tonctoun. - M. : I'opsuas nuaug-Tenekom, 2013. - 166 c. : un. - URL:
http://ibooks.ru/reading.php?productid=334014. - ISBN 978-5-9912-0275-6 : b. .
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14. IlepeyeHsb pecypcoB HH(POPMAIHOHHO-TEIeKOMMYHHUKAIIHOHHOH CE€TH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

15. IlepeyeHb HHPOPMAITHOHHBIX TEXHOJIOTHH, HCIOJIL3YEeMBbIX PH
OCYIIIeCTBIEHHH 00pa30BaTe/ILHOT0 MMPOIlecca M0 THCIHIUIHHE (MOIYITIO),
BKJII0Yasi IepeYyeHb MPOrpaMMHOro odecnedyeHuss 1 HHGOPMaITHOHHBIX
CIIPaBOYHBIX CHCTEM.

15.1. ITporpamMMHOe obecrieyeHne QUCIUITINHEL:

Linux
Windows UKCC

15.2. UHpOpMallOHHO-CIIPABOYHEIE CUCTEMBI:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

16. MeTomuuecKHe YKa3aHHUS IS 00yJalONIUXCS 10 OCBOEHUIO TUCIIHIITHHBI

15.1. TInaHupoBaHUe XU OpraHK3alus BpeMeHU, HEOOXOOUMOTO OJIs M3Y4YeHUd
IUCLUATITAHEL

BaXHBM yCJIIOBUEM YCIEUIHOTO OCBOEHUS [OUCHUIJIUHE «YIpaBlieHUE
nHpopMalMoOHHON 6e30MacHOCTLIO» SBIAETCS CO3[JaHUE CHUCTEeMBl IIPaBUJIBHOU
OpraHU3alliy TPy[a, NMO3BOJAIONIEN pacupefeluTh yueOHYyI0 HAarpy3Ky paBHOMEPHO B
COOTBETCTBHUY C rpadgukoM 06pa3oBaTeILHOTO IIpoliecca. BobIIyio MOMOIIL B 3TOM MOXKET
OKa3aTh COCTaBJIeHUe IJlaHa PabOTH Ha CeMecTp, Mecsdl], Hefelno, JeHb. Ero Hanuuue
TI0O3BOJIUT IMOOYUHUTL CBOOOAHOE BpeMs LieNsiM y4eOwl, TPyOUThCS 0ojiee YCIEeIIHO U
a¢bdexTBHO. HyXKHO OCYIIECTBISATH CAMOKOHTPOJIb, KOTOPHIYN SBNISE€TCA HEOOXOIUMBIM
yCIIOBHEM yCIeImHoN yueOrl. Bce 3amanus, BKI04asi BLIHECEHHBIE Ha CaMOCTOSTENIbHYIO
paboTy, peKoMeHOyeTCS BHIIOJHSAThH HEIOCPEACTBEHHO II0CIe COOTBETCTBYIOILIETO
ay[IUTOPHOTO 3aHATUS (JIEKI[UU, TPAKTAUUYECKOT0 3aHSITUS), YTO CIIOCOOCTBYET Ny4IIEMYy
YCBOEHMIO MaTepuasa, [103BOJISeT CBOEBPEMEHHO BBHISIBUTh U YCTPAHUThL «IpOOEsEl» B
3HAHUAX, CUCTEMATHU3UPOBATh paHee MPONAEHHBIN MaTepual, Ha eT0 OCHOBe IIPUCTYIIUTD
K OBJIaIeHUIO HOBEIMU 3HAHUSMU U HaBbIKAMHU.

CuctemMa YHUBEPCUTETCKOT0 00y4eHUSI OCHOBEIBAETCSI Ha palliOHaJIbHOM COYEeTaHUU
HEeCKOJIbKUX BHUIOB y4eOHBIX 3aHATUHN (B IEpPBYI0 odepefb, JIEKIUN U IPaKTUUECKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/agaeT onpeaeeHHON Cleln(puKO.

15.2. I[ToorotoBKa K JIEKIUSIM
3HAKOMCTBO C OUCLUIIIMHOU NMPOUCXOAUT yYKe Ha IIepPBOM JIEKLUHU, TAe OT CTyHeHTa
TpebyeTcsl He IPOCTO BHUMaHKE, HO M CaMOCTOSITeNIbHOe 0hopMIIeHNe KOHCIeKTa. [1pu
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paboTe ¢ KOHCIEKTOM JIeKIUN He0OXOAUMO YUUTHIBATh TOT (PAKTOp, YTO OJHU JEKIUU
IaioT OTBETHI HA KOHKPETHBIE BOIIPOCH! TEMBI, APYTHEe - JIUIIb BHISBASIOT B3aUMOCBS3HU
MeX[Jy SBJIEeHUSMH, IIOMOTas CTYHEeHTY MOHSATh TJIyOMHHBIE IPOIECCH pPa3BUTHUS
n3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK U B HACTOAIIEe BpeMs.

KoHCcnekTUpOBaHWE JEeKLUUU - CJO0XKHBIM BUJ BY30BCKOU aymgUTOPHOM paboOTHI,
Ipeamnoiaraloiiui MHTEHCUBHYI YMCTBEHHYIO OeSTeNbHOCTh CTyoeHTa. KOHCIEKT
SIBJISIETCS TIOJIE3HBIM TOTTla, KOTHa 3alyicaHo caMoe CyIIeCTBeHHOE U CHEeNIaHO 3TO CaMUM
obyuawmumca. He Hago cTpeMuThCcsd 3amnucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIEKTHPOBaHKE» IPUHOCUT OOJIbIIE Bpefa, YeM IMonb3kl. LlemecooOpa3Ho BHaydase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3alucarth ee. 2KenaTenbHO
3allMUCh OCYUIECTBIATh HAa OOHOU CTpaHUlle JUCTA UM OCTaBNIAA IOJS, Ha KOTOPHIX
o3Hee, IPU CAaMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUTEbHBIE
3aMuCH, OTMETUTh HETIOHITHEIE MeCTa.

KoHCIeKT NneKnuu nydilne Ioapa3fesaTh Ha MYyHKTH, cobmiogas KpacHYI0 CTPOKY.
9toMy B 0OOonbmIoN cTemeHu OyAyT cmocoOGCTBOBATH BONMPOCH IjlaHA JIEKIUH,
nIpennoXkeHHbBIe IIpenonaBaTensaM. Crnegyet oOpaliaTh BHUMaHNUE Ha aKI[€HTHI, BHIBOMOEI,
KOTOPHIE [eJlaeT JIEKTOP, 0OTMedas Hanbojee BaXKHbBIEe MOMEHTH B JIEKIIMOHHOM MaTepuaje
3aMeYaHUSIMHU «BaKHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [ieflaTh 3TO U C ITOMOIIbIO
Pa3HOIBETHHIX MapKEPOB UM PY4YeK, IOJUYePKHUBas TEPMUHLL U ONIPeeIeHUs.

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp u
cuMBOIOoB. OgHAKO NpU fJanbHeHIel paboTe ¢ KOHCIIEKTOM CHMBOJIBL JTy4dllle 3aMeHUTh
OOBIYHBIMU CJI0OBaMHU [Jig OBICTPOTO 3PUTENLHOTO BOCHPUSATHS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKLIUM, Bcerfa He0OXOAMMO UCIIOIb30BaTh He TOJIbKO y4eOHUK, HO U TY
JIUTEPaTypy, KOTOPYIO OOTIOTHUTEIFHO PEKOMEHI0Bal JIeKTOp. IMeHHO TaKas cepbe3Has,
KpomoTnuBasi paboTa C JTeKUMOHHBIM MaTepualioM II03BOJUT TIy0OKO OBJIAETh
TEOPEeTUYECKUM MaTepuajoM.

15.3. IloaroToBKa K MPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHWE M H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIIU#, MPpaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 0053aTeNbHOU U [OMONTHUTENHHON TUTEPATYPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil paboOTH HOMKEH MPOSIBUTHCSA B CIIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOpETHUUYECKHe BOIPOCH MpPaKTHKyMa, €r0 BBHICTYIJIEHUHW U yY4aCTHUU B
KOJIJIEKTUBHOM OOCYXKIOEHWH BOMPOCOB HM3y4yaeMOUW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomuMo MOHUMAaTh, YTO HEBO3MOXKHO BO BpEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BECh MaTepHal M3-3a JUMHTA aygJUTOPHBIX YacCOB, U NPU H3YYEHUU OUCHUMIIUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAsA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMU, HAY4YHOW, CIPABOYHOW NHUTepaTypold, MaTepuallaMu
IepUOANYEeCKUX M3aHuil u MHTepHeTa ABnseTcsAd Haubomee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOMOTHUTENbHBIX 3HAHUM, TO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WHPOpMaIluen, crnoco0CTByeT Goyee rIy00KOMY YCBOEHHIO M3y4aeMOTO
MaTepuana, GoOpMUPYET Yy CTYOEHTOB CBOe OTHOINEHME K KOHKPETHOU Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr
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PaboTy c nuTepaTypoi Ienecoodpa3Ho HavyaTh C U3yuyeHus: obuux pabot mo TeMe, a
TakXe y4eOHUKOB U y4eOHBIX mocoOuil. [lanee peKOMeHAyeTCs MepeuTu K aHalnu3y
MoHOrpaduit 1 cTaTel, pacCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl Po0IeM, U3y4aeMbIX B
paMKax Kypca, a TakxXe opuIlMaIbHBIX MaTepruaaoB U HeOMyO0JIUKOBAHHBIX JOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEePTAIlNU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOou MPOOIIeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HAJ0 HaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIAETISIS €r0 CTPYKTYPHBIE eAUHULIEL. [Ipy 03HAKOMHUTEIbHOM YTEHUU
3aKjlaflKkaMyd OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 6ojiee BHUMATEJIbHOTO
n3y4yeHUs. B 3aBUCUMOCTH OT pe3y/lIbTaTOB O3HAKOMUTEJIbHOTO UYTEHUS BHIOMpAETCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTAaBIeHHOU
3amauu TpeldyeTcs u3ydeHrWe HEKOTOPHIX pparMeHTOB TeKCTa, TO MCIOIb3yeTCS METO[
BHIOOPOYHOTO uTeHUsI. Eciu B KHUTe HET mogpoOHOro OrjaBlieHHs, ClelyeT o0paTUTh
BHUMaHNe yYeHNKa Ha IpeIMEeTHhIE 1 UMEHHBIE YKa3aTelH.

M30paHHble pparMeHTH WU BeCh TEKCT (eCJIM OH I[eJIMKOM MMeeT OTHOIIeHHe K
TeMe) TpeOyIoT BOyMYHBOIO, HETOPOIIJIMBOTO UYTEHUS C «MBICIIEHHOM IMpopaboTKOoii»
MaTepuaia. Takoe YTeHMe IpenoaraeT BrgeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOg0B. Ocob60e BHUMaHUe CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKxke MMpPoaHaNIU3UPOBaTh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCSAT MpoOJeMaTUUYHBIM, TUIMOTETUYECKUN XapaKTep M YJIOBUTb CKPHITHIE
BOIIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT HanekKo He
cpaldy. Haumnyumu# cnoco® Hay4yuThCS BHIAENSITH T'JTaBHOE B TEKCTe, YJIaBIUBaTh
npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OL[EHKY aBTOPCKOM MO3ULUHU - 3TO
CpPaBHUTEJIbHOE YTEeHHeE, B X0Ie KOTOPOTO CTYOEeHT 3HAKOMUTCS C PA3MUYHBIMU MHEHUSIMU
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh U N0Ka3aTeIbHOCTh apIyMEHTOB
CTOPOH U fieslaeT BEIBO O HauOosbinel yOequTeIbHOCTH TOM UM MHOU IO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOXKHOCTH IIPOIIEIINX COOLITHM U NTPABOBLIX SIBIEHUM, HEJIb3ST UX OTBEpPraTh, He
pa3obpaBmuch. [Ipy HaNW4YUM pacXxoXAEeHUU MeXKOy aBTOpaMuU HeoOXOOWMO HaUTHU
palnoHanbHOE 3ePHO yV KaXIOro M3 HUX, YTO MO3BOJIUT TIy0zkKe YCBOUTH NMpeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UITUSIMU aBTOPOB, HYKHO OIPENeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M U MPUMEHSITh U3 HUX Ty, KOTopas Oojiee ybenuTenbHa.

CnepyoomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMHU SIBIISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHPYIOIIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3aluCcH Ha
OTHEeNbHBIX JIUCTAX, KOTOPHE MTOTOM JIETKO CHCTEeMATH3UPOBATh II0 OTHENIbHEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4eCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa Lienecoo0pa3HOo KOHCIEKTUPOBATh B OTHAENIbHBEIX TeTpPaAsgax. 34eCh BaxkHO
BCIIOMHUTD, UTO KOHCITEKTHI ITUITYTCS HAa OMHOM CTOPOHE JIUCTA, C IOJISIMU ¥ OOCTATOYHBIM
IJIS UCTIPABIIEHUS U PEMApPOK MeXKCTPOYHHIM PacCTOSIHMEM (3TU IpaBuUia COOMIOOAIOTCS
st ynoOCTBa pefllakTUpoBaHus). EC/TM B KOHCIIEKTaX IPUBOOSATCS IUTATEL, TO HEIIPEMEHHO
IOONXHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne
CTpaHuIlbl). BriocnmenctBuu 9Ta nHGOpMaIuu MOXKeT OBITh UCIIOJIb30BaHa ITPU HANTMCAHUU

14



TeKCTa pedepaTra WA APYroro 3aJaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHHUKAMU U JIUTEPATyPOUN BaxKHO YMETh:

- COIIOCTaBNIATh, CPaBHUBATh, KIAaCCU(MUIIUPOBATh, TPYNIUPOBATh, CUCTEMATHU3UPOBATh
“H(OpPMAIIKIO B COOTBETCTBUY C OIpefeIeHHOM y4eOHO! 3aiauel;

- 0000I11aTh MOJTYYEHHYI0 HMH(POPMAIIXUIO, OIIeHUBAThL IPOCIYIIAHHOE U TPOYUTAHHOE;

- (pmKCHUpOBaTh OCHOBHOE COfiepKaHue co001eHu; GopMyIupoBaTh, YCTHO U IHCHbMEHHO,
OCHOBHYIO HU[IeI0 COOOIEHUS; COCTABISATH IJIaH, GOPMYIMPOBATh TE3UCH;

- TOTOBUTH U IPE3EHTOBaTh Pa3BEPHYThHIE COODIIEHUS THIla NOKIIaaa;

- paboTaTh B pa3HHIX pexXruMax (MHIUBUAYAJIbHO, B IIape, B IPYIIIE), B3AUMONENUCTBYS OPYT
C OPyroM;

- II0JIb30BaThCSA PedepPaTUBHBIMYU U CIIPABOYHBIMU MaTepHUaIaMu;

- KOHTPOJIUPOBAThL CBOU [IEMCTBUS U NEUCTBHS CBOUX TOBAPUINEH, 00BEKTHBHO OI[eHUBATh
CBOH [EHCTBHUS;

- obpalaThCs 3a IOMOIIbIO, MOMOTHUTENbLHEIMU Pa3bsSICHEHUSIMU K IMPeNnofaBaTerio,
OPYTUM CTyOeHTaM;

- TI0JIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJbHOU AOTrafgKoHU, CJIOBapsiMH
PA3NIMYHOTO XapaKTepa, Pa3IMYHOr0 poja MofCcKa3KaMH, OIIOPaMM B TEKCTe (KITI0YeBhIe
CJI0Ba, CTPYKTYypa TEeKCTa, NIpeABapsouas nHhpopManus u ip.);

- HCIIOIb30BaTh IIPU TOBOPEHUM U MUCbMe Iepudpas, CAHOHUMUYHLIE CPEMICTBA, CJI0Ba-
OTMCaHUSs OOIIUX MOHSATHM, PA3bsICHEHUS, TPUMEPHI, TOMTKOBAaHUS, «CIIOBOTBOPYECTBO»

- TIOBTOPSITH UK Nepedpa3upoBaTh PEIUIUKY co0eceqHWKa B MOATBEPXKIEHUY ITOHUMaHUS
ero BLICKa3bIBaHUS UIIA BOIIPOCA;

- 00paTUTHLCS 3a MMOMOIIBLIO K COOeCEeTHUKY (YTOYHUTD BOIIPOC, TIEPECIIPOCUTE U AP.);

- UCIIOJIb30BaTh MUMHUKY, XKECTH (BOOOIle X B Te€X CIydasix, KOrfa S3bIKOBEIX CPEOCTB HE
XBaTaeT IJIS BEIPaXKeHUs TeX UM UHBIX KOMMYHUKATUBHEIX HAMEPEHHUH).

15.5. [TogroToBKa K IpoMexkKyTOYHOU aTTeCTaLluU
[Tpy OATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMBbIe [I7ig OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIEKTH OTBETOB (IIJTaHEL OTBETOB).

17. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tab6muia 11
No HauMmeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TaOOpaTOPUH
1 |lekuroHHas aygUTOPUS Aynuo-BUAE0 KOMILJIEKC
AyouTOpuM Oy IPOBEOeHUs TPYINOBLIX 1
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
MPaKTU4YeCKUX 3aHITUN
3 [KoMneroTepHBIY KJ1acc [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpUs OIS KYPCOBOTO U OUIIJIOMHOTO
4 [MYRHTODHA N yp A [lepcoHabHBEIE KOMIIBIOTEPHI
[IPOEKTHPOBaHUS
5 |AyguTopus s CaMOCTOSITETbHON pabOoTH KoMmblOTepHas TeXHUKa
6 [YuTanbHBIM 3a1 [IepcoHaNbHBIE KOMIIBIOTEPH

JIuct uamenenuu Ne 1 ot 9 guBaps 2020 r
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