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Paboyas mporpaMma OHCIIMIIJIMHEI COCTaBJIeHA Ha OCHOBe TpebopaHui demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenuanbHocTtu) noarotoBku «10.03.01 HMudpopmanuoHHass 6e30maCHOCTHY,
yTBePKIOEHHBIM IIpHKa3oM MuHKCTEPCTBa o0pa3oBaHus U Hayku Poccuiickoi ®egepanun
oT 17.11.2020 Ne 1427, 1 B COOTBETCTBUM C pabouuM y4eOHBIM IIJTAaHOM, YTBEPKIEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mpenofgaBaHus OUCHUIINIUHEL «be30macHOCTh 0eCIIPOBOIHEIX JIOKAThHBIX
ceTel» SABISETCH:
U3ydeHHe apXUTEKTYPHl,CTPYKTYPH, YHKIHUHN, KOMIIOHEHTOB OECIPOBOAHBIX
JIOKAJIbHEIX CeTen
OTa 1e/lb OCTUTaeTCs IIyTeM pelleHus Clenyolux(er) 3aaad(u):
HCIIONIb30BAHUS OCTUXKEHUN TeOpUU UHPOPMAIIUU U TEOPUHU CBSI3HU

2. MecCTO THCIUIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

HOucnunnuHa «be3omacHocTh 6eCIPOBOAHEIX JOKaNbHEIX ceTed» B1.B.JIB.01.01
SBIAETCS OUCIUIIIMHOK 110 BEIOOPY YacTH, GOpPMUPYEMOM y4aCTHUKAMU 00pa30BaTeIbHBIX
oTHOIeHu#M Oy0ka 1 yueOGHOro IjaHa MOATOTOBKM OakKajaBpuaTa II0 HallpaBIeHUIO
«10.03.01 VHpopMaumnoHHas 6e30mMacHOCTb». VICXOOHBIM YpOBEHb 3HAHUM U YMEHUH,
KOTOPHIMU HOIXKeH 00namaTh CTYOEHT, MPUCTyNas K U3YYEHUIO MaHHOW MUCIUIIIUHEL,
ompenensgeTcsd U3ydeHUeM TaKuX OUCLUIIINH, KakK «3alluTa IporpaMM U JaHHBIX».

3. IlepeueHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUY€HHsI, COOTHECEHHBIX C
IUTAaHUPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOrPaMMBbI

[Tporecc n3ydyeHus: OUCHUMIINHE HallpaBlieH Ha (POpMUPOBaHKE CIIEAYIOMNUX
KOMIIETEHIINN:

Tab6muia 1
Ne Kop
HauMeHOBaHHe KOMIIETEHIIUH
II/II KOMIIETEHIIUH
1 K7 CII0COOHOCTBIO HACTPauBaTh MpaBuia GUIbTPAIMY ITAaKETOB B

KOMIBIOTEPHBIX CETSIX

CII0COOHOCTHI0 KOHDUTYPUPOBATh XU KOHTPOJIUPOBATh KOPPEKTHOCTD

2 [1K-8 HACTPOMKHU IMPOrpaMMHO-alapaTHHIX CPEACTB 3alUTH UHPOPMaIuu B
KOMIIBIOTEPHBIX CETSIX

VHOUKATOPH IOCTUXKEHHUS KOMIIETEHITUN

Tabmnuia 2

[1K-7.1 3HaTh: - OCHOBHEIE NTPaBUJIa GUIbTPAIMM TAKETOB B KOMIIBIOTEPHBIX CETAX

K-7.2 YMeTh: - HacTpauBaTh OCHOBHEIE ITpaBuia (GUIbTPAIMY IaKETOB B KOMIIBIOTEPHBIX
CeTsaAX

0K-7.3 BrapieTs: - HaBBIKAMM HAaCTPOUKY I'IyOOKUX IIPaBUJI GUIbTPAIMYU IIaKETOB B
KOMIIBIOTEPHEIX CETAX

K-8.1 3HaTh: - METOAE! KOHTPOJIS KOPPEKTHOCTU HACTPOUKY IIPOrpaMMHO-aIapaTHEIX
CPEeICTB 3alUThH UHGOPMALUU B KOMIBIOTEPHAIX CETAX

TK-8.2 YMeTs: - KOHTPOJIUPOBAaTh KOPPEKTHOCTh HACTPOUKY IIPOTPaMMHO-annapaTHLIX
CPELCTB 3alUThH UHGOPMALUU B KOMIBIOTEPHEIX CETAX

K-8.3 BrapmeTs: - HaBHIKaMU KOHGUTYPUPOBaHUS KOPPEKTHOCTH HAaCTPOUKY IIPOrPaMMHO-

arnmapaTHHIX CPEMCTB 3alllUTH MHGOPMAIUK B KOMIIBIOTEPHEIX CETSIX

4, 00beM THCUIHIUITHHBI ¥ BHABI y4€0HOH PaboThI

Ounas hopMa o0yueHUs
Tab6muia 3



o Bcero|CemecTpsl

Bup yue0HOM pabOTHI ACOB 5
O6Ias TPymOEeMKOCTb | 3 3ET 108 108
KoHTaKTHasi paboTa ¢ 00y4aromuMHCs 52.25| 52.25
B TOM YHCJIE:
Jlexknuu 20 20
[TpakTrudeckue 3anatus (I13) 16 16
JTabopaTopHbie paboTs (JIP) 14 14
3anmra KOHTPOJIbHOU PaboTh -
3amuTa KypcoBoil paboTHl 2 2
3aluTa KypCcoBOro IIpoeKTa -
[IpomexyToUHas aTTeCTalys 0.25 0.25
CamocTositeibHasi paboTa o0yuaromuxcsi (CPC) 55.75 55.75
B TOM 4HCJIE:
Kypcosas paboTa 20 20
KypcoBoii mpoekT -
W / unu gpyrue BUOBL CAaMOCTOATETBHOM PabOTHI:
IIOATOTOBKA K JTab0paTOPHHIM paboTaM, TPaKTUYeCKUM 2775 | 2775
3aHATHUSIM, KOHTPOJIBHEIM paboTaM, U3ydeHHe ' ’
TEOPETHYECKOr0 MaTepuana.
[TogroTroBKa K IPOMEXYTOUYHOU aTTECTalluN 8 8
By npoMeKyTOUYHOH aTTeCTalluu 3auer

5. Conep}KaHne OHCITHITITHHBI

5.1. ComepxaHue pa3aesioB OUCIUIIINHEL.

Tabnuma 4
HaymMmenoBaHue Ne cemectpa
No
/ pa3gesa (TeMbl) Copep:kaHue pa3aela OqHO-|_ . .
OTHCITHIUTHHBI OYHasi|3a04-
aas | HaT

Paszpmen 1. IEEE 802.11 — Habop CTaHmApPTOB CBSI3HU IS

1 BBepeHnue B KOMMYHUKAIMU B O€CIIPOBOMHOM JIOKAJIbHOMN 5
0ecIIpoBOIHEIE CETH CeTeBOH 30He YaCTOTHHIX Auana3oHos 0,9, 2,4,
craugapra I[EEE 802.11|3,6 u 5 I'Tm.
Paspmen 2.

9 OcHOBHEBIE TPUHIMIL | [IpUHIKMIEL pacpeneie s PagroBOJIH, BUOLL 5
pamuoaHanu3a 1 aHTEHH, pacyeT JOIyCTUMOMN MOILIHOCTH.
pPagyoIIaHNPOBaHUS
Pazgen 3.
OCHOBHI ¥ ITPUHITUIIEL

3 paboTHI TPOTOKOIA ITpotokonsl RADIUS, DIAMETER, cemeiicTBO 5
RADIUS, DIAMETER, |mnportokonoB EAP.
CeMeNCTBO MMPOTOKOJIOB
EAP
Pazgen 4.
Cranpaprt IEEE 802.1%,

4 |TexHonoruu IEEE 802.1x - cTaH#apT ayTeHTUUKALAN 5
npouInpoBaHus B II0JIb30BATEJIe! B CETH.
0eCIPOBOIHBIX CETAX
crarmapta IEEE 802.11




Paspmen 5.
TexHomoruu .
HacTpoiika IMHAaMUYECKOT0 H3MEHeHHS
5 | guHaAMHU4YeCcKoro 5
aBTOPH3AIUU
M3MEeHEeHUs
aBTOpPU3AIUU
Pa3pmen 6.
5 AOMUHUCTPUPOBaHUE | ATMHHUCTPUPOBaHUE HHTep(deiica KOHEUHBIX 5
“HTepdelica KOHEUHBIX | ITonb3oBaTenel B cucteme Cisco UC
IIO/Ib30BaTeJIen
Pazgen 7.
Bo3MoxkHOCTH
7 Tene(OHUHU U HacTpotika Bo3MOXKHOCTel Tene@oHUU U 5
MOOUTBHOCTH, U MoOuUNbHOCTH, TogaepxkKa pemmenus: Cisco UC
mofmepkKKa peleHus
Cisco UC
5.2. MexXOuCHUNNIUHapPHbEE CBA3U C obOecrmedyuBaeMbIMU (MOCTEOYIOITUMU)
OUCIIMIIIINHaAMHU.
TabOmuia 5
Il]\/[:'l HanMmeHoBaHHe 00ecneuynBaeMbIX (IIOCIeaYIOIINX) TUCIUILTHH
1 | BesonacHocTs [P-Trenedonnun
5.3. Pa3pgesnsl UCIIUIIIMH U BUOLI 3aHATHH.
Ounas popMa o0yueHUs
Tabmnuia 6
Ne HaumeHnoBaHue pa3jgesa (TeMbl) JIexk-| [Ipakrt. | JIab. |Cemu- CPC Bcero
n/n OUCHHILIHH IIUH [3aHATHSABAHATHS HAPbI JaCcOB
Pazmen 1.
1 | BBemenue B 6eCIIpOBOMIHEIE CETH CTaHOApPTa 3 4 7
IEEE 802.11
Pazmen 2.
2 | OCHOBHBIE TPUHITUIIE PafiioaHanu3a u 3 3 4 10
pafuonIaHUPOBaHUS
Pazpen 3.
3 OCHOBBI ¥ IPUHITAIIE PAOOTH TPOTOKOJIA 3 3 3 4 13
RADIUS, DIAMETER, cemenCcTBO IPOTOKOJIOB
EAP
Paspen 4.
Cranpgapt IEEE 802.1x, TexHomoruu
4 3 3 4 10
IPOGUIUPOBAHUS B 6ECIIPOBOIHEIX CETSIX
cranmapra IEEE 802.11
Pasmen 5.
5 |TexHonorum OJMHAMHYECKOI'0 U3MEHEHHS 3 9 3 4 19
aBTOPHU3alNHU
Pa3pgen 6.
6 |AZMUHHCTPUPOBaHUE UHTEP(ECca KOHEYHEIX 3 2 4 9
IIoIb30BaTeNnen
Paspgen 7.
7 | Bo3amoxkHOoCTH TeneOHUN U MOOUIBHOCTH, U 2 4 3.7519.75
nopgepxkka pemrerus Cisco UC
Htoro: | 20 16 14 - |27.75|77.75




6. JTa0OpPaTOPHBIN MPAKTHKYM

Ounas ¢popMa o0ydeHUs

Tabmnmuma 7
Ne Howmep o Bcero
n/u pa3gesia HauMeHOBaHHeE jTaDOpaTOPHOH padOTHI aCOB
(TemsbIl)
1 2 9OUHMM, BuObl aHTEHH U KOHBEePTalUs eAUHUL] U3MEPEHUS MOIIHOCTH 3
u3JIydaTesnis ¥ Ko9(QPUIMeHTOB yCUIeHNsS aHTEHH
9 3 3ammTa oT DoS-aTakuy, HalpaB/ieHHOM Ha KOHKPETHOI'O KJIMeHTa U Ha 3
IL[eJIVIO CEeTh
3 4 OOHapyXeHue CETH TOUKH AOCTyIa, CKphIBatome# cBout SSID uu 06xo[ 3
¢unbrpanuu MAC-agpeca TOYKOU JOCTyIa
4 5 Hcnonb3oBanue ysa3sumocTei anroputMaWEP AL TIOTTy 9eHH sl 3
HECaAHKI[MOHMPOBAaHHOTO [OCTYNANPH OTKPHITON ayTeHTUGUKALUN
5 6 ApMmuHUCTpUPOBaHKe HHTepdelica KOHEeYHBIX MT0JIh30BaTeNNe 2
Wrtoro: | 14
7. IIpakTHYeCcKHe 3aHATHSI (CeMHHAPhI)
Ounas ¢popMa o0yueHUs
Tab6mnuia 8
No | HOMEP . Bcero
n/u pa3gesa HauMeHOBaHME NPaKTHYECKHX 3aHATHU (CEMHHApPOB) aCOB
(TeMbI)
1 3 Ataka «Man in the middle» 3
Hcnonb3oBanue ysa3pumocTeid anroputMaWEP niia nonydenus
2 5 HECAHKI[MOHNPOBaHHOTO JOCTyNAlpy ayTeHTU(GUKALUYA C COBMECTHO 3

ucnonb3yeMelM KimouoM (SharedKeyAuthentication, SKA)
Hcnons3oBanue ysa3pumocterd anroputMaWPA/WPA2 nnis nony4eHus
3 5 HECAHKI[MOHNPOBaHHOTO NOCTYNANpU ayTeHTU(PUKALIUY C 0OLIIM KITI0UOM 3
(PreSharedKey, PSK)

YckopeHue nporecca B3noma anroputMaWPA/WPA?2 g nonydyeHus

4 5 HECaHKLIKMOHUPOBAHHOTO JOCTYIANIPY ayTeHTUDHUKAIUY C 00IUM KITIUYOM 3
(PreSharedKey, PSK)

5 7 Tpabnurytuar WLAN cetelt 4

Htoro: | 16

8. IIlpuMmepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
Y4eOHBIM IIJTAaHOM IIPETYyCMOTPEHA KypcoBas padorTa.

IToAroTOoBKa K HAaTHCAHUIO KYPCOBOH PadOTHI.

KypcoBas paboTa HampaB/iieHa Ha 3aKpelyieHle TeOPeTUYeCKNX 3HaHUU IIyTeM
pelleHusT KOHKPETHOU IIPaKTUYeCKOU 3aayuu 110 U3yyaeMOou AUCLUIIJINHE.

[Tombop nuTepaTyphl OCYIIECTBISIETCS CTYAEHTOM CaMOCTOSTENIBHO, C Y4ETOM
PEKOMEHI0BaHHOTO TepeyHs. V3yueHre NUTepaTypHl CleayeT HauuHaTh C Y4eOHUKOB U
y4e0HBIX TT0OCOOMY, a TaKXKe PeKOMEeHOyeMbIX MCTOYHUKOB K IIJTaHaM CEMUHApPCKUX U
IIPAaKTUYECKUX 3aHATUM.

[1naH KypcoBoii pabOTH HOKEH COCTOATE U3 BBEOEHUSs, 3 I7iaB U 2-4 BOIIPOCOB



(TyHKTOB) B OCHOBHOM YaCTH, 3aK/II0YeHUs, CIIMCKA JIUTePATyPhl U IPUI0KEHUH.
OopMyTUPOBKY MMyHKTOB IJTaHa OIIPENEsIOTCS 1IeIeBOM HallpaBIeHHOCThIO PAabOTH,
HCXOJs U3 ee 3aay.

B mporiecce HamucaHUs KYPCOBOM pabOTH CTYOEHT JOJIXKEH pa300paThCs B
TEOPEeTHYECKHUX BOIIPocax n30PaHHOM TeMEI, CAaMOCTOSITEJIbHO TPOAHATU3UPOBATh
IPAKTHYECKHUI MaTepua, pa3o0paTh 1 000CHOBAThH MPAKTHYECKUE TPEII0KEHHS.

B ycTraHnoBneHHBIe Kadenpo CPOKY 3aKOHUYEHHas KypcoBasi paboTa IpeCcTaBIsIeTCs
Ha MMPOBEPKY IpenonaBaTento. [IpernomaBaTens, IPoBepuB paboTy, MOXKET BO3BPATUTE €€
st mopabOTKKU BMECTe C MUCbMEHHHIMY 3aMedYaHusIMU. CTyIeHT NOJIXKeH YCTPAHUTh
TIOJTy4eHHbIE 3aMeYaHus B YCTAHOBJIEHHBIN CPOK, IOCIIe 4ero paboTa OKOHYATETbHO
OLIEeHWBAETCS.

Tab6mua 9
Ne
n/m Tema KypcoBoro npoekra (padorsr)
1 | OcHOBHBIE TPUHIIKIIE pafii0aHalIi3a U PagyoIIaHUPOBaHUS
9. CamocTosiTenbHas padora
Ounas popMa o0yueHUs
Tab6muia 10
Ne
pasiaeina Coaepxkanne CPC ®opMa KOHTPOJIS Beero
M CITHII- JacoB
JINHBI
1 BBemenue B 6ecripoBofHbie ceTH cTaHAapTa [EEE OTger 4
802.11
9 OCHOBHBIE TIPUHIIUIIL PafiiOaHaIi3a u OT9eT 4
pafuonIaHuPOBaHUSI
3 OCHOBBEI ¥ IPUHITUIIE Pab0TE MpoToKola RADIUS, Oryer 4
DIAMETER, cemericTBo nmpoTtokonoB EAP
Cranpgapt IEEE 802.1x, TexHonoruu
4 mpodunIpoBaHus B 6eCIIPOBOMHBIX CETSX CTaHOApPTa OTtyet 4
IEEE 802.11
TexHomoOrny TUHAMUUYECKOT0 N3MEHEeHUS
5 OtuerT 4
aBTOPHU3aLUN
6 AJIMHHHCTpHp?BaHHe nHTepdelica KOHEYHBIX Or4er 4
MOJIb30BaTENEN
7 Bo3moxxHocTH TeJ'Ie(bOH?II/I 1 MOOHUJIBHOCTH, U Or4eT 375
nogaepxka pemenus Cisco UC
HTtoro: |27.75

10. ITepeyeHb Y4€OHO-METOTHIECKOT0 00EeCIIeYeHHs [I/Isi CAMOCTOSITEe IbHOU
padoThI 00YUAIONIUXCSI II0 THCIHUIITHHE

I caMoCTOsITeTbHOU PabOTHI 10 AUCIUIIINHE PEKOMEHI0BAHO Cliefyoliee yueOHO-
MeTOIruYecKoe obecredeHue:
- [TonoxeHne 0 caMOCTOSITeNIbHOU paboTe cTyneHToB B CaHKT-IleTepOyprckom
roCygapCTBEHHOM YHUBEPCUTETE TeIeKOMMYHUKauuii uM. mpodp. M.A. Boru-BpyeBuua;
- PEKOMeH[I0BaHHas OCHOBHAS U [NOIOJIHUTEJIbHAS IUTEPaTypa;



- KOHCIIEKT 3aHSTHUH 10 OUCIUIINHE;

- CIaAlAb-TIPe3eHTAlluU U APYTOi MeTOOWYECKUH MaTepHUaJ, KCIOIb3yeMbli Ha 3aHATUSIX;

- METOOWYECKHEe PeKOMEeHIAIWH 110 TOAT0TOBKe MUChbMEHHEIX Pa0oT, TpeOOBaHUS K MX
comepxkaHuio U opopmieHHIo (pedepart, acce, KOHTPONIbHAs padorTa) ;

- (GOH[IH OIEHOYHHIX CPEICTB;

- METOOUYEeCKHe YKa3aHUs K BBRIIOTHEHUIO 1a00paTOPHHIX paboT IS CTYOEHTOB;

- METOOWYECKHEe PEeKOMEH/IAIINH II0 TOATOTOBKE ¥ 3aIlUTe KYPCOBOM paboTH! (IIPOEKTa).

11. ®oHA OLIEHOYHBIX CPEICTB [JIsI MIPOBEIeHUsI IPOMEKYTOYHOH aTTeCTalluHu
00Yy4aIOIIUXCsI

®oH[I OIIEHOYHHIX CPEACTB pa3dpabaThiBAETCS B COOTBETCTBUU C JIOKAIbHBIM aKTOM
yHuBepcuTeTa "[lonoxkeHue o0 GOHME OINEeHOUYHHIX CPEACTB" M SABISETCS IPUIOXKEHUEM

(ITpunoxenue A) K paboueli MporpaMMe OUCIUIIINHEL.

®oH[ OIeHOYHHBIX CPEOCTB [OJid IPOBEeOEeHUS NPOMEXYTOYHOW aTTeCcTalluu
0o0y4allXCcs M0 AUCIUIIIAHE BKII0YaeT B celd:

- TepedYeHb KOMIIETEHIIUH C YKa3aHHEM 3TallOB UX (OPMHUPOBAHUS B IPOIIECCE OCBOEHUS
o0pa30BaTeNbHOU TPOTPaMMBI;

- OIKCaHMe II0Ka3aTejel U KPUTEPUEB OlleHUBAHUSI KOMIIETEHIIMM Ha Pa3JIMYHBIX 3Talax
¥X (OpMUPOBaHUS, ONIMCAHKE IIKa/ OLIeHUBAHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3a[aHus UM WHBIE MaTepuaslkl, HeoOXOIUMEBIE [IJIST OIleHKU
3HaHUM, YMEHUY, HAaBBIKOB U (MJIM) OIBITA AEATEIbHOCTH, XapaKTePUIYIOILIUX ITallbl
dbopMupOBaHUS KOMIIETEHIINM B IIPOLIECCEe OCBOEHUST 00pa30BaTeIbHOM ITPOTPAMME;

- METOOUYeCKNe MaTepHualbl, Onpeaensiolye IpoLeayphl OLleHUBaHUI 3HAHUU, YMEHUH,
HaBHIKOB ¥ (MJIM) OIIbITA AEeATEeIbHOCTH, XapaKTEePU3YIOIKX 3Tkl (POPMUPOBAHUS
KOMIIETEHLINH.

II11s1 KaXXaoro pe3ynibTaTa 00y4eHUs 0 OUCHUIIIMHE ONpPeensioTCs IoKa3aTenu U

KPUTEpUHN OIeHKU CHOPMUPOBAHHOCTM KOMIIETEHLIMM Ha pa3lNWYHBIX 3Talax HX

dbopMupoBaHus, IIKAIbl ¥ IPOIEAyPHl OIeHWBAHMUS.

12. IlepeyeHb OCHOBHOM H [IONOTHHTE/ILHOH JINTEPATyPhl, HEOOXOTHMOM /15
OCBOEHHUHU ITUCIHUIIIUHBI

12.1. OcHoBHas nuTepartypa:

1. Kopxuk, Banepuii iBaHOBUY.
OcHoBrl Kpuntorpaduu : [InekTpoHHHIHN pecypc] : yueOHoe mocobue / B. Y. Kopxuk, B.
[I. IIpocuxus, B. A. dkoBnes ; pew.: P. P. bukkeneH, b. B. U30T0B ; PenepanbHoe
areHTCTBO CBs3U, emepanbHOE rocyoapCTBeHHOEe 00pa3oBaTelbHOE OI0IKEeTHOE
y4pexkaeHue BHICIIEro npodeccruoHanbHOro obpa3oBanus "CaHKT-IleTepOyprckuis
rOCyapCTBEHHLIN YHUBEPCUTET TeIeKOMMYHUKanuy uM. mpod. M. A. bonu-bpyeBuyda“.
- CII6. : CII6I'YT, 2014. - 277 c. : un. - ISBN 978-5-89160-097-3 : b. 1.

12.2. [lononHuTENIbHAS TUTEPATYpa:



1. Olansrus, B. ©.
HudopmanmonHas 6€30IacHOCTD U 3alluTa HHGOpMaIuy : [IneKTPpOHHLIHN pecypc] :
yuebHoe mocobue / [llanprun B. @. - M. : [IMK IIpecc, 2014. - 703 c. - URL:
https://e.lanbook.com/book/50578#book name. - ISBN 978-5-94074-768-0 : b. 1. 95C
"U3pgaTenscTBa Jlane"

2. T'onuxkos, A. M.
CeTH M CHCTEMHI PAOUOCBI3U U CPENCTBA UX UHGOPMAIIMOHHON 3aIIUTHI :
[3mexTpoHHEIN pecypc] : yueOHOe nocobue / A. M. I'onmukos. - M. : TYCYP, 2007. - 325
c. - URL: http://e.lanbook.com/books/element.php?pll cid=25&pll id=10928. - ISBN
978-5-86889-393-3 : b. 11. Kuura u3 konnekuuu TYCYP - UHXKeHepHO-TEXHUYECKUE
HayKU

13. IlepeyeHsb pecypcoB HH(POPMAHOHHO-TE/IeKOMMYHHUKAIIHOHHOH CEeTH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

14. IlepeyeHb HHPOPMAIIHOHHBIX TEXHOIOTHH, HCIOJIL3YEMBIX MPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUINHE (MOIYII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUIIINHEL:

- Cisco Packet Tracer

- Linux

. Oracle VM VirtualBox
- Windows MKCC

14.2. UudopMalliOHHO-CIIPAaBOYHBIE CHUCTEMEL:

- 9BC iBooks (https://ibooks.ru)
- 3BbC Jlans (https://e.lanbook.com/)
- OBC CIIoT'YT (http://lib.spbgut.ru)

15. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHUWEe W OpraHU3alus BpeMeHU, HeOOXOOUMOTO OJIT U3YUEeHUS
OUCLUIITAHEL

BaXXHBIM yCIIOBUEM YCIEUIHOTO OCBOEHHUS MAUCIUIINHH «be30macHOCTH
0ecnpoBOOHBEIX JIOKAJTbHBEIX CeTeW» SBISETCS CO3[aHME CHCTEMH IPaBUIBHOU
OpraHu3aluy TPyHa, MO3BOISIONIeN paclpenenuTh yueOHYy0 HaAarpy3Ky paBHOMEPHO B
COOTBETCTBHUHU C TpauKoM 00pa30BaTEILHOIO poliecca. bobIryio MOMOIIL B 9TOM MOXKET



OKa3aTbhb COCTaBJIeHUe IjlaHa paboTH Ha CeMeCTp, Mecsll, Hefenio, feHb. Ero Hanuune
MIO3BOJIUT IMOOUYMHUTL CBOOOJHOE BpeMs IensaM y4eObl, TPyOuUTbCcA OoJiee YCIEUIHO U
3 pexTuBHO. HYKHO OCYIIECTBISITh CAMOKOHTPOJIb, KOTOPHIU SIBJISIETCS HE0OXOMUMBIM
yCIIOBHEM yCIelTHOM y4ueOnl. Bce 3amaHus, BK/II04asi BEIHECEHHBIE HA CAMOCTOSITENHHYIO
paboTy, PEKOMEHAYeTCS BHINONHSAThH HENOCPEeOCTBEHHO IIOCJe COOTBETCTBYIOIIETO
ayOUTOPHOTO 3aHATUS (JIEeKIUHU, MPAKTUYEeCKOro 3aHATHUS), YTO CIIOCOOCTBYET NIy4dLIeMy
YCBOEHUI0 MaTepuasa, IM03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTHL «IMPOOEIBI» B
3HAQHHUSX, CUCTeMaTU3MPOBaTh paHee MPOMOeHHbIM MaTepral, Ha ero OCHOBE IIPUCTYIIUTh
K OBJIaJIeHUIO HOBLIMHU 3HAHUSMU M HaBHIKAMU.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYETaHUU
HECKOJbKUX BUIOB YueOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUHM M NPAKTHUYECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT OnpeneieHHON CIeln(pUKO.

15.2. IToaroToBKa K JIEKLIUASAM

3HAKOMCTBO C OUCLUIIIMHON ITPOUCXOOUT YXKe Ha MEepPBOM JEKIUH, TOe OT CTydeHTa
TpebyeTcsl He MIPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM JNEKIUN He0OXOOUMO YUUTHBATL TOT (AKTOpP, YTO OOHU JEKIUU
[AI0T OTBETHl HA KOHKPETHBIE BOIIPOCH! TEMEI, APYTHE - JIULIb BHIABIAIOT B3aUMOCBSA3U
MeXIy SIBJIEHHUSMH, IIOMOTas CTYOEHTY IMOHSATh T'IyOMHHBIE HPOIECCH Pa3BUTHUS
M3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHcmekTUpoBaHUE JEKLUUU - CJO0XKHBIM BUI BY30BCKOU aymIUTOPHOM paboOTHI,
Ipenamnoaraliui UHTEHCUBHYI YMCTBEHHYIO HOEeSTelIbHOCTh CTyoeHTa. KOHCIEKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3alMCcaHo caMoe CYIIeCTBEHHOE U CHEeNTaHO 3TO CaMUM
oOyuawmumcsa. He Hago cTpeMuThCs 3amucaTh [OCJIOBHO BCIO JIeKnuio. Takoe
«KOHCITEKTHPOBaHUE» MMPUHOCUT OOJIbINE Bpema, YeM IMoib3kl. Ilemecoo6pa3Ho BHadase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaTaeMyI0 JIEKTOPOM, a 3aTeM 3amucarth ee. 2KenaTenbHO
3allUCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JIUCTA WU OCTABNSAS IOJS, Ha KOTOPHX
03Hee, IPU CAMOCTOSITENIbHOM pa0oTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUTE IbHEIE
3aIMKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIeKT NeKnuu aydine Ioapa3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B 0OOnbIION cTemeHu OymyT cmoco6CTBOBAThH BOMPOCH IjlaHA JIEKIUH,
IpenoXeHHble mpenonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BHIBOMEI,
KOTOPHIE [eNTaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMHU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIPEIETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYI CHUCTEMY COKpalleHui, ab0peBUaTyp u
cuMBooB. OgHAKO MpU JanbHeHIel paboTe ¢ KOHCIIEKTOM CUMBOJIB JTy4YIlle 3aMEHUTh
OOBIYHBIMHU CJIOBaAMHU [IJis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BCceTrma He0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO Yy4eOHUK, HO U TY
JIUTEPATypPy, KOTOPYIO MOIOTHUTEIFHO PEKOMEHIOoBAN JIeKTOP. IMeHHO TaKasl cepbe3Hasd,
KpomoTnuBasi paboTa C NEKUUMOHHBIM MaTepHalioM I03BOMUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. ITogroToBKa K IpakKTU4ECKUM 3aHATUAM
TmaTenbHOe MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMIEHHOr0 MaTepuasa (MaTepuana JIeKIui, MPakKTU4eCKUX 3aHATHH), a
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3aTeM u3y4yeHuss 00s3aTeNbHOM U [IOMOTHUTEIPHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HOMXKEH MPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TEOPETUYECKHE BOIPOCH NpPAKTHKyMa, €r0 BHICTYIJIEHWN U y4aCTUHU B
KOJIJIEKTUBHOM OOCYXKIOEeHMH BOMPOCOB M3y4YyaeMOM TeMbl, MPABUIbHOM BHIIIOTHEHUU
IPaKTU4YeCKUX 3aJaHui ¥ KOHTPOJBHBIX PadoT.

Heo0xomuMo MOHUMATh, YTO HEBO3MOXKHO BO BpeMsI ayOUTOPHBIX 3aHATUN U3T0KUTh
BECh MaTepual KM3-3a JUMHUTA ayOgUTOPHBIX YaCOB, ¥ NpPH U3YYEHUU OUCLUIMIUHEL
HeI0CTAaTOYHO KOHCIIEKTOB 3aHATHH. [103TOMy camocTosiTeNbHAs paboTa ¢ yueOHUKaAMU,
y4eOHBIMU TOCOOMSIMHK, HAy4YHOW, CIPaBOYHOW NUTepaTypol, MaTepualaMu
IepUuoNuYecKuX MU3maHut u MHTepHeTa sBnseTcss Haubonee 3QPEeKTUBHEIM METOOOM
IIOJIy4YEeHUS NOMOJHUTENbHBIX 3HaHUW, IT03BOMISET 3HAYUTEIbHO aKTUBU3UPOBATh MIPOLIECC
oBNajieHusT uH@oOpMaluen, crnocodCcTByeT Goyee rIy00KOMY YCBOEHMIO M3y4aeMOTO
MaTepuana, GopMUpPYEeT y CTYOEHTOB CBOe OTHOIIEHHE K KOHKPETHOW Ipobieme.

15.4. PekoMeHpmaluu 1o paboTe ¢ TUTEpaTypoOn

Pa6oTy c nuTepaTypoii Ilenecoobpa3Ho HayaTh C U3ydyeHUs o0uKx paboT mo TeMe, a
TaKXe y4eOHUKOB M yuyeOHBIX mocobuii. [lanee peKOMeHAyeTCs MepeuTu K aHanusy
MOHOrpaduil U cTaTel, paCCMaTPUBAIOIINX OTAENIbHEIE aCIIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke opuIIMaTbHBIX MaTepUaaoB U HEOMYyOJIMKOBAHHBIX MOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue PaboThl, AUCCEPTAalliM), B KOTOPHIX MOTYT COAepXkKaThCsd
OCHOBHBIE BOIIPOCH U3y4aeMOU MPOOIIeMEI.

PaboTy ¢ uCTOYHMKaAMHU HaJO0 HaYyWMHATh C O3HAKOMHUTENILHOTO UYTEHHS, T.€.
IIPOCMOTPETH TEKCT, BEIAENIAS €r0 CTPYKTYPHbIEe eQUHHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKkaMyd OTMeYaloTCS Te CTPaHHUIb, KOTOphkle TPeOyioT 0ojiee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT pPe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCS
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MMOCTaBIeHHOU
3amauu TpebyeTcs u3ydyeHrWe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUS. Eciu B KHUTe HET IoApoOHOro OTjaBlieHus, ClefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIe U UMEeHHbIEe YKa3aTelu.

V36paHHbe (pparMeHTH WU BECb TEKCT (€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHMBOI'0, HETOPOIIJIUBOTO UTEHMHS C «MBICIIEHHOM IMpopaboTKOoim»
MaTepuana. Takoe YTeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BeIBoOoB. Ocoboe BHUMaHUe cjaefyeT 00paTHUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHaNIU3UpOBaTh, KakKue U3 yTBEPKAEHUU
aBTOpPa HOCST NpoOIeMaTUYHBIM, TUIOTETUUYECKUN XapaKTep M YIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM MPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HayduUThCS BHIAENSATH TJIaBHOE B TEKCTe, ylIaBIUBaTh
npoOyieMaTUYHLIM XapakKTep YTBEPXKIEHUU, NaBaTh OIEHKY aBTOPCKOM MO3ULMHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAaKOMUTCS C PAa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH U [ieslaeT BHIBO 0 Haubomnbinel yoemuTeIbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEUYATCS Pa3Hble TOUYKU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SIBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuch. [Ipy HaTUYUM PACXOXKOEHUU MeXOy aBTOpaMu HeoOXOOWMO HaWUTHU
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palnoHanbHOE 3ePHO yV KaXIOro M3 HUX, YTO MO3BOJIUT TIy0zkKe YCBOUTH NMpeaMeT

n3ydyeHus u 6ojiee KPUTUUYHO OI[€HWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU

MO3UIIUSIMU aBTOPOB, HYKHO ONPEAENATh UX CXO0XKHNEe CyXKIAeHHs, apTyMeHTHI, BEIBOAEI, a

3aTeM CpaBHMBATh UX MeXAy co00M U MPUMEHSITh U3 HUX Ty, KOTopas Oojiee ybenuTenbHa.

CnenyomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMUA UCTOYHUKAMHU SIBISETCS CO3MMaHue

KOHCITIEKTOB, (DMKCHPYIOUIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha

OTHEeNbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh IO OTHENILHEIM TEeMaM

M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4eCKUX TeTpafei-KOHCIIEKTOB

II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro

XapakTepa 1enecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBIX TeTpPadsx. 3Mech BaxKHO

BCIIOMHHUTD, UYTO KOHCIIEKTHI ITUIIYTCS Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM

OIS UCIIPABJIEHUS ¥ PEMApPOK MEXCTPOUYHBIM PACCTOSHUEM (3T IpaBuiIa coOMI0OOA0TCs

st ynoOCTBa peflakTUpoBaHus). EC/TM B KOHCIIEKTaX IPUBOOSATCS IUTATHI, TO HEIIPEMEHHO

IDONXHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne

CcTpaHulbl). BriocnemcTBuu 3Ta wHGOPMAIMK MOXKeT OBITh MCII0/JIb30BaHa IPKU HAallMCAHUHN

TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKIO0 B COOTBETCTBUU C OIpeeIeHHON y4eOHOH 3aauel;

- 0000mIaTh MOTy4YEHHYI0 HH(POPMALXIO, OLleHMBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHChMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyINPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThHIe COOOIIEHNUS THIIa NOKIIafa;

- paboTaTh B pa3HbIX pexkrMaXx (MHOWBUAYaANIbHO, B IIape, B IPYIINE), B3aUMOAEHUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEMCTBHS CBOMX TOBAPHINEH, 00BEKTHBHO OI€HUBATh
CBOU [IEUCTBUS;

.- obpamaThCsa 3a IOMOIIbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPernofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW WM KOHTEKCTYaJlbHOW AOTagKoH, CJIOBapsiMH
Pa3IHYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMHu B TEKCTE (KITI0UeBhIE
CJIOBa, CTPYKTypa TEKCTa, MpefaBapsoilas nHpopMalus 1 ap.);

- UCIIOJb30BaTh MPU TOBOPEHUM U MHUCHMEe Nepudpas, CMHOHMMUYHLIE CPEe[CTBa, CJIOBa-
OMMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIINKY coOeceJHNWKA B MOATBEPKAEHUN TOHUMAaHUS
€ro BLICKA3bIBAHUS UJIM BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMMKY, KEeCTHI (BOOOIIe X B Te€X CIydasix, KOrfa S3bIKOBEIX CPENCTB He
XBaTaeT [Jig BhIPaKeHUS TeX UM MHBIX KOMMYHUKaTHBHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXyTOYHOU aTTeCTAllUU
[Tpu moATrOTOBKE K IPOMEXKYTOYHOUM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMAaTEJIbHO M3Y4YUTh II€pPeYeHb BOIPOCOB W ONPEHNENuTh, B KaKUX UCTOYHHUKAX
HaxXOOsATCSl CBeOeHUs, He0OXOOuMBbIe 71 OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JIUTEPATYPY;
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+ COCTAaBHUTH KPAaTKH€ KOHCIIEKTEI OTBETOB (mmaHbI OTBeTOB).

16. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCIHUIUIHHBI

Tab6muia 11
No HauMmeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TabOpaTOPUH
1 |lekuroHHas aygUTOPUS Aynuo-BUE0 KOMILJIEKC
AyouTOpuM Oy IPOBEOeHUs TPYINOBLIX 1
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
[MPaKTU4YeCKUX 3aHITUN
3 [KoMneroTepHBIY KJ1acc [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpUs OIS KYPCOBOTO U OUIIJIOMHOTO
4 [FYRHTODHA N yp A [lepcoHabHBEIE KOMIIBIOTEPHI
[IPOEKTHPOBAHUSI
5 |AyguTopus Oy CaMOCTOSITETbHON pabOTH KoMmblOTepHas TeXHUKa
6 [YuTanbHBIM 3an [IepcoHaIbHBIE KOMIIBIOTEPH
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