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Paboyas mporpaMma OHCIIMIIJIMHEI COCTaBJIeHA Ha OCHOBe TpebopaHui demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenuanbHocTtu) noarotoBku «10.03.01 HMudpopmanuoHHass 6e30maCHOCTHY,
yTBePKIOEHHBIM IIpHKa3oM MuHKCTEPCTBa o0pa3oBaHus U Hayku Poccuiickoi ®egepanun
oT 17.11.2020 Ne 1427, 1 B COOTBETCTBUM C pabouuM y4eOHBIM IIJTAaHOM, YTBEPKIEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio penofaBaHus OUCHUTIIMHEL « OCHOBEI yIIpaBieHUs UHGOPMalMOHHOU
0e30I1aCHOCTBIO» SIBIISIETCS:

M3y4yeHUEe BOIMPOCOB yIpaBjeHUus HHPopMaluoHHOW 6e30macHOCThIO. [JonXKHa
obecrneynBaTh GopMupOBaHUE (PyHTaMeHTa MOATOTOBKM OyOyIIMX CIEeNNaTIuCTOB B
obnactu ¢GopMUPOBAHUSA MOJeJied yrpo3, OIEeHKH PHUCKOB HHGPOPMAUMOHHBIX
MHOOKOMMYHHUKAIIMOHHBEIX CUCTeM, (popMHUpOBaHKWE afeKBATHHIX METOMOB M CPEOCTB
obecriedyeHus “HGOPMaIMOHHOM 0€30MaCHOCTH, a TakKXkKe, Co3[laBaTh HeoO6xoauMyio 0a3y
IJIs YCIIEIIHOTO OBJAMeHUs MOCIeAYIINUMU CIellMalbHEIMU OUCHUIIUHAMU Yy4eOHOTO
nnaHa. OHa JonKHa Croco0CTBOBAaTh PA3BUTHI0O TBOPUECKUX CIIOCOOHOCTEH CTYHOEHTOB,
yMeHu0 GOopMyIHpoBaTh U pellaTh 3aJadyd M3y4aeMOW CIeIMalbHOCTHU, YMEHUIO
TBOPUYECKU NPUMEHSTh M CAMOCTOSITEILHO IIOBHIIIATh CBOM 3HAHUS.

OTa menb [OCTUTaeTCd MyTeM pelleHus clenyoumx(ei) 3apgad(u):

Ha OCHOBe (pyHOaMeHTalIu3alliy, UHTeHCU(PUKALIMY U UHAMBUAYaIu3alliu Ipolecca
o0yuyeHuss NYyTEM BHeOpeHUsT U 9PPEeKTHUBHOTO HUCIOIH30BAHUS HNOCTUKEHUU
COBPEMEHHOTO MeHe[XMeHTa B o0nactu HHPOpMaIiOHHON 0e30IaCHOCTH Ha OCHOBE
HaIlMOHAJIbHEIX ¥ MHPOBHIX CTAHIAPTOB.

2. MecCTO THCIUIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

Huciunnuiaa «OCHOBEI yIpaBiaeHus nHGopMalmoHHou 6e3omacHocThio» 51.0.10.08
SBISIETCSI OOHOM M3 OUCHUIIUH 00s3aTeNbHOM YacTH y4eOHOTO IjaHa MOATOTOBKHU
O6akanaBpuaTta no HampasneHuio «10.03.01 HMudopmanumoHHass 6e30MaCHOCTDY.
VCXOmHBIN YPOBEHDb 3HAHUU M YMEHUM, KOTOPHIMU [OIXKeH 06J1aflaTh CTYHNEHT, IIPUCTYTIast
K U3YYEHWIO MAaHHOW OMCIMIIIMHEL, OMPEemenseTcs U3yYeHHeM TaKWX TUCIUIIINH, KaK
«OCHOBH MHGOPMAIIMOHHON 0€30TIaCHOCTH».

3. IlepeueHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUY€HHsI, COOTHECEHHBIX C
IUTAaHUPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOrPaMMBbI

[Tporecc n3ydyeHus: OUCHUMIINHE HallpaBlieH Ha (POpMUPOBaHKE CIIEAYIOMNUX
KOMIIETEHIINN:
Tab6muia 1

Ne Kop

HauMeHOBaHHe KOMIIETEHIIUH
I/ [KOMIIeTeHIIHH

Cnoco6eH pUMEHSThL HOPMaTHBHbIE IPaBOBbIE aKTH, HOPMATUBHEIE U

1 OIIK-5 MeTOOuYeCKUe JOKYMEHTH], PerjlaMeHTUPYIOLINE NeaATeIbHOCTD 10 3allluTe
rHpopMauuu B chepe npodeccruoHanbHON OesTETbHOCTH;

Cnoco6eH mpu pelleHny MpopecCuoHaNbHBIX 3a/lad OPraHU30BLIBATh
3alUTy WHPOpPMaluy OrPaHUYEHHOT0 AOCTyIa B COOTBETCTBUH C
HOPMaTHBHBEIMY ITPABOBLIMM aKTaM¥, HOPMaTUBHBIMU U METOIUYECKIMU
nokymeHTamu denepanbHo Cyxk0b 6e30nacHOCTH Poccuiickoi
Oepepanuuu, PemepanbHOM CIIyKObI 10 TEXHUYECKOMY ¥ 9KCIIOPTHOMY
KOHTPOJIIO;

2 OIIK-6




3 OIIK-10 OpPraHU30BEIBATH U IIOANEPKUBATE BEIIIOITHEHWE KOMIIJIEKCA MEP 10

Cnioco0eH B KaueCTBe TEXHUYECKOTO CIIellMaNnCcTa MIPUHUMATh y4acTHe B
(hopMUpPOBaHKK MOTUTHKH HHPOPMAIIMOHHOK 0€30IacHOCTH,

obecreyeHnI0 HHGOPMAIIMOHHON 0€30IIaCHOCTH, YIIPABJISAThL IIPOLIECCOM UX
peanu3aIuyd Ha 00beKTe 3aIlUTEL;

VHOUKATOPH IOCTUXKEHUS KOMIIETEHITUN

Tabnuma 2
OTIK-5.1 3HaTh: - IPABOBLIE U HOPMATUBHEIE JOKYMEHTHI, pernaMeHTUPYIOLIHe NesTeNbHOCTD
1o 3auuTe nHGopManuu B chepe npodecCcuoHanbHOU OesiTeTbHOCTI
OIIK-5.1 3HaTh: - IPABOBLIE U HOPMATUBHEIE OKYMEHTHI, PernaMeHTUPYIOIIHe e TeNbHOCTD
0 3aImuTe nHboOpManuu B chepe npodeccroHanbHOU fesITeIbHOCTY;
CrniocobeH IpPUMEHSTh MaTeMaTHYeCKUe MOIEeNH U PellaTh 3ajayuu
OIIK-5.1 | moMexOoyCTOMYMBOTO KOAUPOBAHUS IIPU IPOEKTUPOBAHUY 3alULIIEHHBIX
TeJIEKOMMYHUKAIIMOHHBIX CUCTEM;
OIIK-5.2 CniocobeH IPUMEHSTH TEXHOIOTUY 3aLIUTH HHGOOPMAIUY IIPU CO3TaHUU 3aIIUIIEHHBIX
TeJIEKOMMYHUKAIIMOHHBIX CUCTEM;
OTIK-5.2 YMeTs: - UCIIOIb30BaTh IPAaBOBble 1 HOPMATUBHbIE OKYMEHTHI, pernaMeHTUpyIomue
LesaTeIbHOCTD 110 3aIuTe UHPOPMaluu B chepe TpopeCCHOHATbHON AeITeIbHOCTH
OTIK-5.3 Cnioco6eH OCymIeCTBISATh 9KCIIyaTaluio ¥ IPOBOAUTH TEXHUYECKOe 00C/IyKrBaHUE
3alUIIEHHBIX TeJIEKOMMYHHUKAI[MOHHBIX CUCTEM;
BrnageTs: - HaBEIKaMU UCII0JIb30BaHUS IIPABOBEIX U HOPMaTUBHABIX OKYMEHTOB,
OIIK-5.3 | permaMeHTUPYIOLUIUX OesTeIbHOCTh II0 3aluTe nHGopMaLuu B chepe
npodeccruoHanbHON AesITETbHOCTI
OTIK-5.4 Cnioco6eH IPOBOOUTH MOHUTOPUHT QYHKIMOHUPOBAHUS 3aIIUAIEHHBIX
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM;
OTIK-6.1 3HaTh: - HOpMaTHBHBIE IPABOBLIE aKThl, HOPMATHUBHBEIE U METOAUYECKHUE JOKYMEHTHL
®CB, ®CTIK Poccun
CnocobeH peliaTh 3aflayé MEPBUYHOT0 (GMHAHCOBOIO0 MOHUTOPHHTA B paMKax
OIIK-6.1 | GyHKIMOHUPOBaHUS CITyKO BHYTPEHHET0 KOHTPOJIA CyObeKTOB (hDMHAHCOBOTO
MOHUTOPHHTA;
CniocobeH yYuUTHIBaTh ¥ UCIOJIb30BaTh 0COOEHHOCTH MHPOPMAIMOHHIX TEXHOJIOTHH,
OIK-6.2 | MP¥MEHAEeMEIX B aBTOMATH3UPOBAHHEIX CHCTEMAX (bMHAHCOBBIX ¥ 9KOHOMUYECKUX
CTPYKTYP, AJig MHGOPMaIMOHHO-aHaTUTHYeCKoro obecredyeHuss GUHaAHCOBOTO
MOHUTOPUHTA;
YMeTs: - OpraHu30BLIBaTh 3aIUTY WH(POPMAlLMd OrPaHUYEHHOT0 JOCTYTIa B
OIIK-6.2 | COOTBETCTBUU C HOPMaTUBHLIMU IIPABOBEIMUA aKTaM¥, HOPMATUBHEIMU U
MetogndeckuMmu fokyMeHtamu OCB, ®CTIK Poccuu
OTIK-6.3 CriocobeH OCyIIeCTBISATh 9KCIUIyaTaluio ¥ IIPOBOAUTh TEXHUYECKOe 00CIyKrBaHUe
“H(OPMAIMOHHO-aHATUTUYECKUX CUCTEM (GMHAHCOBOTO MOHUTOPUHTA;
BrnapeTs: - HaBEIKaMU MCII0/Ib30BaHUSI HOPMATUBHAIX IIPABOBHIX aKTOB, HOPMATUBHLIX 1
OIIK-6.3 |Merogmuyeckux mokyMeHTOB ®CH, ®CTIOK Poccuu B mpodeccroHambHOU
LesiTeJIbHOCTH
OIIK-6.4 CniocobeH peanu30BEIBATh KOMIIIEKC MEPOIIPUSTUY I10 3allliTe UHGOpMaluu B
aBTOMATHU3UPOBAHHAIX CUCTEMaX (MHAHCOBHIX U 9KOHOMUUYECKUX CTPYKTYP
OIIK-10.1 | 3HATh: - OCHOBHEIE MOJIUTHKY WHGOPMALMOHHOK 0€30I1aCHOCTH
OIIK-10.2 YMeTs: - OpraHu30BLIBaThH U MOAZIEPKUBATD BHITONHEHNE KOMIIIEKCa Mep 110
obecredyeHn0 HHOOPMAIMOHHON 6€301aCHOCTH
OTIK-10.3 BrnapeTs: - HaBEIKaMU yIIpaBIE€HUS NIPOIECCOM peau3allii MOJTUTUKY

“HPOPMAaIMOHHOM 6e30MMaCHOCTH Ha 00BEKTE 3aIIUTH




4., 00beM THCHIHUIUITHHBI ¥ BHABI y4€0HOH PadoThI

Ounas ¢popMa o0ydeHUs

Tabmnuma 3
o Bcero|CeMmecCTpbI
Bupg yue0HOM paboTHI P
4aCoOB 7
OG11ast TPyEOEMKOCTb | 5 3ET 180 180
KoHTaKTHasi paboTa ¢ 00y4aromuMHCs 68.35| 68.35
B TOM YHCJIE:
Jlexumu 26 26
[TpakTruyeckue 3anatus (113) 22 22
JTabopaTtopHbie paboTs (JIP) 18 18
3amyTa KOHTPOJIbHOM pPabOoTHI -
3amuTa KypcoBoi paboTH -
3aluTa KypCcoBOro IpoeKTa -
[IpomexyTOUHas aTTeCTalys 2.35 2.35
CamocTositeibHasi paboTa od6yudaromuxcsi (CPC) 78 78
B TOM 4HCJIE:
Kypcogas paboTa -
KypcoBoii mpoekT -
W / unu gpyrue BUOBL CAMOCTOATENBEHOM PabOTHI:
MIOATOTOBKA K JTa00paTOPHHIM paboTaM, TPaKTUYeCKUM 78 78
3aHATHUSIM, KOHTPOJIBHEIM paboTaM, U3yUeHHe
TEOPETHYECKOr0 MaTepuana.
IToproroBka K MpoOMeXyTOYHOU aTTeCTalluu 33.65| 33.65
By npoMeKyTOUYHOH aTTeCTalluu JK3aMeH
5. CogepKaHue TUCIUILIAHBI
5.1. ComepxaHue pa3aesioB OUCLUIIINHEL.
Tabnuma 4
Ne cemecTpa
HaumeHnoBaHue
No
/o pa3aesia (TeMbl) Copep:kaHue pa3gena O4HO-| .
THCHHUIUTHHBI OYHasi|3a04-
Hast
Hasi
OCHOBHBIE COCTABJISIONIAE NHPOPMAITMOHHON
Pa3pmen 1. .
6e30macHOCTH. YTPo3s HHGOPMaIMOHHON
O1neHKa pUCKOB
1 . 6e301aCHOCTH B MHPOPMAI[MOHHEIXCUCTEMAX. 7
“HGOPMAIMOHHOM
OCHOBHBIE OIIPEfieNIeHNs U KPUTEPUH, YTPO3LL
0e30macHOCTH
1IeJIOCTHOCTH ¥ KOH(PUAEHIIMATbHOCTH.




T'ocymapcTBeHHbIe cTaHOApTH B 061actu UBb PO.
OueHOYHBIE CTAHAAPTEL B UHGOPMALXMOHHON
6e3omacHocT. OpaHxkKeBast KHUTA.
Mexnynapopusiu cranpapt ISO/IEC 15408.

Pazgen 2. Kputepuu oieHKu

CraHOapThl yrpaBieHus| 6e30macHOCTUUH(DOPMAIIMOHHEIX CUCTEM.

“HGOPMAIMOHHOM CraHpmapThl yIpaBneHuss HHPOPMaIMOHHOM

6e30I1acHOCThIO 6e3omacHocThio BS 7799 u ISO/IEC 17799. Ux
OCHOBHEIE TIOJIOKEeHUI MeXKIyHapOTHBIM
ctargapt ISO/IEC 27001:2005 "CucteMb
ylpaBieHuInHGOPMaloHHOM 6€30I1aCHOCTH.
TpeboBaHus"
Co3panue nonutuk Wb npennpusatus.
[TpunIMIH 00ecrnedyeHus 6e30MacHOCTH

Pa3spen 3. nHGPACTPYKTYPHL. [IpuHIUIIE 06ecTIeYeHNsT

[TpuHIUNIE TOCTPOEHU | 6€30IIACHOCTH IIepUMeTpa CEeTH

MHTETPUPOBAHHBIX TeIeKOMMYHUKALMOHHON CUCTEMEL.

CUCTEM PerynupoBanue mpasun padotsl CKY]I.

MH(POPMaImOHHOM PerynupoBaHue nmpaBui yoaaeHHOTO JOCTyIIa

0e30I1acHOCTH cpenctBamu VPN. KoHTponb 6e30macHOCTH
KOHEYHEIX YCTPOUCTB. KoHTpob 6e30nacHoCTH
[P-TenedoHuM.

Pazpen 4.

[TpuHIUTIB OCHOBHBIE TEXHUKHU IIPOBEMEHUS ayAUTa CUCTEM

OpraHMU3aluy ayguTa
CHUCTEM

WB. Pa3paboTka METONUKY ITPOBEEHUS ayaUTa
cucteM UB. OcHOBHEIE CpeNCTBa IPOBENEHUS

“HGOPMAIIMOHHOK aynuta cucreMm UB.

0e30MacHOCTH

Pazpen 5. OCHOBHEIE MeXaHU3MEL U IPUHLUIEL IPOBENEHUS
Aynut uHbpacTpykTyphl| ayauta b mHbpacTpyKTypHl IPEANpPUSITHS.

Wb, uHTErpupoBaHHBIX
CEpPBUCOB TeIe(POHUUN U
6eCcIpOBOHOTO HOCTYyIIa

OCHOBHBIE ME€XaHU3MBI U TPUHIUIIE TPOBEIEHUS
aynuta Ub cuctem IP-tenedonun, a Takxke
cucteM OecrpoBomHOro moctyna Wi-Fi

Pa3pmen 6.

Aymout cucteM
YAAJIEeHHOT0 1
JIOKANTbHOTO JOCTyTa

OCHOBHBIE MEXaHU3MBI ¥ TPUHLUIEL TPOBENEHUS
ayouta Ub CKY]I npennpusTus, a Takxke
CHCTEM y[aJIeHHOI'0 JOCTYIla C UCIOJIb30BaHUEM
TEXHOJIOTUY BUPTYallbHBEIX YaCTHHIX CeTel

Pazpmen 7.

BBepeHue B OLIEHKY U
ayout Wb nytem
BHIABJIeHUS yrpo3 Wb
«Ha JIeTy»

BBemeHue B «3THUYeCKUUXAKUHT». OCHOBHEIE
IIPUHLMUIEL ero opranu3auuu. CocTaBieHune
IIJIaHa [IPOBEeHUsl TECTUPOBAHUS L[eJIeBOU
cucteMHl (MHPpacTpyKTypHl). OTHOIIEHUE K
3aKOHOMATENbCTBY U PETYIATOPaM.
CocraBneHre 0T4YeTa U PEKOMEHalui Ha
OCHOBE NIPOBENEHHOI0 TECTUPOBAHHUS.

Pa3zpen 8.

[TpoBefeHME KOMIITIEKCA
mpolenyp uudpoBoro
paccrefoBaHUS B
MH(QOPMAIMOHHBIX U
KOMITBIOTEPHBIX

CHUCTEMaX

DigitalForensic. PaccrnenoBanue HHIUOEHTOB.
YTUnuTh 0714 pacciefoBaHUs UHIUIEHTOB.
WHudbopmatus 06 ©CTOPUY ITOCEIIEHUS CalTOB,
KyKucax, OykMapKaX, CKa4aHHBIX (anjax,
3amoJHeHHBIX (hopMaX, COXpaHEHHHBIX JIOTUHAX U
T.0.




CpepncTBa BU3yanu3anuu sneMenTos UB.
Bu3syanu3zanusa ctaTUCTUKY 110 uHIMAeHTaM KMb.
KomnnekcHbie cucteMsl MOHUTOPUHTa UB.
CpenctBa c6opa oT4eToB ¥ LogoB. OCHOBHEIE
npuHIUIE paboTel SIEM cucteM. CocTaBneHue
oT4yeToB 110 UB.

Opranu3almoHHO-TPaBOBbIe (YOPMEI YIIPaBIIeHUS
6e30macHOCThI0. [TPEATIOCHIIKY Pa3BUTHS

Paspmen 9.
9 | OcHOBHEIE IPUHIUIIEL
noctpoenus SIEM

Pazgen 10.
rOCYyIapCTBEHHOTO YIIpaBlieHus B chepe
Yupasnenue .
. nHpopMaImonHo# 6e3omacHocTy. Obas
“HGOPMAIMOHHOM

6630MACHOCTLIO Ha METOJOJIOTUS U CTPYKTYPa OPraHU3allMOHHOT 0
10 obecrneueHuss “HPOPMAIMOHHOM 6e30MMaCHOCTH 7
roCylapCTBEHHOM

Ha ypoOBHe rocymapcTs. O0mas monuTuKa
ypoBHe. O61ue -
TIPHHIANH K Poccuu B chepe nHDOPMaOHHON

, 6e3omacHocTH. CTPYKTypa OpraHoB

poccuiicKasi IpakThKa .

rOCyIapCTBEHHOM BIaCTH, 00€CIIeYNBaAOLIINX
nHGOPMAIMOHHYI0 6€3011aCHOCTE B PO,

5.2. MexpucnunivHapHble CBA3U C obecrmedyMBaeMBIMU (IOCTERYIOMUMU)
OVICLIUIITIMHAMM.

«OCHOBHI yrIpaBieHus HHGOPMAIMOHHONW 0€30TaCHOCThIO» SIBISIETCS OUCIUIIINHOM,
3aBeplIalleld TeopeTudeckoe obydyenue mo nporpamme 10.03.01 MupopMaunoHHas
6e301acHOCTb

5.3. Pa3mesnbl AUCIUIIIMH ¥ BUOLI 3aHSITUH.

Ounas popMa o0yueHUs
Tabmuia 5

Ne HaumeHoBaHHue pa3jgesia (TeMbI) JIexk-| [Ipakrt. | JIab. [Cemu- CPC Bcero
n/n OUCHUIUTHH IIUH [3aHATHSBAHATHS HApPbl JaCcoB
Pazmen 1.
1 | OmeHka pucKoB HHOOPMALNOHHOK 2 2 1 8 13
6e30MacHOCTHI
Pazpern 2.
2 | CraHpapTH yIpaBlieHUAs HHGOPMALUOHHOU 2 2 2 8 14
6e3011aCHOCTHI0
Pazpen 3.
3 | IIpuHIMIIE TOCTPOEHUS UHTETPUPOBAHHEBIX 2 2 2 8 14
crucTeM nHGOPMalXOHHOM 6€30ITaCHOCTH
Pa3pen 4.
4 | IIpyHIUIIEL OpraHu3aliy ayguTa CUCTEM 2 2 2 8 14
nH(GOPMALMOHHOM 6€30ITaCHOCTH
Pa3zpen 5.

Aynut uadpactpykTyps UB,
5 2 2 2 8 14
MHTErPUPOBAHHLIX CEPBUCOB TeneoHUn u
0eCIIpPOBOIHOTO [OCTYIIa
Pa3spen 6.
6 | AyOWUT CUCTEM yOaJleHHOTO U JIOKAJIbHOTO 2 4 2 8 16
mocTyna
Paspgen 7.
7 | BBegenue B oneHKy U ayguT Ub niyrem 2 2 2 8 14
BEIsIBIIeHUA yrpo3 Wb «Ha nety»




Pazpen 8.
8 [TpoBemeHMe KOMIIJIEKCa ITPoLeayp Lu(poBoro 4 9 9 8 16
paccnegoBaHus B MHPOPMaLXOHHBIX U
KOMIIBIOTEPHBIX CHCTEMAaX

Pasgen 9.
J OCHOBHBIE IPUHIUIE TOCTPoeHus SIEM 4 2 2 8 16
Pa3pen 10.
10 Ynpasnenue nHPOPMaMOHHON 4 9 1 6 13
6e30macHOCTHIO Ha TOCYOAaPCTBEHHOM YPOBHE.
O01uIMe TPUHIMIIE ¥ POCCUMCKas MPaKTHKa
Utoro: | 26 22 18 - 78 | 144

6. ;TabOpaTOPHBIN MPAKTHKYM

Ounas opMa o0yueHus

Tab6mnuia 6
No | HOMEP . Bcero
o/ Pa3Aena HauMeHoBaHHe Ta00paTOPHON PadOTHI ACOB
(TemsnI)
1 1 OreHka PHUCKOB Wb npepnnonaraemMoil KOMIIaHUYU B KOHTEKCTE YTPO3EI 1
3eMISATPSICEHUI
9 9 [Tombop ONTHMAJIbHBIX CTAHAAPTOB AT pa3paboTku cucteMu b 9
rOCyZpacTBEHHOM KOMIIaHUHU
3 3 Pa3paboTka apXUTEKTyphl UHTEIPUPOBAaHHOMCUTEMEI 6€30ITaCHOCTH [JIS 9
oprauu3anuu KoHnenuu BYOD
4 4 HccnepoBaHue agpeCcHOr0 IPOCTPaHCTBa CETHU C UCIIOJIb30BaHUEM 9

IporpaMm s ayaurta cucteM Mb
5 5 [TpoBepenue ayouta uappacTpykTypsl cetu cpeacteamu OC KaliLinux 2
[TpoBenenue ayguta VPN, moctpoeHHo# cpeactBamu [Psec, cetu

6 6 cpepctBamu OC KaliLinux 2
7 7 Hcnonb30BaHue METOLOB COLMANIBHOY UHKEHEPUH OIS I0JIy4YeHUs ?
HEeCaHKIIMOHNPOBAHHOI0 IOCYTIIa K CepBepaM
8 8 HccnegoBaHue nocneucgnﬁ HEeCaHKIIMOHMPOBAHHOTO AOCTYIIa K CEPBEPY 9
nop ynpasnerueM OC Windows
9 9 YcTaHOBKa 1 pa3BepThHBaHue open source SIEM crucTeMbl 2
10 10 Pa3paboTka maHa peanu3anuu KoHmennuu B B Mmacimrabax roc. 1
OpraHu3alluu
Hrtoro: | 18
7. IlpaKTHYeCcKHe 3aHATHSA (CeMHHaphI)
Ounas popMa o0yueHUs
Tabmuia 7
No Homep . Bcero
n/m pa3ae’ia HauMmeHoBaHHe NPAaKTHYECKHX 3aHSATHH (CEeMHHApPOB) acos
(TemsbIl)
1 1 CocrasneHne Mofenu Hapymute 1B 2
2 2 Pa6orta co ctarmapramu 1SO 2
3 3 Pa3paboTka mmaHa peanu3aluy apXUTEKTyphl UHTETPUPOBAHHOM CUCTEMBI 9
0e30macCHOCTH OJIs OpraHu3aluy KoHmenimu BYOD




Pa3paboTka n1aHa NPOBeeHUs UCCIeNOBaHUe agpPeCcHOT0 IPOCTPAHCTBA
CeTU C UCIOJIb30BAaHUEM IIporpamMm mjist aypguta cucrtem b

Pa3paboTka maaHa IpoBefeHus ayauTa HHOPACTPYKTYPHI CETH
cpepctBamu OC KaliLinux

Pa3paboTka minaHa npoBemenus aynuta VPN, MOCTpOEHHON CpeacTBaMu
IPsec, cetu cpegctBamu OC KaliLinux

Pa3paboTka ImIaHa IPOBeeHUs aTaK¥ METOIOM COIMAIbHOM MHKEeHEPUU
IUIS TIOJTYYeHMST HeCAHKIIMOHMPOBAHHOI'O MOCYTIA K CepBepaM

Pa3paboTka IylaHa MTPOBEOEeHUsT TUKBUOAINY ITOCTIEeICTBUN
HEeCaHKIIMOHNPOBAHHOTO AOCTYIIa K cepBepy nof ynpasieHueM OC
Windows

Pa3paboTka Ij1aHa yCTaHOBJIEHUS U pa3BepThIBaHUE opensourceSIEM
CHACTEMEBI

10

Pa3paboTka maHa MPoBeOeHUs peanu3anyu Koumnenuuu Wb msroc.
OpraHu3allii.

11

10

Pa3paboTKa MOKJIafla B KOMIIETEHTHEIE OPTaHEl Ha IPeIMeT HapyIleHuH B
o6nactu UB

HUTtoro:

22

8. IIpumepHas TeMaTHKa KYPCOBBIX IIPOEKTOB (PadoT)

PaboyuM y4eOHbBIM IIJTAHOM HE IIPEeNyCMOTPEHO

9. CaMmocTosiTe/TbHasi padoTa

Ounas popMa o0yueHUs

Tabnuria 8

Ne

Pa3ieia
THCITHII-

JIMHBI

Coaepxkanue CPC ®opMa KOHTPOJIs

Bcero
JaCOB

OCHOBHBIE COCTaBNAIONINE HHOOPMALIOHHOM
0e30macHOCTHU. YTPO3sl HHOOPMALXOHHOU
0e30macHOCTH B MHOOPMAIMOHHBIXCHCTEMAX. OTYET
OCHOBHEIE OTIpefieNIeHUs U KPUTEPUHU, YTPO3HL
I[eJIOCTHOCTY ¥ KOHDUIEHIINAIbHOCTH.

T'ocymapcTBeHHBIE cTaHOAPTH B oO6nactu UB PO.
O1eHOYHBIE CTAHAAPTE B UHGOPMAIMOHHON
6e3omacHocTu. OpaHxKeBas KHUTA. MeXIyHapOOHBIN
cranpapt ISO/IEC 15408. Kputepuu o1ieHKU
6e30macHOCTH HHDOPMALIMOHHBIX CUCTEM.
CTaHmapTH yIpaBieHus HHGOPMALXOHHON
6e3omacHocThio BS 7799 u ISO/IEC 17799. Ux
OCHOBHBIE TTOJIOKEHUS MeXKIyHapPOOHBIM CTaHAAPT
ISO/IEC 27001:2005 "CucteMsl ypaBieHus
“HpOpPMalMOHHOM 0e301macHOCTH. TpeboBaHus"

OTYEeT




Cozpanue nonutuk Ub npepnpuartus. [IpuHIUIG
obecrieyeHus: 6€30IaCHOCTA UHPPACTPYKTYPHI.
[TpuHnMIE obecrneyeHuss 0€30IacHOCTH IEPHMeTpa
CeTH TeJIeKOMMYHUKAIIMOHHON CUCTEMEI.
PerynupoBanue mpasun pabotet CKY]I.
PerynupoBaHue nmpaBul yoaJleHHOT0 JOCTyIa
cpexpctBamu VPN. KoHTpons 6€301acHOCTH
KOHEYHBIX yCTpoucTB. KoHTpons 6e3onacHocTu IP-
tenedoHuu.

OTUEeT

OCHOBHBIE TEXHUKY NIPOBEHEHUS ayauTa cucteM MB.
Pa3paboTka METOOUKY ITPOBEIeHUS ayIuTa CUCTEM
HB. OcHOBHEHI CPefiCTBa IIPOBEOECHUS ayAuTa
cuctem UB.

OTYET

OCHOBHBIE MEXaHU3MHI U IPUHIUIIH IIPOBEOEHUS
aynuta b uHGpacTPyKTYphl IPEANPUSTHSA.
OCHOBHBIE MEXaHU3MHI U IPUHIUIIE IIPOBEOEHUS
aynuta UMb cuctem IP-renedonuy, a TakKe CUCTEM
6ecmpoBogHOro moctyma Wi-Fi

OTYEeT

OcCHOBHBIE MeXaHU3MBbI ¥ IPUHIUIIELL IPOBEAEHUS
aynuta B CKV]] npeanpusaTus, a TakXke CUCTEM
yIaJeHHOT0 NOCTYIa C UCIOJIb30BaHUEM TEXHOJIOTUN
BUPTYaJIbHBIX YACTHHIX CETEU

OTUEeT

BBefeHue B «3TUUECKUUXAKUHT». OCHOBHEIE
IIPUHIUIIEL er0 opranu3anuu. CocTaBaeHue IaHa
IIPOBEeHUs TeCTUPOBAHUS 1IeJIEBOM CUCTEMEL
(uadpacTpykTypel). OTHOLLIEHUE K
3aKOHOATeNIbCTBY U perynsaropaM. CocTaBrenue
OoTYeTa ¥ peKOMeHOalluil Ha OCHOBE IIPOBEIEHHOI0
TeCTUPOBaHUS.

OTYEeT

DigitalForensic. PaccnegoBanue UHIIUOEHTOB.
YTunutel gis paccinenoBaHUsl HHIUOEHTOB.
Hudopmarrus 06 ©CTOPUH MOCEIIEHUS CAalTOB,
KyKucax, OyKMapKaX, CKauaHHBIX (aiinax,
3aMo0JIHEHHBIX (POpMaX, COXpaHEHHBIX JIOTHHAX U T.[.

OTYET

CpenctBa Bu3yanusanuu 3jemMeHToB Ub.
Busyanusanus ctaTucTuky 1o nHuuaentam Ub.
Komnnekcuble cucteMel MmouuTOpuHra UB. CpencrBa
cbopa oTueToB 1 LogoB. OCHOBHBIE TPUHIIUTIHI
paboter SIEM cuctem. CocraBienue oruetoB 1o Ub.

OTYeT

10

OpraHu3alioHHO-TIPaBOBLIE POPMBI YIIPABIIEHUS
0e30macHOCThI0. [IpeAmOCHIKY Pa3BUTHS
rOCYyIapCTBEHHOTO yIIpaBlieHus B cdepe
nHpopManroHHOK 6e3omacHocT. O6Ias
METOMIOJIOTUS U CTPYKTYypPa OPraHU3alroOHHOTO
obecneuenust ”HOOPMAITMOHHON 0€30IaCHOCTH Ha
ypoBHe rocymapcTB. O0mas nmonutuka Poccuu B
chepe nHbOpPMaIMOHHOM Oe3onacHocTu. CTPyKTypa
OpraHoOB 'OCYAapPCTBEHHOM BIIACTH,
obecreynBaIUX UHPOPMAIMOHHYI0 6€30I1aCHOCTh
B PO.

OTUEeT

HUTtoro:

78
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10. IlepeyeHb Y4€OHO-METOTHIECKOr0 00eCIeYeHHsI [I/Isi CAMOCTOSITe/ IbHOH
padoThl 00yYaIOUIMXCSI 110 TUCIHUIIIHHE

17151 caMOCTOSITEeIbHOM pPabOTHI 110 AUCIUIININHE PEKOMEHIOBAHO clenyilee yueOHo-
MeTou4YecKoe obecredyeHue:
- [TomoxkeHue 0 caMOCTOSITeNIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom
roCcyoapCTBEHHOM YHUBEPCUTETE TeIeKOMMYHUKalui uM. mpod. M.A. bonu-bpyeBuya;
- PeKOMeHOOBaHHAs OCHOBHASA U OOIOIHUTENIbHAS INTEPATYPa;
- KOHCIIEKT 3aHSTHUU MO0 OUCIUIIINHE;
- Claupgbl-IIpe3eHTaly U OPYroM MeTOANYECKUY MaTeprall, UCIIOIb3yeMbIi Ha 3aHATUAX;
- MeToguuYecKue peKOMeHOalluy I10 MTOATOTOBKE MUChMEHHBIX PaboT, TpeOOBaHUS K UX
comepKaHu0 ¥ oopMIIeHHIO (pedepaT, acce, KOHTPOJIbHAsS pabdoTa) ;
- (bOH[BI OIIEHOYHBIX CPENCTB;
- MeTOIMYeCKHe YKa3aHUS K BHIITOTHEHUIO 1a00paTOPHEIX PabOT I CTYIEHTOB;

11. ®oHA OLIEHOYHBIX CPEICTB [JIsI MPOBEIeHUsI IPOMEKYTOYHOH aTTeCTalluHu
00Yy4YaIOIIHUXCsI

®oH[I OIIEHOYHHIX CPEACTB pa3dpabaThiBAETCS B COOTBETCTBUU C JIOKAIbHBIM aKTOM
yHuBepcuTeTa "[lonoxkeHue o0 GOHME OIEHOUYHHIX CPEACTB" M SABISETCS IPUIOXKEHUEM

(ITpunoxenue A) K paboueli MporpaMMe OUCIUIIJINHEL.

®oH[ OI€HOYHHBIX CPEOCTB [OJid IPOBEeOEeHUS NPOMEXYTOYHOW aTTeCcTalluu
0o0y4aluXCs M0 AUCIUIIIAHE BKII0OYaeT B celd:

- TIepedYeHb KOMIIETEHIIUH C YKa3aHUEM 3TallOB UX (OPMHUPOBAHUS B IPOIECCE OCBOEHUS
o0pa30BaTeNbHOU TPOTPaMMbI;

- OIHCaHMe II0Ka3aTejel U KPUTEPUEB OlleHUBAHUSI KOMIIETEHIIMM Ha Pa3JIMYHBIX 3Talax
X (OpMUPOBaHUS, ONIMCAHKE IIKa/ OLIeHUBAHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3a[laHus UJIM WHBIE MaTepuaslkl, He0OXOIUMEBIE [IJIST OIleHKU
3HaHUM, YMEHUY, HAaBBIKOB U (MJIM) OIBITA AEATEIbHOCTH, XapaKTePUIYIOILIUX ITallbl
dbopMUpoOBaHUS KOMIIETEHIINM B IIPOLIECCe 0OCBOEHUST 00pa30BaTeIbHOM ITPOTPAMME;

- METOOUYeCKNe MaTepualbl, Onpeaensiolye IpoLeayphl OLleHUBaHUSI 3HAHUU, YMEHUH,
HaBHIKOB ¥ (MJIM) OIIbITA AEeATEeIbHOCTH, XapaKTEePU3YIOIKUX 3Tkl (POPMUPOBAHUS
KOMIIETEeHIINH.

II11s1 KaXXmoro pe3ynibTaTa 00y4eHUs 0 OUCHUIINIMNHE ONpPeensioTCs IoKa3aTelu U

KPpUTEpUHN OIeHKU CHOPMUPOBAHHOCTM KOMIIETEHLHMM Ha pa3lNWYHBIX 3Talax HX

dbopMupoBaHus, Kb ¥ IPOIEAyPHl OIleHWBaHUSA.

12. IlepeyeHb OCHOBHOM H [IONOTHHTE/ILHOH JINTEPATyPhl, HEOOXOTHMOM /15
OCBOEHHUH ITUCIHUIIIUHBI

12.1. OcHoBHas nuTepartypa:

1. Auppuanos, B. U.
VIHHOBAIIMOHHOE yIIpPaBlieHHe PUCKaMU MH(POpPMaImoHHON 6e30acHOCTY :
[3nmexTpoHHEIN pecypc] : yueb. nocobue / B. U. Auppuanos, A. B. Kpacos, B. A.
JIunaTHUKOB ; pel.: C. E. [Iymus, E. B. CrenbMmainonoxk ; demep. areHTCTBO CBA3Y,
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®epep. roc. obpa3oBaTeNibHOE OI0MIK. YupexkaeHue BhICII. Tpod. od6pa3oBanus "C.-
[TeTepOb. roc. yH-T TenleKOMMYHUKaUui uM. mpod. M. A. bonu-bpyesuua". - CIIO. :
CII6I'VT, 2012. - 396 c. : un. - bubmauorp.: c. 394-395. - ISBN 978-5-91891-092-4 (8B
00671.) : 320.00 p.

2. Munocmnasckas, H. T
YnpaBneHue pucKkaMy WHGOPMaLUOHHOK 0e30macHOCTU. YuyebHoe mocobue [ By30B :
[OnekTponubl pecypc] / H. I'. Munocnasckas, M. 0. Cenatopos, A. U. TomncToi. - M. :
Fopsuas nuuaug-TenekoMm, 2013. - 130 c. : un. - URL:
http://ibooks.ru/reading.php?productid=334011. - ISBN 978-5-9912-0272-5 : b. 1.

12.2. JononHUTENbHAS IUTEPaTypa:

1. Munocnasckag, H. I
[TpoBepKa u OlieHKa OesiTEeIbHOCTH T10 yIIPaBlIeHH0 WHGOPMaLMOHHOK 0€30I1aCHOCTHIO.
YuebGHoe mocobue mys By30B : [InmekTpoHHbN pecypc] / H. I'. Munocnasckas, M. HO.
Cenartopos, A. U. Tonctou. - M. : I'opsuas nuausg-Tenekom, 2013. - 166 c. : un. - URL:
http://ibooks.ru/reading.php?productid=334014. - ISBN 978-5-9912-0275-6 : b. 1.

13. IlepeyeHsb pecypcoB HH(POPMANHOHHO-TE/IeKOMMYHHUKAIIHOHHOH CEeTH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX MPH
OCyIlleCTB/IEHHH 00pa30BaTe/ILHOI0 Ipolecca Mo JUCHUIUINHE (MOIYIII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPAaBOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHue OUCIUTIINHEL:

- Cisco Packet Tracer

- Linux

- Maxima

- Open JDK

. Oracle VM VirtualBox
- Windows MKCC

14.2. UadopMalliOHHO-CIIPABOYHBIE CHUCTEMEI:

- 9BC iBooks (https://ibooks.ru)
- 3BbC Jlans (https://e.lanbook.com/)
- OBC CIIoT'YT (http://lib.spbgut.ru)
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15. MeToguuecKHe yYKa3aHHUS IS 00yJalONIUXCS 10 OCBOEHUIO TUCIIHIITHHBI

15.1. TInaHupoBaHue XU OpraHK3alus BpeMeHU, HEOOXOOUMOTO OJIs M3y4YeHUd
OUCLUATITAHEL

BaXHBIM YCJIOBUEM YCIEUIHOTO OCBOEHUS OUCHUNNIUHEL «OCHOBH yIpaBlIeHUS
nHpopMalMoOHHON 6e30MacHOCTLI0O» SBIAETCS CO3[JaHUE CHUCTEMBl IIPaBUJIBHOU
OpraHU3alliy TPy[a, MO3BOJAIONIEN pacupefenuTh yueOHYyI0 Harpy3Ky paBHOMEPHO B
COOTBETCTBHUY C rpadukoM 06pa3oBaTeILHOTO IIpoliecca. BobIIyio MOMOIIL B 3TOM MOXKET
OKa3aTh COCTaBJIeHUe IJlaHa PabOTH Ha CeMecTp, Mecsdl], Hefelno, JeHb. Ero Hanuuue
TI03BOJIUT IMOOYUHUTL CBOOOOHOE BpeMs LieNsiM y4eOwl, TPyOUThCS 0ojiee YCIEIIHO U
a¢bdexTBHO. HyXKHO OCYIIECTBISATH CAMOKOHTPOJIb, KOTOPHIY SIBNISE€TCA HEOOXOIUMBIM
yCIIOBHEM yCIeImHoU yueOrl. Bce 3amanus, BKI04asi BLIHECEHHBIE HA CaMOCTOSTENIbHYIO
paboTy, peKoMeHOyeTCs BHIIOJHSAThH HEIOCPEACTBEHHO II0CTe COOTBETCTBYIOILIETO
ay[IUTOPHOTO 3aHATUS (JIEKI[UU, TPAKTAUUYECKOT0 3aHSITUS), YTO CIIOCOOCTBYET Ny4IIEeMYy
YCBOEHMIO MaTepuasa, 103BOJISeT CBOEBPEMEHHO BBISIBUTh U YCTPAHUThL «IpOOesEl» B
3HAHUAX, CUCTEMATHU3UPOBATh paHee MPONAEHHBIN MaTepual, Ha eT0 OCHOBe IIPUCTYIIUTD
K OBJIaIeHUIO HOBEIMU 3HAHUSMU U HaBBIKAMHU.

CuctemMa YHUBEPCUTETCKOT0 00y4eHUSI OCHOBEIBAETCSI Ha palliOHaJIbHOM COYEeTaHUU
HEeCKOJIbKUX BHUIOB y4eOHBIX 3aHATUHN (B IEpPBYI0 odepefnb, JIEKIUW U IPaKTUUYECKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/agaeT onpeaeeHHON Celn(puKo.

15.2. TlogroToBKa K NEKLUASAM

3HAKOMCTBO C OUCLUIIIMHOU MIPOUCXOAUT yKe Ha IIepPBOM JIEKLUHU, TAe OT CTyHeHTa
TpebyeTcsl He IPOCTO BHUMaHKE, HO M CaMOCTOSITeNIbHOe 0OopMIIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIeKIUi HeoOXOMUMO YYUTHIBATh TOT (GAKTOpP, UTO ONHU JEKIUU
[alT OTBETHl Ha KOHKPETHBIE BOIIPOCH TEMBI, APYTUE - JIUIIb BHISIBISIOT B3aUMOCBI3U
MeX[y SBIeHUSIMHU, IMOMOTAasI CTYOEHTY IOHSAThH I'TyOMHHBIE MPOIECCH Pa3BUTUS
M3y4aeMoro IpeaMeTa, KakK B MCTOPUM, TaK U B HACTOSIEE BpeMs.

KoHCcnekTUpOBaHUWE JEeKUUU - CJO0XKHBIM BUJ BY30BCKOU aymgUTOPHOM paboOTHI,
Ipefnojaralniluili MHTEHCUBHYI YMCTBEHHYIO OeATENIbHOCTh CTyOeHTa. KOHCIEeKT
SIBIISIETCS MOJIE3HBIM TOTTIa, KOT[a 3alKiCaHO CaMOe CYIIeCTBEHHOE M CHEeIaHO 3TO CaMUM
obyuawmumMmca. He Hago cTpeMuThCcsd 3amucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIeKTHPOBaHUEe» MMPUHOCUT OOJIbINE Bpefa, YeM IMob3hl. LlenecooOpa3Ho BHaudale
IIOHATH OCHOBHYIO MBICJIb, MU3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3amnucarh ee. 2KenaTeabHO
3aMUCh OCYIIECTBASATh Ha OOHOM CTPaHUIle JIHCTa WM OCTaABIISAS OIS, Ha KOTOPBIX
o3Hee, IPU CAaMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUATEbHBIE
3alKCH, OTMETUThL HEIIOHSITHBIE MECTa.

KoHCIeKT NneKnuu nydilne Ioapa3fesaTh Ha MYyHKTH, cobmiogas KpacHYI0 CTPOKY.
9ToMy B OOnbmIOH cTemeHu OymyT cmocoOCTBOBATh BOIMPOCH IIJlaHa JIEKIUH,
npennoXkeHHbBIe IIpenonaBaTensaM. Crnegyet oOpaliaTh BHUMaHUE Ha aKI[€HTH], BHIBOMOEI,
KOTOpHIE [eflaeT JIEKTOP, OTMedast Hanbosee BaxKHbBIe MOMEHTH B JIEKIIMOHHOM MaTepuaie
3aMeYaHUSIMU «BaXKHO», «XOPOIIO 3allOMHUTHL» U T.II. MOXKHO fenaTh 3TO U C IIOMOILIbIO
Pa3HOIBETHHIX MAapKePOB UJIH PYUYeK, TOOYePKrBasi TEPMUHEL U ONIPeIeIeHu .

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOJI0oB. OOHAKO IIpU [ajibHeHIe paboTe ¢ KOHCIIEKTOM CUMBOJIBI JIy4llle 3aMEeHUTh
OOBIYHBIMU CJIOBaMHU [Jig OBICTPOTO 3PUTENLHOTO BOCHPUSATHS TeKcTa. PaboTas Hap
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KOHCIIEKTOM JIeKIMH, BCeraa H806XOJII/IMO HCIIOJIB30BaTh HE TOJIBKO yqe6HI/IK, HO U Ty
JINTEPATYDPY, KOTOPYIO OOIIOJIIHAUTEIIbHO PEKOMEHOBAII JIEKTOD. HWmeHHO Takas Ceépbe3Hai,
KpPOIIOTJINBa4d pa60Ta C JIEKIMOHHBIM MaT€pPHaJIOM IIO3BOJIUT l"J'Iy'6OK0 OBJIaAETH
TEOPETUIECKUM MaTEPHAJIOM.

15.3. IloaroToBKa K NPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHKWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIUH, MPaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 00s3aTeNbHOU U [OMONTHUTEIPHON TUTEPATYPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil paboOTH HOMXKEH MPOSIBUTHCSA B CIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOpETHUUYECKHe BOIPOCH MpPaKTHKyMa, €r0 BBHICTYIJIEHUHW U y4aCTHUU B
KOJIJIEKTUBHOM OOCYXKIOEHWH BOMPOCOB HM3y4yaeMOUW TEMBI, MPaBUJIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomuMo MOHUMAaTh, YTO HEBO3MOXKHO BO BPEMS ayOUTOPHBIX 3aHATUU U3T0KHUTh
BECh MaTepHal M3-3a JUMHTA aygUTOPHBIX YacCOB, U NPU H3YYEHUU OUCHUMNITUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAsA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMM, HAY4YHOW, CIPABOYHOM NUTepaTypoH, MaTepuallaMu
IepUOANYEeCKUX M3MaHuil u MHTepHeTa ABnseTcsAd Haubomee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOMOTHUTENBHBIX 3HAHUM, TO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WH@POpMaIluen, cnoco0CTByeT Goyee raIy00KOMY YCBOEHHUIO M3y4aeMOTO
MaTepuana, GoOpMUPYET Yy CTYOEHTOB CBOe OTHOIIEHME K KOHKPETHOM Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy c nuTepaTypoi Ienecoodpa3Ho HavyaTh C U3yuyeHUs: obuux pabot mo teMe, a
TaKXke y4eOHUKOB M yueOHBIX mocobuii. [lanee peKOMeHOyeTCs MePeuTH K aHanu3y
MoHoOrpaduit 1 cTaTel, paCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl MPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke OGUIMATbHEIX MaTepPUaJIOB U HEONyOIMKOBAaHHKEX NOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEPTAllMU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCHI U3y4aeMo# TpPOoOIIeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HAaJO0 HAaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIOETISS €TI0 CTPYKTYPHBEIE e AUHUIIEL. [Ipy 03HAKOMUTETLHOM YTEHUU
3aKjlaflKaMu OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 06ojiee BHUMATEJIbHOTO
M3y4yeHUs. B 3aBUCUMOCTH OT Pe3y/IbTAaTOB 03HAKOMHUTEIIPHOTO YTEHUS BHIOMpaeTCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTaBIeHHOU
3amauu TpebdyeTcs u3ydyeHue HEKOTOPHIX (ParMeHTOB TEKCTa, TO UCIOIL3yEeTCS METO[
BHIOOPOYHOTO uTeHUsI. Eciu B KHUTe HET moapoOHOro OrjaBlieHHs, ClelyeT o0paTUTh
BHMMaHUE yYEeHWKA Ha IPEeIMETHHIE U UMEHHbIe YKa3aTeu.

M30paHHble pparMeHTH WU BeCh TEKCT (€CJIM OH I[eJIMKOM MMEeT OTHOIIeHHe K
TeMe) TpeOyIOT BOYMYHUBOTO, HETOPOIIJIMBOTO UTEHHUS C «MBICJIEHHOM IMpPOpabOTKOM»
MaTepuaia. Takoe YTeHMe IpeoaraeT BrgeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymeHToB; 3) BEIBOIOB. Oco00e BHUMAHUE ClleAyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKxke MMpPOaHaNIU3UPOBaTh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCST NpPOOEeMaTUYHBIN, TMIOTETUYECKUM XapaKTep U YJIOBUTH CKPBITHIE
BOIIPOCHI.

[ToHATHO, YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM IIPUXOOUT HAleKO He
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cpaldy. Haumnyumu#i cmoco® Hay4yuThCS BHIAENSITH T'JTaBHOE B TEKCTe, YJIaBIUBaTh

npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OL[EHKY aBTOPCKOM MO3ULUHU - 3TO

CpaBHUTEJIbHOE UTEHME, B XO[le KOTOPOTr0 CTYOEeHT 3HAKOMUTCS C Pa3TUYHBIMU MHEHUSIMHI

II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBaAeT BeCOMOCTh M N0Ka3aTEeIbHOCTh apIyMEHTOB

CTOPOH U fieslaeT BEIBOJ O HauOosbinel yOequTeIbHOCTH TOM UM MHOM ITO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOKHOCTH IIPOIIEAINX COOLITHH U IPABOBLIX SBJIEHUM, HEIb35T UX OTBEPraTh, He
pa3obpaBmuch. [Ipy HanW4YWM pacXxoXAEeHUU MeXKOy aBTOpaMU HeoOXOOWMO HaUTHU
palroHanbHOE 3ePHO yV KaXOOro M3 HUX, YTO MO3BOJIUT TIy0xkKe YCBOUTH NMpeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HHWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UIUSIMU aBTOPOB, HYXKHO OIPEeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M U MPUMEHSITh U3 HUX Ty, KOTopas 0ojiee ybenuTenbHa.

CnenyomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMHU SIBISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHPYIOLIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha
OTHEJIbHBIX JINCTaX, KOTOPhIE IIOTOM JIETKO CHCTEMATU3UPOBATh 10 OTAEIbHLEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4eCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa 1enecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBEIX TeTpPadsx. 3Mech BaxKHO
BCIIOMHHUTD, UYTO KOHCIIEKTHI ITUIIYTCS HAa OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM
OIS UCIIPABIIEHUS ¥ PEMApPOK MEXCTPOUYHBIM PACCTOSHMEM (3T IpaBuila coOMI0Oa0TCs
st ynoOCTBa peflakTUpoBaHus). EC/TM B KOHCIIEKTaX IPUBOOSATCS IUTATHI, TO HEIIPEMEHHO
IDONXHO OBITh HAaHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne
CcTpaHuIk). BriocneacTBuu 3Ta wHGOPMAIK MOXKeT OBITh MCII0/JIb30BaHa IPKU HAallMCAHUHN
TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPAaBHUBATh, KIACCUPULIMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIHIO0 B COOTBETCTBUY C OIpeeIeHHON y4eOHOM 3aauel;

- 00001mIaTh MOTy4YEHHYI0 HHPOPMALXIO, OL[eHMBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHChbMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBMATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThIe COODIIEHHUS THIIa NOKIIa/a;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEMCTBHS CBOMX TOBAPHINEH, 00BeKTHBHO OIeHUBATh
CBOU [IEUCTBUS;

- oOpamaTscsi 3a MOMOIIbI0, MOMOTHUTEIbHEIMU Pa3bsICHEHUSIMH K IIpelofaBaTelio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW WM KOHTEKCTYaJlbHOW AOTagKOH, CJIOBapsiMH
Pa3IHYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMyu B TEKCTe (KITI0UeBhIE
CJIOBa, CTPYKTypa TEKCTa, IpefaBapsoilas nHpopMalus 1 ap.);

- UCIIOJb30BaTh MPU TOBOPEHUM U MHUCHMEe Nepudpas, CMHOHMMUYHLIE CPEe[CTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIUIMKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
ero BHICKa3bIBaHMS UJIM BOIIPOCA;
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- 00paTUTHLCS 3a ITOMOIIBLI0 K COOECeIHUKY (YTOYHUTDH BOIIPOC, IEPECIPOCHUTE U [IP.);
- UCIIOJIb30BAaTh MUMHUKY, KeECTHI (BOOOIIe ¥ B TeX CIIy4asiX, KOrfa SI3LIKOBEIX CPEICTB He
XBaTaAeT [IJIsI BEIPAXKEHUS TeX UJIU WHEIX KOMMYHUKATHBHEIX HAMEPEHHH ).

15.5. [TogroToBKa K IpoMexkKyTOYHOU aTTeCTaLluu
[Tpy IOATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMBbIe 71T OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIIEKTH OTBETOB (IIJTaHEl OTBETOB).

16. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tabmnuia 9
No HaumeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TaOOpaTOPUH
1 |lekuroHHas aygUTOPUS Aynuo-BUAE0 KOMILJIEKC
AyouTOpuu Oy IPOBEOeHUs TPYINOBLIX 1
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
[MPaKTU4YeCKUX 3aHITUN
3 [KoMneroTepHBIY K1acc [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpUs OIS KYPCOBOTO U OUIIJIOMHOTO
4 [MYRETODHA N yp A [lepcoHaIbHBEIE KOMIIBIOTEPHI
[IPOEKTHPOBAHUSI
5 |AyguTopus s CaMOCTOSITeIbHON pabOoTHI KoMmblOTepHasl TeXHUKa
6 [YuTanbHBIM 3an [IepcoHaNbHBIE KOMIIBIOTEPH
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