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Paboyas mporpaMma OHCIIMIIJIMHEI COCTaBJIeHA Ha OCHOBe TpebopaHui demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenuanbHocTtu) noarotoBku «10.03.01 HMudpopmanuoHHass 6e30maCHOCTHY,
yTBEPKOEHHOTO NTpUKa30M MuHKCTEPCTBA 00pa3oBaHus U HayKu Poccuiickoi ®emepanuu
oT 17.11.2020 Ne 1427, 1 B COOTBETCTBUM C pabouuM y4eOHBIM IIJTAaHOM, YTBEPKIEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenpio mpenongaBaHus QUCHUIIUHEL «[[pUHIIUIIE OpraHU3aluy I100amTbHBIX
BHIYHCIIUTEIbHBIX CETEN» SIBIISIETCH:

M3y4eHUe OCHOBHBIX KOHIIEMIINY OpraHU3aluy ri1o0anbHEIX BEHIYUCIUTEIHHEIX CETEH,
NIPUHIMNIOB afpecalydyd, KOHTPOJSA OOCTyla, Hay4YUTHCS HACTpPauBaTb OCHOBHEIE
IpOTOKOJH KaHanbHOTO ypoBHA (HDLC, PPP, Frame Relay), uckath HeMCIIpaBHOCTH B
r7100a/TbHBIX BEIYUCIIUTEJIBHBIX CETSX.

OTa 1e/lb OCTUTaeTCA IIyTeM pelleHus Claenyolux(er) 3aaad(u):

Ha OCHOBe (DyHOaMeHTalu3alud, UHTeHCU(PUKAIlUN ¥ MHONBUAYyaIU3alluu Ipoiecca
o0y4eHUs MyTEM BHeAPeHUS U 3¢ (PEeKTUBHOTO MCIIOIb30BaHUS TOCTUKEHNY KUOEPHETUKH,
TEOPHUHU CBS3U.

2. MecCTO THCIHIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MPOrPaMMbI

OucuunnuHa «I[IpUHOUNOBE OpraHu3aluu THI00albHBIX BBIYUCIUTENBHBIX
ceteri» B1.B.06 sBnseTcd QOUCHUNIMHON dYacTu, QopMUPYyeMON ydaCTHUKaAMU
oOpa3oBaTeNbHLIX OTHOIIeHUM O610Ka 1 yuyeOHOrO IjaHa MOATOTOBKM OaKanaBpuaTa I
HamnpasneHuio «10.03.01 MudopmanuonHas 6e30mMacHOCTb». KM3ydeHue OUCIHUIIAHBL
«[IpUHIIUTIEL OpPTAaHU3AIUY TT100aIbHBIX BEIYUCIUTENBHBEIX CETEH» ONHpPAeTCs Ha 3HAHUU
mucuunInH(b) «be3omnacHOCTh 0€CIIPOBOTHBIX JTOKAIbHBEIX CETEN».

3. IlepeyeHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUYeHHsI, COOTHECEHHBIX C
IUTAaHUPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOrPaMMBbI

[Tporecc n3ydeHus: OUCHUNINHE HallpaBlieH Ha (POpMUPOBaHUE CIIEAYIOMNUX
KOMIIETEHIINN:

Tabmua 1

No Kop

HanMmeHOBaHHEe KOMIETEHIHUH
II/II KOMIIETEHIIUH

1 OIK-1.2 Cnoco6eH amMUHUCTPUPOBATh CPENCTBA 3aLIUTH MHPOPMAILUU B
KOMIIBIOTEPHBIX CUCTEMAX U CETSX;

Cnoco6eH MpUMEHSTh HHPOPMALMOHHO-KOMMYHUKALIMOHHBIE TEXHOJIOTUH,

9 OTIK-2 IIpOrpaMMHBIE CPEACTBa CUCTEMHOI0 U MIPUKJIATHOTO Ha3HAYEHUS, B TOM
YUCJie 0TeYeCTBEeHHOT0 IIPOM3BOACTBA, ISl pellleHus 3afa4d
IpoQeCcCUOHaNbHOU NeITEeNbHOCTY;

3 K-6 CniocobeH o1leHMBaThH YIPO3bl 0€30I1aCHOCTU UH(POPMAIU B KOMIIbIOTEPHEIX
CEeTSX

MHOMKaTOPH JOCTUXKEHUS KOMIIETEeHIINN
Tabnuria 2

3HaTh: - APXUTEKTYPY, 00IIKe TPUHIUIIH QYHKIIMOHUPOBAHUS CETEBBIX YCTPOUCTB U
IIPOrPaMMHOT0 o0ecleyeHuss agMUHUCTPUPYyEMON nH(POpPMaImoHHO-
KOMMYHHUKAIIMOHHOM CUCTEMBI, IPOTOKOJIBI BCEX MOAEY B3aUMOAENCTBUS OTKPHITHIX
CHACTEM
YMeTs: - paboTaTh C KOHTPOIbHO-U3MEPUTELHEIMY alllapaTHBIMU U TPOTPaMMHBIMU
OIIK-1.2.2 | obecnieyeHreM; KOHGUTYPHPOBATE ONlePAI[MOHHBIE CHCTEMEI CETEBBEIX YCTPONCTB
HHQOPMAIMOHHO-KOMMYHHUKAIIMOHHOW CUCTEMEI
BrnapeTs: - MeTomaMu OIeHKH TpeOyeMoi IPOU3BOAUTEILHOCTH CETEBBIX YCTPOUCTB U
IIPOTPAaMMHOT0 00ecleyeHust aqMUHUCTPUPYEMON CETH

OIlK-1.2.1

OIIK-1.2.3




3HaTh: - OCHOBHEIE IIporpaMMHEIE CPENCTBa CUCTEMHOTI'O 1 IIPUKJIAAHOTO Ha3HAYEHMN I,

OIIK-2.1
B TOM 4HCJIE 0T€YECTBEHHOI'0 IIPOM3BOACTBA

OTIK-2.2 YMeTh: - IPUMEHSTD HH(1)(3pMaunOHHo-KOMMyHHKauHOHHHe TEXHOJIOTHY I PelIeHus

’ 3afiay MpodecCcuoHaIbHOU OesATEeNbHOCTH

BnapeTs: - HaBEIKaMU UCIIOIb30BaHUS TPOTPAMMHBIX CPEACTB CUCTEMHOTO U

OIIK-2.3 | mpuKIagHOTO Ha3HAYEHHUS, B TOM YHCJIE 0T€YeCTBEHHOT O MPON3BOMICTRA, IS
pelieHus 3agad NpodeccruoHanbHON AesITeIbHOCTI

K-6.1 3HaTh: - OCHOBHbIE METO[IbI OIIEHKH YI'PO3bl 6€30aCHOCTY HHGOPMAIUH B
KOMITbIOTEPHBIX CETSAX

1K-6.2 YMeTs: - IPUMEHSITbh OCHOBHBIE METOILI OIIEHKH YTIPO3bl 0€301TaCHOCTH UH(POPMAIIUHU B
KOMITbIOTEPHBIX CETSIX

K-6.3 BrnameTs: - HaBEIKaMU OIEHKM YI'PO3kl 6€30MaCHOCTH UHGOPMALUKY B KOMITbIOTEPHBIX

CeTAX

4. 00beM THCIHUIUITHHBI ¥ BHABI Y4€0HOH PadoThI

Ounas ¢popMa o0yueHUs

Tabmuma 3
Bun yue0HOM padOTHI Bcero Cemectper
4acoB 6
O61mast TPyIOeMKOCTb | 4 3ET 144 144
KoHTakTHasi padora ¢ 00y4alOIIUMHUCS 52.35| 52.35
B TOM YHCJIE:
Jlexnu 20 20
[TpakTuyeckue 3anatus (I13) 16 16
JTabopaTopHbie paboTs (JIP) 14 14
3amuTa KOHTPOJILHOM pPabOoTHI -
3amuTa KypcoBoil paboTHl -
3amuTa KypCoBOr0 IIPOEeKTa -
[IpomexyTOUHAs aTTeCTalUs 2.35 2.35
CamocTositeibHasi paboTa o0yuyaromuxcsi (CPC) 58 58
B TOM YHCJIE:
KypcoBas paboTa -
KypcoBo npoekT -
W / unu pgpyrue BUOB CAaMOCTOATETEHOM PabOTHL:
MIOATOTOBKA K JTabopaTOPHEIM paboTaM, MPaKTHYECKUM 58 58
3aHATHUSIM, KOHTPOJIBHEIM paboTaM, U3ydeHHe
TEOPETUYECKOTO MaTepHara.
IToproroBka K MpOMeXyTOYHOU aTTeCTalluu 33.65| 33.65
Bua npoMeKyTOUYHOH aTTeCTalluH DK3aMeH
5. CogepKaHue TUCIUILIHHBI
5.1. ComepxaHue pa3aesioB OUCIUIIINHEL.
Tabnuma 4
No HaumeHoBaHHe Ne cemectpa
/i pa3gesa (TeMbI) Copep:xkaHue pa3aeia O4YHO- 3204
THCITHILTHHBI O4Has|3a04- "
Hasi




Hepapxuyeckuyl fu3aiiH ceTel. ApXUTEKTypa

Pazpen 1. CiscoEnterprise. Mogyns ceTu Kammyca,
1 |Hepapxuyeckuit TPAHUITEI CeTU. APXUTEKTYypa ceTell 6e3 rpaHull, 6
CEeTeBOU OM3alH CPEeOCTB COBMECTHOM paboTHI, faTa-I[eHTOB U
BUPTYaIu3alui.

MeTogsl fOCTyIIa K YCTPOUCTBAM 4epes
rinobanbHylo ceTh HTepHET. TepMUHOIOTUS
rnobanbHEIX ceTel. KoMMyTauus KaHaios.
KoMmMyTanus nakeTtoB. ApXUTEKTypa ceTel
CepBUC-TIpOBaiifepoB. MHGpacTpyKTypa 4acTHEX| 6
ceTeu: BeimeeHHble muHUY, dial-up, ISDN,
FrameRelay, ATM, EthernetMAN, MPLS, VSAT.
HudpacTpyKkTypa nyOonuyHbx ceteid: DSL,

Cable, Wireless, 3G/4GCellular, VPN.

CepuiiHble U apalienbHble COeTUHEHNS.
BpeMenHoe pa3feneHre KaHalIoB. Bugel
cepuitabix kabenei. DCE/DTE ycTpoiicTBa.
Wuxkancynanus HDLC. Koraduryparus HDLC.
[Tpotokon PPP. LCP, NCPnogypoBHH. YCTaHOBK3
ceccusi PPP. Ayrentudukanus PPP. [Touck
HEUCIIPaBHOCTeH B I106aIbHEIX CETSX C
HCHonb30BaHmeM mpoTokonos HDLC, PPP.
[IpeumyliecTBa UCIOJIb30BaHUS IIPOTOKOIIA
Frame Relay. BupTyanbHble KaHaJIHL.
Hukancynamusa Frame Relay. LMI. Tlorstue

Pazgen 2.
I'nmobanpHBEle CETH

Paspmen 3.
3 | CoeguHeHUs BUOA
TOYKa-TOUKa

4 Pasnen 4. ampecauuu DLCI. MeTonsr ob6ecrieueHust 6
[Tpotokon Frame Relay .
KayecTBa oOcnyxuBanus Frame Relay. Point-to-
point, multipoint cabunTepdeiice. [Tonck
HencnpaBHOCTe! B ceTax Frame Relay.
Tepmunonorus NAT. CtaTtuueckas,
OVHaMU4ecKas TPAHCIISLUS CEeTEeBBIX aipecoB.
Pazmen 5. Tpancnanug noptos. [IpeumyiecTtsa u
5 | CeTeBasi TpaHCHAIUSI HemoctaTku NAT. [IpoBepka 6
agpecos ipv4 (NAT) ¢dbyukmmnonupoBanus NAT. Koudurypanus NAT.
Ananu3a tabmull TpaHcnsanuu. [Torpedroctu NAT
OJ1s ipvo.
Pazgen 6. Ynanennas pa6ota Teleworking. DSL/ADSL.
6 Pemenus gns Tumnbl 6eCIPOBOOHEIX I'TOOATBHEIX COEIUHEHUH. 6
IITPOKOTIONIOCHOT O CpaBHeHUE TeXHONOru obecrneyeHust
OOCTyIa IIXPOKOIIOJIOCHOT0 focTyna. PPPoE.
Pazgen 7.
Ocnosel VPN. Ipenmymectsa VPN. Buper VPN:
Opranu3zanus . .
7 . .. | Site-to-site, remote-access. GRE- tyunenu. Ctex | 6
6e3omacHbIxX Site-to-site
. npoTokonoB IPSec. [Tpotokon SSL/TLS.
TYHHEH.
Pa6ora nporokona Syslog. Kondurypuposauue
3 Paspgen 8. Syslog. PaboTa mpoTtokosa SNMP. Pa6oTa 6
MOHUTOPUHT CETH npoTtokona NetFlow. Pa6ora ¢ NetFlow-
KOJIJIEKTOPOM.
HokymenTanusa cetu. Ayout. [louck
Pa3pmen 9. .
. | HemcmpaBHOCTeM B COBpEMEHHEIX ceTsX. CHop
9 |Ilouck HEuCIpaBHOCTEN s 6
B COTSIX nH(opMaruu o cetu. [T0MCK HEUCIIPaBHOCTEN B

ceTsx. [Tonck HeuncnpaBHocTel B [P-ceTsax.

5.2. MeXOuWCHUNIMHAPHEIE CBSI3U C oOecrmedydBaeMBIMU (IIOCIEOYOIIMMHU)
OUCIIUIUINHAMHU.



Tabmnuia 5

n]\/[; HanMmeHoBaHHe 00ecnneuynBaeMbIX (IIOCIEaYIOIINX) TUCIUIIIHH
1 | 3ammra multicast Tpaduka B cetu UHTEpHET
5.3. Pa3pesnbl AUCIUIIIMH ¥ BUOLI 3aHSITUH.
Ounas popMa o0yueHUs
Tabnuua 6
Ne HaumeHoBaHHue pa3jgesa (TeMbI) JIexk-| [Ipakrt. | JIab. [Cemu- CPC Bcero
n/n OUCHUIUTHH IIUH [3aHATHSABAHATHS Hapbl JacoB
g |Pasmenl. o 2 | 2 2 6 | 12
HepapxuuecKuit CETEBOM OU3aliH
o |Pasmen 2. 2 | 2 2 6 | 12
I'mobGanbpHBIE CETU
3 |Fasmens. 2 2 2 6 | 12
CoeyHeHUd BUJa TOYKA-TOYKa
Paspen 4.
4 [Tpotokon Frame Relay 2 2 2 6 12
Pa3pern 5.
> CeteBas TpaHcnsanusa agpecos ipv4 (NAT) 2 2 2 6 12
g |Fasmen . 4 2 2 6 | 14
Pewenus 1151 INUPOKOIOJIOCHOTO JOCTYIA
Paszpmen 7.
7 Opranu3aius 6e3omacHbX Site-to-site TyHHeR. 2 2 1 6 1
g |Pasmen8. 2 | 2 1 6 | 11
MOHUTOPUHT CETU
9 Pa3pen 9. ) 9 10 | 12
[TorCK HEMCIIPABHOCTEH B CETSX
Hroro: | 20 16 14 - 58 | 108
6. JTadOpPaTOPHBIN MPAKTHKYM
Ounas popMa o0yueHus
Tab6mua 7
Ne Howmep " Bcero
pa3aesia HauMeHoBaHHe Ta00paTOPHOH PadOTHI
n/n 9acoB
(TeMbI)
1 1 Hactporika npotokona PPP 2
[ToBTOpEHNE OCHOBHBEIX KOHLENLIUMN U3 Kypca « OCHOBEL KOMMYTaLlUy B
2 2 IIPOBOOHEIX U OECIIPOBOMHAIX JIOKABHAEIX CeTSIX». HacTpoiika mpoTOKoIa 2
HDLC
3 3 HacTtpolika ayTeHTH(QUKauy IpoToKona PPP 2
4 4 [Touck u ycTpaHeHNe HeUMCIPaBHOCTEX B IPoToKosie PPP 2
5 5 HacTtpoiika nporokosna Frame Relay 2
6 6 [Touck u ycTpaHeHne HeucnpaBHOCTed B IpoTokone Frame Relay 2
7 7 Hactpolika ¢yHKIMI yoaneHHoN paboTsl Teleworking 1
8 8 Pa6oTta mpoTtokona Syslog. Koudurypuposanue Syslog. PaboTa npoTokosa 1
SNMP. Pa6ora npotokona NetFlow. Paborta ¢ NetFlow-KonmnekTopom
Wrtoro: | 14




7. IIpakTHYeCKHe 3aHATHS (CeMHHAPhI)

Ounas ¢popMa o0ydeHUs

Tabmnuia 8
Ne Howmep Y Bcero
n/u pa3jgesa HauMeHOBaHME NPaKTHYECKHX 3aHATHH (CEMHHApPOB) 4aCORB
(TemsbIl)
1 1 Hactpotika BupTyapHbx 4acTHEIX TYHHeNled VPN GRE over IPSEC 2
2 2 HacTpoiika BUpTyaJIbHEIX 4acTHHIX TyHHeNeu VPN site-to-site 2
3 3 Hactpoiika ceTeBoil TpaHCISALUU agpecoB 2
4 4 [Touck u ycrtpaneHue HeucnpaBHocTeid B VPN 2
5 5 [Touck 1 ycTpaHeHNe HeMCIIPaBHOCTEX TPAHCIISLMY CETEBLIX alpeCcoB 2
6 6 KommnekcHas nabopaTopHas paboTa Ha [IOMCK HEUCIPaBHOCTEH B CETH 9
NIpennpusaTAs BapuanT 1
v 7 KommnekcHas nabopaTopHas paboTa Ha ITOMCK HEUCIPaBHOCTEH B CETH 9
NPEeNupUsATHAS BapUaHT 2
3 3 KommekcHas mabopaTopHas paboTa Ha MOKMCK HEMCIIPABHOCTEH B CETH 9
NIPEeOIpUATHS BapuaHT 3
Htoro: | 16
8. IIpumepHas TeMaTHKa KYPCOBBIX IIPOEKTOB (PadoT)
PaboyuM y4eOHbBIM IIJTAHOM He IIPEeNyCMOTPEHO
9. CamocTosiTe/TbHasi padora
Ounas hopMma o0yueHUs
Ta6muua 9
Ne
pasieia Coaepxkanue CPC ®opMa KOHTPOJIsS Beero
TUCIIUII- JacoB
JIMHBI
1 Wepapxudeckuii CETEBOU OU3alH OTtyer 6
2 I'mobanbHBIE CETH OTtyer 6
3 CoenuHeHUs BUOA TOYKA-TOUYKA Otuer 6
4 [Tpotokon Frame Relay OTtyer 6
CeteBas TpaHcnanus agpecos ipvd (NAT)CereBas
5 . OTtyet 6
TpaHcaguus agpecos ipvd (NAT)
6 Pelienus njist IKUPOKOIOJIOCHOTO JOCTYIIA OTyer 6
7 Opranusanus 6e3onacHbIX Site-to-site TyHHEH. OTtyer 6
8 MOHUTOPUHT ceTH OTtyer 6
9 [TorCk HEUCIIPABHOCTEH B CETAX OTtyet 10
Wtoro: | 58

10. IlepeyeHb Y4€OHO-METOTHIECKOT0 00eCIIeYeHHs [I/Isi CAMOCTOSITe IbHOMU
padoThI 00YUAIONIHUXCS IO THCIHUIITHHE

II71s1 caMOCTOsITEIbHOM pPabOTHI 110 AUCIUIININHE PEKOMEHIOBaHO Clenyilee yueOHo-
MEeTOANYECKOe 00ecreyeHue:
- [TonoxkeHue 0 CaMOCTOSITeIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom



roCygapCTBEHHOM YHUBEDPCUTETE TeIeKOMMYHUKauui uM. npod. M.A. Boru-BpyeBuya;
- PEKOMeH[I0BaHHAs OCHOBHAS U JOIOJIHUTEINIbHAS JIUTepaTypa;
+ KOHCIIEKT 3aHATUY 110 OUCLIUIIIVNHE;
- CIIaUABI-IPe3eHTalUy U APYrod MeTOOUYEeCKUY MaTepuall, UCIIOJIb3YeMEIY Ha 3aHATUAX;
- MeTOAMYEeCKHe PeKOMEeHalluy 110 ITOAT0TOBKe MUChbMEHHBIX PaboT, TpeOoBaHUS K UX
cofepKaHUI U ohopMIIeHHIO (pedepart, scce, KOHTpOIbHasg padborTa) ;
- (DOHABI OIIEHOYHKIX CPENCTB;
- MeTOAMYEeCKUe YKa3aHus K BHIIOJTHEHUIO TabopaTOPHEIX PadoT Ol CTYAEHTOB;

11. ®oHJ OLIEHOYHBIX CPEICTB ISl MPOBEIeHUsI IPOMEXKYTOYHOH aTTeCTAlluH
00y4Jaromuxcst

®OoHJ OIIEHOYHHIX CPeNCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAJIbHBIM aKTOM
yHuBepcuteta "[lonoxeHue o GOHME OLIEHOUYHLIX CPEMACTB" U ABISETCS MPHUIIOKEHUEM

([Tpunoxenue A) K pabouelt mporpaMMe OUCIHUTIINHEL

®oHI OIEHOYHHBIX CPENCTB [OJid IPOBEOEHUSA NPOMEXYTOYHOU aTTecTaluu
00y4YalouIuXCsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IepeyeHb KOMIIETEHIIUM C yKa3aHUEM 3TaNoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OIIMCaHMe II0Ka3aTejlel U KPUTEPUEB OLIeHUBaHUSI KOMIIETEHLIIMM Ha Pa3/IMYHBIX 3Talax
¥x (OPMUPOBaHUS, ONIMCaHKE IIKal OLlEeHUBAHUS;

- TUTIOBHIE KOHTPOJIbHBEIE 3afjaHus UM HHBIE MaTepHuabl, He00OXOIUMEBIE TS OLIeHKU
3HaHWM, YMEHNY, HABBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX JTallbI
(dhopMUpoBaHUS KOMIIETEHIIAN B IIPOLIECCE OCBOEHUSI 00pa30BaTeIbHOM ITPOTPaMME;

- METOOMYEeCKHe MaTepualibl, ONpeaessiollye IpoLenypsl OlleHUBaHUs 3HaHUM, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATENTbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXXmoro pe3yibTaTa 00y4eHUs 0 AUCHUIININHE ONPEensioTCa IoKa3aTeNlu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha PAa3/IMYHBIX 3TamaX HX

dbopMupoOBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

12. IlepedyeHb OCHOBHOH H [IOIOTHHTE/ILHOH JIHTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIITHHBI

12.1. OcHOoBHas nuTEpaTypa:

1. Onudep, B. T.
KomnbioTepHble ceTH. [IpUHLIUIIE, TEXHOIOTHH, ITPOTOKOJIH : y4eOHUK s By30B / B. T
Onudep, H. A. Onudep ; pei.: FO. A. I'puropres, b. @. [Ipuxykos. - 4-e uan. - CII6. :
[Tutep, 2012. - 943 c. : un. - (CrangapT TpeTthero nokonenus). - ISBN 978-5-459-00920-
0:513.80 p. - TekCT : HEOCPEACTBEHHBIM.

12.2. [JononHUTENbHAS IUTEPaTypa:

1. Pomasnen, FOpuu BacunbeBud.



3amurTa “HOOPMALUU B KOMIIBIOTEPHEIX CUCTEMaxX U CETAX : IPOU3BOACTBEHHO-
npakTudeckoe usmganue / 10. B. Pomasner, I1. A. Tumodees, B. ®. lllanbrus ; pen. B. ©.
[lTanbruH. - 2-e u3Md., mepepab. u got. - M. : Paguo u cBs3b, 2001. - 376 c. : un. - ISBN
5-256-01518-4 : 70.00 p., 175.05 p. - TeKCT : HEIIOCPEACTBEHHBIM.

2. Tanenbaym, 9.
KomnbioTepHBIE CETH. 5-€ U3[. : [ImeKTpoHHBIN pecypc] / 3. Tanenbaywm, M. Yazeporn. -
CankTt-IletepOypr : [Tutep, 2014. - 960 c. : un. - URL:
http://ibooks.ru/reading.php?productid=344101. - ISBN 978-5-496-00831-0 : b. 1.

13. IlepeyeHs pecypcoB HH(POPMATTHOHHO-TEIeKOMMYHUKAIIHOHHOH CE€TH
«AHTEpHET»

- www.sut.ru
- lib.spbgut.ru/jirbis2_spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOJIOTHH, HCIOJIb3YEeMBbIX IPH
OCYIIIeCTBIEHHH 00pa30BaTe/ILHOT0 MMPOIlecca M0 THCIHIUIHHE (MOIYITIO),
BKJII0Yasi IepeYyeHb MPOrpaMMHOro odecnedyeHuss 1 HHGOPMaITHOHHBIX
CIIPaBOYHBIX CHCTEM.

14.1. TIporpaMMHOe obecrniedeHne OUCIUTIINHBL:

. Cisco Packet Tracer

- Linux

- Oracle VM VirtualBox
- Windows MKCC

14.2. UadpopMalliOHHO-CIIPaBOYHEIE CUCTEMBL:

- 9BbC iBooks (https://ibooks.ru)
- 9BC Jlans (https://e.lanbook.com/)
- OBC CII6I'YT (http://lib.spbgut.ru)

15. MeToguyecKHe yYKa3aHHUS IS 00y4alONIUXCS 10 OCBOEHHUIO TUCIIHIITHHBI

15.1. TInaHupoBaHue XU OpraHK3alus BpeMeHU, HEOOXOOUMOTO OJIS M3Y4YeHUd
OUCLUIIINHEL

BaXHBEIM yCJIOBUEM YCIIEIIHOTO OCBOEHHUS OUCUUIIIMHBEL «[IpUHUUIE OpraHU3aluu
rin00anbHBIX BHIYUCIUTENBHBIX CETeU» SBNSETCS CO3MaHUe CHUCTEMHB NIPaBUIbHOU
OpraHU3alliy TPy[a, NMO3BOJAIONIEN pacupefeluTh yueOHYyI0 HAarpy3Ky paBHOMEPHO B
COOTBETCTBUY C rpaduKoM 00pa30BaTEIbHOIO IIpoliecca. BoMbIIyo IOMOIIL B 3TOM MOXKET
OKa3aTh COCTaBJIeHUe IJlaHa PabOTH Ha CeMecTp, Mecsdl, Hefelno, JeHb. Ero Hanuuue
TI03BOJIUT IMOOYUHUTL CBOOOAHOE BpeMs LieNsiM y4eOwl, TPyOUTLCS 0ojee YCIEeIIHO U
a¢bdexTBHO. HyXKHO OCYIIECTBIATH CAMOKOHTPOJIb, KOTOPHIN SBNISIETCA HEOOXOIUMBIM



YCIIOBHEM yCIeIIHOK yuyeOnl. Bce 3amaHus, BKII0Yasi BHIHECEHHEIE Ha CAMOCTOSTEIIbHYIO
paboTy, peKOMeHOyeTCS BHIIOJHSThH HEIOCPEACTBEHHO IIOCJe COOTBETCTBYIOLIETO
ayIUTOPHOTO 3aHATUS (JIEKIUH, MPAKTUUYECKOT0 3aHSITHS), YTO CIIOCOOCTBYET Ny4INeMy
YCBOEHHMIO MaTepualla, T03BOJIsIeT CBOEBPEMEHHO BBISIBUTh W YCTPAHUTH «IPOOEsEI» B
3HAHUAX, CHCTEMATU3UPOBATh paHee MPONNEHHEN MaTepuas, Ha eT0 OCHOBE IPUCTYIIUTh
K OBJIQIEHUIO HOBBIMU 3HAHUSIMHU ¥ HaBLIKAMU.

CucrteMa YHUBEPCUTETCKOT0 00y4YeHMST OCHOBBIBAETCSI Ha PAIlMOHABHOM COYETAaHUHU
HEeCKOJIbKHX BUIOB y4eOHBIX 3aHSATHUU (B MEPBYI Oo4Yepemb, JNEKIUW U IPAKTUUECKHUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/agaeT onpeaeeHHON Cleln(puKo.

15.2. TlogroToBKa K NEKLUASAM

3HAKOMCTBO C OUCLUIIIMHOU MIPOUCXOAUT yKe Ha IIepPBOM JIEKLUHU, TAe OT CTyHeHTa
TpebyeTcsl He IPOCTO BHUMaHKE, HO M CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIeKIUi HeoOXOMUMO YYUTHIBATh TOT (GAKTOpP, UTO ONHU JEKIUU
[AalT OTBETHl Ha KOHKPETHBIE BOIIPOCH TEMBI, APYTUE - JIUIIb BHIIBISIOT B3aUMOCBI3U
MeXMy SBJIeHUSIMHU, IMOMOTAasT CTYOEHTY IOHSAThH ITyOMHHBIE MPOIECCH Pa3BUTUS
M3y4aeMoro IpeaMeTa, KakK B MCTOPUM, TaK U B HACTOSIEE BpeMs.

KoHCcnekTUpOBaHWE JEeKLUUU - CJO0XKHBIM BUJ BY30BCKOU aymgUTOPHOM paboOTHI,
Ipefnojaralniluili MHTEHCUBHYI YMCTBEHHYIO OeATENIbHOCTh CTyOeHTa. KOHCIEeKT
SIBIISIETCS MOJIE3HBIM TOTTIa, KOT[a 3aliCaH0 CaMOe CYIIeCTBEHHOE M CHEeIaHO 3TO CaMUM
obyuawmumcsa. He Hago cTpeMuThCcsd 3amucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIEKTHPOBaHMEe» MMPUHOCUT OOJIbINE Bpefa, YeM Iob3hl. LlenecooOpa3Ho BHaudale
IIOHATH OCHOBHYIO MBICJIb, MU3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3amnucarh ee. 2KenaTeabHO
3alUCh OCYIIECTBASATh Ha OOHOM CTPaHHIlE JHCTa MM OCTaABIISAS OIS, Ha KOTOPBIX
o3Hee, IPU CAaMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUATEbHBIE
3alKCH, OTMETUThL HEIIOHSITHBIE MECTa.

KoHCIeKT NneKnuu nydilne Ioapa3fesaTh Ha MYyHKTH, cobmiogas KpacHYI0 CTPOKY.
9ToMy B OOnbmIOH cTemeHu OymyT cmocoOCTBOBATh BOIMPOCH IIJlaHa JIEKIUH,
npednoXkeHHbBIe IIpenongaBaTensaM. Crnegyet o0paliaTh BHUMaHUE Ha aKI[€HTHI, BHIBOMOEI,
KOTOpHIE [eflaeT JIEKTOP, OTMedast Hanbosee BaxKHbEIe MOMEHTH B JIEKIIMOHHOM MaTepuaie
3aMeYaHUSIMU «BaXKHO», «XOPOIIO 3allOMHUTHL» U T.II. MOXKHO fenaTh 3TO U C IIOMOILIbIO
Pa3HOIBETHHIX MAapKePOB UJIH PYUYeK, TOOYePKrBasi TEPMUHEL U ONIPeIeIeHu .

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOJIoB. OOHAKO IIpU [ajibHeHIne paboTe ¢ KOHCIIEKTOM CUMBOJIH JIy4llle 3aMEeHUTh
OOBIYHBIMU CJIOBaMHU [Jig OBICTPOTO 3PUTENLHOTO BOCHPUSATHS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIeKIH#, Bcerga HeoOX0OuMO HCII0JIb30BATh HE TOJIBKO Y4eOHUK, HO U Ty
JIATEPATypPy, KOTOPYIO OOIIOJIHUTEIFHO PEKOMEHA0Ba JeKTop. UMeHHO TaKasl cepbe3Has,
KpomoTnuBasi paboTa C JTEKIMOHHBIM MaTepualoM IO3BOJUT I'ITyOOKO OBIameTh
TEOPETUYECKUM MaTepHasioM.

15.3. IloaroToBKa K NpPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIUM, IPaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 00s3aTeNbHOU U [OMONTHUTENBHON TUTEPATYPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3dynbTaT Takoil pabOTH HOMXKEH IMPOSIBUTHCSA B CIOCOOHOCTHM CTyAeHTa CBOOOMHO
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OTBETUTH Ha TEOPETUYECKHE BOIPOCH IPAKTUKyMa, €r0 BHICTYIJIEHUU U Y4aCTUU B
KOJIJIEKTUBHOM OOCYXKIOEHWH BOMPOCOB HM3y4aeMOUW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUU U KOHTPOJIbHHIX PadoT.

Heo0xomuMo MOHUMAaTh, YTO HEBO3MOXKHO BO BpEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BEChb MaTepHall KM3-3a JJUMHUTA ayJgUTOPHBIX YaCOB, U IPU U3YUYEHUU OUCLUMNIIKAHEL
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAsA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMM, HAY4YHOW, CIPABOYHOM NUTepaTypoH, MaTepuallaMu
IepUOANYEeCKUX M3MaHuil u MHTepHeTa ABnseTcsAd Haubomee 3QPEKTUBHEIM METOOOM
IIOJIy4YEHU S OOIIOJIHUTEJIbHBIX 3HAHUM, TI03BOJISIET 3HAUYUTEIbHO aKTUBU3UPOBATh IIPOIECC
OBJIafleHus WH@POpMaIluen, cnoco0CTByeT Goyee raIy00KOMY YCBOEHHUIO M3y4aeMOTO
Marepuasna, GOpMHUPYET y CTYyIeHTOB CBOe OTHOIIEHWEe K KOHKPETHOU ImpobieMe.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy c nuTepaTypoi Ienecoodpa3Ho HavyaTh C U3yuyeHUs: obuux pabot mo teMe, a
TakKXe y4eOHUKOB U y4eOHBIX mocoOuii. [lanee peKOMeHAyeTCs MepeuTu K aHalnu3y
MoHoOrpaduit 1 cTaTel, paCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl IPo0aeM, U3y4aeMbIX B
paMKax Kypca, a TakxXe opuIMaIbHEIX MaTepruaaoB U HeONyO0JIWKOBAHHBIX JOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEPTAllMU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOou IPOOIIeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HAaJO0 HAaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIAETISIS €r0 CTPYKTYPHBIE eAUHULIEL. [Ipy 03HAKOMHUTEIbHOM YTEHUHU
3aKjlaflKkaMu OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 06ojiee BHUMATEJIbHOTO
n3y4yeHUus. B 3aBUCUMOCTH OT pe3y/lIbTaTOB O3HAKOMUTEJIbHOTO UYTEHUS BHIOMpAETCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTaBIeHHOU
3amauu TpeldyeTcs u3ydeHWe HEKOTOPHIX PparMeHTOB TeKCTa, TO MCIOIb3yeTCS METO[
BHIOOPOYHOTO uTeHUsI. Eciu B KHUTe HET moapoOHOro OrjaBlieHHs, ClenyeT o0paTUTh
BHUMaHNe yYeHNKa Ha IpeIMEeTHhIE U UMEHHBIE YKa3aTelH.

M30paHHble pparMeHTH WU BeCh TEKCT (€CJIM OH I[eJIMKOM MMEeT OTHOIIeHHe K
TeMe) TpeOyloT BOyMYHBOIO, HETOPOIIJIMBOTO UYTEHUS C «MBICIIEHHOM IMpopaboTKOoii»
MaTepuaia. Takoe YTeHMe IpeIonaraeT BrgeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOgOB. Ocob60e BHMMaHKe CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TakxkKe MMpPoaHaNIU3UPOBaTh, KakKue U3 YTBEPKIEHUU
aBTOpa HOCSAT NMpoOJeMaTUUYHBIM, TUIMOTETUYECKUM XapaKTep M YJIOBUTb CKPHITHIE
BOIIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT AanekKo He
cpaldy. Haumnyumu# cnoco® Hay4yuThCS BHIAENSITH T'JTaBHOE B TEKCTe, YJIaBIUBaTh
npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OL[EHKY aBTOPCKOM MO3ULUU - 3TO
CPaBHUTEJIbHOE YTEeHHeE, B XOIe KOTOPOTO CTYOEeHT 3HAKOMUTCS C PA3TUYHBIMUA MHEHUSIMU
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh U N0Ka3aTeIbHOCTh apIyMEeHTOB
CTOPOH U fieylaeT BEIBOM O HauOosbinel yOequTeIbHOCTH TOM UM MHOM ITO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKYM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOXKHOCTH IIPOIIEIINX COOLITHM U NMTPABOBLIX SIBIEHUM, HEJIb3sT UX OTBEpPraTh, He
pa3obpaBmuch. [Ipy HanW4YWM pacxXxoXAEeHUU MeXKOy aBTOpaMuU HeoOXOOWMO HaUTHU
palroHanbHOE 3ePHO yV KaXOOro M3 HUX, YTO MO3BOJIUT TIy0xkKe YCBOUTH NMpeaMeT
n3ydyeHus u 6ojiee KPUTUYHO OI[€HHWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UITUSIMU aBTOPOB, HYXKHO OIPENeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
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3aTeM CpPaBHMBATh UX MeXy co00M U MPUMEHSTh U3 HUX Ty, KoTopas Oojee ybeouTebHa.
CnepyomuM 3TanoM paboTel ¢ MUTePaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue

KOHCIIEKTOB, (PMKCUPYIOIINX OCHOBHLIE TE3UCH W apTyYMEeHTH. MOXKHO AeflaTh 3allCH Ha

OTHENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM

M3y4aeMoro Kypca. [Ipyroi cmnocob - 3TO BefeHNe TeEMaTUYeCKUX TeTpanei-KOHCIIEKTOB

II0 OMHOW KakKou-nmubo TeMme. bonbinue cnenuanbHble PabOTH MOHOTpPadHUYeCcCKOTO

XapakTepa Imenecoodpa3sHO KOHCIIEKTHPOBATb B OTHEJIbHEIX TeTPadsx. 3Mech BaxKHO

BCIIOMHUTB, UYTO KOHCIIEKTHI IIAIIYTCSA Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTAaTOYHBIM

IJIsl UCIIPABJIEHUS ¥ PEMapOK MEeXCTPOYHBIM PACCTOSHHEM (3TH IpaBuiIa COOII0OOAITCS

15l ynoOCTBa peflakTupoBaHus). EC/TM B KOHCIIEKTaX IPUBOOATCS IUTATEL, TO HEIIPEMEHHO

OONIXKHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHLIE MaHHBIE, Ne

CcTpaHuIlH). BriocnencTBuu 3Ta nHGOPMAIIY MOXKET OBITh MCII0Ib30BaHa IIPU HAlTMCAaHUHN

TeKCTa pedepaTa UM APYroro 3aJaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATyPOH BaxKHO YMETh:

- COIIOCTaBNATh, CPaBHUBATh, KIaCCU(MUIIUPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(OpPMAIIKIO B COOTBETCTBUY C ONpefeleHHOM y4eOHO! 3aiauel;

- 0000111aTh MOJTYyYEeHHYI0 HH(POPMAIIXUIO, OIIeHUBAThL IIPOCIYIIAHHOE U TPOYUTAHHOE;

- (pmKCHpOBaTh OCHOBHOE COfiepKaHue co0b1eHu; GopMyIupoBaTh, YCTHO U IHCHbMEHHO,
OCHOBHYIO HU[IeI0 COOOIEHUST; COCTABISTh IJIaH, GOPMYIMPOBATh TE3UCH;

- TOTOBUTH U IPE3€HTOBaTh Pa3BEPHYThEIe COODIIEHUS THIla OOKIIaaa;

- paboTaTh B pa3HHIX pexXrMax (MHIUBUAYAJIbHO, B IIape, B IPYIIIE), B3AUMONENUCTBYS OPYT
C OPyroM;

- II0JIb30BAThCSA PedepPaTUBHBIMYU U CIIPABOYHBIMU MaTepHalaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEUCTBHS CBOUX TOBAPUINEH, 00BEKTHBHO OI[€HUBATh
CBOH [EHCTBHUS;

- obpalaThCs 3a IOMOIIbIO, MOMONTHUTENbLHEIMU Pa3bsSICHEHUSIMU K IMPeNnopaBaTelio,
OPYTUM CTyOeHTaM;

- TI0JIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJbHOU AOTrafgKoHU, CJIOBapsiMH
PA3NMYHOTO XapaKTepa, Pa3IMYHOr0 poja MofCcKa3KaMH, OIIOPaMM B TEKCTe (KITI0YeBhIe
CJI0Ba, CTPYKTYypa TEeKCTa, IpeABapsouas nHhpopManus u ip.);

- HCIIONIb30BaTh IIPU TOBOPEHUM U MHCbMe Iepudpas, CAHOHUMUYHLIE CPEMCTBA, CJI0Ba-
OTIMCaHUS OOIIUX MOHSATHM, PA3bsICHEHUS, TPUMEPHI, TOTKOBAaHUS, «CIIOBOTBOPYECTBO»

- TIOBTOPSITH UJHU Nepedpa3upoBaTh PEIUIUKY co0eceqHWKa B MOATBEPXKIEHUN TOHUMaHUS
ero BLICKa3bIBaHUS UJIA BOIIPOCA;

- 00paTUTHCS 3a MMOMOIIBLIO K COOeCEeTHUKY (YTOYHUTD BOIIPOC, IEPECIIPOCUTE U AP.);

- UCIIOJIb30BaTh MUMHUKY, XKECTH (BOOOI[e U B Te€X CIydasix, KOrfa S3bIKOBEIX CPEOCTB He
XBaTaeT IJIs BEIPAXKeHUS TeX UM UHBIX KOMMYHUKATUBHEIX HAMEPEHUH).

15.5. [TogroToBKa K IpoMexkKyTOYHOU aTTeCTaLlUU
[Tpy IOATOTOBKE K IPOMEXKYTOUYHOU aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMbIe [I7ig OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTKVe KOHCIIEKTH OTBETOB (IIJTaHEL OTBETOB).

12



16. MarepHaIbHO-TEXHHYECKOe 00eclieueHHe THCIUIITHHBI

Tab6mua 10
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000PYyI0BaHHS
/o ayIUTOPHH U TabopaTOpPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC
AYOUTOPHUU MIJIsSI IPOBENEeHUs I'PYIIIOBLIX 1
2 YAHTOPHH [ p A py Aynro-BUe0 KOMIIJIEKC
MPaKTU4YEeCKUX 3aHSITUHN
3 |KOMIBIOTEPHBIM KJTaCC [IepcoHaANbHBIE KOMIIBIOTEPH
AyOUTOPHS OIS KYPCOBOTO M JUILJIOMHOTO
4 [YRHTODHA I yp a [TepcoHanbHBIE KOMIIBIOTEPHI
MPOEKTHUPOBAHUS
5 |AyguTopus Ojsi CAaMOCTOSITeIbHOM PabOTHI KoMIIbIOTEpHas TEXHUKa
6 [YuTanmbpHBIM 3all [TepcoHaIbHBIE KOMIIBIOTEPHI
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