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PABOYA{ ITPOTPAMMA TUCHUILIIUHDI

3amrrTa nHGOPMAIIUK B IIeHTPaxX 00pab0oTKH JaHHBIX
(HauMeHOBaHNE MUCITAIIINHEL)

oOpa3oBaTebHAs MPOTPaMMa BHICIIET0 06Pa30BaHUS

10.03.01 MudopMmaliioHHasi 6€30aCHOCTh
(Kom ¥ HamMeHOBaHMe HallpPaBIIeHUS MOATOTOBKY / CIIEIIAaIbHOCTH)

OakasnaBp
(kBanuduUKaIms)

Be3omacHOCTh KOMIIBIOTEPHBIX CUCTEM (110 OTPaciu UK B cdhepe
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(HampaBneHHOCTD / TPOG UL 00Pa30BaTENILHOM IPOTPAMMEI)
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(dbopma oOyueHms)
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Paboyas mporpaMma OHCIIMIIJIMHEI COCTaBJIeHA Ha OCHOBe TpebopaHui demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenuanbHocTtu) noarotoBku «10.03.01 HMudpopmanuoHHass 6e30maCHOCTHY,
yTBePKIOEHHBIM IIpHKa3oM MuHKCTEPCTBa o0pa3oBaHus U Hayku Poccuiickoi ®egepanun
oT 17.11.2020 Ne 1427, 1 B COOTBETCTBUM C pabouuM y4eOHBIM IIJTAaHOM, YTBEPKIEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mpenofaBaHus QUCHUIUIMHEL «3alIuTa HHGOopMaIuy B eHTpax 00paboTKu
OAHHBIX» SBIISETCS:

M3y4yeHHe NPUHLUUIIOB OPraHM3alUy 3alluThl MHGOpPMAaIuU B IleHTpax 06paboTku
maHHBIX. JucnunnnHa «3amuTa HHPOPMAIMKU B IIeHTPax 00pabOTKM JaHHBIX» MOJIXKHA
obecrneynBaTh (GopMUPOBaHUE (PyHOaMeHTa MOATOTOBKM OYAyIIMX CIeLHaaIuCTOB B
obnacTu 3amuTe nHGOpPMaIuy, a Takxke, Co3aBaTh HE0OX0OUMYI0 0a3y [AJS YCIENIHOTO
OBJIafieHUs TOCIeOyIOIUMHU CleluaJbHBIMU OUCHUNIKHAMHU ydyeOHOro muaHa. OHa
MOJIKHa CIIOCOOCTBOBATh PA3BUTHUIO TBOPUYECKMX CIIOCOOHOCTEHM CTYOEHTOB, YMEHUIO
dbopMynupoBaTh U pellaTh 3afadd M3ydaeMOW CIeNualibHOCTH, YMEHHUIO TBOPYECKHU
IIPUMEHSTh ¥ CAMOCTOSITe/IbHO IIOBHIIIIATh CBOM 3HAHUSI.

OTa 1e/lb OCTUTaeTCs IIyTeM pelleHus Claenyolux(er) 3aaad(u):

OyHmaMeHTaIM3alluM, UHTeHCU(DUKAIMY ¥ WHOUBUAYAIU3AlUK ITpoliecca 00yueHus
IyTEM BHeTpPeHUS 1 3()PEKTUBHOTO UCIIOIb30BaHUS NOCTUKEHU KUOEPHETUKH.

2. MecTo THCIHUIIIHHEI B CTPYKType 00pa30BaTe/IbHOH MPOrPaMMEI

OucuunnuHa «3aluTrta uHGOpMaluu B IeHTpax oOpaboTku maHHBEX» B1.B.10
SBASIETCS OUCIUIIIMHON dYacTu, GopMupyeMol ydacTHHKaMM 0Opa30BaTeNbHHIX
oTHomeHuu O0roka 1 yueOGHOro mnnaHa MOATOTOBKM OakanaBpuaTa II0 HalpaBIeHUIO
«10.03.01 WudopmanuoHHas 06e30MacCHOCTh». M3ydyeHHe OUCHUIIIUHBL «3alluTa
nHbOpMaluHu B IleHTpax 00pabOTKM HaHHBIX» ONHUPaeTCd Ha 3HAHWUU OUCLUIIIKH(BI)
«Bbe3omacHOCTh Astra-Linux»; «3amura B onepalrioOHHLIX CUCTEMax».

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yIbTaTOB 00yUY€HH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Tpouiecc u3y4yeHus OUCLHUIIINHL HallpaBieH Ha (GOpMUpPOBaHUeEe CIETYIOMINUX
KOMIIETEHIINN:
Tabnuia 1

Ne Kopn

HanMeHOBaHHE KOMIIETEHIITHA
II/II [KOMIIeTeHITUH

Cnioco6eH o1leHUBaTh YPOBEHDb 0€301aCHOCTH KOMITIOTEPHBEIX CUCTEM U

1 OIlK-1,4 ceTel, B TOM YKCJIe B COOTBETCTBUM C HOPMATUBHLIMU U KOPIIOPATUBHBIMU
TpeOOoBaHUSIMY;
Cnioco6eH oCyIIecTBNIATh OA00p, 3yueHue u 00001IeHIEe HAYIHO-

2 OIIK-8 TeXHUYECKOU JIUTepaTyphbl, HOPMATUBHBIX U METOOUYECKHX TOKYMEHTOB B

IIe/IsIX pelenus 3agad mpodeccuoHanbHON IeITeIbHOCTH;
CIIOCOOHOCTHIO IPOBOUTh MOHUTOPHUHT QYHKIIMOHUPOBAHUS IIPOrPaMMHO-

3 I1K-5
anmapaTHHIX CPECTB 3aIUTH WHGOPMAIMH B OIEePAIlMOHHEIX CUCTEMaxX
MHOMKaTOPH JOCTUXKEHUS KOMIIETEHIINN
Tabnuiia 2
OMK-1 4.1 3HaTh: - OCHOBHbIE METO[IbI OIIEHKH YPOBHS 0€30IMaCHOCTH KOMIBIOTEPHBIX CUCTEM U
"7 ceTent

OTIK-1,4.2 | YMeTh: - TPOBOAUTH OIIEHKY YPOBHS 0€30NaCHOCTH KOMITBIOTEPHBIX CUCTEM U CeTer
OTK-1 4.3 BrapmeTs: - HaBHIKaMU JUATHOCTUKYU OTKa30B U OLMINOOK CETEBHIX YCTPOUCTB U
77| mporpaMMHOT0 00eCIIeYeHuU s




OIlK-8.1

3HaTh: - OCHOBHbIE METO/IbI PabOTH C Hay4YHO-TEXHUYECKOM TUTePaTypOH,
HOPMaTUBHBIMU U METOAUYECKMMHU JOKYMEHTaMH B IeJISIX pPelleHus 3afad
npodeCCuOHANbHOU OesITeTbHOCTI

OIlIK-8.2

YMeTh: - OCyIIeCTBIATh OAO0P HayYHO-TEXHUUYECKOW JIMTePaTyPhl, HOPMaTUBHEIX 1
MEeTOANYEeCKUX TOKYMEHTOB B I[eJIIX PelleHus 3afad nIpodeccuoHanbHON
OESATENIBHOCTH

OIIK-8.2

YMeTh: - OCYIIEeCTBNISTh MOAO0P HAyYHO-TEXHIUYECKOM TUTePaTyPhl, HOPMaTUBHAIX U
METOIUYECKUX TOKYMEHTOB B LIeJISIX PellleHUs 3afiad NpodeccuoHarbHON
OesITeNIbHOCTH;

OIIK-8.3

BrageTs: - HaBEIKAMU U3y4YeHUsT ¥ 00001eHNsT HayYHO-TeXHUYECKOM TUTEePATYPH,
HOPMATHBHHIX U METOIUYECKUX OKYMEHTOB B IIEJISIX PEIIeHUs 3aay
npodecCroHaNbHON IesITeIbHOCTH

[K-5.1

3HaTh: - OCHOBHBIE METOIH IPOBENEHUS MOHUTOPUHTA QYHKIXOHNPOBaHUS
IPOrpaMMHO-aNapaTHhIX CPEACTB 3alUTH MHGOPMAINK B ONlePaIlMOHHBIX CUCTEMaX

[1K-5.2

YMeTh: - IPUMEHSITh OCHOBHEIE METOMB! ITPOBEIEHNST MOHUTOPHUHTA
(GYHKUHMOHMPOBAHUS MPOTPaMMHO-aNIapaTHEIX CPELCTB 3alUTH HHOOPMAIUU B
OTIePAIMOHHBIX CUCTEMAaX

[K-5.3

BrapieTs: - HaBHIKAMU IIPOBEIEHUST MOHUTOPHUHTA (PYHKIIMOHUPOBAHUS IIPOrPAMMHO-
anmapaTHHIX CPECTB 3alllMThH HHPOPMALMK B OIEPAIMOHHBIX CHCTEMAaxX

4. O6beM THCHHUIUIHHBI ¥ BUIBLI Y4€0HOH PadOTHI

Ounas popMa o0yueHus

Tab6muia 3
o Bcero|CemecTphbl
Bup yued0HOM padoThI YACOB 3

OO1mast TPyAOEMKOCTh | 5 3ET 180 180
KoHTakTHasi pabora ¢ 00y4alONIUMHUCST 68.35 68.35

B TOM YHCJIE:

Jlexuunu 26 26
[TpakTuyeckue 3ansatus (I13) 22 22
JTabopaTtopHbie paboTh (JIP) 18 18
3aluTa KOHTPOJILHOM PabOoTH -
3ammTa KypCcoBoi paboThl -
3ammuTa KypCcoBOTO MPOEKTa -
[IpoMexyTOouHas aTTeCcTalys 2.35 2.35
CamocTosiTeibHasi padoTa o0yuaromuxcsi (CPC) 78 78

B TOM 4YucCJie:

Kypcosast pa6oTa -
KypcoBoii mpoeKT -

W / unu gpyrue BUOLI CaMOCTOSITENIbHOM pabOTHI:

IIOATOTOBKA K JTab0paTOPHHIM paboTaM, MPaKTUYECKUM 78 78
3aHSATHUSIM, KOHTPOIBHEIM paboTaM, U3ydeHHe

TEOPEeTUYECKOT0 MaTepHara.

[ToaroToBKa K MPOMEXKYTOYHOU aTTEeCTallUU 33.65 33.65
BuI mpoMeKyTOYHOH aTTeCTAallHH 9K3aMeH
5. ComepxKaHue TUCIHUIITHHBI

5.1. ComepxkaHre pa37eoB OUCLHUIITUHEI.
Tab6mnuia 4



Ne cemecTpa
No HaunMeHoBaHHE
n/m pa3jgesa (TeMbI) Copgep:xkaHue pa3gena O9IHO-| .
OMCUOUIIHHBI O4HasA|3a04-| o
Has

Pazgen 1.

1 BBeneHue B LIEHTPE [ToHsiTHe LleHTPa 00paboTKM JaHHBIX, CTPYKTYpa 8
00paboTKM JaHHBIX oon,
(101)

9 Paszpen 2. HacTpoiika BUpPTya bHBIX MAalluH, 8
Buptyanuzauusa u LIO]] | KmoHMpOBaHMe U co3faHue mabioHoB BM
Paszgen 3.

3 Hacrpoiika mexanu3moB| Private VLAN, ¢unsrpanus no MAC-agpecam, 8
3amuThH BUpTyanbHEIX | traffic policing u traffic shaping.
ceTent
Paspen 4. AAA mpoTOKO1, pa3rpaHnyeHue mpas qOCTyIIa

4 | Hacrpolika npaB TIDOTOKOIL, PASTPAHMHEHHE HIPaB HOCTyT 8

MOTb30BaTeNeNn.

poctyna k O],
Paspmen 5.

5 Hactpoiika 3amuTe Y43BUMOCTH KOfia, 3al[UTa OT IIEPENOTHEHUS 8
BUPTYa/IbHOTO O6ydepa, 06paboTKa KOJOB OMKUOOK BHIIIOTHEHUS.
XpaHWIUIIa
Pa3spen 6. PaboTa ¢ BUPTyaNbHBIMU PECYPCaAMU,

6 |Paborta c pecypcamy, pacnpeneneHue pecypcoB, MOHUTOPUHT U 8
MOHHUTOPHUHT PECypcoB | yrpaBneHue pecypcamu LHO]T
Pazgen 7. Buempenue TexuHonoruit u3bsTounoctu B LIO]I,

7 | MexaHW3MHbI BLICOKOM | IPUHIMIIOB OTKA30yCTOMUYMBOCTH, MEXaHN3MOB 8
poctynHoctu (HA) PE3epPBHOT0 KOIMUPOBAHUS TaHHBIX

8 Pa3zpen 8. Ya3BUMOCTE KOfIa, 3alUTa OT IIepPeloIHEeHUS 8
Hu3zais 1O 6ydepa, 06paboTKa KOJOB OIKUOOK BEIIOTHEHUS.

5.2. MexpaucuuninuHapHble CBA3W C oOecrmedYuBaeMbBIMU (MOCTIEAYIOMIUMU)
OUCITUIIINHAMHU,

«3amuTa HHGOPMaIluKM B IIeHTPaxX 00pabOTKM [AaHHBIX» SBJISETCS OUCIUIIIINHOM,
3aBeplrarilel Teopetuyeckoe obyuyenue mo nporpamme 10.03.01 MupopManmoHHas
0e30macHOCTD

5.3. Pa3nesibl OUCIIUIIIINHE 1 BUOLL 3aHATUH.

Ounas ¢popMa o0yueHUs

Tabmuma 5
Ne HauMeHoBaHMe pa3gesa (TeMbI) JIek-| IIpakT. | Jla6. |Cemu- CPC Bcero
n/a OHCHHIIIHH IIUH [3aHATHABAHATHS Hapbl JaCcOB
Pazpen 1.
1 Beepmenue B 11eHTPH 00paboTku marHBX (LIO]T) 4 2 10 16
Pazpen 2.
2 Buprtyanusanus u LHO]] 4 2 10 1 16
Pazmen 3.
3 |HacTpoiika MexaHM3MOB 3allUThHl BUPTyalbHbIX| 4 4 2 10 | 20
ceTen
Pazmen 4.
4 HacTtpoiika npas goctyna K LIO]] 2 4 2 10| 18




5 |Pasmernd. 2 2 2 10 | 16
HacTpoiika 3alIUTE BUPTYaIbHOTO XpPaHUJIUIIA

g |Pasneno. 2 | 4 2 8 | 16
PaboTa ¢ pecypcaMu, MOHUTOPHUHT PECYPCOB
Pazgen 7.

7 MexaHu3Mbl BEICOKOM gocTynHoCcTH (HA) 2 4 2 10 18
Pazgen 8.

8 Musaits LO]] 6 4 4 10 24

Htoro: | 26 22 18 - 78 | 144

6. ;TabOpPaTOPHBIN MPAKTHKYM

Ounas popMa o0yueHus

Tab6mnuia 6
No | HOMEP . Bcero
o/ Pa3Aena HauMeHoBaHHe 1a00paTOPHOH PadOTHI ACOB
(TeMbI)
1 1 VccnepoBaHue HHQPacTPyKTypH vSphere VMware 2
2 2 HacTtpoiika BUPTyaJIbHbIX MallliH 2
3 3 HacTpolika MexaHu3MOB 3alUThHl BUPTYaJIbHBIX KOMMYTAaTOPOB 2
4 4 Hactpoiika nporokona AAA 2
5 5 Hactpoiika 3amuts poTokoma iSCSI 2
6 6 PaboTa ¢ BUpTyanbHEIMU pecypcamu 2
7 7 HacTpolika MexaHu3MOB BEICOKOU gocTtynHocTu (HA) 2
8 8 II¥13aitH 1IeHTPOB 00pab0TKY MaHHBIX 4
HUtoro: | 18
7. IlpaKkTHYeCcKHe 3aHATHSA (CeMHHaphI)
Ounas ¢popMma o0yueHUs
Tabnura 7
No Homep B
0 o cero
/m pa3gesa HauMeHoBaHHe NIPAaKTHYECKHUX 3aHATHHU (CEMUHApPOB) 4acos
(TemsbIl)
1 3 Hactporika ¢yakuuii private VLAN (PVLAN) 4
2 4 Pasrpanndenue npas goctymna K HO], 4
3 5 Hactpoiika SAN 30H 2
4 6 MonuTtopusr pecypcos LIO]] 4
5 7 PaboTa ¢ pe3epBHEIM KOMMUPOBAHNEM JaHHABIX 4
6 8 Pa3paboTka mpoekrta [IO]] Ha mpuMepe opraHu3aIuu 4
Wtoro: | 22

8. IIpumepHas TeMaTHKa KYPCOBBIX IIPOEKTOB (PadoT)

PaboyuM y4eOHbBIM IIJTAaHOM HE IIPEeNyCMOTPEHO
9. CaMmocTosiTe/TbHasi padoTa

Ounas ¢popMa o0yueHUs



Tabmnuia 8

No
pasfea Copepxanue CPC ®opma KOHTPOJIS Beero
M CITHII- JacoB
JIMHBI
1 BBepneHue B 11eHTPH 00paboTku manHbX (LJO]I) Otuer 10
2 Bupryanusanus u O[T OTtyer 10
3 HaCTpoﬁKa MeXaHN3MOB 3allUTEl BUPTYaIbHbIX OT9eT 10
ceten
4 HacTtpotiika nipaB goctyna K [JO]] OTtyer 10
5 HacTpolika 3aliu T BUPTYaJIbHOTO XpPaHUJIUIIA OTyeTt 10
6 PaboTa ¢ pecypcaMu, MOHUTOPUHT PECYpPCOB OTuer 8
7 [TpuHUMIE BEICOKOU mocTynHocTH (HA) Otuet 10
8 IOuzanu LHOII Otuet 10
Wtoro: | 78

10. Hepe'-lel-l]:- y‘-IBGHO-MeTOJII/I'-IeCKOI'O odecneyeHHus OIS CaMOCTOSITeILHOH

padoThI 00yYaIONIUXCSI 110 TUCIUIIITHHE

It caMOCTOSITENTLHOU paﬁoTI:»I II0 JUCLHUIIIIMHE PEKOMEHOO0BAHO CJIEAYIOIIEe y‘-IGGHO-

MeToOu4Yeckoe obeclieueHue:

- [TormoxkeHue 0 CaMOCTOSITeNIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom
roCyJlapCTBEHHOM YHHUBEPCUTETE TeleKOMMyHUKauui uM. npod. M.A. boru-Bpyesuua;
- pPeKOMeH[oBaHHAas OCHOBHAS W OOIOJHUTEJIbHAS NTUTEPATYPa;

- KOHCIIEKT 3aHSATHUM 110 OUCLUIIINHE;

. CIAUIBI-TIPe3eHTAIlM| U APYTOH MeTOOUYECKHUH MaTepHall, KCIOIb3yeMbIl Ha 3aHITHSIX;
- METOOWYECKHEe PEeKOMEHIAINY 110 TOAT0TOBKE MIUChbMEHHEIX Pa0oT, TpeOOBaHUS K MX
comepxkaHuio U opopmiieHuIo (pedepart, acce, KOHTPONIbHAs padoTa) ;

. (I)OHJIBI OII€EHOYHEIX CPENCTB;

+ METOONYECKUE YKA3dHUA K BRIIIOJIHEHUIO naﬁopaTopme pa60T I CTYOEHTOB;

11. ®oHJ OLIEHOYHBIX CPEICTB [JIsI MPOBEIeHUsI IPOMEKYTOYHOH aTTeCTalluH

00Yy4YaIOIIHUXCSI

®oHMI OIIEHOYHHIX CPENCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKATbHBIM aKTOM
yHuBepcuTeTa "[lonoxeHue o GOHME OIEHOUYHHIX CPEACTB" U SBISETCS IPUTIOXKEHHEM

(ITpunoxenue A) K pabouyelt mporpaMMe OUCIHHUTIINHEL

®oHO OLIEHOYHBIX CpenCTB [OJisd IIPOBEOEHUMA HpOMe}KYTO‘-IHOﬁ aTTeCTalluu

oquaxoumxcs{ II0 OUCHUIIJINHE BKJIIIOYAET B cebs:

« IIepevdYeHb KOMIIETEHIIUN C YKa3dHHEM 3TallOB UX (I)OpMI/IpOBaHI/IH B ITporecce OCBOEHUA

00pa30BaTeIbHOM TPOTPaMMBI;

- ONHKCaHMeE IIOKa3aTelen u KpUTEepueB OIEHNBaHU A KOMIIETEHIIMM Ha PA3JIMNYHBIX 3TAlldX

X pOpMUPOBaHUS, ONIMCAHKE IIKaJ OlleHUBAHUS;

- TUTIOBEIE KOHTPOJIbHBIE 3a[laHuUs UM WHBIE MaTepHuasbl, He0OXOIUMEBIe [IJIST OIIeHKU
3HAHUU, YMEHUM, HABLIKOB U (MJIN) OIBITA JEeSATEIbHOCTH, XapaKTEPU3YIOIINX 3TAIlbI
dhopMHpOBaHUS KOMIIETEHIIHM B IIPOIIECCe OCBOEHUST 00pa30BaTeIbHOM ITPOTPAMMEB;

- MeTOOMYEeCKHe MaTepualbl, OIpeesionlre IPoeqyphl OlleHUBaHUS 3HAHUM, YMEHUH,
HABBIKOB U (MJIM) OIBITA [IeSATETbHOCTH, XapaKTEePU3YIOIIUX 3TaIlkl (hOPMUPOBAHUS



KOMIIETEHIINH.
[ KaXX[moro pe3ybTaTa 00y4eHUS [0 AUCHUIIINHE ONPEensioTCa IoKa3aTelu U
KPUTEPUU OIeHKHM CHOPMUPOBAHHOCTH KOMIIETEHIIMM Ha Pa3JIMYHBIX 3Tallax HMX
dbopMupoOBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

12. IlepedyeHb OCHOBHOH H [IOIOTHHTEILHOH JIHTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIIIHHEI

12.1. OcHOBHas nuTEpPaTypa:

1. 3amuTa uHpOPMaLKK B IleHTPax 00pad0TKU JaHHHIX : [ONeKTPOHHEBIN pecypc] :
yuebHoe mocobue / Y. A. Ymakos [u mp.] ; peu.: C. E. [IymmuH, P. B. Kupuuex ;
denmepanbHOE areHTCTBO CBs3u, PemepanbHOe TOCYOapCTBEHHOE OI0IKETHOE
o0pa3oBaTebHOE yupexkaeHue BLICIIero mpodeccroHanbHOro o0pa3oBanust "CaHKT-
[TeTepOyprcKui rocymapCTBEHHBIN YHUBEPCUTET TEJIEKOMMYHUKAIUM M. Tpod. M. A.
Bonu-Bpyesuua". - CII6. : CIT6I'VT, 2019. - 92 c. : un. - 439.98 p.

2. Knementres, U. I1.

BBemenue B o0nauyHble BEIYUCIEHUS : [IJIeKTPOHHBIN pecypc] : yueOHOoe mocobue / Y.
I1. Knementses, B. A. YcTtuHOB. - 2-e u3n. - M. : UHTYHUT, 2016. - 310 c. - URL:
https://e.lanbook.com/book/100686. - b. 11. Kuura u3 xomneknuu MHTYUT -
HMudopmaTuKa

12.2. [lononHuTENIbHAS IUTEPATYpa:

1. Pu3z, [Ix.
O6naunsie Beruucienus (Cloud Application Architectures) : [3mekTpoHHBIN pecypc] /
Ix. Pus. - CII6. : BXB-Iletepoypr, 2011. - 288 c. : un. - URL:
http://ibooks.ru/reading.php?productid=26340. - ISBN 978-5-9775-0630-4 : b. 1.

2. 3amruTta nHGopMaIuy B ieHTpax 00paboTKY HaHHBIX : [IIEKTPOHHEIN pecypc] : yueOHo-
MeToAnYecKoe 1mocobure 0 BHITOTHEHNO0 1abopaTopHEIX pabdoT / M. A. Yimakos [u Op.] ;
pell. A. B. Kpacos ; PefepanbHOe areHTCTBO CBA3U, PefepanbHOe roCyapCTBEHHOE
OrofKeTHOEe 00pa30BaTeNbHOE YUPeXKAeHHEe BLICIIETr0 MpodhecCruoHaIbHOTO
obpa3oBanus "CaHKT-IleTepOyprckuil rocyqapCTBeHHBIM YHUBEPCUTET
TeleKOMMYHUKalnii uM. mpod. M. A. bornu-bpyesuua". - CII6. : CII6I'YT, 2019. - 44 c. -
429.81 p.

3. Yurakos, Urops AnekcaHOopoBHUY.
3amuTa nHGOpPMaIuy B lleHTPax 00pabOTKM MaHHBIX : [IMEKTPOHHEIN pecypc] : yueOHo-
MeTOoarYecKoe 1mocobue mo KypcoBoMy npoektupoBanuio / M. A. Yuiakos, U. E. [TecTos,
A. 1O. 1IBeTkoB ; pen. JI. b. By3iokoB ; ®engepanbHoe areHTCTBO cBs3u, C.-IleTepb. roc.
VH-T TelleKOMMyHuKauui uM. mpod. M. A. bornu-bpyesuya. - CII06. : CIIOI'YT, 2021. - 11
c.-133.37 p.



13. IlepeyeHsb pecypcoB HH(POPMATHOHHO-TE/IeKOMMYHHUKAIITHOHHOH CE€TH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUIHHE (MOIYII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUTIINHEL:

. Linux
Oracle VM VirtualBox
Windows UKCC

14.2. UadpopMalliOHHO-CIIPaBOYHEIE CUCTEMBL:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeToguyecKHe yYKa3aHHUS IS 00y4alONIUXCS 10 OCBOEHHUIO TUCIIHIITHHBI

15.1. IImaHupoBaHKe W OPraHW3aluUs BpeMeHH, He0OXOOUMOTO [ U3YUYEHHUS
IOUCITUIITHHEL

BaxXHBEIM YCIOBHEM YCIIEITHOT0 OCBOEHUS OUCHUIUHBL «3aluTa WHGOPMALUU B
1eHTpax 00paboTKMU MAHHBIX» SIBASETCS CO3MaHWEe CUCTEeMbl IPAaBUIbHOM OpraHuU3aluu
TPYy[a, IMO3BOJSAIONIEN pacIpenenuTh YueOHYyI0 Harpy3Ky paBHOMEPHO B COOTBETCTBUHU C
rpadukoM 00pa30BaTENIbHOrO IMpolecca. boJbllyio MOMOIIL B 3TOM MOXKeT O0Ka3aTh
COCTaBJIeHUe IJTaHa paboTH Ha CEMECTP, MECSII, Heflelo, feHb. Ero Hanuyue mo3BOJIUT
IIOOYMHUTH CBOOOIHOE BpeMs IeNisiM y4ueOwl, TpyauThcs 6ojiee ycmeirHo u 3hPeKTUBHO.
HyXHO OCYIIECTBASATh CAMOKOHTPOIIb, KOTODPHIM SBISETCS HEOOXOOUMBEIM yCIIOBUEM
ycrenrHo# y4ebnl. Bce 3amaHusi, BKI04as BHIHECEHHBIE Ha CAMOCTOSTEJIbHYIO paboTy,
PEKOMEHOYETCS BHIIONHSATL HEMOCPEOCTBEHHO IIOCJIE COOTBETCTBYIOIIETO ayOUTOPHOTO
3aHATUS (JIEKIUU, TPAKTUYECKOTO 3aHSTHS), YTO CIOCOOCTBYET NydIlleMy YCBOEHUIO
MaTepHalia, II03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTh «IPOOENEI» B 3HAHUSX,
CHUCTEeMaTH3UpPOBATh pPaHee NPOUIEHHBIM MaTepual, Ha ero OCHOBe MPUCTYIUTHL K
OBJIQ[IEHUIO0 HOBHIMHU 3HAHUSIMHU M HaBHIKAMH.

CucteMa YHUBEPCUTETCKOTO 00yUeHUsI OCHOBHIBAETCS Ha PallMOHAIbBHOM COYETaHUU
HECKOJIbKUX BUIOOB y4eOHBIX 3aHATUN (B IMEpPBYI0 o4Yepedb, JIEKIUN M MPaKTUYEeCKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/IagaeT onpeaeeHHON Cleln(puKo.

15.2. I[ToorotoBKa K JIEKIUSIM
3HAKOMCTBO C OUCLUIIIMHOU NMPOUCXOAUT yYKe Ha IIepPBOM JIEKLUHU, TAe OT CTyHeHTa



TpebyeTcsl He MIPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM NEKIUN He0OXOOUMO YUUTHBATL TOT (AKTOpP, YTO OOHU JEKIUU
[AI0T OTBETH HA KOHKPETHHIE BOIIPOCH! TEMEI, APYTHE - JIULIb BHIABIAIOT B3aUMOCBSA3U
MeXIy SBJIEHHUSMH, IIOMOTas CTYHEHTY IMOHSATh T'IyOMHHBIE HPOIECCH Pa3BUTHUS
M3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHCcmeKkTUpoBaHUE JEKUUU - CIO0XKHBIM BUI BY30BCKOU aymIUTOPHOM paboOTHI,
Ipenamnoaraliiui WHTEHCUBHYI YMCTBEHHYIO HOEeSTelIbHOCTh CTyoeHTa. KOHCIeKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3aliCcaHo caMoe CYIIeCTBEHHOE M CHEeNTaHO 3TO CaMUM
obyvaromumcsa. He Hago CTpeMHUTHCS 3anucaTh OOCJIIOBHO BCIO JIeKIui0. Takoe
«KOHCITEKTHPOBaHKE» MMPUHOCUT OOJIBbINE Bpema, YeM IMoib3bl. Ilemecoo6pa3Ho BHadase
TIOHSTh OCHOBHYIO MBICJIb, M3JIaraeMyl0 JJeKTOPOM, a 3aTeM 3amucarTh ee. 2KenaTenbHO
3allUCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JTUCTA UK OCTABNSAS IOJS, Ha KOTOPHX
II03[IHee, IPU CaMOCTOSATEIbHOM paboTe ¢ KOHCIIEKTOM, MOXKHO CHeJlaTh AOMOIHUTENIbHEIE
3aIMKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIeKT NeKnuu aydine Ioapa3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B OOnbIION cTemeHu OymyT cmoco6CTBOBAThH BOMPOCH IjlaHA JIEKIUH,
IpenloXeHHbIe mpemnonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [eNTaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMHU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIIPENETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYI0 CHUCTEMY COKpalleHui, abOpeBUaTyp u
cuMBonoB. OgHAKO MpY JanbHeuIel paboTe ¢ KOHCIIEKTOM CUMBOJIB JTy4YIlle 3aMEHUTh
OOBIYHBIMHU CJIOBaAMHU [1Jis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BCceTrma HeE0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO Yy4eOHUK, HO U TY
JUTEPaTypy, KOTOPYIO JOTIOJHUTEILHO PEKOMEHI0Ba J1eKTOp. UIMEeHHO TaKas cephe3Hasi,
KpomoTnuBasi paboTa C JNEKUUMOHHBIM MaTepHalioM I03BOMUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. ITogroToBKa K IPakKTU4YECKUM 3aHATUAM

TmaTenbHOe MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMAEHHOr0 MaTepuasa (MaTepuana JIeKIWi, MPakKTUYeCKUX 3aHATHH), a
3aTeM u3y4yeHuss 00s3aTeNbHOM U [IOMOTHUTEIPHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HOMXKEH IMPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TEOPETUYECKHE BOIPOCH NpPAKTHKyMa, €r0 BHICTYIJIEHWN U y4aCTUHU B
KOJIJIEKTUBHOM OOCYXKIOEHMH BOMPOCOB M3y4yaeMOM TeMbl, MPABUIbHOM BHIIIOTHEHUU
IPaKTUYeCKUX 3aJaHui ¥ KOHTPOJBHHIX PadoT.

Heo0xomuMo MOHUMATh, YTO HEBO3MOXKHO BO BpeMsI ayOUTOPHBIX 3aHATUN U3T0KUTh
BeCh MaTepual KM3-3a JUMHUTA ayOgUTOPHBIX YaCOB, ¥ NMPH U3YYEHUU OUCLUIMIUHEI
HEeIOCTAaTOYHO KOHCIIEKTOB 3aHATHH. [103TOMy caMocTosiTeNbHAsI paboTa ¢ yueOHUKaAMU,
y4eOHBIMU TOCOOMSIMHK, HAy4YHOW, CIPaBOYHOW NUTepaTypol, MaTepualaMu
IepUoNnuYecKUX MU3maHul u MHTepHeTa sBnseTcss Haubonee 3hPEeKTUBHEIM METOOOM
IIOJIy4YEeHUS NOMOJHUTENIbHBIX 3HaHUM, IT03BOMISET 3HAYUTEIbHO aKTHBU3UPOBATh MIPOLIECC
oBNajieHusT uHPoOpMaluen, crnocodCcTByeT Goyee rIy00KOMY YCBOEHMIO HM3y4aeMOTO
MaTepuana, GopMUpPYET y CTYOEHTOB CBOe OTHOIIEHHE K KOHKPETHOW Ipobiieme.
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15.4. PekoMeHpmanuu 1o paboTe ¢ TUTEpaTypoOn

Pa6oTy c nuTepaTypoii Ilenecoobpa3Ho HayaTh C U3ydyeHUs oOuKx paboT 1o TeMe, a
TaKXe y4eOHUKOB U yuyeOHBIX mocobuii. [lanee peKOMeHAyeTCs MepeuTu K aHanusy
MoOHOrpaduil U cTaTel, paCCMaTPUBAIOIINX OTAENIbHEIE aCIIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke opuIIMaTbHBIX MaTepUaaoB U HEOMyOJIUKOBAHHBIX MOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue pPaboThl, AUCCEePTalliM), B KOTOPHIX MOTYT COAepXkKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOM MPOOIIeMEI.

PaboTy ¢ uCTOYHMKaAMHU HaJO0 HaYyWMHATh C O3HAKOMUTENILHOTO UYTEHHS, T.€.
IIPOCMOTPETH TEKCT, BHIEIAS €er0 CTPYKTYPHbIE eQUHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKkaMyd OTMeYaloTCS Te CTPaHHUIb, KOTOpkle TPeOyiT 0oliee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT Pe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCS
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MOCTaBIEHHOU
3amauu TpebyeTcs u3ydyeHUe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUs. Eciu B KHUTe HET IoApoOHOro OrjiaBlieHus, ClefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIe U UMEeHHbIe YKa3aTelu.

V36paHHbe (pparMeHTH WU BECb TEKCT (€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHUBOI'0, HETOPOIIJIUBOTO UYTEHMHS C «MBICIIEHHOM IMpopaboTKOim»
MaTepuana. Takoe YTeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymMeHToB; 3) BeIBoOoB. Ocob0oe BHUMaHUe cjaefyeT 00paTUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHalIU3UpPOBaTh, KakKue U3 yTBEPKAEHUN
aBTOpPa HOCST NpoOIeMaTUYHBIM, TUIOTETUUYECKUM XapaKTep M YIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NIPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HayduUThCS BHIAENSATH T'JIaBHOE B TEKCTe, ylIaBlIUBaTh
npo0yieMaTUYHLIM XapakTep YTBEPXKIEHUU, NaBaTh OI[EHKY aBTOPCKOM MO3ULMHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAKOMUTCS C Pa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH ¥ [ieslaeT BHIBO 0 Haubomnbinel yoemuTeIbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEUYaTCA pa3Hble TOUYKYU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SIBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuch. [Ipy HaTUYUM PACXOXKOEHUU MeXOy aBTOpaMu HeoOXOOWMO HaWUTHU
palyoHanbHOE 3€ePHO YV KaXXOOro M3 HUX, YTO MO3BOJIUT T'Iy0xKe YCBOUTH MpEeAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHWBATh U3ydyaeMble BOIPOCH. 3HAKOMSCh C 0COOBIMU
MO3UIUSIMU aBTOPOB, HYKHO ONpPENeNATh UX CXO0XKUe CYyKOEeHHUs, apT'yMEHTHI, BEIBOAHL, a
3aTeM CpPaBHMBATh UX MeXy cO00M U MPUMEHSITh U3 HUX Ty, KoTopas Oojiee ybeouTenbHa.

CnepyomuM 3TarnoM paboTel ¢ MUTePaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue
KOHCIIEKTOB, (PUKCUPYIOIINX OCHOBHLIE TE3UCH M apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha
OTHOENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM
M3y4aeMoro Kypca. [Ipyroi cmocob - 3TO BefleHNe TeEMaTUYeCKUX TeTpanei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinue cnenuanbHble PabOTH MOHOTPad@HUYeCcCKOTO
XapakTepa Ienecoo0pa3HO KOHCIIEKTUPOBATb B OTHENIbHBIX TeTPafsx. 31eCh BaxXHO
BCIIOMHUTB, UYTO KOHCIIEKTHI IIAIIYTCS Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTAaTOYHBIM
IJIST UCTIPABJIEHUS ¥ PEMAPOK MEXKCTPOUYHHIM PACCTOSTHMEM (9TU IpaBuia COOMIOOAIOTCS
sl ynoOCTBa peflakTupoBaHus). EC/IM B KOHCIIEKTaX IPUBOOATCS IUTATEL, TO HEIIPEMEHHO
OOIXKHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHLEIE MaHHBIE, Ne
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CcTpaHulkl). BriocnemcTBuu 3Ta wHGOPMAIMK MOXKeT OBITh MCII0JIb30BaHa IPKU HAallMCAHUHN
TeKCTa pedepaTa Uy OPyroro 3afgaHus.
TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOM BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUIUPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKIO0 B COOTBETCTBUY C OIpeeIeHHON y4eOHOH 3aauel;

- 00001maTh MOTy4YEHHYI0 HH(POPMALXIO, OLleHNBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coob1IeHu; GopMyIupoBaTh, YCTHO U IHChbMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyINPOBATh TE3UCH;

- TOTOBUTb U IIPE3EHTOBATh Pa3BepPHYyThIe COODIIEHHUS THIIa NOKIIaa;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYaANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NENCTBHS CBOMX TOBAPHINEH, 00BeKTHBHO OI€HUBATh
CBOM JIE€MCTBHUSI;

.- obpamaThCsa 3a IOMOIINbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPerofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJlbHOW AOTagKOoH, CJIOBapsiMH
Pa3IMYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMu B TEKCTE (KIJTI0UeBhIe
CJIOBa, CTPYKTypa TEKCTa, IpefaBapsoilas nHpopMalus 1 ap.);

- UCIIONb30BaTh MPU TOBOPEHUM U MHUCHME Nepudpas, CHHOHMMUYHLIE CPEe[CTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIUINKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3bIBAHUS UJIK BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBLI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMMKY, XKeCTH (BOOOIIe X B Te€X CIydasix, KOrha S3bIKOBEIX CPENCTB He
XBaTaeT [Jig BhIPakKeHUS TeX UM MHBIX KOMMYHUKaTABHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXkyTOYHOU aTTeCTALlUU
[Tpu moATrOTOBKE K IPOMEXKYTOYHOM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMAaTEJIbHO M3Y4YUTh NI€pPeYeHb BOIPOCOB W ONPENENuTh, B KaKUX UCTOYHUKAX
HaxXOOsTCSl CBeNeHUs, He0OXOOuMBbIe [OJig OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JIUTEPATYPY;
- COCTaBUTh KpaTKNe KOHCIIEKTEl OTBETOB (IIJIaHEl OTBETOB).

16. MaTrepHaIbHO-TEXHHYECKOe 00eclieueHHe THCIUIITHHBI

Tabmnuia 9
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoOBaHHE 000PYyI0BaHHS
/o ayIUTOPHH U TabOpaTOpPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC
AYOUTOPHUH MJIsI IPOBENEeHUs I'PYIIIOBLIX 1
2 YAHTOPHH [ p A py Aynro-BUe0 KOMIIJIEKC
MPaKTU4YEeCKUX 3aHSITUHN
3 |KOMIIBIOTEPHBIM KJTaCC [IepcoHaANTbHBIE KOMIIBIOTEPE
AyOUTOPHS I KYPCOBOTO M JUILJIOMHOTO
4 [YRHTODHA I yp a [TepcoHanbHBIE KOMIIBIOTEPHI
MPOEKTHUPOBAHUS
5 |AyguTopus Ojisi CAaMOCTOSITeIbHOM PabOTHI KoMIIbIOTEpHas TEXHUKa
6 [YuTanmbpHBIM 3all [TepcoHaIbHBIE KOMIIBIOTEPHI
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