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PABOYA{ ITPOTPAMMA TUCHUILIIUHDI
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(HauMeHOBaHKE MUCITAIIINHEL)
oOpa3oBaTeIbHAS MIPOrpaMMa BBICIIET0 00pa30BaHUS
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(Kom ¥ HamMeHOBaHMe HallpaBIeHUS MOATOTOBKY / CIIEIIAaIbHOCTH)
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Paboyas mporpaMma OHCIIMIIJIMHEI COCTaBJIeHA Ha OCHOBe TpebopaHui demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenuanbHocTtu) noarotoBku «10.03.01 HMudpopmanuoHHass 6e30maCHOCTHY,
yTBePKIOEHHBIM IIpHKa3oM MuHKCTEPCTBa o0pa3oBaHus U Hayku Poccuiickoi ®egepanun
oT 17.11.2020 Ne 1427, 1 B COOTBETCTBUM C pabouuM y4eOHBIM IIJTAaHOM, YTBEPKIEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbto mpenogaBaHus OUCHUNIAHL «KOHTponb 3amuimeHHoct JIBC ot
HEeCaHKIIMOHUPOBAHHOTO JocTyma (MHpopMannoHHbEe TEXHONIOTUH. [[0OTIOTHUTEILHEIE
TJIaBHI)» SIBJISIETCH:

V3yuyeHre apXUTEKTYPH,CTPYKTYPH, PYHKINY,KOMIOHEHTOB OeCIPOBOMHBIX
JIOKAJIbHBIX CeTeu

OTa menb [OCTUTaeTCd MyTeM pelleHus clenyommx(eir) 3apgad(u):

Vcrionb30BaHUs OOCTHUXKEHUW TEOPUU MHPOPMAIUN U TEOPUU CBSI3HU

2. MecTo THCIHUIIIHHEI B CTPYKType 00pa30BaTe/IbHOH MPOrPaMMEI

HucuunnuHa «KoHTpons 3amuieHHocTd JIBC 0T HeCaHKIMOHUPOBAHHOTO JOCTyIIa
(MadopmanmoHHble TeXHONIOTHHU. [lomonHuTenbHLEEe rTaBel)» 51.0.11.09 apnsgeTcs omHOU
M3 OUCHUIIIKMH 0053aTeIbHOW YacTW y4eOHOTro IjiaHa MOATOTOBKK OaKalaBpuaTa IO
Hanpasnenuio «10.03.01 MudopmarmonHas 6e301acHOCTb». HCXOOHBINM YPOBEHDb 3HAHUM
¥ yMEeHUU, KOTOPEIMU [IO/XKeH o0laflaTh CTYHAEHT, IPUCTyNas K U3y4YeHUI0 NaHHOU
OVCLUIIIMHEL, ONPedesaeTcs n3y4eHneM TaKUuX OUCLUIIINH, KaK «3amuTa HQOpMaluu OT
YTEYKU 10 TEXHUYECKUM KaHajaM».

3. IlepeyeHb IVTAHHPYEMBIX Pe3yIbTaTOB 00yUYeHHsI, COOTHECEHHBIX C
IUTAaHUPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOrPaMMBbI

[Tporecc n3ydyeHus: JUCHUMINHE HallpaBlieH Ha (POpMUPOBaHUE CIIEAYIOMNUX
KOMIIETEHIINN:
Tab6mua 1

Ne Kop

HauMeHOBaHHe KOMIIETEHIIUH
I/ [KOMIIeTeHIIHH

Cnioco0eH mpoBOOUTEL PAOOTH IO YCTAHOBKE, HACTPOUKE, UCIIBITAHUSAM U

1 OIIK-3,1 TEXHUYECKOMY 00C/TyKMBAHUIO CPELCTB 3aIlUTH UH(DOPMAIMK OT YTEUKH T10
TeXHN4YECKUM KaHasaM;

Cnoco6eH mpoBOAUTL PabOTHL IO YCTAHOBKE, HACTPOMKE, UCIILITAaHUSAM U

2 OIIK-3,2 TEXHUYECKOMY 00C/TyKUBAHUIO CPELCTB 3aIlIUTH UHDOPMAIK OT
HEeCaHKIIMOHUPOBAHHOI'0 NOCTYIIA;

CniocobeH mpoBOOUTE KOHTPOJIb 9PHEKTUBHOCTH 3aIIUTH HHGOPMAIIHU OT

3 OIIK-3,3

YTeUKHM IT0 TEXHUYECKUM KaHajlaM;
A OTIK-3,4 Cnoco6eH IPOBOAKUTH KOHTPOJIb 3AIKUIIEHHOCTH HH()OPMAIKK OT

HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

WHOMKaTOPH JOCTUXKEHUS KOMIIETEeHIINN
Tabmuna 2
OIK-3.1.1 3HATh: - OCHOBHEIE CPECTBA 3AIUTHl HHPOPMAILIUU OT YTEUKH 110 TEXHUYECKUM
KaHaslaM

YMeTh: - MPOBOAKUTL PAOOTHI II0 YCTAHOBKE, UCIBITAHUSIM M TEXHHYECKOMY
00CTTyKHBAHUIO CPEMICTB 3aIIUTH WHGOPMAIMK OT YTEUYKM [0 TeXHHUYECKUM KaHalaM
BrageTs: - HaBEIKAMHU HACTPOUKY CPEICTB 3aIlUTH HHPOPMAIIUU OT YTEUKH 110
TEeXHMYECKUM KaHajIaM

3HaTh: - OCHOBHEIE CPEMICTBA 3AIIUTH HHPOPMAIUH OT HECAHKIIMOHHPOBAHHOTO
IOCTyTIa

OIIK-3,1.2

OIlK-3,1.3

OIIK-3,2.1




OIIK-3,2.2

YmeTs: - IIPOBOOUTH pa6OTbI 110 YCTAHOBKE, UCIIBITAHUAM U TEXHUIECKOMY
O6CJ'Iy}KI/IBaHI/IIO CPEeOCTB 3alllUTEI I/IH(l)OpMaLII/II/I OT HECAHKIIMOHUPOBAHHOI'O NOCTYIIQ,

OIlK-3,2.3

BrnageTs: - HAaBEIKAMM HACTPOHKHU CPEMCTB 3aIIUTH HHOOPMAITHH OT
HECAHKITMOHUPOBAHHOTO NOCTYIIA;

OIlK-3,3.1

3HaTh: - OCHOBHEIE CpedcCTBa 3dllIUTEI I/IH(i)OpMaU;I/II/I OT YT€4YKHU I10 TEXHUIECKUM
KaHaJlaM

OIIK-3,3.2

YMeTs: - IPOBOOUTH KOHTPOJIb 3G (GHEKTUBHOCTU 3aIIUTHL HHPOPMAIUU OT YTEYKH 110
TEXHUYECKNM KaHaJlaM

OIIK-3,3.3

BrapieTh: - HaBHIKaMU IIPOBEEeHUST KOHTPOIIS 3 ()EeKTUBHOCTH 3alUTHl HHPOPMaLUU
OT YTEYKH 110 TEXHHYECKUM KaHaJlaM

OIIK-3,4.1

3HaTh: - OCHOBHEIE METOME 00€CIIeUYeHHsT KOHTPOJIS 3alIUIIeHHOCTH HHOOPMAIIMH OT
HECAHKIIMOHUPOBAHHOTO [OCTYIIa

OIIK-3,4.2

YmerTs: - IIPOBOOUTH KOHTPOJIb 3AIMUINNEHHOCTH I/IH(I)OpMaU;I/II/I oT
HECaHKIIMOHWPOBAHHOI'O JOCTYIIA

OIlK-3,4.3

BnapeTs: - HaBbIKaMU TPOBEEHUS KOHTPOJIS 3aIUIEeHHOCTA UHPOpMaLu OT
HEeCaHKIMOHUPOBAHHOTO NOCTYIIa

4, 00beM THCIHUIUITHHBI H BHABI y4€0HOH PadoThI

Ounas ¢popMa o0ydeHUs

Tabmnmuia 3
o Bcero|CeMmecTpsl

Bupn yued0HOHM padoThI 9ACOB 5
OG11asi TPyEOEMKOCTb | 3 3ET 108 108
KoHTaKTHasi paboTa ¢ 00y4aromuMHCs 50.25| 50.25
B TOM YHCJIE:
Jlexkuuu 20 20
[TpakTudeckue 3anatus (113) 16 16
JTabopaTtopHbie paboTs (JIP) 14 14
3amuTa KOHTPOJIbHOM PabOoTHI -
3amuTa KypcoBoi paboTH -
3alyTa KypCcoBOro IIpoeKTa -
[IpomexyTOUHAs aTTeCTalys 0.25 0.25
CamocTositeibHasi paboTa od0yuaromuxcsi (CPC) 57.75 57.75
B TOM YHUCJIE:
KypcoBas paboTa -
KypcoBoii mpoekT -
W / unu gpyrue BUOLI CAaMOCTOSITENTbHOM pabOTHI:
MIOATOTOBKA K 1a60paTOPHBIM paboTaM, MPaKTUYECKUM 1975| 4975
3aHSATHUSIM, KOHTPOJILHEIM paboTaM, u3ydeHue ' '
TEOPETUYECKOT0 MaTepuaa.
[TogroToBKa K MPOMEXYTOYHOU aTTeCTalluu 8 8
By npoMeKyTOUYHOH aTTeCTalluu 3ayer
5. CogepKaHue TUCIUILIHHBI

5.1. ComepxaHue pa3aesioB OUCLUIIINHEL.
Tabnuma 4




Ne cemecTpa
No HaunMeHoBaHHE
n/m pa3jgesa (TeMbI) Copgep:xkaHue pa3gena O9IHO-| .
OUCITUILTAHBI OYHasi|3a04-
aas | HaT
Pazpmen 1. IEEE 802.11 — Habop CTaHJapTOB CBSA3U [JIS
1 BBenenue B KOMMYHMKaIK B 6€CIIPOBOJHOM JTOKaTbHON 6
0eCIpoBOIHBIE CETH CeTeBOU 30He 4aCTOTHHIX Auana3oHos 0,9, 2,4,
cranmapta IEEE 802.11 (3,6 u 5 I'T'm.
Pazpen 2.
? OcHOBHEBIE IPUHIUIL | [IpUHIIUIEL paclpenene s PagrioBOJIH, BUOLI 6
pamuoaHanIn3a 1 aHTEHH, pacyeT JOMyCTUMOMN MOIIHOCTH.
pafuonIaHuPOBaAHUS
Pazpen 3.
OCHOBBHI ¥ ITPUHITUIIEL
3 paboTEI IPOTOKOJIA ITpotokonel RADIUS, DIAMETER, ceMeliCTBO 6
RADIUS, DIAMETER, |mnportokonoB EAP.
CEeMEeNCTBO MPOTOKOJIOB
EAP
Pazpen 4.
Craumapt IEEE 802.1%,
4 |TexHonormn IEEE 802.1x - cTaHmapT ayTeHTUUKAIINN 6
npounupoBaHus B II0JIb30BaTEJIeN B CETH.
0OeCIIPOBOIHEIX CETSIX
craugapra [EEE 802.11
Paspmen 5.
Texnomoruu .
5 | gurammzeckoro Hacrpolika fuHaMU4YeCKOr0o N3MEeHEHHU S 6
aBTOpPU3AIIUU
M3MEHEeHUS
aBTOPHU3AINU
Pazpen 6.
6 AnMuHKHCTPHUpPOBaHUE | ADMUHHCTPUpPOBaHNe MHTepdelica KOHeUHBIX 6
rHTepdelica KOHEUHBIX | Monb3oBaTenel B cucrteme Cisco UC
TT0JIb30BaTeNnen
Pazpen 7.
BoaMoxHOCTH
7 TenedoHUHU U HacTpoiika B0O3MOXKHOCTEM TeIePOHUN 1 6
MOOHUJIBHOCTH, U M0OUNIbHOCTH, TogmepxkKa pemmenus: Cisco UC
rmoamepKKa pelreHus
Cisco UC
5.2. MeXOuCHUNNIHHAPHbEE CBI3U C obOecrmednBaeMBIMU (MOCTIEOYIOIIUMU)
OUCIIUIIIINHaAMU.
Tabmuma 5
n]\/[; HaunmeHoBaHHe 00ecneuYnBaeMbIX (IIOCIeYIOIINUX) TUCITUIITHH
1 | 3ammTa oT mepexBaTa WHGOPMALMK B HATPABISIONINX TUHUSIX CBSI3U
5.3. Pa3pgesnsl UCIUIIIMH U BUOLI 3aHATHH.
Ounas popMa o0yueHus
Tabmnuia 6
Ne HaumeHoBaHHe pa3jgesia (TeMbl) JIek-| [Ipakrt. | JIab6. |Cemu- CPC Bcero
n/n OUCHMILINH IIMH [3aHATHABAHATHA Hapbl JacoB




Pazpen 1.
1 | BBemenue B OeCIIpOBOJHbIE CETH CTaHOAPTA 2 7 9
IEEE 802.11
Pazpemn 2.

2 | OCHOBHBIE IPUHIUIIEL Pagy0OaHaru3a u 2 2 7 11
pafuoIIaHUPOBAHUS

Pazgen 3.

OCHOBBI ¥ IPUHIMITEL PA0OTH IIPOTOKOIA
RADIUS, DIAMETER, ceMeiCcTBO IPOTOKOJIOB
EAP

Pazpen 4.

Craupapt IEEE 802.1x, TexHonoruu
IpoGUIUPOBAHUS B OECIIPOBOIHBIX CETSX
cranpapra [EEE 802.11

Paspgern 5.

5 | TexHomoruu IMHAMHUYECKOT0 U3MEeHEHUSI 4 10 4 7 25
aBTOPHU3AINHU
Pazmen 6.

6 | AnMuHHCTPUpPOBaHUE HHTePdelica KOHEeYHBIX 4 4 7 15
IIOJIb30BaTeNeHn
Paspmen 7.

7 | Bo3aMoxkHOCTH Tene(pOHUU U MOOUITBHOCTH, U 4 4 7.75115.75
noggepxkka pemntenns Cisco UC

Hroro: | 20 16 14 - 149.75]99.75

6. JIaGopaTOpPHBIA MPAKTHKYM

Ounas ¢popMa o0yueHUs

Tabmuua 7
Home
No P " Bcero
pa3zaeia HauMeHOBaHHe JTaDOpaTOPHOH padOTHI
n/u 4acoB
(TeMnI)
1 9 OHWHM, BUOEl aHTEHH U KOHBEPTAIUS eNUHHUI] U3MEPEHUS MOITHOCTH 9
u3ydaTens ¥ KO9(QQUIMEeHTOB yCUIeHUs aHTEeHH
9 3 3amuTa oT DoS-aTtaku, HallpaBleHHOM Ha KOHKPETHOTO KJIMEeHTa U Ha 9
I[eNTyI0 CETh
3 4 OOHapyXkeHHe CeTH TOUYKHU OOCTyIa, CKphiBatomel cBoit SSID uu o6xon 9
¢unprpanuu MAC-agpeca TOYKOM JOCTyIa
4 5 Hcnonp3oBanue yg3pumocTe anroputMaWEP fiia nmonydenus 4
HECAHKI[MOHUPOBAHHOI'0 JOCTYNANPY OTKPHITOX ayTeHTUOUKALNY
5 6 ApMmuHNCTpUPOBaHKe HHTepdelica KOHEeYHBIX IT0JIh30BaTEeNIen 4
Wrtoro: | 14
7. IlpaKkTHYeCcKHe 3aHATHA (CeMHHaphI)
Ounas ¢popMa o0yueHUs
Tabmuua 8
Home
No p o Bcero
pa3gea HauMeHoBaHMHe NIPAaKTHYECKHUX 3aHATHH (CEMUHApPOB)
n/n JacoB
(TemsbIl)
1 3 Ataka «Man in the middle» 2




Hcnonbv3oBanue ysa3pumocTer anroputMaWEP nis nonydyeHus
2 5 HECAHKI[MOHNPOBaHHOT 0 NOCTYNANpY ayTeHTU(GUKALUYA C COBMECTHO 2
rcnonb3yeMelM KimtodoM (SharedKeyAuthentication, SKA)
Hcnons3oBanue ya3pumocterd anroputMaWPA/WPA2 nnis nony4yeHus
3 5 HECAHKUKMOHUPOBAHHOTO JOCTYIANIPU ayTeHTU(GHUKAIMY C OOIIUM KITI0UOM 4
(PreSharedKey, PSK)
YckopeHue nporecca B3noma anroputMaWPA/WPA?2 nrig nonydyeHus
4 5 HECAHKLUHMOHUPOBAHHOTO JOCTYIANIPU ayTeHTU(DHUKAIMY C OOIIUM KITI0HUOM 4
(PreSharedKey, PSK)
5 7 Tpabnmrytuar WLAN cetent 4
Hroro: | 16
8. IIlpuMmepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
PabouuM y4yeOHBIM IIJTaHOM He IIPENYCMOTPEHO
9. CamocTosiTe/IbHAasI padoTa
Ounas popMa o0yueHus
Tab6muia 9
Ne
pasiesia Copepxanue CPC ®opmMa KOHTPOJIS Beero
TUCIIUII- JacoB
JINHBI
1 BBemenue B 6ecripoBofHbie ceTH cTaHgapTa IEEE OT4ET v
802.11
9 OCHOBHBIE IPUHIUIIE pafiliOaHaIN3a U OT4bT 7
paguoIIaHUPOBAHUS
3 OCHOBH ¥ IPUHLHUIIEL paboTe! TpoToKoa RADIUS, OT4ET 7
DIAMETER, cemeinicTBO IpoToK0JI0B EAP
Cranpaprt IEEE 802.1%, TeXHOIOTUMX
4 npodumupoBanus B 6CIIPOBOJHEIX CETSIX CTAHAAPTA Otuér 7
IEEE 802.11
TexHOIOTUY IUHAMUYECKOT0 U3MEHEHUS )
5 OTyer 7
aBTOPU3alNU
6 AHMHHHCTpHp?BaHHe nHTepderica KOHEUHBIX OTY6T 7
I0JIb30BaTeNnen
7 Bo3MoxHOCTH Tene(bom/m U MOOMJIBHOCTH, U OT9éT 7 75
nogaepxka pemenus Cisco UC
Hroro: |49.75

10. IlepeyeHb Y4€OHO-METOTHIECKOr0 00eCIeYeHHsI [I/Isi CAMOCTOSITE/ IbHOU
padoThI 00yYaIOUINXCSI 110 JTUCIHUIIITHHE

IIns caMocToATeNbHOM PaboTh IO OUCHUIUINEE PEKOMEHIOBaHO clenyoiee yieOHo-
MEeTOANYEeCKoe o0ecredeHue:
- [TomoxkeHne 0 caMOCTOSITeNIbHOM paboTe CcTyneHToB B CaHKT-IleTepOyprckom

roCcygapCTBEHHOM YHUBEPCUTETE TeIeKOMMYHUKalui uM. mpodp. M.A. bonu-bpyeBuya;
- PEKOMeH[I0BaHHAas OCHOBHAS U JONOJIHUTENIbHAS JIUTEPaTypa;
- KOHCIIEKT 3aHSATHUH 10 OUCIUIIINHE;



- Claupgbl-IIpe3eHTaly U OPYroM MEeTOAMYECKUY MaTeprall, UCIIOIb3yeMbIi Ha 3aHATUAX;
MeTOoAuYecKre PeKOMEeHIAllUK 110 ITOATOTOBKE MUCbMEHHBIX PaboT, TpeOOBaHUS K UX
comepKaHU0 ¥ oopMIIeHHIO (pedepaT, acce, KOHTPOJIbHAsS pabdoTa) ;

(OH[IHI OIIEHOYHBIX CPEJICTB;

MeTOIMYeCKHe YKa3aHUs K BHIITOTHEHUIO 1a00paTOPHEIX paboT [Jis CTYIEeHTOB;

11. ®oHA OLIEHOYHBIX CPEICTB [JIsI MPOBEIeHUsI IPOMEKYTOYHOH aTTeCTalluHu
00y4YaIOIIUXCsI

®oH[I OIIEHOYHHIX CPEACTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAIBHBIM aKTOM
yHuBepcuTeTa "[lonoxkeHue 0 GOHME OINEHOUYHHIX CPEACTB" M SABISETCS IPUIOXKEHUEM

(ITpunoxenue A) K paboueli MporpaMMe OUCIUIIINHEL.

®oH[ OIEHOYHHBIX CPEICTB [OJid IPOBEeOEeHUS NPOMEXYTOYHOW aTTeCcTalluu
0o0y4allIXCs M0 AUCIUIIIAHE BKII0YaeT B celd:

- TIepedYeHb KOMIIETEHIIUH C YKa3aHUEM 3TaIlOB UX GOPMHUPOBAHUS B IPOIIECCE OCBOEHUS
o0pa30BaTeNbHOU TPOTPaMMbI;

- OIHCaHMe I0Ka3aTejlel U KPUTEPUEB OlleHUBAHUSI KOMIIETEHIIMM Ha Pa3JIMYHBIX 3Talax
X (OpMUPOBaHUS, ONIMCAHKE IIKa/ OLleHUBaHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3a[laHus UJIM WHBIE MaTepuaslkl, He0OXOIUMEBIE [IJIST OIleHKU
3HaHUM, YMEHUY, HAaBBIKOB U (MJIM) OIBITA AEATEIbHOCTH, XapaKTePUIYIOILIUX ITallbl
dbopMUpoOBaHUS KOMIIETEHIINM B IIPOLIECCe OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMME;

- METOOUYeCKNe MaTepuarbl, Onpeaensiolye IpoLeayphl OLleHUBaHUI 3HAaHUU, YMEHUH,
HaBHIKOB ¥ (MJIM) OIbITA AEeATEeIbHOCTH, XapaKTEePU3YIIKX 3Tkl (POPMUPOBAHUS
KOMIIETEeHLINM.

II11s1 KaXXaoro pe3ynibTaTa 00y4eHUs 0 OUCHUIININHE ONpPeensioTCs IoKa3aTeNlu U

KpUTEpUMN OIeHKU CHOPMUPOBAHHOCTM KOMIIETEHLHMM Ha pPa3lNHWYHBIX 3Talax HUX

dbopMupoBaHus, Kb ¥ IPOIEAyPHl Ol[eHWBAHUSA.

12. IlepeyeHb OCHOBHOM H [ONOIHHTEILHOH JINTEPATyPhl, HEOOXOTHMOM [IJIs
OCBOEHHUH TUCIHUIIIUHBI

12.1. OcHoBHas nuTepartypa:

1. XKepeb1ioBa, A. B.
JlokanbHBIE U T100ANIbHEIE KOMITBIOTEPHEIE CETH : [IIeKTPOHHBIN pecypc] : yueo.
mocobue (cmer. 080502) / A. B. 2Kepeb1ioBa, A. A. 3axapos, [I. M. Co3ues ;
®enepanbHOoe areHTcTBO CBsA3U, CIIOI'YT uMm. mpod. M. A. bonu-bpyesuda, PakynbTeT
Be4YepHero u 3a04Horo obyuenus. - CII0. : CII6I'YT, 2005. - 80 c. : un. - bubmuorp. : c.
78.-94.40 p.

2. Omudep, B. T.
OCHOBEI CceTell lepefjauy OaHHBIX : [DNIeKTpOHHEIN pecypc] : yaebHoe nocobue / B. T'.
Omudep, H. A. Onudep. - 2-e u3g. - M. : UHTYUT, 2016. - 219 c. - URL:
https://e.lanbook.com/book/100346. - b. 11. Kuura u3 xkomneknuu MHTYUT -
HMudopmaTuKa



3. Be3onacHOCTE ceTel : [DeKTPOHHBIN pecypc] : yuebHOe mocobue. - 2-e u3m. - M. :
HMHTYHT, 2016. - 571 c. - URL: https://e.lanbook.com/book/100581. - ISBN 5-9570-
0046-9 : b. u. Kaura u3 konnekuuu UHTYUT - UadpopmaTuKa

12.2. JononHUTENbHAS IUTEPaTypa:

1. Pynmenkos, H. A.
TexHOMOTMY 3aAITUTH UHOOPMALIUY B KOMITBIOTEPHBIX CETSX : [DIIEeKTPOHHEIN pecypc] :
yuebHoe mocobue / H. A. Pynenkos, A. B. IIponerapckuii, E. B. CMupHoBa, A. M.
CypoBoB. - 2-e u3g. - M. : UHTYUT, 2016. - 368 c. - URL:
https://e.lanbook.com/book/100522. - b. 1. Kuura u3 xkomneknuu MHTYUT -
HMudopmaTuKa

13. IlepeyeHsb pecypcoB HH(POPMALIHOHHO-TEIeKOMMYHUKAIIHOHHOH CE€TH
«AHTEpHET»

- www.sut.ru
- lib.spbgut.ru/jirbis2_spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOJIOTHH, HCIOJIL3YEeMBbIX IPH
OCYIIIeCTBIEHHH 00pa30BaTe/ILHOT0 MPOoIlecca M0 THCHHIUIHHE (MOIYITIO),
BKJII0OYasi IepeYyeHb MPOrpaMMHOr0 odecnedyeHuss 1 HHGPOPMaITHOHHBIX
CIIPaBOYHBIX CHCTEM.

14.1. TIporpaMMHOe obecriedeHne OUCIUTIINHEL:

- Open Office
- Google Chrome

14.2. UadpopMalliOHHO-CIIPaBOYHEIE CHCTEMBL:

- 9BbC iBooks (https://ibooks.ru)
- 9BC Jlans (https://e.lanbook.com/)
- OBC CII6I'YT (http://lib.spbgut.ru)

15. MeToguyecKHe YKa3aHHUS IS 00yJalONIUXCS 10 OCBOEHHUIO TUCIIHIITHHBI

15.1. TInaHupoBaHKe U OpraHu3alus BpeMeHU, HEOOXOOUMOTO OJI U3YUEeHUS
OVCLUIIIAHEL

BaXXHBIM yCJIOBUEM YCIIEITHOTO OCBOEHUS OUCIUIIINHB «KOHTPONL 3alUIEeHHOCTH
JIBC oT HecaHKIMOHHPOBaHHOTO pmocTtyma (MHPopManuoHHBIE TEXHOJIOTHUH.
JlOTIOMHUTENbHBIE TTIaBHl)» SIBIISIETCS CO3[MaHUe CHUCTEMBI TPaBUJIbHOM OpraHU3alldy TPYOa,
II03BOJIAIONIEN paclnpefeyuTh y4eOHYI0 Harpy3kKy paBHOMEDPHO B COOTBETCTBUHU C
rpadukomM 00pa30BaTENIBHOTO Mpoliecca. BONbIIyi0 OMOIIL B 9TOM MOXKET OKa3aTh
COCTaBJIeHUE IJlaHa paboTH Ha CEMECTP, MeCsll, Hefleno, feHb. Ero Hanuyue mo3BOJIUT
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IIOOYMHUTH CBOOOIHOE BpeMs IesiM y4ueOwl, TpyouThcs 6ojiee ycrelrHo u 3¢hPeKTUBHO.
HyXHO OCYyIIECTBASATh CAMOKOHTPOIIb, KOTODPHIH SBISETCS HEOOXOOUMBEIM yCIIOBUEM
ycrenHo# y4ebnl. Bce 3amaHusi, BKI04Yas BHIHECEHHBIE HA CAMOCTOSTEJIbHYIO paboTy,
PEKOMEHOYETCS BHIIONHSATL HEMOCPEOCTBEHHO IIOCJIE COOTBETCTBYIOIIETO ayAUTOPHOTO
3aHATUS (JIEeKIWU, TPAKTUYECKOTO 3aHSTHS), YTO CIOCOOCTBYET NydIlleMy YCBOEHUIO
MaTepHasla, IT03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTh «IPOOENEI» B 3HAHUSX,
CHUCTEeMaTH3UpPOBaTh paHee NMPOUEHHBIM MaTepuaa, Ha ero OCHOBe MPUCTYMUTh K
OBJIQ[IEHUIO0 HOBHIMHU 3HAHUSIMHU M HaBLIKAMH.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUsI OCHOBHIBAETCS Ha PallMOHAIbBHOM COYETaHUU
HECKOJIbKUX BUIOOB y4eOHBIX 3aHATUN (B IMEpPBYI0 o4Yepedb, JIEKIUN M MPaKTUYEeCKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/IagaeT onpeaeeHHON Celu(puKo.

15.2. TlogroToBKa K NEKLUASAM

3HAKOMCTBO C OUCLUIIIMHOW NMPOUCXOAUT yKe Ha IIepPBOM JIEKLUHU, TAe OT CTy[eHTa
TpebyeTcsl He IPOCTO BHUMaHKE, HO M CaMOCTOsITeNIbHOe 0OopMyIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIEKIUM HeoOXOMUMO YYUTHIBATh TOT (GAKTOpP, UTO ONHU JIEKIUU
[alT OTBETHl Ha KOHKPETHBIE BOIIPOCH TEMBI, APYTUE - JIUIIb BHIIBISIOT B3aUMOCBI3U
MeXMy SBIeHUSIMHU, MMOMOTasl CTYOEHTY IOHSATh I'TyOMHHBIE MPOIECCH Pa3BUTHUS
M3y4aeMoro IpeaMeTa, KakK B MCTOPUM, TaK U B HACTOSIIEE BpeMs.

KoHCcnekTUpOBaHWE JEeKUUU - CJO0XKHBIM BUJ BY30BCKOU aymgUTOPHOM paboOTHI,
Ipefnojaraliliuii MHTEHCUBHYI YMCTBEHHYIO [OeATEIbHOCTh CTyHeHTa. KOHCIEeKT
SIBIISIETCS MOJIE3HBIM TOTTIa, KOT{a 3alKiCaHO CaMOe CYIIeCTBEHHOE M CHEeIaHO 3TO CaMUM
obOyuawmumcsa. He Hago cTpeMuThCcsd 3amucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIeKTHPOBaHNEe» MMPUHOCUT OOJIbINEe Bpefa, YeM Iob3hl. LlenecooOpa3Ho BHaudale
IIOHATH OCHOBHYIO MBICJIb, M3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3amnucarh ee. 2KenaTeabHO
3aMUCh OCYIIECTBASATh Ha OOHOM CTPaHHIle JIHCTa WM OCTaBIISAS OIS, Ha KOTOPBIX
mo3Hee, IPU CaMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUTEbHBIE
3alKCH, OTMETUThL HEIIOHSITHBIE MECTa.

KoHCIeKT NneKnuu nydine Ioapa3fesaTh Ha MYyHKTH, cobmiogas KpacHYI0 CTPOKY.
9ToMy B 0OnbmIOH cTemeHu OymyT cmocoOCTBOBATh BOIMPOCH IIJlaHa JIEKIUH,
pennoXkeHHBIe IIpenonaBaTensaM. Crnegyet oOpamiaTh BHUMaHUE Ha aKI[€HTH], BHIBOMOEI,
KOTOpHIE [eflaeT JIEKTOP, OTMedast Hanbosee BaXKHbBIe MOMEHTH B JIEKIIMOHHOM MaTepuaie
3aMeYaHUSIMU «BaXKHO», «XOPOIIO 3allOMHUTHL» U T.II. MOXKHO fenaTh 3TO U C IIOMOIIbIO
Pa3HOIBETHHIX MAapKePOB UJIK PYUYeK, TOOYePKUBasi TEPMUHEL U ONIPeIeIeHu .

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOJI0oB. OOHAKO IIpU [ajibHeHIel paboTe ¢ KOHCIIEKTOM CUMBOJIHI JIy4llle 3aMEeHUTh
OOBIYHBIMU CJIOBaMHU [Jig OBICTPOTO 3PUTENBHOTO BOCHPUSATHS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIeKIH#, Bcerga HeoOX0OuMO HCII0JIb30BATh HE TOJIBKO Y4eOHUK, HO U Ty
JIATEPATypPy, KOTOPYIO OOIIOJIHUTEIFHO PEKOMEeHA0Bal JeKTop. UMeHHO TaKasl cepbe3Has,
KpomoTnuBasi paboTa C JNEKIMOHHBIM MaTepualoM IO3BOJUT TI'TyOOKO OBIameTh
TEOPETUYECKUM MaTepHajioM.

15.3. IloaroToBKa K NpPakTUUYECKUM 3aHATUIM

TmarenbHOEe NMpPOAyMbIBaHME W M3y4YeHHEe BOIMPOCOB IIlaHA OCHOBHIBAETCSA Ha
npopaboTKe MPOUAEHHOT0 MaTepuana (MaTepuana JIeKIIUM, MPaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 00s3aTeNbHOU U [OMONHUTENBHON TUTEPATYPhl, PEKOMEHIOBAHHOU K
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OaHHOU TeMe.

Pe3ynbTaT Takoil paboOTH HOMKEH MPOSIBUTHCSA B CIIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTH Ha TEOPETUYECKHE BOIPOCH IIPAKTUKyMa, €r0 BHICTYIJIEHUU U Y4aCTUU B
KOJIJIEKTUBHOM OOCYXKIOEHWH BOMPOCOB HM3y4yaeMOUW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomnuMo MOHUMAaTh, YTO HEBO3MOXKHO BO BpEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BEChb MaTepHall KM3-3a JUMHUTA ayJgUTOPHBIX YaCOB, U IPU U3YUYEHUU OUCLUMNIIKAHEL
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAsA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMU, HAY4YHOW, CIPAaBOYHOU NUTepaTypold, MaTepualiaMu
IepUOANYEeCKUX M3aHuil u MHTepHeTa ABnseTcsAd Haubomee 3QPEKTUBHEIM METOOOM
IIOJIy4YEHU S OOIOJIHUTEIIbHEIX 3HAHUM, TI03BOJISIET 3HAUYUTEIbHO aKTUBU3UPOBATh IIPOIECC
OBJIafleHus WHPOpMaIluen, crnoco0CTByeT Goyee TIy00KOMY YCBOEHHUIO M3y4aeMOTO
MaTepuana, GOpMUPYET Yy CTYOEHTOB CBOe OTHOINEHME K KOHKPETHOM Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy c nuTepaTypoi Ilenecoodpa3Ho HavyaTh C U3yyeHus: obuux pabot mo TeMe, a
TakXe y4eOHUKOB U y4eOHBIX mocoOuii. [lanee peKOMeHAyeTCs MepeuTu K aHalnu3y
MoHoOrpaduit 1 cTaTel, paCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl IPo0aeM, U3y4aeMbIX B
paMKax Kypca, a TakxXe opuIlMaabHBIX MaTepruaaoB U HeONyO0JUKOBAHHBIX JOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEPTAIlMU), B KOTOPHEIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCH H3y4aeMOou IPOOIIeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HAJO0 HAaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIAETISIS €r0 CTPYKTYPHBIE eAUHULIBL. [Ipy 03HAKOMHUTEILHOM YTEHUU
3aKjlaflKkaMu OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 06ojiee BHUMATEJIbHOTO
n3y4yeHUus. B 3aBUCUMOCTH OT pe3y/lIbTaTOB O3HAKOMUTEJIbHOTO UTEHUS BHIOMpAETCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTaBIEHHOU
3amauu TpeldyeTcs u3ydeHWe HEKOTOPHIX pparMeHTOB TeKCTa, TO MCIIOIb3yeTCS METO[
BHIOOPOYHOTO uTeHUsI. Eciu B KHUTe HET moapoOHOro OrjiaBlieHHs, ClelyeT o0paTUTh
BHUMaHNe yYeHNKa Ha IpeIMEeTHhIE 1 UMEHHBIE YKa3aTelH.

M30paHHble pparMeHTH WU BeCh TEKCT (eCJIM OH I[eJIMKOM MMEeT OTHOIIeHHe K
TeMe) TpeOyloT BOyMYHBOIO, HETOPOIIJIMBOTO UYTEHUS C «MBICIIEHHOM ImpopaboTKoii»
MaTepuana. Takoe YTeHMe IpeIoaraeT BrgeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOg0B. Ocob60e BHUMaHUe CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKxKe NMpPOaHaNIU3UPOBaTh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCSAT MpoOJeMaTUUYHBIM, TUIMOTETUYECKUN XapaKTep M YJIOBUTb CKPHITHIE
BOIIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT AanekKo He
cpaldy. Haumnyumu# cnoco® Hay4yuThCS BHIAENSITH T'JIaBHOE B TEKCTe, YJIaBIUBaTh
npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OI[EHKY aBTOPCKOM MO3ULUHU - 3TO
CpPaBHUTEJIbHOE YTEeHHUeE, B X0Ie KOTOPOTO CTYOEeHT 3HAKOMUTCS C PA3TUYHBIMU MHEHUSIMU
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh U N0Ka3aTeIbHOCTh apIyMEeHTOB
CTOPOH U fieylaeT BEIBOM O HauOosbinel yOequTeIbHOCTH TOM UM MHOM ITO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOXKHOCTH IIPOIIEIINX COOLITHM U NTPABOBLIX SIBIEHUM, HEJIb35T UX OTBEPTaTh, He
pa3obpaBmuch. [Ipy HaNW4YKWM pacxXxoXAEeHUU MeXKOy aBTOpaMU HeoOXOOWMO HaUTHU
palnoHanbHOE 3ePHO yV KaXIOro M3 HUX, YTO MO3BOJIUT TIy0zkKe YCBOUTH NMpeaMeT
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n3ydyeHus u 6ojiee KPUTUYHO OIleHWBATh U3ydaeMble BOIPOCH. 3HAKOMSCh C 0COOBIMU

MO3UIUSIMU aBTOPOB, HYKHO ONpPENeNATh UX CXO0XKUe CYyKOEeHHUs, apT'yMEHTHI, BEIBOAHL, a

3aTeM CpPaBHMBATh UX MeXIy co00M U MPUMEHSITh U3 HUX Ty, KoTopas 0ojiee ybeouTebHa.

CnepyomuM 3TarnoM paboTel ¢ MUTepPaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue

KOHCIIEKTOB, (PMKCHUPYIOIINX OCHOBHLIE TE3UCH W apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha

OTHENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM

M3y4aeMoro Kypca. [Ipyroi cmocob - 3TO BefleHNe TeEMAaTUYeCKUX TeTpafei-KOHCIIEKTOB

II0 OMHOM KakKou-nmubo TeMme. bonbinue cnenuanbHble PabOTH MOHOTPad@HUYECKOTO

XapakTepa Imenecoodpa3sHO KOHCIIEKTHPOBATb B OTHEJIbHEIX TeTPadsx. 3Mech BaxKHO

BCIIOMHUTB, UYTO KOHCIIEKTHI IIAIIYTCSA Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTAaTOYHBIM

IJIsl UCIIPABJIEHUS ¥ PEMapOK MEeXCTPOYHBIM PACCTOSHHEM (3TH IpaBuiIa COOII0OOAI0TCS

st ynoOCTBa peflakTupoBaHus). ECTM B KOHCIIEKTaX IPUBOOATCS IUTATEL, TO HEIIPEMEHHO

OOIXKHO OBITh HAHO YKa3aHUEe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJIHBEIE MaHHBIE, Ne

CTpaHuIlH). BriocnencTBuu 3Ta nHGOPMAIY MOXKET OBITh MCII0Ib30BaHa IIPU HAlTMCAaHUHU

TeKCTa pedepaTra UM APYroro 3aJaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATyPOU BaxKHO YMETh:

- COIIOCTaBNATh, CPaBHUBATh, KIAaCCU(MUIIUPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(OpPMAIIHIO B COOTBETCTBUY C OIpefeleHHOM y4eOHO! 3aiauel;

- 0000111aTh MOJTYYEHHYI0 HMH(POPMAIIKIO, OIIeHUBAThL IPOCIYIIAHHOE U TPOYUTAHHOE;

- ()mKCHpPOBaTh OCHOBHOE COfiepKaHue coo01IeHn; GOpMyIupPoOBaTh, YCTHO U IHCHbMEHHO,
OCHOBHYIO U[IeI0 COOOIEHUST; COCTABISTH IJIaH, HOPMYIMPOBATh TE3UCH;

- TOTOBUTbH U IPE3EHTOBaTh Pa3BEpPHYThHIE COODIEHUS THIla OOKIIaaa;

- paboTaTh B pa3HHIX pexXrMax (MHIUBUAYAJIbHO, B IIape, B IPYIIIE), B3AUMOAENUCTBYS OPYT
C OPyroM;

- II0JIb30BAThCSA PedepPaTUBHBIMYU U CIIPABOYHBIMU MaTepHalaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEUCTBHS CBOUX TOBAPUINEH, 00BEKTHBHO OI[€HWBATh
CBOH [EHCTBHUS;

- obpalaThCs 3a IOMOIIbIO, MOMONTHUTENLHEIMU Pa3bsSICHEHUSIMU K IMPeNnofaBaTerio,
OPYTUM CTyOeHTaM;

- TI0JIb30BAThCSA JIMHTBUCTUYECKOU UM KOHTEKCTYaJbHOU AOTrafgKoHU, CJIOBapsiMH
PA3NIMYHOTO XapaKTepa, Pa3IMYHOr0 poja MofCcKa3KaMH, OIIOPaMM B TEKCTe (KITI0YeBhIe
CJI0Ba, CTPYKTYypa TEeKCTa, NIpeABapsouas nHhopManus u ap.);

- HCIIOIb30BaTh IIPU TOBOPEHUM U MUCHbMe Iepudpas, CAHOHUMUYHLIE CPEICTBa, CI0Ba-
OTMCaHUSs OOIIUX MOHSTHM, Pa3bsICHEHUS, TPUMEPHI, TOTKOBAaHUS, «CIIOBOTBOPYECTBO»

- TIOBTOPSITH UJHU Nepedpa3upoBaTh PEIUIUKY coOeCeqHWKa B MOATBEPKIEHUN TOHUMaHUS
ero BbICKa3bIBaHUS UIIA BOIIPOCA;

- 00paTUTHLCS 3a MMOMOIIBLIO K COOeCETHUKY (YTOYHUTD BOIIPOC, TIEPECIIPOCUTE U AP.);

- UCIIOJIb30BaTh MUMHUKY, XKECTH (BOOOII[e X B Te€X CIydasix, KOrfa S3bIKOBEIX CPEOCTB HE
XBaTaeT IJIs BEIPAXKeHUS TeX UM UHBIX KOMMYHUKATUBHEIX HAMEPEHUH).

15.5. [TogroToBKa K IpoMexkKyTOYHOU aTTeCTaLlUU
[Tpy IOATOTOBKE K IPOMEXKYTOUYHOU aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMbIe 71T OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIEKTH OTBETOB (IIJTaHEl OTBETOB).
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16. MarepHaIbHO-TEXHHYECKOe 00eclieueHHe THCIUIITHHBI

Tab6mua 10
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000PYyI0BaHHS
/o ayIUTOPHH U TabopaTOpPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC
AYOUTOPHUU MIJIsSI IPOBENEeHUs I'PYIIIOBLIX 1
2 YAHTOPHH [ p A py Aynro-BUe0 KOMIIJIEKC
MPaKTU4YEeCKUX 3aHSITUHN
3 |KOMIBIOTEPHBIM KJTaCC [IepcoHaANbHBIE KOMIIBIOTEPH
AyOUTOPHS OIS KYPCOBOTO M JUILJIOMHOTO
4 [YRHTODHA I yp a [TepcoHanbHBIE KOMIIBIOTEPHI
MPOEKTHUPOBAHUS
5 |AyguTopus Ojsi CAaMOCTOSITeIbHOM PabOTHI KoMIIbIOTEpHas TEXHUKa
6 [YuTanmbpHBIM 3all [TepcoHaIbHBIE KOMIIBIOTEPHI
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