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PABOYA{ ITPOTPAMMA TUCHUILIIUHDI

Pa3paboTKa 3alIUIIEHHBIX CETEBBIX TPUI0XKEHUN
(HauMeHOBaHNE MUCITAIIINHEL)

oOpa3oBaTebHAs MPOTPaMMa BHICIIET0 06Pa30BaHUS

10.03.01 MudopMmaliioHHasi 6€30aCHOCTh
(Kom ¥ HamMeHOBaHMe HallpPaBIIeHUS MOATOTOBKY / CIIEIIAaIbHOCTH)

OakasnaBp
(kBanuduUKaIms)

Be3omacHOCTh KOMIIBIOTEPHBIX CUCTEM (110 OTPaciu UK B cdhepe
npodeCcCuoHaNbHOU OesTeNbHOCTH)
(HampaBneHHOCTD / TPOG UL 00Pa30BaTENILHOM IPOTPAMMEI)

ouHas (popma
(dbopma oOyueHms)

CankT-IleTepOypr



Paboyas mporpaMma OHCIIMIIJIMHEI COCTaBJIeHA Ha OCHOBe TpebopaHui demepanbHOTO
rocygapCTBEHHOT0 00pa30BaTeIbHOTO CTaHAApTa BHICIIEr0 00pa30BaHus 10 HallpPaBJIEHUIO
(cmenuanbHocTtu) noarotoBku «10.03.01 HMudpopmanuoHHass 6e30maCHOCTHY,
yTBePKIOEHHBIM IIpHKa3oM MuHKCTEPCTBa o0pa3oBaHus U Hayku Poccuiickoi ®egepanun
oT 17.11.2020 Ne 1427, 1 B COOTBETCTBUM C pabouuM y4eOHBIM IIJTAaHOM, YTBEPKIEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenpio IpemomaBaHus JUCIUIIIHHL «Pa3paboTKa 3alUIeHHBIX CETeBRIX
IIPUJIOKEHUW» SABIISIETCA:

OBnagenue npuHOunamMu obOecrnedeHus HHGOpManUOHHOU 0e30IaCHOCTH
aBTOMAaTH3UPOBAHHBEIX CUCTEM, MCIIOIL3YIOMUX B CBOEM CTPYKType KOMIIOHEHTHl CETHU
MHTEPHET.

OTa menb [OCTUTaeTCd MyTeM pelleHus clenyommx(eir) 3apgad(u):

[TogroToBKa CHOeIUaJUCTOB M0 cHenuanbHOoCcTH <«HMHPOpManuoHHAd
6e3omacHOCTh». TakXkKe OCHOBHBIE IIOJIOKEHUS OUCLUIIIMHBL MOTYT OBITH MCIIOJIb30BaHEI
IpU Hay4YHO-UCCIe[O0BaTeIbCKOX paboTe CTYIEHTOB W NPHU IOATOTOBKE BHIIYCKHOU
KBaMM(PUKAIMOHHOW PabOTEL.

2. MecCTO THCIHIIJIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MPOrPaMMbI

HuciunnuHa «Pa3paboTKa 3alUIeHHbIX CeTeBRIX mpuaoxenuii» 51.B.02 apnsercs
OUCLHUIIINHON YacTH, PopMUPyeMol ydacTHUKaMu 00pa30BaTeIbHBIX OTHOIIEHUH 6110Ka 1
yueOHOTO0 IMJlaHA MHOATOTOBKM OakKajlaBpuaTa o HamnpaBiaeHu «10.03.01
HMudopmannonHas 0e30macHOCTh». H3ydeHre OUCHUIIUHBL «Pa3paboTKa 3allylleHHbIX
CeTeBHX IPHUIOXEHUW» ONUpPaeTCHd Ha 3HAHUU OUCHUNIHH(B) «A3BIKH
IpOrpaMMUPOBaHUI».

3. IlepeyeHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUYeHHsI, COOTHECEHHBIX C
IUTAaHUPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOrPaMMBbI

[Tporecc n3ydeHus: OUCHUNINHE HallpaBlieH Ha (POpMUPOBaHUE CIIEAYIOMNUX
KOMIIETEHIINN:
Tabmua 1

Ne Kon

HauMeHOBaHHe KOMIIETEHIIUH
I/ [KOMIIeTeHIIHH

Cnoco0eH MCIIONIb30BaTh S3bIKK IPOrPaMMUPOBAHUS U TEXHOIOTUH

1 OIIK-7 pa3paboTKy MPOTpaMMHBIX CPE[ICTB IJIs PelleHus 3ajay
npodeCcCHOHaNbHOM NEeITEeNbHOCTH;

CrI0CO6HOCTHI0 HOPMYNIUPOBATH ¥ 0O0CHOBHIBATH IIPaBuia 6€30IacHOM
9KCIIJTyaTalluy TPOrpaMMHOr0 06ecreyeHus

2 [1K-10

MHOMKaTOPH JOCTUXKEHUS KOMIIETEeHIINN
Tabmnuia 2

3HaTh: - COBDEMEHHbIe NHTEPAKTUBHEIE TPOTPAMMHbLIE KOMIIEKCHL U OCHOBHEIE
nmpueMbl 00paboTKY 9KCIIePUMEHTAIbHBIX JaHHEIX, B TOM YHCJIEe C UCIOJIb30BaHUEM
CTAHJAPTHOT'0 IIPOTrPaMMHOI0 06ecIieYeHusi, TakKeTOB IIporpaMm ob1Iero u
CIIeMaIbHOT0 Ha3HaY€eHUs
YMeTsh: - uCnonb30BaTh BO3MOKHOCTH BEIYUCIUTEIBHOW TEXHUKU U IIPOTPAMMHOI0
OIIK-7.2 | obecnieyeHus AJis pelleHus 3afay yIpaBlieHus U alrOPUTMU3ALKY IIPOIeCCOB
00paboTku nHGOPMALUK
Brnapets: - MeTOmaMu KOMIIBIOTEPHOTO MOZIEIMPOBAHUS (PU3NYECKUX IIPOIIECCOB IIPU
nepenade nHQOpMaIy, TEXHUKOU MHXXKEHEPHOU ¥ KOMIbITEPHOU rpauKku
[TIK-10.1 | 3HaTh: - mpaBuia 6€30IaCHOM KCIUIyaTaIlH TPOrPAaMMHOT0 00eCreyeHust
K-10.2 YMeTh: - 060CHOBHIBATh ITpaBuiia 6€30I1aCHOM 3KCIUTyaTalliy IIPOrPaMMHOTO
obecrie4eHus

OIIK-7.1

OIIK-7.3




| I1K-10.3 | BriapieTh: - HaBHIKaM# 6€30I1aCHOM 3KCIIyaTalliy IPOrpaMMHOT0 00ecriedeHust

4. O0beM THCHHUIUIHHBLI ¥ BUIBLI Y4€0HOH PadOTHI

Ounas popMa o0yueHus

Tab6mnuia 3
Buj yueOHOM padoThI Bcero|CemecTper
9acoB 3
OG11ast TPyEOEMKOCTb | 4 3ET 144 144
KoHTaKTHasi paboTa ¢ 00y4aromuMuCs 54.35| 54.35
B TOM 4YHCJIE:
Jlekunu 20 20
[TpakTuyeckue 3ausatus (I13) 16 16
JTabopaTtopHbie paboTs (JIP) 14 14
3aIuTa KOHTPOJILHOM PabOTH -
3ammTa KypCcoBoi paboThl 2 2
3ammTa KypCoBOTO IIPOEKTa -
[IpomexkyTOYHAs aTTeCTalus 2.35 2.35
CamocrTositesibHasi padora odyuaromuxcsi (CPC) 56 56
B TOM 4YHCJIE:
Kypcosast paboTa 20 20
KypcoBoii mpoekT -
W / unu mpyrue BUOBI CAMOCTOSTEIBHOM PAOOTHI:
IIOITOTOBKA K JTa00paTOPHEIM paboTaM, MPaKTUYECKUM 36 36
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, H3ydeHHe
TEOPETUYEeCKOro MaTepuana.
[ToproroBka K IpoOMeXyTOYHOU aTTeCTalllU 33.65| 33.65
Bua mpoMeKyTOYHOH aTTeCTallHH JK3aMeH
5. CogepKaHue TUCIUILIMHBI
5.1. ComepxaHue pa3mesioB OUCLUIIINHEL.
TabOnuia 4
No HaumenoBaHue Ne cemectpa
- /;1 pa3jgesa (TeMbI) CopepzkaHue pa3aena OYHO- 3204-
OHCIHILTHHBI ouHas 320~
Has
Pazpen 1. BupTyanbHble YaCTHBEIE CETH. 3aflayH,
1 |3amuineHHbIe pemaembie VPN, TyarenupoBanue B VPN. 3
IIPOTOKOJIBI YPOBHM 3alIUIIEHHBIX KAHAJIOB.
ApxutekTtypa web-cepBepa. Mopenb «KITHEHT-
9 Pa3zpen 2. cepsep». Mopens cepBepa NPUI0XKEHUN. 3
HUHTepHeT-TexHONOTUU | TpexypoBHEBasd apXUTEeKTypa. B3aumonencrsue
KOMIIOHEHTOB.
[Tpuunun BHegpenus SQL-Koma B IPUIOKEHUH.
3 Pasmen 3. Ocobennoctu si3pika SQL oist peanu3anuu 3
SQL-uHBEKIINU UHBEKLNN. YA3BUMOCTH, UCII0/Ib3yEMEIE IPU
SQL-uHBEKIHUIX
Pasnen 4. CpepncTBa ugeHTUGUKAIUYT ¥ ayTeHTU(UKALNH,
4 | AyreHTu(uKanus Ha MEeTOZBl pa3feseHus peCypCoB, TEXHOJIOTUU 3
web-ceppepe pasrpaHuyYeHus JOCTyIa.




Paspmen 5.

5 Obecmeuenue Cepsuc BrICOKOM moctynHOCcTH (HA). 3
mocTynHocTH web- KnacrepHas opranuzanus web-pecypcos
MIPUI0KEHUS

5.2. MexXxpaucHUuNIuHapHbE CBA3U C obOecrmedyuBaeMHIMU (MTOCTIEOYIOIIUMH)

OUCLIMIIINHAMHU.
Tabmnuia 5
]
I[]\/[;'I HauMeHoBaHHe 00ecmedynBaeMbIX (MOCIeaYIONINX) TUCITHIIITHH
1 | 3amuTa onepauyoOHHEIX CUCTEM CETEBEIX YCTPOUCTB
5.3. Pa3pgesnel OUCIIUIIINH U BUOLI 3aHATHH.
Ounas ¢popMa o0yueHUs
Tabnuma 6
No HaumeHoBaHue pa3jgesa (TeMbl) JIek-| IIpakr. | JIab. |Cemu- CPC Bcero
n/n OUCIHUILIHH IIUH [3aHATHS[3aHSITHS| HApbl JaCOB

1 |Pasmen 1. 4 2 2 7 | 15

3aluIeHHbIe TPOTOKOJIEI

o |Pasmen 2. 4 2 2 7 | 15

VHTepHET-TeXHOJIOTUU
Pazgen 3.
3 SQL-uHBEKINU 4 4 2 7 17
g |Pasmen 4, 4 4 4 7 | 19
AyrenTuduxranus Ha web-cepsepe
5 |Pasmens. 4 4 4 8 | 20
ObGecrieyeHne NOCTYITHOCTH Web-TIPUI0KEeHU S
Htoro: | 20 16 14 - 36 86
6. ;Ta0OpPaTOPHBIN MPAKTHKYM
Ounas ¢popMa o0yueHUs
Tabmuma 7
No Howmep " Bcero
pa3aeia HanmeHoBaHHe Ta00paTOPHOH PadOTHI
n/n JaCOB,
(TemsbIl)
3alumTa faHHBEIX Ha ceTeBoM ypoBHe. [Ipotokon SKIP. ITpoTtokon IPSec.

1 1 [MTudpoBanme Tpaduka ¢ ucnonab3o0BaHMeM npoTokona [PSec. Hactpoiika 9
TIOIUTUKY MEXKCETEBOT0 SKPAaHUPOBAHUS C UCIIOIL30BAHUEM ITPOTOKOMA
IPSec.

Co3ganue ¥ UCIIOIb30BaHMe KacKagHBIX Tabnumel ctuiei (CSS). Crocobn

2 2 mepexofia Mexay web cTpanutiaMu. CTpaHHULB C HECKOJILKUMU 2
npencraBnenusimu (Multiple views). KapTsl caiita (Site maps).
[TpoekTupoBaHue 3airuineHHOro Web-npunoxenusi. UTepaTuBHEBIM

3 3 aJITOPUTM IIPOEKTUPOBAHUS CUCTEMH 6e30macHocT Web-TIpunoxeHus ¢ 2
y4€TOM OCHOBHBIX TUIIOB CETEBHIX aTak.

Hcnonb30BaHKe 3alUIIeHHBIX IPOTOKOJIOB Web-ITPUIT0KEeHUSIMH.

4 4 l'enepanus cepTudrKaTa OTKPLHITOTO Kito4a [t web-cepBepa. HacTpoiika 4
SSL-coepuuenus. Opranusanusa VPN IpukiIagHOro yPpOBHS CpeLCTBaMU
npoTtokojya S/MIME. 3armmuieHHb 00MeH 971eKTPOHHOM ITOYTON

5 5 TexHOJIOTUY OIIEHKH JOCTYIHOCTH Web-pecypcoB. 4




| Hroro:| 14 |

7. IIpakTHYeCcKHe 3aHATHSI (CeMHHapPhbI)

Ounas popMa o0yueHUs

Tabmuua 8
Ne Homep . Bcero
/m pa3gena HauMeHoOBaHHe NIPAaKTHYECKHUX 3aHATHH (CEMUHApPOB) 4acos
(Temsbl)
1 1 3aluTa faHHBIX Ha KaHaJlbHOM ypoBHe. Opranusanusi VPN cpencTsamu 9

npotokona PPTP.

Texuonorus pa3padotku web-npunoxennii.[IoHsTHE Web-TTPUI0XKEHUS.
Texuonorus CGI. CepBepHble CKPUNTH. OOBEKTHBIE TEXHOJIOTHH.

2 2 Texuonorus ASP. ITnaTdopma nporpaMmupoBanus Microsoft 2
.Net.IToussiTue Web ¢opmr (cTpanuiia). CriocoOwl onucanve web cTpaHwuil.
2Ku3HeHHbIN UK web npunoxenns. 2Ku3HeHHBIN UK web CTpaHUIHL.

3 3 MeTtombl 3amuThl 0T SQL-uHbeKIM. [T1aHrpoBaHe CHUCTEMEL 4
0e301aCHOCTH OJIsT Web-TTpUIoKeHUs
4 4 Aytentuduranusa SSL. Obecneuenne KOHQUIEHIIMAILHOCTH U 4
1IeJIOCTHOCTH HAaHHBIX TpH pabdote ¢ Web-mpunoxenuem
5 5 TexHOJIOTHY OIIEHKH JOCTYIHOCTH Web-pecypcoB. 4
Htoro:| 16

8. IIpumepHas TeMaTHKa KYPCOBBIX IPOEKTOB (PadoT)
Y4eOHBIM IIJTaHOM IIPETyCMOTPEHA KypcoBas padorTa.

IToAroTOBKA K HAalTHCAHUIO KYPCOBOH PadOTHI.

KypcoBas paboTa HalpaBjieHa Ha 3aKpeIlieHle TeOPeTUYEeCKUX 3HaAHUM IIyTeM
pelleHNsl KOHKPETHOU IPaKTUUECKOU 3aja4yy 110 U3y4aeMOU OUCLUIIINHE.

[Tombop nMuTEpPaTypPhl OCYIIECTBIISIETCS CTYAEHTOM CaMOCTOSITENTBHO, C y4ETOM
PEKOMEHIOBAaHHOTO TepeyuHs. 3yueHre NMUTepaTyphl ClAeayeT HaulHaTh C Y4eOHUKOB U
y4eOHBIX TT0OCOOUY, a TaKXKe PeKOMEHOYEeMbIX MCTOYHUKOB K IIJTaHaM CEMUHAPCKUX U
IIpaKTAYECKUX 3aHATUM.

[1naH KypcoBoii pabOTH OIKEH COCTOATD U3 BBEHEHUS, 3 T7laB U 2-4 BOIIPOCOB
(MyHKTOB) B OCHOBHOM YaCTH, 3aK/II0YEHHUS, CIIKNCKA IUTEPATYPHl ¥ IPUIOKEHUN.
®opMyNnMPOBKHU IIYHKTOB IJIaHa ONPEAeISIOTCS 11eIeBOM HallpaBlIeHHOCThIO PadOTHI,
MCXOOs U3 e€ 3amady.

B npotiecce HanucaHus KypCcoBOM pabOTHl CTYOEHT [OMXKEH pa3o0paThCs B
TEOPETHYECKUX BOIIPOCcax n3bpaHHON TEeMEBI, CAMOCTOSATEILHO TPOaHaIu3uPOBaTh
IIpaKTU4YeCKUM MaTepua, pa3odpaTh u 000CHOBATh MPAKTUYECKUE TPENI0KEHNS.

B ycraHoBneHHBIE Kadenpol CpOKY 3aKOHYEHHas KypcoBas paboTa MpeCcTaBIsIeTCs
Ha ITPOBEPKY IpernofaBaTenio. [IpemnonaBaTenb, IPOoBepUB paboTy, MOXKET BO3BPAaTUTh €€
nJ1st HOpabOTKK BMECTE C MMUChbMEHHBIMU 3aMedaHusiMu. CTYIEeHT OOJIKeH YCTPaHUTh
IIO/Ty4YeHHbIE 3aMeYaHus B YCTaHOBJIEHHBIY CPOK, ITOC/Ie Yero paboTa OKOHYATENTbHO
OLIEHUBAETCH.

Tab6mnuia 9

Ne

n/m TeMa KypcoBoro npoekra (padorsbi)




| 1 |Paspa6oTka ceTeBoro npumoxKeHus

9. CamocTOosiTe/IbHAsA padoTa

Ounas popMa o0yueHus

Tab6muia 10
Ne
pasaeia Copepxanue CPC ®opmMa KOHTPOJIS Beero
MHCITHII- JaCOB
JIHHBI
1 3amnuineHHbIe TPOTOKOJIE Otuer 7
2 VHTEpHET-TEeXHOJIOTUH. OTtyer 7
3 SQL-unbeKImMn OTuér 7
4 AyTeHnTudukammsa Ha web-cepsepe Otuér 7
5 ObecneyeHne JOCTYITHOCTH Web-TTPUITOXKEeHUST OTuér 8
Hroro: | 36

10. IlepeyeHb Y4€OHO-METOTHIECKOT0 00eCIIeYeHHs [JIsi CAMOCTOSITEe IbHOMU
PpadoThI 00YUAIONIHXCSI IO THCIHUIITHHE

II71s1 caMOCTOsITEeNIbHOM pabOTHI 110 AUCIUIININHE PEKOMEHIOBaHO Clenyoilee yueOHo-
MEeTOANYEeCKOe o0ecreyeHue:
- [TonoxkeHue 0 CaMOCTOSITeIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom
roCygapCTBEHHOM YHUBEPCUTETE TeIeKOMMYHHUKauuil uM. mpod. M.A. Boru-bpyeBuya;
- PeKOMeHOBaHHas OCHOBHASA U OOIOIHUTENIbHAS IUTEPATYPa;
- KOHCIIEKT 3aHSTUY 10 OUCIHUTIINHE;
- CITaWfbI-TIpe3eHTalldl U APYTOM MEeTOOUYECKUM MaTeprall, UCII0Ib3yeMBIM Ha 3aHATULX;
- MeTOIUYEeCKHe PEKOMEH[IAIIMH 10 TOATOTOBKE MUCbMEHHEIX PaboT, TpeOOBaHUS K UX
comepkKaHu0 1 odopMileHHI0 (pedepaT, acce, KOHTPOJIbHAsS PaboTa) ;
- (bOH[OBI OIIEHOYHBIX CPEMCTB;
- MeTOIMYeCKHe YKa3aHUs K BHIITOTHEHUIO 1a00paTOPHLIX PaboT [Jid CTYIEHTOB;
- MeTOIMYeCKHe PEKOMEeH[IAIIMH 110 TOATOTOBKE U 3alllUTe KYyPCOBOM PabOoTH! (ITPOEKTa).

11. ®oHJ OLIEHOYHBIX CPEICTB JIsI MPOBEIeHUsI IPOMEKYTOYHOH aTTeCTalluH
00YyYaIOIIHUXCSI

®oHI OLIEHOYHHIX CPEMCTB pa3pabaThiBaeTCs B COOTBETCTBUM C JIOKATLHBIM aKTOM
yHuBepcureta "[lonoxeHue o GOHIE OLIEHOUYHHIX CPEHACTB" U ABNSETCS MPHUIIOKEHUEM
(ITpunoxenue A) K paboueli mporpaMMe OUCIUIIINHEL.
®oHII OIeHOYHHBIX CPEOCTB [OJid IPOBEOEeHUS NPOMEXKYTOYHOW aTTeCTalluu
00y4aloIuxcsl Mo OUCIUIIIMHE BKIII0YaeT B ceds:
- TlepedYeHb KOMIIETEHIIUH C YKa3aHMEM 3TaIlOB UX GOPMHUPOBAHUS B IPOIIECCE OCBOEHUS
00pa30BaTeIbHOM IIPOTPAMMEL;
- OIKCaHue I0Ka3aTejel U KPUTEPUEB OlleHUBAHUS KOMIIETEHIIMM Ha Pa3IMYHBIX 3Talax
X (DOPMHUPOBAHUS, ONKCaHNUe IIIKal OIleHUBaHNUS;
- TUTIOBHIE KOHTPOJIbHBEIE 3a[laHus UM WHBIE MaTepHuaslbl, He0OXOIUMEBIe [IJIST OIIeHKU
3HaHWM, YMEHUY, HABBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePUIYIOIIUX ITallbI



dhopMHupPOBaHUSI KOMIIETEHIIMH B IIPOIIECCe OCBOEHMSI 00Pa30BaTEIbHON IIPOrPaMMEI;

- MeTOMYeCKre MaTepualbl, OIpefensiollre IPoIenyphl OlleHUBaHUS 3HAaHUM, YMEHUH,
HaBHIKOB ¥ (MJIM) OIbITA AEeATEeIbHOCTH, XapaKTEePU3YIOIKX 3TAbl (POPMUPOBAHUS
KOMIIETEHIINH.

II11s1 KaXXmoro pe3ynbTaTa 00y4eHUs 0 OUCHUIINIMHE ONpPeensioTCs IoKa3aTeNlu U

KPUTEPUU OIeHKH CHOPMHPOBAHHOCTH KOMIIETEHIIMM Ha pPa3/IMYHBEIX 3TalaX HUX

dbopMupoBaHus, IIKAIbl ¥ IPOIEAyPHl OIeHWBAHMUS.

12. IlepeyeHb OCHOBHOM H [IONOTHHTE/ILHOH JINTEPATyPhl, HEOOXOTHMOM /15
OCBOEHHUHU TUCIHUIIIUHBI

12.1. OcHoBHas nuTepaTtypa:

1. Kpacos, AHpupen BmaguMupoBud.
Pa3paboTKa 3alIuIeHHBIX TPUI0XKEHUY : [DNeKTPOHHHIN pecypc] : yueOHoe mocobue /
A. B. Kpacos, A. 1O. lIBeTkoB ; pen. C. E. [IymuH ; ®egepanbHoe areHTCTBO CBA3H,
depepanbHOE TOCyapCTBEHHOE 00pa30BaTeNbHOE OI0[IXKETHOE YUpekKOeHNe BEICIIETO
npodeccruoHanbHOro oopa3oBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
VHUBEPCUTET TeIeKOMMYHUKaIni uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6I'YT,
2013.-82c. :um. - 119.87 p.

12.2. [lononHuTeNIbHAS IUTEPATYpa:

1. Kpacos, AHppent BraguMupoBud.
Pa3paboTKa 3alIUIeHHBIX TPUI0KEHUY : [INEeKTPOHHHIN pecypc] : MeTomuYecKue
yKa3aHud K BBHIIOJTHEeHUIO TabopaTopHbix padoT / A. B. Kpacos, A. 1O. 1IBeTkoB ; pem. C.
E. [lymun ; ®emepanbHOe areHTCTBO CBSA3M, PefepalibHOe TOCyapCTBEHHOE
oOpa3oBaTeNbHOE OI0[KETHOE YUpekaeHNe BEICIIETO TPOGeCCHOHAIBHOTO
obpa3oBanus "CaHKT-IleTepOyprckuii rocyqapCTBeHHBIM YHUBEPCUTET
TeleKOMMYHUKaluii uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6I'YT, 2013. - 33 c. -
56.02 p.

13. IlepeyeHsb pecypcoB HH(POPMAHOHHO-TE/IeKOMMYHHUKAIIHOHHOH CEeTH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUIHHE (MOIYII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUIIINHEL:



- Open Office
Google Chrome

14.2. UadopMalliOHHO-CIIPAaBOYHBIE CHCTEMBI:

9BC iBooks (https://ibooks.ru)
9bC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHUWEe W OpraHU3alus BpeMeHU, HeOOXOOUMOTO OJIT U3YUEeHUS
OUCLUIITAHEL

BaxXXHBIM yCJIOBUEM YCIIEIIHOTO OCBOEHUS MUCIUILIMHE «Pa3paboTKa 3aluIleHHbIX
CEeTeBbIX IIPUIOKEHUN» SBAIETCS CO3[aHWe CUCTEMHBl IIPaBUIbHOM OpraHu3alluyl TPYyAa,
IIO3BOJISIONIEH paclmpenenuTh yueOHYI0 HAarpy3Ky PaBHOMEPHO B COOTBETCTBUM C
rpadukomM 00pa30BaTENIBHOTO Mpoliecca. BONbIIyI0 IOMOIIL B 9TOM MOXKET OKa3aTh
COCTaBJIeHHe IjlaHa PaboThEl Ha CeMEeCTp, MecsIl, Hefemlo, JeHb. Ero Hanuyue Mo3BOJIUT
OAYMHUTH CBOOOOHOE BpeMsd IeNisiM y4ueOrl, TpyAuThCa 6ojiee yCIeIlnHo U 3hPeKTUBHO.
Hy>XHO OCYIIeCTBIISITh CAaMOKOHTPOJIb, KOTOPHIA SBISETCS HEOOXOOMMBIM yCIOBHEM
ycremHo# y4e0Onl. Bce 3amaHus, BK04as BHIHECEHHBIE Ha CaMOCTOSATEJIbHYIO padoTy,
PEKOMEHIYeTCs BHIIONHATh HEIOCPEACTBEHHO IIOC/IE€ COOTBETCTBYIOIIETO ayAUTOPHOIO
3aHATHUSA (JIEeKIUHU, TPAaKTUYECKOTO 3aHATHS), YTO CIOCOOCTBYEeT NydIlIeMy YCBOEHHIO
MaTepuana, I03BOJISeT CBOEBPEMEHHO BHIIBUTH M YCTPAHUTH «IMPOOENb» B 3HAHUSAX,
CUCTEeMaTH3UpOBaTh paHee NPOUAEHHBIM MaTepuan, Ha ero OCHOBe NMPUCTYIUTh K
OBJIQMIEHWI0O HOBLIMH 3HAHUSMU W HaBBIKAMHU.

CucTteMa YHUBEPCUTETCKOTO 00yUYeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYETaHUU
HECKOJbKUX BUIIOB Y4eOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUHM M NPAKTHUYECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT OnpeneieHHON CIeln(pUKO.

15.2. IToaroTOBKA K JEKIUIM

3HAKOMCTBO C OUCIUIIIMHOX MPOUCXOOUT yKe Ha IMepBOM NEKUWH, Toe OT CTyAeHTa
TpebyeTcst He MPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIEeKIMYi He0OXOAMMO YUYUTHBATh TOT (PAKTOpP, YTO ONHU JNEKIUU
[alT OTBETHl HA KOHKPETHHIE BOIIPOCH! TEMBI, OPYTUE - JIUIIb BHISABISIOT B3aUMOCBSA3U
MeX[y SBJIEHUSIMHU, IMOMOTas CTYHEHTY MOHATH ITyOMHHBIE MPOLECCH pPa3BUTHUSA
M3y4aeMoro IpeaMeTa, KaK B MCTOPUM, TaK U B HACTOSIIEe BpPeMS.

KoHCneKTUpPOBaHME JEeKUUM - CI0XKHBIM BHUJ BY30BCKOW ayOUTOPHOU pPabOTHI,
Ipednojaraloiuii MHTEHCUBHYI YMCTBEHHYIO OeATEeNbHOCTh CTyOeHTa. KOHCIEKT
SBJISE€TCS TOJIE3HBIM TOTla, KOT/la 3alicaH0 caMoe CYIIEeCTBEHHOE U CHelaHO 3TO CaMUM
oOyuawmumcsa. He Hago cTpeMuThCs 3amucaTh [OCJIOBHO BCIO JeKnuio. Takoe
«KOHCIIEKTHPOBaHKUE» MPUHOCUT OO0JIbIlle Bpefia, YeM IMob3H. Llenecoobpa3Ho BHavame
IIOHATH OCHOBHYIO MBICJIb, H3JIaraeMyl0 JIeKTOPOM, a 3aTeM 3amucarh ee. 2KenaTeabHO
3aMuCh OCYUIECTBISATh HAa OJHOW CTpaHWUIle NUCTA UK OCTABISISA MO, HAa KOTOPHIX
IO3qHee, IIPU CaMOCTOSITENIbHOM padoTe ¢ KOHCIEKTOM, MOXKHO CHeJIaTh MOIOTHUTEJIbHEIe
3aIlMCH, OTMETUTh HEIIOHSTHEIE MECTa.



KoHCIEeKT NeKnuu aydine Ioapa3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B 0OOnbIION cTemeHu OymyT CcmocoOGCTBOBAThH BOMPOCH IjlaHaA JIEKIUH,
IpenloXkeHHbIe pemonaBaTensaM. Crnenyet oOpaliaTh BHUMaHKWEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [eTaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMHU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIPENETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, abOpeBUaTyp u
cuMBooB. OgHAKO MpH JanbHeuIel paboTe ¢ KOHCIIEKTOM CUMBOJIBL JIy4Ille 3aMEHUTh
OOBIYHBIMU CJIOBaAMHU [IJis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BCceTrma He0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO YyUeOHUK, HO U TY
JUTEPaTypy, KOTOPYIO JOTOJHUTEILHO PEKOMEHI0Ba JeKTOp. UIMEeHHO TaKas cephe3Hasl,
KpomoTnuBasi paboTa C NEKUUMOHHBIM MaTepHalioM I03BONUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. ITogroToBKa K IPakKTU4ECKUM 3aHATUAM

TmaTenbHOe MpPOAYMEBaHKWE U M3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMIEHHOr0 MaTepuasa (MaTepuana JeKIWi, MPaKTU4eCKUX 3aHATHH), a
3aTeM u3y4yeHus 0053aTeNbHOM U [IOMOITHUTEIbHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.

Pe3ynbTaT Takoi pabOTH HOMXKEH MPOSBUTHCS B CIIOCOOHOCTH CTyIeHTa CBOOOMHO
OTBETUTh Ha TEOPETUYECKHE BOIPOCH NpPAKTHKyMa, €r0 BHICTYIJIEHWN U y4aCTHUHU B
KOJIJIEKTUBHOM OOCYXKIOEHMH BOMPOCOB M3y4yaeMOM TeMbl, MPABUIbHOM BHIIIOIHEHUU
IPaKTU4YeCKUX 3aJaHui ¥ KOHTPOJBHBIX PadoT.

Heo0xomuMo MOHUMATh, YTO HEBO3MOXKHO BO BpeMSI ayOUTOPHBIX 3aHATUN U3T0KUTh
BeCh MaTepual KM3-3a JUMHUTA ayOgUTOPHBIX YaCOB, ¥ NpPHU U3YYEHUU OUCLUIMIUHEL
HeI0CTAaTOYHO KOHCIIEKTOB 3aHATHH. [103TOMy camMocTosiTeNbHAs paboTa ¢ yueOHUKaAMU,
y4eOHBIMU TOCOOMSIMHK, HAy4YHOW, CIPaBOYHOW NUTepaTypol, MaTepualaMu
IepUoNuYecKUX U3maHul u MHTepHeTa sBnseTcs Haubonee 3QPEeKTUBHEIM METOOOM
IIOJIy4YEeHUS NOMOJHUTENIbHBIX 3HAaHUM, IT03BOMISET 3HAYUTEIbHO aKTHBU3UPOBATh MIPOLIECC
oBNajieHusT uHPoOpMaIuen, crnocodCcTByeT Goyee raIy00KOMY YCBOEHMIO M3y4aeMOTO
MaTepuana, GopMUPYET y CTYOEHTOB CBOe OTHOIIEHHE K KOHKPETHOW Ipobieme.

15.4. PekoMeHpmanuu 1o paboTe ¢ TUTEpaTypoOn

Paboty c nmuTepaTypol Iesiecoobpa3Ho HayaTh C U3ydeHUs 06X paboT o TeMe, a
TaKXe y4eOHUKOB M yuyeOHBIX mocobuii. [lanee peKOMeHAyeTCs NMepeuTu K aHanusy
MoHorpaduil ¥ craTed, pacCMaTPUBAIOIIKAX OTHE/IbHEIE aCIeKTH IIPo0ieM, U3ydyaeMbIX B
paMKax Kypca, a Takxe opULIMaIbHEIX MaTepHUajioB U HeOoNyO0JIMKOBaHHBIX NOKYMEHTOB
(HayuHO-HCCenoBaTebCcKue paboThl, OUCCEpTallil), B KOTOPHIX MOTYT COMEPIKAThCA
OCHOBHBIE BOIIPOCHI U3y4aeMoii TPOOIEMEI.

PaboTy ¢ MCTOYHMKaMHU HaJOo HaYyMHATh C O3HAKOMUTEJILHOTO YTEHHUS, T.e.
IIPOCMOTPETH TEKCT, BBIAENISASA €r0 CTPYKTYPHBEIe eAUHUIIEL. [Ip1 03HAaKOMUTETbHOM YTEHUU
3aKjafkaMyd O0TMedaloTcd Te CTPaHHUILE, KOTOphkle TpebyioT 06ojee BHUMATEIbHOTO
n3ydyeHus. B 3aBUCUMOCTH OT Pe3y/IbTaTOB 03HAKOMHUTEIPHOTO YTEHUS BhIOMpaeTCs
manbHeNmui crnocod paboTh ¢ UCTOYHUKOM. Ecnu [jis pa3pelieHUsl NMOCTaBJIeHHOU
3apmauu TpeldyeTcs u3ydeHue HEKOTOPHX (parMeHTOB TEKCTa, TO UCIOIb3yeTCS METO[
BEIOOPOUYHOTO 4YTeHUs. ECcu B KHUTe HeT MOAPOOHOTO OTJIaBlIeHHUs, CliedyeT o0paTuTh
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BHUMaHUe yYeHUKa Ha IIpegMeTHbIe U UMEeHHbIEe YKa3aTelu.

V36paHHbe (pparMeHTH WA BECb TEKCT (E€CNTM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHUBOI'0, HETOPOIIJIUBOTO UYTEHMUS C «MBICIIEHHOM ImpopaboTKOoim»
MaTepuana. Takoe YTeHUe IpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymMeHToB; 3) BeIBoOoB. Ocoboe BHUMaHUe cjaefyeT 00paTUTh Ha TO, BEITEKAET Te3UC U3
aprymMeHToB unu HeT. Heo6xoouMo TaKxKe NMpoaHaNIU3UpOBaTh, KakKue U3 yTBEPKAEHUU
aBTOpPa HOCST NpoOIeMaTUYHBIM, TUIOTETUUYECKUM XapaKTep M YJIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TakKuM 00pa3oM paboTaTh C TEKCTOM NPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HayduUThCS BHIAENSATH T'JIaBHOE B TEeKCTe, ylIaBlIUBaTh
npoOyieMaTUYHLIM XapakKTep YTBEPXKIEHUU, NaBaTh OIEHKY aBTOPCKOM MO3ULMUHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAaKOMUTCS C Pa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apryMEHTOB
CTOPOH ¥ [ieslaeT BHIBOJ 0 Haubomnbinel yoemuTeIbHOCTH TOU WU MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEYaTCS pa3Hble TOYKYU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SIBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuchk. [Ipy HaTUYKUM PACXOXKOEHUU MeXIy aBTOpaMU HeoOXOOWMO HaWTHU
palyoHanbHOE 3€ePHO Yy KaXXOOTr0 M3 HUX, YTO MO3BOJIUT T'Iy0xKe YCBOUTH NMpEeAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHMBATh U3ydaeMble BOIPOCH. 3HAKOMSICh C 0COOBIMU
IO3UIUSIMU aBTOPOB, HYKHO ONpPENeNATh UX CXO0XKUe CYyKOeHHUs, apT'yMEHTHI, BEIBOAHL, a
3aTeM CpPaBHMBATh UX MeXy Co00M U MPUMEHSITh U3 HUX Ty, KoTopas 0ojiee ybeouTebHa.

CnepyomuM 3TanoM paboTel ¢ MUTePaTyPHBIMUA UCTOYHUKAMU SIBISETCS CO3[aHue
KOHCIIEKTOB, (PUKCHUPYIOIINX OCHOBHLIE TE3UCH M apTyMEeHTH. MOXKHO AeNlaTh 3allCH Ha
OTHENbHHIX JINCTAX, KOTOPHE MOTOM JIETKO CHCTEMATH3UPOBATh MO OTHENILHEIM TEMaM
M3y4aeMoro Kypca. [Ipyroi cmnocob - 3TO BefeHNe TeEMaTUYeCKUX TeTpanei-KOHCIIEKTOB
II0 OMHOM KaKou-nmubo TeMme. bonbinue cnenuanbHble PabOTH MOHOTPadHUYECKOTO
XapakTepa Imenecoodpa3sHO KOHCIIEKTHPOBATb B OTHEJIbHEIX TeTPadsx. 3Mech BaxKHO
BCIIOMHUTB, UYTO KOHCIIEKTHI IIAIIYTCSA Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTAaTOYHBIM
IJIsl UCIIPABJIEHUS ¥ PEMapOK MEeXCTPOYHLIM PACCTOSHHEM (3TH IpaBuiIa COOII0OOAI0TCS
15l ynoOCTBa peflakTupoBaHus). EC/TM B KOHCIIEKTaX IPUBOOATCS IUTATEL, TO HEIIPEMEHHO
OONXKHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOMHBEIE MaHHBIE, Ne
CTpaHuIlH). BriocnencTeuu 3Ta nHGOPMAIMK MOXKET OBITh MCII0Ib30BaHa IIPU HAlTMCAaHUHN
TeKCTa pedepaTa UM APYroro 3aJaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATyPOU BaxKHO YMETh:

- COIIOCTaBNATh, CPAaBHUBATh, KIaCCU(MUIUPOBATh, TPYNIUPOBATh, CUCTEMATHU3UPOBATh
“H(OpPMAIIKIO B COOTBETCTBUM C OIIpefeleHHOM y4eOHO! 3aiauel;

- 0000I11aTh MOJTyYEeHHYI0 MH(POPMAIIXUIO, OIIeHUBAThL IIPOCIYIIAHHOE U TPOYUTAHHOE;

- (pmKCHUpPOBaTh OCHOBHOE COfiepKaHue coo01IeHu; GopMyIupoBaTh, YCTHO U IHCHbMEHHO,
OCHOBHYIO U[IeI0 COOOIEHUS; COCTABISATh IJIaH, GOPMYIMPOBATh TE3UCH;

- TOTOBUTH U IPE3€HTOBaTh Pa3BEPHYThEIe COODIIEHUS THIla OOKIIaaa;

- paboTaTh B pa3HHIX pexXrMax (MHOUBUAYAJIbHO, B IIape, B IPYIIIE), B3AUMONENUCTBYS OPYT
C OPyroM;

- II0JIb30BAThCSA PedepPaTUBHBIMYU U CIIPABOYHBIMHU MaTepHaIaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEUCTBHS CBOUX TOBAPUINEH, 00BEKTHBHO OI[€HUBATh
CBOM [IEMCTBUS;

11



.- obpamaThCsa 3a IOMOIIbIO, MOMOJHUTEILHEIMU Pa3bsSCHEHUSIMHU K IIPernofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJlbHOW AOTagKOH, CJIOBapsIMH
Pa3IHYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMyu B TEKCTe (KIII0UeBhIE
CJIOBa, CTPYKTypa TEKCTa, IpeaBapsioilas nHpopMalus 1 ap.);

- UCIIOJIb30BaTh MPU TOBOPEHUM U MHUCHMe Nepudpas, CHHOHMMUYHBIE CPEeNCTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIIUKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3bIBAHUS UJIM BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMHUKY, XKeCTH (BOOOIIe X B Te€X CIydasix, KOrfa S3bIKOBEIX CPENCTB He
XBaTaeT [Jig BhIPaKeHUS TeX UM MHBIX KOMMYHUKaTHBHBEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMeXyTOYHOU aTTeCTALlUU
[Tpu noAaTroTOBKE K IPOMEXKYTOYHOM aTTeCTalllu Lie1ecoo0pa3Ho:
- BHUMATEJIbHO M3Y4YUTh NI€pPeYeHb BOIPOCOB W ONPENENuTh, B KaKUX UCTOYHHUKAX
HaXOOsATCSl CBeNeHUs, He0OXOOuMBbIe [Jig OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JIUTEPATYPY;
- COCTaBUThb KpaTKNe KOHCIIEKTEl OTBETOB (IIJIaHEl OTBETOB).

16. MaTepHaIbHO-TEXHHYECKOe 00eclieueHHe THCIHIITHHBI

Tabnumna 11
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000PYyI0BaHHS
n/n ayIUTOPHH U TabOpaTOpPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC
AYOUTOPHUH MJIsI IPOBENEeHU I'PYIIIOBLIX 1
2 YAHTOPHH [ p A py Aynro-BUe0 KOMIIJIEKC
MPaKTUYEeCKUX 3aHITUN
3 |KOMIIBIOTEPHBIM KJTaCC [IepcoHaANbHBIE KOMIIBIOTEPHI
AyoUTOPHS OIS KYPCOBOTO M JUILJIOMHOTO
4 [YRHTODHA I yp a [TepcoHanbHBIE KOMIIBIOTEPHI
MPOEKTHUPOBAHUS
5 |AyguTopus Ojsi CAaMOCTOSITeIbHOM PabOTHI KoMIIbIOTEpHas TEXHUKa
6 [YuTanmbpHBIM 3all [TepcoHaIbHBIE KOMIIBIOTEPHI
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