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3ammTa rojaocoBoro Tpaduka B cetu MHTEpHET
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oOpa3oBaTe/bHasI TPOTrPaMMa BHICIIETO 00Pa30BaHUS

10.03.01 MadopMalinoHHas 6€30IaCHOCTh
(KOJI " HAMMEHOBadHNE HallpaBJI€eHUA IIOATOTOBKH / cneunaanocm)

OakanaBp
(kBamuduKaIms)

HampaBieHHOCTh (mpoduins) N 1 "Be3omacHOCTb KOMITbIOTEPHBIX
cucteM" (110 OTPACIu UK B chepe MPodPecCroHaIbHON AesITeTbHOCTH)
(HampaBNeHHOCTH / TPodub 06pa30BaTENLHON IIPOTPAMMEI)

o4Has ¢popMa
(bopma oOyueHus)

CankT-IleTepOypr



PaGoyas mporpaMma AUCLUIJIMHEL COCTaBjieHa Ha OCHOBe TpeboBaHui PemepabHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmenuanbHocTtu) noarotoBku «10.03.01 HMudpopmanuoHHass 6e30maCHOCTHY,
YTBEPXKAEHHOr0 IpuKa3oM MuHuCTepcTBa 00pa3oBaHusa 1 Hayku Poccuiickoir Oemepanuu
ot 01.12.2016 Ne 1515, u B COOTBETCTBUHU C PabOoUuM y4eOHBIM IIJIaHOM, YTBEPXKAEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio penogaBaHus OUCIUIINIMHEL «3allliTa I'0JI0OCOBOTO TpaduKa B CETH
WHTepHET» SIBIAETCH:

Llenpo mpenofaBaHus OUCLUIIIMHBL ABISETCS U3y4YEeHUE apXUTEKTYypPhl, HACTPOUKH
[P-renedponuu. Kpome TOro, CTyIleHTH 3HAKOMSTCS C IPOTOKOJIaMM, 00eCIIeYrBaIIUMU
nmepenadyy gaHHBIX B peanbHOM BpeMeHu - RTP, RTCP u curHanusauuvOHHBIMU
nporokonamu SIP, MGCP, H.323.

OTa 1e/lb OCTUTaeTCA IIyTeM pelleHus Claenyolux(er) 3aaad(u):

Ha OCHOBe (DyHOaMeHTalu3alud, UHTeHCU(PUKAIlUN ¥ MHONBUAYyaIU3alluu Ipoiecca
o0ydyeHuss NyTEM BHeapeHUs U 3G(PEeKTUBHOTO MCIOJb30BaHUS [OCTUXKEHUN TEOPUHU
“H(pOPMAIMU U TEOPUH CBA3U. B pe3ynbTaTe n3ydyeHUS OUCHUIIINHE Y CTYIEHTOB HOJIXKHEI
chopMupoBaThCd 3HaHUS, YMEHWUS U HaBHKH, IO03BONSOI[ME TIPOBOOUTH
CaMOCTOSTeNbHBW aHANKW3 IPeJAMeTHOH o001acTu.

2. MecCTO THCIHIIIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

IJucnunnauHa «3amuTa rojilocoBoro tpadpuka B cetu WMuTepHeT» B1.B.[1B.08.02
SBJISIETCSI OUCIUIIIMHOK 1O BEIOOPY BapuaTHBHOU 0moKa 1 y4ueOHOTO IMjiaHa MOATOTOBKHU
6akanaBpuarTa 1o HampasneHuio «10.03.01 MudopmarmonHas 6e30mMaCHOCTh». MCXOmMHBIN
yPOBEeHb 3HAHUM M YMEeHHUH, KOTOPHIMU [O/XKeH 00afaTh CTYAeHT, MPUCTymas K
M3Y4YEeHWI0 JaHHOW OUCIUIIINHEL, ONpPeHenseTcs U3ydeHneM TaKuX OUCHUIIIAH, Kak .
IucuunnruHa «3alldTa rolocoBoro Tpaduka B ceTd HTepHET» SBASETCA OUCLUTIINHOU
110 BLIOOPY BapHaTHBHOM YacTH y4eOHOro IjlaHa IMOATOTOBKM OaKajlaBpa II0 HallpaBJIEHUIO
10.03.01 «MHpOopMaImoHHass 0€30MaCHOCTDY.

3. IlepeyeHb IVTAaHHPYEMBIX Pe3yIbTaTOB 00yUYeHHsI, COOTHECEHHBIX C
IUTAaHHPYEeMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/IbHOH MPOTrPaMMBbI

[Tpouecc n3ydyeHus OUCLUNIMHLEL HallpaBieH Ha (POPMUPOBaHUE CIEIYIOMINAX
KOMIIETEeHIIUN:
Kommetenuuu, ycranosinenHsle OI'OC BO
Tabnuia 1

Ne Kopn

HanMeHOBaHHE KOMIIETEHIITHA
II/II [KOMIIeTeHITUH

CIIOCOOHOCTHIO BHITIOJIHATH pabOTHI II0 YCTAHOBKE, HACTPOUKE U
1 ITK-1 00CnyKMBaHUIO IPOrPaMMHBIX, ITPOrPAaMMHO-aNIapaTHHX (B TOM YKCIe
KpUNTOrpaprueCKuX) ¥ TEXHUUECKUX CPEICTB 3alUTH HHGHOPMAIIU

[TnaHupyeMbie pe3yabTaThl 00yYeHUS
Tabmnuma 2

Kon
KoMIIe- 3HaTh yYMeEThb BJIaJeTh
TeHITUH




HaBBIKaMHU pPELICHUA 3aJa4l

KOH(GUTYPUPOBaHUSA
OCHOBHBIE ITPUHITUIIEI IIO/Ib30BaTesel 1
KOMIIOHEHTHI pellleHUuH agpecalnyy ¥ KOMMYTallUM B| ITOIh30BATEIbCKUX
K-1 YHI/Id)I/ILII/IpOBaHHBIX. KoprnopaTtuBHou cetu (ITK- yngoﬁCT_B_B pelIeHnsax
B3aumopencteuu Cisco 1).- onpegensats cTpykTypy | Cisco Unified
(TIK-1); coobmenui curHanusanuu | Communications Manager
u MepuanoToka ([1K-1);; u Cisco Unified
Communications Manager
Express (ITK-1);
IlOTIONTHUTETbHBIE KOMIIETEHIIUN
Tabmuma 3
Ne Kopa

II/II [KOMIIeTeHITUH

HaunMeHOBaHHE KOMIIETEHIITHA

CII0OCOOHOCTBIO KOHCI)PII"prIpOBaTb " KOHTPOJIMPOBATE KOPPEKTHOCTH

1 [1C-10 HaCTPOWKU IIPOTpaMMHO-alllapaTHLIX CPEACTB 3al[UThl UHPOpMaIuu B
KOMIIBIOTEPHEIX CETSAX
[TnaHupyeMbie pe3yabTaThl 00yYeHU S
Tabnuna 4
Kogn
KoMIie- 3HATh yMeTh BJIafeTh
TeHIUHU
-OIIUCHIBATh

KOMIIOHEHTHI pellleHu
YHUDUITMPOBAHHBIX
B3auMopenctsuil Cisco;

I1C-10

IOIOTHUTEJIbHBIE CEPBUCHI,
KOTOPEIE NTOAIePKUBAIOTCS
B pemeHusax Unified
Communications Manager
u Unified Communications
Manager Express (I1C-10);;

- HaBbIKaMU HaCTPOUKHU
II0JIb30BaTesiell 1 6a30BHE
cepsucs (I1C-10);;

4, 00beM TUCUHMIUINHBI ¥ BHABI Y4€0HOU PaboOTHhI

Ounas ¢popMa o0yueHUs

Tabmuia 5
" Bcero|CeMmecCTphI

Bupn yueOHOM paboOTHI 9ACOB 7
OO6I11ast TPYIOEMKOCTh 3 3ET 108 108
KoHTakTHasi pabora ¢ 00y4alOIIUMHUCSI 50.25 50.25
B TOM YMCJIE:
Jlekuu 20 20
[TpakTuueckue 3ansatus (I13) 16 16
JlaGopaTopubie paboTe (JIP) 14 14
3almTa KOHTPOJIbHOM PaboTH -
3amuTa KypCcoBoi paboThl -
3ammuTa KypCoOBOTO MMPOEKTa -
[TpomexkyTOUHaAs aTTeCTalUs 0.25 0.25
CamocTositeibHasi padoTa o0yuaromuxcsi (CPC) 57.75| 57.75
B TOM YMCJIE:
Kypcopas pafoTa | | -




KypcoBoii mpoekT

W / unu gpyrue BUOLI CAMOCTOSITENTbHOM pabOTHI:
MOATOTOBKA K Ta60paTOPHLIM paboTaM, MPaKTUYECKUM

49.75| 49.75
3aHATHUSIM, KOHTPOJIBHEIM paboTaM, U3ydeHue
TEOPETHYECKOr0 MaTepuana.
[TogrotroBka K IpOMEXYTOUYHOU aTTECTAIluN 8 8
By npoMeKyTOUYHOH aTTeCTalluu 3auer

5. CogepKaHue TUCIHUILIHHBI

5.1. ComepxaHue pa3aesioB OUCILUIIINHEL.

Tabnuia 6
Ne cemecTpa
No HaumenoBaHnue
- /;1 pa3jgesa (TeMbI) Copep:kaHue pa3aeia OYHO- 3204-
OUCUOUITHHBI OYHasi|3a04-
Hasi
Has
[IpeomeT ¥ OCHOBHBIE 3aflayl TUCITUIIIMHEL
«3amuTa rojiocoBoro Tpaduka B ceTu
1 Pazpgen 1. HuTepHET», €€ 3HaYeHNe B CUCTEME IIOITOTOBKE 7
BBemenue OakaIaBpPOB 110 HAMIPABIEHUIO
«MHDOKOMMYHUKAIIMOHHBEIE TEXHOIOTUH U
CHCTEMEI CBI3U».
Pazpgen 2.
A Knaccuduxanus VoIP xomekoB. TUIEL ITU(GPOBHIX
Kopekwu, ucnons3yemeie .
CUTHAJIbHBIX ITPOIIeCCOPOB. PacueT TpebyeMoii
2 | B IP-reneoHMH. 7
: . | moMmoCH! MpomycKkas B 3aBUCHMOCTH OT BUA
LudpoBoit CUTHATIbHBIN "
Komeka. HacTpoiika DSP.
nponeccop (DSP).
Pazgen 3. IIpotokoneicurHanu3anuu H.323, Session
Curnanu3zanus B VoIP- | Initiation Protocol (SIP), MGCP mpoToxkoj.
3 | cetsix. Pekomenmamuu | Ctaguu 00pabOTKM TOI0COBOT0 TpadHuKa. 7
H.323. IIpotokomnst SIP | KomnonenTs VolP. KBanToBanue.
u SDP. CaMOupoBaHHUe.
Pazpen 4. CpaBHeHME TPagUIMOHHON Tele(OHHOU ceTn
4 OcobenHocTu nepemayu | o61ero moab3oBanus u VolIP. ITpotokomnsl RTP u 7
rosnoca B IP-ceTsx. RTCP. ®opwmart Kagpa RTP nportokorna.
IIpotokomn RTP. Ycranosnenue VolP-ceccuu.
0630p Mopernen KauecTBa obcnyxuBanus (QoS):
nubdepeHIpPOBAaHHOT0 00CTyKUBaHUS
Pa3pen 5. (DiffServ), uHTErPUPOBAHHOTO CEPBUCA
MexaHu3MHI (IntServ), HeTapaHTHPOBaHHAS JOCTABKHU
5 7
obecneuenus QoS gua | (BestEffort). MexaHu3MEl oOecriedeHus
VolP. KayecTBa 00C/IyKMBaHUS B CETAX Iepefadu
royioca: MapKHpOBKa, IPUOPETU3aLUS,
nmonucuHr, meunuHr Tpadura. CiscoAutoQoS.
Pazpen 6. Hactpoiika CUCM Express Ha MapIIpyTUu3aTope
6 | Bemenme 8 CUCM Cisco, pyukiuu CUCM Express B T0JI0COBOM 7
Express. cpere.
MexaHu3MBbI 3aIIUTEI TOIOCOBOTO TpaduKa:
Paspmen 7. KOH(MUIEHIIMATbHOCTD, IIeJIOCTHOCTb,
7 [TorpanuyHsle ayteHTu(ukauus. [Iporokon Secure RTP. 7

KOHTPOJIJIEPHI CECCUiA
(SBC).

Anroputmel mudpoBanusd: DES, 3DES, AES.
3amuTa OT pacupeneeHHbX aTakK
obcryxuBanus (DDoS).




5.2. MexXOucCHUUNNIUHaApPHbEE CBA3U C obOecrmedynBaeMHIMU (MTOCTEOYIOIIUMH)
OUCIUIIINHAMU.

«3amuTa TrOoJI0COBOTO TpaduKa B ceTu MHTepPHET» SBISETCS OUCHUIIINHOH,
3aBeplIamllel TeopeTudeckoe obydyenue no nporpamme 10.03.01 MupopMaunoHHaS
0e30TaCHOCTh

5.3. Pa3mesnbl AUCIUIIINH ¥ BUOLI 3aHSITUH.

Ounas popMa o0yueHUs

Tabnuia 7
Ne HaumeHoBaHHue pa3jgesa (TeMbl) JIexk-| [Ipakrt. | JIab. [Cemu- CPC Bcero
n/m TUCIHIUIHH IIUH [3QHATHSBAHATHS HApPbl JaCcOB
1 Pazmen 1. 9 7 9
BBeneHue
Paspern 2.
2 | Kopmekwu, ucnons3yemeie B IP-renedonuu. 4 4 7 15
[udposou curHanbHEIM mporeccop (DSP).
Paspen 3.
3 | Curnanu3zanus B VolP-ceTsx. PekoMeHpganuu 4 8 7 19
H.323. IIpotokonst SIP u SDP.
Pazpen 4.
4 | OcobeHHOCTH Tepemayu rojgoca B IP-ceTsx. 4 2 7 13
IIpotokon RTP.
Pazpgen 5.
5 Mexauusmel obecrieuenns QoS mnsa VolIP. 2 6 7 15
Pazpgen 6.
6 Bsepenune B8 CUCM Express. 2 6 2 7 17
Pazgen 7.
7 [TorpanuuHbie KOHTPOJIIEpH ceccuit (SBC). 2 2 77511175
Htoro: | 20 16 14 - 149.75/99.75
6. JTabOpaTOPHBIN MPAKTHKYM
Ounas popMa o0yueHus
Tab6mnuia 8
Ne Howmep “ Bcero
pa3aesia HauMeHoBaHHe Ta00pPaTOPHON PadOTHI
n/n JaCcoB,
(TemsnI)
1 2 Hactpotika DSP, Bei6op komekos VoIP. 4
9 3 HacTtpoiika nporokosna SIP.Cauddep naketroB Wireshark. Auanus SIP- 4
COOOLIIEeHUT.
Hactpoiika npotokona MGCP.Cauddep nakeros Wireshark. Aranu3
3 3 . 4
MGCP-coo01eHuH.
4 6 Koudurypauus ronocossx noptoB. Peructparnus IP-tenedoHOB. 2
Hroro: | 14
7. IIpakTHYeCKHe 3aHATHs (CeMHHapPhI)
Ounas popMa o0yueHUs
Tab6mnuia 9



Homep
Ne Y Bcero
pa3geia HauMmeHOBaHHe NPAaKTHYECKHX 3aHSATHH (CEMHHaApPOB)
n/n JacoB
(Temsl)
1 4 H3yuenne nporokona RTP. Ananus RTP-noToxka. 2
2 5 BrHenpeHue KauecTBa 00CTyKUBaHUS, UCIOIL3YsT MexaHu3M CiscoAutoQoS| 6
3 6 Hactpoiika CUCMExpress. 6
4 7 HacTpoiika MexaHM3MOB 3alllUTHI TOJI0COBOTO Tpaduka. HacTpoiika Secure 9
RTP nporokona.
Hroro: | 16
8. IIlpuMmepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)
Pab6ouuM yuyeOHBIM I1JTaHOM He IIPENYCMOTPEHO
9. CamocTosiTe/IbHasA padoTa
Ounas hopMa o0yueHus
Tab6mnuia 10
No
pasiesia Copepxanue CPC ®opmMa KOHTPOJIS Bcero
MUCITHUII- JacoB
JIMHBI
1 BeepneHue OTUET 7
Kopeku, ucnonb3yemsie B IP-tenedonun. Liudposoi
2 ; 0TYer 7
CUTHanbHHIN mporeccop (DSP).
Curnanuzanud B VolP-ceTsax. Pekomengaiuu H.323.
3 OTYeT 7
ITpotokonet SIP u SDP.
OcobeHHOCTH TIepefayu ronoca B IP-ceTsx.
4 OTYeT 7
IIporokon RTP.
5 Mexaun3mel obecneuenus QoS s VolIP. OTYeT 7
6 Beemenune 8 CUCM Express. OTYeT 7
7 [Torpanuunbie KOHTPOIepH ceccuit (SBC). OTYeT 7.75
Htoro: [49.75

10. IlepedyeHb Y4€OHO-METOTHIECKOr0 00eCIeUYeHHsI [I/Isi CAMOCTOSITe/ IbHOMH
padoThl 00yYaIONIMXCSI 110 TUCIHUIITHHE

I caMoCTOSITeNTbHOM PabOTH IO AUCIUIIINHE PEKOMEHI0BAHO Cliefyloliee yuebHO-
MeTonudeckoe obeclieueHue:
- [TormoxkeHue 0 caMOCTOSITeNIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom
roCyapCTBEHHOM YHUBEPCUTETE TeleKOMMyHUKauui uM. npod. M.A. boruy-BpyeBuua;
- PEKOMeH[I0BaHHAas OCHOBHAS U [NOIOJIHUTEJIbHAS JINTEPATypPa;
- KOHCIIEKT 3aHSATUU 110 OUCLIUIINHE;
- Claupgbl-Ipe3eHTaly ¥ OPYroM MEeTOANYECKUY MaTeprall, UCIIOIb3yeMbIi Ha 3aHATUAX;
- MeTOfUYeCKre PEKOMEH/IAIMH 10 TOATOTOBKE MUCbMEHHBIX PaboT, TpeOOBaHUS K UX
comepxkaHuio u opopMmienuto (pedepar, acce, KOHTPOIbHAsS paboTa) ;
- (pOHOBI OIIEHOYHBIX CPELCTB;
- METOAMYECKHe YKa3aHUs K BHIIOTHEHUIO TabopaTOPHEIX PabdoT Ol CTYAEHTOB;



11. ®oHA OLIEHOYHBIX CPEICTB ISl MPOBEIeHHsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Yaromuxcsi

®oH[ OLEHOYHBIX CPedCTB pa3pabaThBAaeTCS B COOTBETCTBUU C MeTOOUYECKUMHU

pekoMeHpanusaMu no ¢popmupoBanuio ®OC u nmpukazomM MuHoOpHayku Poccum ot 5

anpens 2017r. Ne 301 r. MockBa "O6 yTBepXmeHuu Ilopsigka opraHu3alluu u

OCyIIecTBiIeHusI 00pa30BaTeIbHON OeATEeIbHOCTH MO 00pa3oBaTeNbHBIM IpOorpamMMaM

BHICIIETO 00pa3oBaHusg - IporpaMmaM OakanaBpuaTa, MporpaMMaM CIelHaluTeTa,

mporpaMMaM MarucCTpaTyph" U SBAgeTCA NpuiaoxkeHueM K pabodeil mporpaMmme

OVCLUIIIAHEL

®oHO OIEHOYHHIX CPEACTB MOJid NMPOBeOeHUS MPOMEXYTOUYHOW aTTeCTaluu
00y4YalolIuXCsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IlepeyeHb KOMIIETEHLIUM C yKa3aHUEM 3TaNoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OTHMCaHUe T0Ka3aTejied U KPUTEPUEB OlleHNBaHUS KOMIIETEHIIMY Ha pa3INYHbIX 3Tanax
¥x (OPMUPOBaHUS, ONIMCaHKE IIKal OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHBIE 3a[jaHus I HHBIE MaTepuabl, He00XO[UMbIE [IJIST OLleHKU
3HaHWM, YMEHUY, HaBBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX STallbl
(dhopMupoBaHUS KOMIIETEHIIAN B IIPOLIECCEe OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMME;

- METOOWYeCKHe MaTepuallbl, OMpeaensiolue IPoleyPhl OlleHUBaHUS 3HAHUU, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXX[moro pe3ybTaTa 00y4eHUS [0 AUCHUIIINHE ONPEensioTCa IoKa3aTelu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha pPa3/IMYHBEIX 3TamaX HX

dbopMupoOBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

OumeTH A7 3aYeTa B KonuuecTBe 40 mT (2 TeopeTUYeCcKUx Bompoca 1 mpaKTU4YeCKu)
KHWM B konmuyectse 1001t

TecThl ceTeBoM akageMuu Cisco

- IIpakTuyeckue 3aganus Ha Ciscopackettracer

- IlopTdonuo cTyneHTa B ceTeBoi akagemuu Cisco

- Pab6ora co croiikou Cisco

12. IlepedyeHb OCHOBHOH H IOIOTHHTE/ILHOH JIUTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHH JTHCIHIITHHBI

12.1. OcHOoBHas nuTEpaTypa:
BesonacHocTh [P-Tenedonun : yued. nocobue / [1. Y. Kupunnos [u ap.] ;@enep. areHTCTBO
cBs3u, enep. roc. oOpa3oBaTenbHOE OIOIXKETHOE yUpPeXKOeHNe BRICHILIIPod. 00pa3oBaHUs
"C.-IleTepb. roc. yH-T TeneKOMMyHUKanuii uM. npod. M. A. boru-Bpyesuua". - CII0. :
CII6I'YT, 2012. - 96 c.

12.2. [lononHuTeNIbHASA TUTEPATYpa:
1. Onudep, B. I'. KomnbioTepHble ceTH. [IpUHIIUIIEI, TEXHOIOTHY, ITPOTOKOJIH : Y4eOHUK /
B.T. Onudep, H. A. Onudep. - 4-e u3n. - CII6. : [Tutep, 2012. - 943 c.



2. IP-TenedoHns B KOMIBIOTEPHHIX CETAX [IneKTpoHHLIN pecypc]/ Y. B. backakos [u ap.].
- M. : UuTepHeT-YHuBepcuretr Mudopm. Texuomorut (MHTYHUT), 2016. - 226 c.

13. IlepeyeHsb pecypcoB HH(POPMAHOHHO-TE/IeKOMMYHHUKAIIHOHHOH CEeTH
«AHTEepHEeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCyIlleCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUINHE (MOIYIII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPAaBOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUTIINHEL:

- Cisco Packet Tracer
Linux

Oracle VM VirtualBox
Windows KUKCC

14.2. UadopMalliOHHO-CIIPAaBOYHBIE CHUCTEMEI:

9BC iBooks (https://ibooks.ru)
9bC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHHWEe W OpraHuU3alus BpeMeHU, HeOOXOOUMOTO OJIT U3YUEeHUS
OUCITATIIAHEL

BaxHBIM yCIIOBUEM YCIIEITHOTO OCBOEHUS OUCIUINUHH «3alluTa TOJI0COBOTO
TpaduKa B ceTu MHTepHEeT» SBNSETCS CO3MaHWEe CHUCTEMBI IMPaBUIbHOM OpPraHU3alluu
TPYyHa, MO3BOJSIONIENH pacpeneuTh YueOHY0 Harpy3Ky PaBHOMEPHO B COOTBETCTBUU C
rpadukomM 00pa30BaTENbHOTO Mpoliecca. BONbIIyi0 OMOIIL B 9TOM MOXKET OKa3aTh
COCTaBJIeHHe IjlaHa PaboThEl Ha CeMEeCTp, MecsIl, Hefemlo, JeHb. Ero Hanuyue Mo3BOJIUT
IIOAYMHUTH CBOOOOHOE BpeMsd IeNisiM y4ueOrl, TpyAuThCa 6ojiee yCIeIlnHo u 3hPEeKTUBHO.
Hy>XHO OCyIIeCTBISITh CAMOKOHTPOJIb, KOTOPHIA SBISETCS HEOOXOOMMBIM yCIOBHEM
ycremHo# y4e0Onl. Bce 3amaHus, BKI04as BHIHECEHHBIE Ha CaMOCTOSTEJIbHYIO padoTy,
PEKOMEHMYETCSI BHIMTOJIHSATH HEIIOCPEOCTBEHHO II0CJIE COOTBETCTBYIOIIETO ayOUTOPHOTO
3aHATHSA (JIEKIWHU, TPAaKTUYECKOTO 3aHATHS), YTO CIOCOOCTBYeT NydIlIeMy YCBOEHHIO
MaTepuasna, I03BOJIsSeT CBOEBPEMEHHO BHISBUTH M YCTPAHUTH «IMPOOEb» B 3HAHUSAX,
CUCTeMaTH3UpOBaTh paHee IPOUJAEHHBINM MaTepual, Ha ero OCHOBe MPUCTYIUTH K
OBJIQMIEHWI0O HOBLIMH 3HAHUSMU M HaBBIKAMH.



CucrteMa YHUBEPCUTETCKOT0 00y4YEHMST OCHOBBIBAETCSI Ha PAIlMOHAIBHOM COYETAaHUHU
HEeCKOJIbKHX BUMOB y4eOHBIX 3aHSATHUU (B MEPBYI Oo4Yepemb, JEKIUA U IPAaKTUUECKHUX
3aHATHM), paboTa Ha KOTOPHIX 00J/IagaeT onpeneieHHON CIeln(puKo.

15.2. TlogroToBKa K NEKLUASAM

3HAKOMCTBO C OUCLUIIIMHOU NMPOUCXOAUT yKe Ha IIepPBOM JIEKLUHU, TAe OT CTyHeHTa
TpebyeTcsl He IPOCTO BHUMaHKE, HO M CaMOCTOSITeNIbHOe 0OopMIIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIeKIui HeoOXOMUMO YYUTHIBATh TOT (GAKTOP, UTO ONHU JEKIUU
[alT OTBETHl Ha KOHKPETHBIE BOIIPOCH TEMBI, APYTUE - JIUIIb BHIIBISIOT B3aUMOCBI3U
MeXMy SBJIeHUSIMHU, MMOMOTasl CTYOEHTY IMOHSAThH I'TyOMHHBIE MPOIECCH Pa3BUTUS
M3y4yaeMoro IpeaMeTa, KaK B MCTOPUM, TaK U B HACTOSIEE BpPeMs.

KoHCcekTUpOBaHUWE JEeKLUUU - CJO0XKHBIM BUJ BY30BCKOW aymgUTOPHOM paboOTHI,
Ipefnojaraloiliuii MHTEHCUBHYI YMCTBEHHYIO OeATEIbHOCTh CTyOeHTa. KOHCIEekKT
SIBIISIETCS MOJIE3HBIM TOTTIa, KOT[a 3alKiCaHO CaMOe CYIIeCTBEHHOE M CHEeIaHO 3TO CaMUM
obyuawmumca. He Hago cTpeMuThCcsd 3amucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIEKTHPOBaHMEe» MMPUHOCUT OOJIbINE Bpela, YeM IMob3hl. LlenecooOpa3Ho BHaudale
IIOHATH OCHOBHYIO MBICJIb, M3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3amnucarh ee. 2KenaTeabHO
3aMUCh OCYIIECTBASATh Ha OOHOM CTPaHHIlE JIKMCTa MM OCTaBIISAS OIS, Ha KOTOPBIX
o3Hee, IPU CaMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUATEIbHBIE
3alKCH, OTMETUThL HEIIOHSITHBIE MECTa.

KoHCIeKT NneKnuu nydilne Ioapa3fesaTh Ha MYyHKTH, cobmiogas KpacHYI0 CTPOKY.
9ToMy B 0OnbIIOH cTemeHu OymyT cmocoOCTBOBATh BOIMPOCH IIJlaHa JIEKIUH,
npednoXkeHHbBIe IpenonaBaTensaM. Crnegyet oOpaliaTh BHUMaHUE Ha aKI[€HTHI, BHIBOMOEI,
KOTOpPHIE [eflaeT JIEKTOP, OTMedast Hanbosee BaxKHbBIe MOMEHTH B JIEKIIMOHHOM MaTepuaie
3aMeYaHUsIMU «BaXKHO», «XOPOIIO 3allOMHUTHL» U T.II. MOXKHO fenaTh 3TO U C IOMOILIbIO
Pa3HOIBETHHIX MAapKEPOB UJIH PYUYeK, TOOYePKNBasi TEPMUHELL U ONIPeIeIeHu .

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOJI0oB. OOHAKO IIpU [ajibHeHIe paboTe ¢ KOHCIIEKTOM CUMBOJIH JIy4llle 3aMEeHUTh
OOBIYHBIMU CJI0OBaMHU [Jig OBICTPOTO 3PUTENBHOTO BOCHPUSATHS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIeKIH#, Bcerga HeoOX0OuMO HCII0JIb30BATh HE TOJIBKO Y4eOHUK, HO U Ty
JIATEPATypPy, KOTOPYIO OOIIOJIHUTEIFHO PEeKOMEeHA0Bal J1eKTop. UMeHHO TaKasl cepbe3Has,
KpomoTnuBasi paboTa C JNEKIMOHHBIM MaTepualoM IO3BOJUT I'TyOOKO OBIameTh
TEOPETUYECKUM MaTepHajioM.

15.3. IloaroToBKa K NpPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIUM, IpaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 00s3aTeNbHOU U [OMONHUTENBHON TUTEPATYPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil paboOTH HOMKEH MPOSIBUTHCSA B CIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOpETHUUYECKHe BOIPOCH MPaKTHKyMa, €r0 BBHICTYIJIEHUHW U y4aCTHUU B
KOJIJIEKTUBHOM OOCYXKIOEHWH BOMPOCOB HM3y4yaeMOW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomuMo MOHUMAaTh, YTO HEBO3MOXKHO BO BpEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BECh MaTepHal M3-3a JUMHTA aygJUTOPHBIX YacCOB, U NPU H3YYEHUU OUCHUMIIUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAasA paboTa ¢ yueOHUKaMU,
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yueOHBIMU TOCOOMSIMHU, HAY4YHOW, CIPAaBOYHOM NUTepaTypold, MaTepuallaMu
IepUOANYEeCKUX M3MaHuil u MHTepHeTa ABnseTcs Haubonee 3QPEKTUBHEIM METOOOM
IIOJIy4YEHU S OOIOJIHUTEIIbHBIX 3HAHUM, TI03BOJISIET 3HAUYUTEIbHO aKTUBU3UPOBATh IIPOLECC
OBJIafleHus WHPOpMaIluen, crnoco0CTByeT Goyee rIy00KOMY YCBOEHHIO M3y4aeMOTO
Marepuasna, GOpMHUPYET y CTyIeHTOB CBOe OTHOIIEHWEe K KOHKPETHOU ImpobieMe.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy c nuTepaTypoi Ienecoodpa3Ho HavyaTh C U3yyeHus: obuux pabot mo TeMe, a
TakXe y4eOHUKOB U y4eOHBIX mocoOuii. [lanee peKOMeHAyeTCs MepeuTu K aHalnu3y
MoHoOrpaduit 1 cTaTel, pacCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a TakxXe opuIMaIbHBIX MaTepuaaoB U HeONyO0JUKOBAHHBIX JOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEPTAIlNU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCH M3y4aeMOou IPOOIIeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HAJ0 HaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIAETISS €r0 CTPYKTYPHBIE eAUHULIEL. [Ipy 03HAKOMHUTEIbHOM YTEHUU
3aKjlaflKkaMu OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 06ojiee BHUMATEJIbHOTO
n3y4yeHUus. B 3aBUCUMOCTH OT pe3y/lIbTaTOB O3HAKOMUTEJIbHOTO UYTEHUS BHIOMpAETCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTAaBIeHHOU
3amauu TpeldyeTcs u3ydeHrWe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METO[
BHIOOPOYHOTO uTeHUsI. Eciu B KHUTe HET moapoOHOro OrjaBlieHHs, ClelyeT o0paTUTh
BHUMaHNeE yYeHNKa Ha IpeIMEeTHhIE U UMEHHBIE YKa3aTelH.

M30paHHble pparMeHTH WU BeCh TEKCT (eCJIM OH I[eJIMKOM MMEeT OTHOIIeHHe K
TeMe) TpeOyloT BOyMYHBOIO, HETOPOIIJIUBOTO UYTEHUS C «MBICIIEHHOM IMpopaboTKOoii»
MaTepuaia. Takoe YTeHMe IpeIoaraeT BugeneHne: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOgOB. Ocob60e BHUMaHUeE CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKxkKe MMpPOaHaNIU3UPOBaTh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCSAT NMpoOJeMaTUUYHBIM, TUIMOTETUYECKUN XapaKTep M YJIOBUTb CKPHITHIE
BOTIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT AanekKo He
cpaldy. Haumnyumu# cnoco® Hay4yuThCS BHIAENSITH T'JIaBHOE B TEKCTe, YJIaBIUBaTh
npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OL[EHKY aBTOPCKOM MO3ULUHU - 3TO
CpPaBHUTEJIbHOE YTEeHHUeE, B X0Ie KOTOPOTO CTYOEeHT 3HAKOMUTCS C PA3TUYHBIMU MHEHUSIMU
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh U NO0Ka3aTEeIbHOCTh apIyMEeHTOB
CTOPOH U fieslaeT BEIBOJ 0 HauOosbinel yOequTeIbHOCTH TOM UM MHOM ITO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOXKHOCTH IIPOIIEIINX COOLITHM U NTPABOBLIX SIBIEHUM, HEJIb3sT UX OTBEPraTh, He
pa3obpaBmuch. [Ipy HaNW4YWM pacxXxoXAEeHUU MeXKOy aBTOpaMuU HeoOXOOWMO HaUTHU
palnoHanbHOE 3ePHO yV KaXOOro M3 HUX, YTO MO3BOJIUT TIy0zKe YCBOUTH NMpeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HHWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C OCOOBIMU
MO3UITUSIMU aBTOPOB, HYXKHO OIPENeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M M MPUMEHSITh U3 HUX Ty, KOTopas 0ojiee ybenuTenbHa.

CnenyomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMU SIBISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHPYIOIIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha
OTHEeNbHBIX JIUCTAX, KOTOPHE MTOTOM JIETKO CHCTEeMATU3UPOBATh II0 OTHENIbHEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4eCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro
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XapakTepa ImenecooOpa3sHO KOHCIIEKTHPOBATb B OTHEJIbHEIX TeTPadsx. 3[Mech BaxKHO
BCIIOMHUTB, UYTO KOHCIIEKTHI IIAIIYTCSA Ha OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTAaTOYHBIM
IJIsl UCIIPABJIEHUS ¥ PEMapPOK MEeXCTPOYHLIM PACCTOSHHEM (3TH IpaBuiIa COOII0OOAI0TCS
sl ynoOCTBa peflakTupoBaHus). EC/IM B KOHCIIEKTaX IPUBOOATCS IUTATEL, TO HEIIPEMEHHO
OOIXKHO OBITh HAHO YKa3aHUEe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJIHBEIE MaHHBIE, Ne
CcTpaHuIlH). BriocnencTBuu 3Ta nHGOPMAIY MOXKET OBITh MCII0Ib30BaHa IIPU HAllMCAaHUHN
TeKCTa pedepaTra WA APYroro 3aJaHus.
TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATyPOH BaXKHO YMETh:

- COIIOCTaBNATh, CPaBHUBATh, KIAaCCU(MUIUPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(OpPMAIIKIO B COOTBETCTBUM C OIpefeleHHOM y4eOHO! 3aiauel;

- 0000111aTh MOJTYYEHHYI0 HH(POPMAIIKUIO, OIIeHUBAThL IIPOCIYIIAHHOE U TPOYUTAHHOE;

- (pmKCHUpPOBaTh OCHOBHOE COfiepKaHUe co001IeHu; GopMyIupoBaTh, YCTHO U IHCHbMEHHO,
OCHOBHYIO U[IeI0 COOOIEHUS; COCTABISATh IJIaH, HOPMYIMPOBATh TE3UCH;

- TOTOBUTH U IPE3€HTOBaTh Pa3BEPHYThHIE COODIIEHUS THIla OOKIIaaa;

- paboTaTh B pa3HHIX pexXuMax (MHIUBUAYAJIbHO, B IIape, B IPYIIIE), B3AUMOAENUCTBYS OPYT
C OPyroM;

- II0JIb30BaThCSA PedepaTUBHBIMYU U CIIPABOYHBIMU MaTepHaIaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NEUCTBHS CBOUX TOBAPUINEH, 00BEKTHBHO OI[€HWBATh
CBOH [EHCTBHUS;

- obpalaThCs 3a IOMOIIbIO, MOMONTHUTENbLHEIMU Pa3bsSICHEHUSIMU K IMPeNnopaBaTerio,
OPYTUM CTyOeHTaM;

- TI0JIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJbHOU AOTrafgKoHU, CJIOBapsiMu
PA3NIMYHOTO XapaKTepa, Pa3IMYHOr0 poja MofCcKa3KaMH, OIIOPaMM B TEKCTe (KIII0YeBhIle
CJI0Ba, CTPYKTYypa TEeKCTa, IIpeABapsouas nHhopManus u ap.);

- HCIIOIb30BaTh IIPU TOBOPEHUM U MHCbMe Iepudpas, CAHOHUMUYHLIE CPENICTBA, CJI0Ba-
OTIMCaHUSs OOIUX MOHSATHM, PA3bsICHEHUS, TPUMEPHI, TOMTKOBAaHUS, «CIIOBOTBOPYECTBO»

- TIOBTOPSITH UJHU Nepedpa3upoBaTh PEIUIUKY co0eceqHrKa B MOATBEPXKIEHUN TOHUMaHUS
ero BLICKa3bIBaHUS UIIA BOIIPOCA;

- 00paTUTHLCS 3a MMOMOIIBLIO K COOeCEeTHUKY (YTOYHUTD BOIIPOC, IEPECIIPOCUTE U AP.);

- UCIIOJIb30BaTh MUMHUKY, XKECTH (BOOOII[e X B Te€X CIydasix, KOrfa S3bIKOBEIX CPEOCTB HE
XBaTaeT IJIs BEIPaXKeHUs TeX UM UHBIX KOMMYHUKATUBHEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMexkKyTOYHOU aTTeCTaLluu
[Tpy IOATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMbIe [I7ig OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIIEKTH OTBETOB (IIJTaHEl OTBETOB).

16. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tab6muia 11
No HauMmeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TabOpaTOPUH
1 |lekuroHHAas aygUTOPUS Aynuro-BULE0 KOMILJIEKC

AyOUTOPUU [JIS IIPOBENEHUS TPYIIOBLIX U

2 .
IIDAKTUYECKUX 3aHATUU

Aynuo-BUIE0 KOMILJIEKC
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KOMIIBIOTEPHEBIN KJIaCC

[lepcoHaIbHBEIE KOMIIBIOTEPH

AyouTopus s KypCOBOTO U IUIIJIOMHOTO
IPOEKTHUPOBAHUS

[lepcoHabHbIE KOMITBIOTEPHL

AyouTOpHUs 71 CAaMOCTOSITENIbHOM PabOoTHI

KOMHBIOTepHaﬂ TEXHUKa

|01 B~ W

YuTanbHBEIN 3a71

HepCOHaHBHBIe KOMITBIOTEPEI
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