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PaGoyas mporpaMma AUCLUIJIMHEL COCTaBjieHa Ha OCHOBe TpeboBaHui PemepabHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmenuanbHocTtu) noarotoBku «10.03.01 HMudpopmanuoHHass 6e30maCHOCTHY,
yTBEPKAEHHBIM IpUKa30M MuHUCTepcTBa 00pa3oBaHus U HayKu Poccuiickoit Oemepauuu
ot 01.12.2016 Ne 1515, u B COOTBETCTBUHU C PabOoUuM y4eOHBIM IIJIaHOM, YTBEPXKAEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mpenogaBaHus OUCHUIINUHL «5e30IacHOCTh KOMIILBIOTEPHBIX CETEW»
SIBJISIETCS:

M3y4YeHWe OCHOBHHIX INPUHLUIIOB oOecredyeHUs MHPOpPMAIHOHHOKW 0€30IacCHOCTH
CEeTH.

OTa 1e/lb OCTUTaeTCs IIyTeM pelleHus Clenyolux(er) 3aaad(u):

dbopMupoBanue (yHmaMeHTa MOATOTOBKM OyOVIIMX CIIEIIMAaIMCTOB B 00jacTu
MH(QOKOMMYHUKALIH.

2. MecTo THCIHUIIIHHEI B CTPYKType 00pa30BaTe/IbHOH MPOrPaMMEI

HucnunnuHa «be3omacHOCTh KoMIblOTEPHHIX ceTen» B1.B.[1B.04.01 saBnsercs
OUCIUIIJINHOM T0 BHIOOPY BapuaTHBHOM YacTH IMKIa 670kKa 1 yyeOHOTro mmaHa
noAroToBKM OakamaBpuaTta o HampaBiaeHHio «10.03.01 HHpopmamumoHHas
6e3omacHOCTh». HCXOOHBIM YPOBEHb 3HAHUU M YMEHUM, KOTOPLIMU [I0JIKeH o0jlagaTh
CTYLEHT, IPUCTYyIasd K U3YYEHUIO JaHHOU OUCLUIIINHEL, ONPEeaesaeTCsa U3YYeHUeM TaKuX
OUCITUIUINH, KakK «be3onacHocTs IP Tenedhonnm».

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yJIbTaTOB 00yUY€eHH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Iporecc u3y4eHus: QUCLUIIIMHEI HAllpaB/ieH Ha (pOpMUpPOBaHUEe CIERYIINUX
KOMIIETEeHIIUN:
Komnerenuun, yctanoBiaesHbsle @T'OC BO
Tab6mua 1

Ne Kop

HauMeHOBaHHe KOMIIETEHIIUH
I/ [KOMIIeTeHIIHH

CIIOCOGHOCTHIO BHITTOMHATE PAOOTHL II0 YCTaHOBKE, HACTPOIKe U

1 [1K-1 00CNykMBaHUIO TPOTPAaMMHBIX, TPOrPAaMMHO-alIapaTHHIX (B TOM YHUCTe
KPUNTOrpapuuecKrx) ¥ TEXHNYECKUX CPEICTB 3alUTH HH(pOpMaunu
CII0COOHOCTBIO TPUHUMATD YYacTHe B OPraHU3alUU U ITPOBEEHUN
KOHTPOJIbHEIX ITPOBEPOK paboTocnoco0HoCTH U 3 HEKTUBHOCTH

2 HK-6 IPUMEHSIEMBIX TPOTPAMMHBIX, TPOTrPaMMHO-aNIapaTHHIX U TEXHUYECKUX
CPENCTB 3alllUTH HHGOPMaIUu
[TnaHupyeMbie pe3ynabTaThl 00y4eHN s
Tabmnuia 2
Kog
KoMmIe- 3HATh yMeTh BJIaJEeTh
TEHIHH
pa3pabaTreiBaTh .
HaBBIKaMHU HAaCTPOUKHN
cTex npotokoios IPSEC KOMIIJIEKCHYIO [TOJIUTUKY ; :
I1K-1 . cTaTuyeckux (site-to-site)
(TTK-1, TIC-10); ceTeBO 0€30IaCHOCTH VPN coemuuenni (I1C-8);
(IK-1, TIC-10); A /




BO3MO2KHOCTHU TEXHUYECKUX
KaHaJIOB YTEYKH

COCTaBHUThH 3aBKY Ha
o0opymoBaHue,
M3MePUTEIbHbIE
YCTPOXCTBA U 3amnacHbIe
YaCTH, TIOATOTOBUTh

IIPUHIIUIIAaMK 1 HaBBIKaMH1
WHCTPYMEHTAJIbHBIX
H3MepeHHfI, HCIIOJIb3yEMBIX

[TIK-6 |uHdopMmanuu 06bEKTOB TEXHUYECKYIO .
» B 00J1aCTH UHKEHEPHOU
HH(POKOMMYHHUKAIUY U OOKyMEHTalUIO Ha PEMOHT
3aIIUTH 0OBEKTOB
METO[H UX OLEHKH; ¥ BOCCTAHOBJIEHUE .
MH(POKOMMYHUKAIINY;
paboToCIIOCOOHOCTH
000pymOBaHUSs, CPENICTB,
CHCTEM MHXKEHEPHOU;
IlOTIONTHUTETIbHBIE KOMIIETEHIIUN
Tabmuua 3
Ne Kopn
HauMeHOBaHME KOMIETEHIUHA
I/ [KOMIIeTeHIIUHU
1 rc-8 CIIOCOOHOCTHIO HAaCTpauBaTh IIpaBuiIa GUILTPAINY TAKETOB B
KOMIIBIOTEPHBIX CETSIX
CII0COOHOCTHIO KOHGUTYPHUPOBATh U KOHTPOINPOBATh KOPPEKTHOCTh
2 [1C-10 HaCTPOWKH IIPOTpaMMHO-alllapaTHLIX CPEACTB 3allUTh UHPOpMaIuu B
KOMIIBIOTEPHBIX CETSIX
[TnaHupyeMbie pe3yabTaThl 00y4eHU s
Tabmuua 4
Kopg
KoMIIe- 3HATh yMeTh B/IaIeTh
TeHIUHU
CIIOCOOHOCTHIO HaCTpauBaTh
paboTaTh C mpaBUIaMU
[IC-8 |3HATh KOMIIBIOTEPHBIE CETH; mpaBuia GUIbTPAIUU
dbunbTpaIuy;
MTaKETOB;
OTIMCHIBATH
. IOTIOJTHUTEIILHEIE CEPBUCHI,
KOMIIOHEHTHI pellleHun .
KOTOpPHIE TTOAMIEPKUBAIOTCS | HABBIKAMU HAaCTPOUKHU
YHUDUITMPOBAHHBIX : o .
[1C-10 ) . B pemeHusax Unified 0JIb30BaTeser u 0a3oBLIe
B3auMopgeunctsuu Cisco L
Communications Manager |cepsucs (IIC-10);;
(TIC-10); o L
u Unified Communications
Manager Express (I1C-10);;

4. O06beM THCHHUIUIHHBI ¥ BUIBLI Y4€0HOH PadOTHI

Ounas popMa o0yueHUs

Tab6mnuia 5
o Bcero|CemecTphbl

Bup yuedoHOM paboThI YACOB 7
O611ast TPYEOEMKOCTb | 3 3ET 108 108
KoHTakTHasi padora ¢ 00y4alOIMIUMHUCST 50.25 50.25
B TOM YMCJIE:
Jlexuunu 20 20
[TpakTuueckue 3ansatus (I13) 16 16
JTabopaTtopHbie paboTh (JIP) 14 14
3aIuTa KOHTPOJILHOM PabOTH -




3amuTa KypcoBoil paboThl -
3amuTa KypCOBOr0 IIPOeKTa -
[TpomexyToUHas aTTeCTalys 0.25 0.25
CamocTositeibHasi padora o0yuyaromuxcsi (CPC) 57.75 57.75
B TOM YHCJIE:
Kypcosas paboTa -
KypcoBo npoekT -
W / unu mpyrue BUOB CAaMOCTOATEIEHOM PabOTHL:

TIOATOTOBKA K JTabopaTOPHEIM paboTaM, MPaKTHYECKUM

49.75 49.75
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, U3yUeHHe
TEOPEeTUYEeCKOr0 MaTepHrara.
[TogroToBKa K MPOMEKYTOYHOU aTTeCTalluU 8 8
Bua npoMeKyTOUYHOH aTTeCTalluH 3aueT
5. CogepKaHHe TUCIUILITHHBI
5.1. ComepxaHue pa37esioB OUCLUIIIUHEI.
Tabmnuia 6
Ne cemecTpa
HauMmeHoBaHnue
Ne
/i pa3gesa (TeMbI) Copep:xkaHue pa3aeiia OYHO- 3204-
OTHCITHIUTHHbBI OYHAas1|3a04-
Has
Has
Pazpen 1.
Yrpo3sw ceTeBou
1 Yrpo3el cety, ysI3BUMOCTH, BAIEL YTPO3. 7
06e30IIaCHOCTH B
COBPEMEHHOM MUpE
Pazgemn 2. YrpaBneHve U MOHUTOPUHT YCTPOKCTB,
2 | 3amuTa CeTeBBIX Pacnpepnenenuve gocTyna o IpUBUIIETUAM, 7
YCTPOUCTB 3allliTa IJIOCKOCTH YIIPaBIEHHUs.
Pazpen 3.
ABTg - [TpoTtokon AAA, nokanbHas ayTeHTUPHUKALIKS,
3 a Tegm (I)I/IKa;_II/IH i cepBepHas ayTeHTHQUKaIusI (TPOTOKOJIEL 7
y RADIUS, DIAMETER)
y4et goctyna (AAA).
Pazpen 4.
4 Peanuzanus JIuCTHI KOHTPOJIS JOCTyIa, MeKCeTeBhle 9KPaHEI, 7
TEXHOJIOT UM (haepBOJI HA OCHOBE 30H.
OpeHngMayepa
Pa3pmen 5.
BHenpeHnue cucTeMbl
5] AP . | Texuonoruu IPS, curnatypsl, BHenperue IPS. 7
3aIIUTHL OT BTOPKEHUM
(IPS)
Pa3pmen 6.
6 Obecneuenue 3ammmTa KOMMYTaTOPOB, port-security, 3amura 7
06e30IIaCHOCTH I KOHEYHBIX YCTPOKCTB
siokanbHOM cetu (LAN)
Pazpmen 7.
OCHOBHBIE aNTOPUTMEBI KPUTITOTPapuu
Kpunrorpaduueckue
IPUMEHUTEIbHO K JTIOKAJbHBIM BEIUMCIIATETLHBIM
7 | cucteMmbl. BHegpeHue 7

cetsaM. [Iporokon IPSEC, BupTyanbHbEIE YaCTHBIE

BUPTYaAJIbHBIX YaCTHBIX
CEeTH.

cetent (VPN).




Pazgen 8.
Yupasnenue .
N ®aepBonkl Cisco ASA, KoHPUTYPUPOBaHUE,
8 | 6e3omacHoi ceThio. ASA P Y ypup 7
, IOCTYTI, TOMCK HEUCITPABHOCTEH.
YCTPOHCTBaA
0€30IIaCHOCTH.
Pa3pmen 9. .
YopaBnenue ceTeBoii 6€30MaCHOCThIO.
9 | YmpaBnenue 7
Pa3paboTKa KOHIeHIu: 0e30IIaCHOCTH CETH.
0e30IIaCHOCTRIO CETH

5.2. MexpaucuunnuHapHble CBA3U C obOecrmedYuBaeMBIMU (MOCTIEAYIOMIUMH)
OUCITUIIINHAMHU.

«be30macHOCTh KOMMBIOTEPHBIX CeTeW» SABISAETCS OUCIUIIINHOK, 3aBepllalolnei
TeopeTudeckoe obyuenue mo mnporpamme 10.03.01 MudopmamnmonHas 0e30mMaCHOCTD

5.3. Pa3nmesnsl AUCIUIIINHE 1 BUOLL 3aHATHH.

Ounas hopMa o0yueHus

Tab6mua 7
Ne HaummeHoBaHue pa3gesa (TeMbl) JIek-| IIpakrt. | JIab6. |Cemu- CPC Bcero
n/n THCHHMILIIHH IIMH [3aHATUA3AHATHS] HAPbI JaCcoOB
Pazpmen 1.
1 | Yrpo3swl ceTeBoit 6€30MaCHOCTH B 2 2 5 9
COBPEMEHHOM MUPE
9 Pasgen 2. ) 9 9 5 9
3almTa CeTEBLIX YCTPOUCTB
Pasmen 3.
3 | ABTopu3auus, ayTeHTU(PUKALUI U YIeT 2 2 5 9
pnoctyna (AAA).
4 Pazpen 4. ) 9 9 5 9
Peanu3alus TexHonorui OpeHamMayepa
Paspgern 5.
5 | BHegpeHre CUCTEMHI 3aIIUTH OT BTOPKEHUM 2 2 5 9
(IPS)
Pazmen 6.
6 | Obecmeuenue 6€30IIaCHOCTH MJIS JIOKAJILHOM 2 2 5 9
cetu (LAN)
Pazpgen 7.
7 | Kpunrtorpadpuueckrue cucteMul. BHegpeHnue 2 2 4 5 13
BUPTyalbHEIX 9acTHHEIX ceTed (VPN).
Paspern 8.
8 | YmpaBnenue Oe3omacHOM ceThio. ASA 4 2 6 5 17
ycTporcTBa 6€301MaCHOCTH.
g |Pasmen 9. 2 4 9.75 |15.75
YopaBneHue 0€30MaCHOCThIO CETH
Hroro: | 20 16 14 - 149.75[99.75
6. JIaGopaTOpPHBIA NMPAKTHKYM
Ounas popMa o0yueHUs
Tabmuia 8



Homep
Ne o Bcero
pa3zesa HauMeHOBaHHE jTaDOpaTOPHOM PpadOTHI
n/n JacoB
(Temsl)
1 7 Hacrtpoiikasite-to-site VPN 4
2 8 Hactpoiika Cisco ASA ucnons3dysi ASDM 2
3 8 Hactpoiika Clientless VPN 4
4 9 YnpasneHue ceTeBor 6€301aCHOCTEI0 4
Wroro: | 14
7. IIpaKkTHYeCcKHe 3aHATHS (CeMHHAPhI)
Ounas hopMa o0yueHus
Tab6mnuia 9
Homep
Ne Y Bcero
pa3geal HanmeHoBaHHe MPAaKTHYECKHX 3aHSITHU (CEMHHApPOB)
n/n 9acoB
(TeMbI)
1 1 MeTomp! COITMATbHON NHKEHEPUU 2
2 2 JaluTa MaplpyTU3aTopa, HaCTPOMKa agMUHUCTPATUBHOIO JOCTYIIa 2
3 3 Pa6ota ¢ mpotokomamu AAA u RADIUS 2
4 4 HacTpoiika (paepBoiia Ha OCHOBE 30H 2
5 5 Hactpoiika IPS Cisco 2
6 6 3amura KommyTaTtopos Cisco Layer 2 2
7 7 Hactpoiika VPN, ncnonb3yss KOMaHIHYIO CTPOKY 2
8 8 Hactporika ¢yukuuit 6esonacHoctu Cisco ASA, VPN ynanmeHHOT0 JoCTyIa 2
Htoro: | 16
8. IIpumepHas TeMaTHKa KYPCOBBIX IPOEKTOB (PadoT)
PaboyuM y4eOHbIM IIJTAHOM HE IIPEeNyCMOTPEHO
9. CaMmocTosiTe/TbHasi padora
Ounas popMa o0yueHUs
Tabmuna 10
Ne
pasiena Copepxanue CPC ®opma KOHTPOJIS Beero
MM CITHII- JacoB
JIMHBI
1 Yrpo3el ceTeBol 6€301MacCHOCTH B COBPEMEHHOM OT4eT 5
MUpe
2 3amuTa CeTEBLIX YCTPOUCTB Otuer o)
3 ABTOpHU3aLXs, ayTeHTU(PUKAIIUS U YUeT HOCTyIa Orer 5
(AAA).
4 Peanu3zalys TexHOJIOTHM OpeHaMayepa Otuer 5
5 BuenpeHue cuCcTeMbl 3alIUTH OT BTOPKeHuM (IPS) Otuer 5
Obecneuenue 6e30IaCHOCTU [JIS JIOKAJILHOU CeTH
6 OTtyet 5
(LAN)
Kpunrorpadpuueckue cuctemrl. BHenpeHue
7 . OTuet 5
BUPTYanbHHEIX 4acTHHIX ceTer (VPN).




Ynpasnenue 6e3omacHoi ceTbio. ASA yCcTpoiCTBa
8 OTtuet 5
6e30I1acCHOCTH.
9 Ynpasnenue 0e30IaCHOCTLIO CETH OTtyet 9.75
Htoro: [49.75

10. IlepeyeHb Y4€OHO-METOTHIECKOT 0 00eCIeYeHHsI [IJIsi CAMOCTOSITe ITbHOMU
padoThI 00YUAIONIHXCSI 110 THUCIUIITHHE

I caMmoCTOsITeTbHOU PabOTHI 10 AUCLUIIINHE PEKOMEHI0BAHO Cllefyliee yueOHO-
MeTOIUuYecKoe obecredeHue:
- [TonoxeHne 0 caMOCTOSTENNbHOU paboTe CTyneHToB B CaHKT-IleTepOyprckom
roCygapCTBEHHOM YHUBEDPCUTETE TeIeKOMMYHUKauui uM. npod. M.A. Boru-BpyeBuya;
- PEKOMeH[I0BaHHAs OCHOBHAS U JOIOJIHUTENIbHAS JIUTepaTypa;
+ KOHCIIEKT 3aHATUY 110 OUCLIUIIIVHE;
- CIIaUfBI-IPe3eHTalUy U APYrod MeTOOUYEeCKUY MaTepuall, UCIIOJIb3yeMEIU Ha 3aHATUAX;
- MeTOAMYEeCKHe PeKOMEeHalluy 110 ITOAT0TOBKe MUChbMEHHBIX PadoT, TpeOoBaHUS K UX
comepxXKaHuUI U opopMIIeHHIO (pedepart, scce, KOHTpOIbHasg padboTa) ;
- (DOHTBI OIIEHOYHKIX CPENCTB;
- MeTOAMYEeCKUe YKa3aHus K BHIIOJTHEHUIO TabopaTOPHEIX PadoT Ol CTYAEHTOB;

11. ®oHA OLIEHOYHBIX CPEICTB ISl MPOBEIeHUsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Jaromuxcst

®oHM OLEHOYHBIX CPedCTB pa3pabaThBAeTCS B COOTBETCTBUU C MeTOOUYECKUMHU

pekoMeHOanusaMu no ¢popmupoBanuio ®OC u nmpukazomM MuHoOpHayku Poccum ot 5

anpens 2017r. Ne 301 r. MockBa "O6 yTBepXxmeHuu Ilopsimka opraHu3aluu U

OCyIIecTBiIeHUsI 00pa30BaTeIbHON OeATEeIbHOCTH MO 00pa3oBaTelNbHBIM IpOorpamMMaM

BHICIIETO0 00pa3oBaHMsg - IporpaMmaM OakanaBpuaTa, IporpaMMaM CIelHaluTeTa,

nmporpaMMaM MarucTpaTyph" U SBAgeTCA NpuUloxkeHueM K pabodeil mporpaMmme

OVCLUIIIAHEL

®oHO OIEHOYHHIX CPEACTB MOJid NMPOBeOEeHUS MPOMEXYTOUYHOW aTTeCTaluu
00y4JalolIuXCcsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IlepeyeHb KOMIIETEHLIUH C yKa3aHUEM 3TaNoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM ITPOTPaMMBI;

- OTMCaHUe T0Ka3aTejied U KPUTEePUEB OlleHNBaHUS KOMIIETEHIIMY Ha pa3IMYHbIX 3Tanax
¥xX (OPMUPOBaHUS, ONIMCaHKE IIKal OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3a[jaHus U HHBIE MaTepuabl, He00OXO[UMbIE IS OLIeHKU
3HaHWM, YMEHUY, HAaBBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX JTaIlbI
(dhopMupoBaHUS KOMIIETEHIIAN B IIPOLIECCEe OCBOEHUSI 00pa30BaTeIbHOM ITPOTPaMME;

- METOOWYeCKHe MaTepuallbl, OMpeaensiolye IPoleAyPhl OlleHUBaHUS 3HAHUU, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXX[moro pe3yiibTaTa 00y4eHUs 0 AUCHUIIINHE ONPEensioTCa IoKa3aTelu u

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha PAa3/IMYHBIX 3TamaX HX

dbopMupoBaHus, IIKAB U MPOLEAYyPHl OLleHWBaHMUS.

- OuneTsl Oyg 9K3aMeHa B KonudecTBe 20 mT (2 TeopeTuUeCcKux Bompoca 1



IIPAKTUYECKUM)
- KM B konuyectBe 100mT
- TecTrl ceTeBOM akagemuu Cisco
- IIpakTuueckue 3aganus Ha Ciscopackettracer
- ITopTdomnuo cTymeHTa B ceTeBor akameMmuu Cisco
.- PaboTa co crouikon Cisco

12. IlepeyeHb OCHOBHOM H [ONOIHHTEILHOH JINTEPATyPhl, HEOOXOTHMOM [IJIs
OCBOEHHUH TUCIHUIIIUHBI

12.1. OcHoBHas nuTepartypa:

1. 3ammTa uHGOPMAIMK C TTOMOIIBI0 MapIIPYTU3aTOPOB ¥ KOMMYTaTopoB [TekcT] :
yuebHoe mocobue / [1. . Kupunmnos, A. B. Kpacos, E. A. Cunus, 1. A. Yuiakos ; pei. B.
B. Kusxunkuii ; PeepanbHoe areHTCTBO CBsi3u, PefepanbHOe rOCyNapCTBEHHOE
oOpa3oBaTenbHOE OI0OKETHOE YUPEKAEHNE BEICIIETO MPOGEeCCHOHATIBHOT0
obpa3oBanus "CaHKT-IleTepOyprcKuil rocymapCTBEHHBIN YHUBEPCUTET
TeJleKOMMYHUKalui uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6I'YT, 2013. - 62 c. :
un. - 91.33 p.

12.2. [lononHuTeNIbHASA TUTEPATYpa:

1. 3aneunukos, C. B. OCHOBH IOCTPOEHHUS BUPTYaIbHLIX YaCTHHIX ceTel [TekcT] : yue0.
rmocobue mist By30B / C. B. 3ameunukos, H. I'. Munocnasckas, A. U. TorncToit ; per. A.
A. Mamiok [u gp.]. - M. : Topsiuast nuuusi-TenekoMm, 2003. - 247 c. : puc., Taobr. -
(CmenmanbHOCTD). - bubmuorp.: ¢. 246. - ISBN 5-93517-139-2 (B 006:1.) : 160.60 p.,
110.00 p.

2. 3aneyHukoB, C. B. OCHOBEI TOCTPOEHUS BUPTYaIbHEIX YaCTHHIX ceTel. YuebHoe
nmocobue ans By30B [OnekTpoHHBM pecypc] / C. B. 3aneunukos, H. I'. Munocnasckasi,
A. U. Toncroi. - M. : T'opsauas nuaus-Tenekom, 2011. - 248 c. : un. - ISBN 978-5-9912-
0215-2 : b. 1.

3. lTaubrus, B. ®. MudopmarmonHas 6€30mMacHOCTb U 3aluTa HHGOpMaIuu
[3nmexTpoHHEIN pecypc] : yueOHOe nocobue / lansrun B. ®@. - Mocksa : [JMK Ilpecc,
2014. - 703 c. - ISBN 978-5-94074-768-0 : b. u. 9B5C "HU3patenscTtBa Jlanp"

13. IlepeyeHsb pecypcoB HH(POPMAHOHHO-TEIeKOMMYHHUKAIIHOHHOH CE€TH
«AHTEepHeT»

- www.sut.ru
- lib.spbgut.ru/jirbis2 spbgut



14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Ipolecca Mo JUCHHUIUINHE (MOIYIII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPAaBOYHBIX CHCTEM.

14.1. TIporpaMMHOe oOecredeHne OUCIUTIINHEL:

Cisco Packet Tracer
Linux
Windows UKCC

14.2. UadpopMalliOHHO-CIIPaBOYHEIE CHUCTEMBL:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeToguyecKHe yYKa3aHHUS IS 00yJalONIUXCS 10 OCBOEHHUIO TUCIIHIITHHBI

15.1. IImaHupOBaHKe W OPraHW3aluUs BpeMeHH, He0OXOOUMOTO [ U3YUYEHUS
IUCITUIITHHEL

BaXHBEM YCIOBUEM YCIEUIHOTO OCBOEHHS [MOUCIUNINHHE «be30macHOCTh
KOMITbIOTEPHBIX CEeTel» SBIISIETCSI CO3MaHue CHCTeMbl IPaBUIIbHON OpPraHu3alluu TPYHa,
TI03BOJISIONIEH paclpeneuTh yueOHYI HArpy3kKy PaBHOMEPHO B COOTBETCTBUHU C
rpadukoM 00pa3oBaTENIbHOr0 Mpolecca. boJbllyo MOMOIIL B 3TOM MOXeET 0Ka3aTh
COCTaBJIeHUe IJTaHa paboTH Ha CEMECTP, MECSIl, Hefleno, feHb. Ero Hanuyue mo3BOJIUT
IIOOYMHUTH CBOOOIHOE BpeMs IeNisiM y4ueOrl, TpyouThcs 6ojiee ycreirHo u 3hPeKTUBHO.
HyXHO OCYyIIECTBASATh CAMOKOHTPOIIb, KOTOPHIH SBISETCS HEOOXOOUMBEIM yCIIOBUEM
ycrenHo# y4e0bnl. Bce 3amaHusi, BKI04as BHIHECEHHBIE Ha CAMOCTOSTEJIbHYIO paboTy,
PEKOMEHOYETCS BHIIONHSATL HEMOCPEOCTBEHHO ITOCJIE COOTBETCTBYIOIIETO ayOUTOPHOTO
3aHATUS (JIEeKIUU, TPAKTUYECKOTO 3aHSTHS), YTO CIOCOOCTBYET NydIleMy YCBOEHUIO
MaTepHalla, IT03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTh «IPOOENEI» B 3HAHUSX,
CHUCTEeMaTH3UpPOBaTh paHee NPOUIEHHBIM MaTepual, Ha ero OCHOBe MPUCTYIUTHL K
OBJIQ[IEHUIO0 HOBHIMHU 3HAHUSIMHU M HaBLIKAMH.

CucteMa YHUBEPCUTETCKOTO 00yUeHUsI OCHOBHIBAETCS Ha PallMOHAIbBHOM COYETaHUU
HECKOJIbKUX BUIOOB y4eOHBIX 3aHATUN (B IEpPBYI0 o4Yepemdb, JIEKIUN M MPaKTUYEeCKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/agaeT onpeaeeHHON Creln(puKo.

15.2. TlogroToOBKa K JIEKIUSIM

3HAKOMCTBO C OUCLUIIIMHOU NMPOUCXOAUT yYKe Ha IIepPBOM JIEKLUHU, TAe OT CTyHeHTa
TpebyeTcsl He IPOCTO BHUMaHKE, HO M CaMOCTOSITeNIbHOe 0OopMyIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIEKIUi HeoOXOMUMO YYUTHIBATh TOT (GAKTOpP, UTO ONHU JEKIUU
[alT OTBETHl Ha KOHKPETHBIE BOIIPOCH TEMBI, APYTUE - JIUIIb BHIIBISIOT B3aUMOCBI3U
MeXMy SBIeHUSIMHU, MMOMOTasl CTYOEHTY IOHSATh I'TyOMHHBIE MPOIECCH Pa3BUTHUS
M3y4aeMoro IpeaMeTa, KakK B MCTOPUM, TaK U B HACTOSIIEE BpeMs.
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KoHCcnekTUpOBaHWE JEeKLUUU - CJO0XKHBIM BUJ BY30BCKOW aymgUTOPHOM paboOTHI,
Ipeamnoiaralniiuyi MHTEHCUBHYI YMCTBEHHYIO OEeSTeNbHOCTh CTyoeHTa. KOHCIEKT
SIBJISIETCS TIOJIE3HBIM TOTTla, KOTHa 3alyicaHo caMoe CyIIeCTBeHHOE U CHOeJIaHO 3TO CaMUM
obOyuawmumMmca. He Hago cTpeMuThCcsd 3amucaTh [OCJIOBHO BCHIO JIeKLIHI0. Takoe
«KOHCIIEKTHPOBaHUE» MPUHOCUT OOJIbIIE Bpefa, YeM IMonb3bl. LlemecooOpa3Ho BHaydase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3alucarth ee. 2KemaTenbHO
3alMCh OCYUIECTBIATh HAa OOHOU CTpaHUlle JUCTA UM OCTaBNIAA IOJS, Ha KOTOPHIX
o3Hee, IPU CaMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUATEIbHBIE
3aMuCH, OTMETUTh HETIOHITHEIE MECTa.

KoHCIeKT NneKnuu nydilne Ioapa3fesaTh Ha MYyHKTH, cobmiogas KpacHYI0 CTPOKY.
9toMmy B 0OonbmoN cTemeHu OyAyT cmocoOGCTBOBATH BONPOCH IjlaHA JIEKIUH,
npednoXkeHHbBIe IIpenonaBaTensaM. Crnegyet o0paliaTh BHUMaHUE Ha aKI[€HTHI, BHIBOMOHI,
KOTOPHIE [elaeT JIEKTOP, OTMedas Hanbojee BaXKHbBIe MOMEHTH B JIEKIIMOHHOM MaTepuaje
3aMeYaHUSIMHU «BaXKHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [ieflaTh 3TO U C ITOMOIIbIO
Pa3HOIBETHHIX MapKEPOB UM PY4YeK, IOJUYePKUBasi TEPMUHLL U OIPEeIeHUS.

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOIOoB. OgHAKO NpU JanbHelIel paboTe ¢ KOHCIIEKTOM CHMBOJIBL JTy4dllle 3aMEeHUTh
OOBIYHBIMU CJI0OBaMHU [Jig OBICTPOTO 3PUTENBHOTO BOCHPUSATHS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKLIUM, BceTrfa He0OXOAMMO MCIIOIb30BaTh He TOJIbKO y4eOHUK, HO U TY
JIUTEPaTypy, KOTOPYIO OOTIIOTHUTEIFHO PEKOMeHI0Ball JIeKTop. IMeHHO TaKas cepbe3Hasd,
KpomoTnuBasi paboTa C JTeKUMOHHBIM MaTepualioM II03BOJUT TIy0OKO OBJIAEeTh
TEOPEeTUYEeCKUM MaTepuajoM.

15.3. IloaroToBKa K NpPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIUM, MPaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 00s3aTeNbHOU U [OMOTHUTENBHON TUTEPATYpPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil pabOTH HOMXKEH MPOSIBUTHCSA B CIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOPETHUUYECKHe BOIPOCH MpPaKTHKyMa, €r0 BBHICTYIJIEHUHW U y4aCTHUU B
KOJJIEKTUBHOM O0CYXKIOEHWH BOMPOCOB HM3y4aeMOUW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHBIX PadoT.

Heo0xomouMo MOHUMATh, YTO HEBO3MOXKHO BO BPEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BECh MaTepHasl M3-3a JUMHTA aygUTOPHBIX YacCOB, U NPU H3YYEHUU OUCHUMIIUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAasA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMU, HAY4YHOW, CIPABOYHOM NUTepPaTypold, MaTepuallaMu
IepUOANYEeCKUX M3MaHuil u MHTepHeTa ABnseTcs Haubonee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOMOTHUTENbHBIX 3HAHUM, TO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WHPOpMaIluen, crnoco0CTByeT Goyee rIy00KOMY YCBOEHHIO M3y4aeMOTO
MaTepuana, GoOpMUPYET Yy CTYOEHTOB CBOe OTHOINEHME K KOHKPETHOU Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy c nuTepaTypoi Ienecoobpa3Ho HavyaTh C U3yuyeHus: obuux pabot mo TeMe, a
TaKXke y4eOHUKOB M yueOHBIX mocobuii. [lanee peKOMeHOyeTCs MepPeuTH K aHanu3ly
MoHoOrpaduit 1 cTaTel, paCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl IPo0aeM, U3y4aeMbIX B
paMKax Kypca, a Takxke OpUIMaTbHEIX MaTEPUAJIOB U HEONyOIMKOBAaHHKEX NOKYMEHTOB
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(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEePTAIlMU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCH U3y4aeMOou IPOOIIEeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HAJ0 HaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIAETISS €r0 CTPYKTYPHBIE eAUHULIEL. [Ipy 03HAKOMHUTEILHOM YTEHUHU
3aKjlaflKkaMu OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 06ojiee BHUMATEJIbHOTO
n3y4yeHUus. B 3aBUCUMOCTH OT pe3y/lIbTaTOB O3HAKOMUTEJIbHOTO UYTEHUS BHIOMpAETCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTAaBIeHHOU
3amauu TpeldyeTcs u3ydeHrWe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METO[
BHIOOPOYHOTO uTeHUsI. Ecu B KHUTe HET mogpoOHOro OrjaBlieHus, ClenyeT o0paTUTh
BHUMaHNeE yYeHNKa Ha IpeIMEeTHhIE U UMEHHBIE YKa3aTelH.

M30paHHble pparMeHTH WU BeCh TEKCT (eCJIM OH I[eJIMKOM MMEeT OTHOIIeHHe K
TeMe) TpeOyloT BOyMYHBOIO, HETOPOIIJIMBOTO UYTEHUS C «MBICIIEHHOM IMpopaboTKOoii»
MaTepuaia. Takoe YTeHMe IpeIoaraeT BugeneHne: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOg0B. Ocob60e BHMMaHUe CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKke NMPOaHaNIU3UPOBaTh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCSAT NMpoOJeMaTUUYHBIM, TUIMOTETUYECKUN XapaKTep M YJIOBUTb CKPHITHIE
BOIIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NMPUXOOUT AanekKo He
cpaldy. Haumnyumu# cnoco® Hay4yuThCS BHIAENSITH T'JIaBHOE B TEKCTe, YJIaBIUBaTh
npoOjieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OI[EHKY aBTOPCKOM MO3ULUHU - 3TO
CpPaBHUTEJIbHOE YTEeHHeE, B X0Ie KOTOPOTO CTYOEeHT 3HAKOMUTCS C PA3MUYHBIMU MHEHUSIMU
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh U [0Ka3aTeIbHOCTh apIyMEHTOB
CTOPOH U fieslaeT BEIBOJ 0 HauOosbinel yOequTeIbHOCTH TOM UM MHOM ITO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOXKHOCTH IIPOIIEIINX COOLITHM U NTPABOBLIX SIBIEHUM, HEJIb3ST UX OTBEPraTh, He
pa3obpaBmuch. [Ipy HaNW4YWM PacXxOoXOEeHUU MeXKOy aBTOpaMHU HeoOXOOWMO HaUTHU
palnoHanbHOE 3ePHO yV KaXOOro M3 HUX, YTO MO3BOJIUT TIy0zKe YCBOUTH NMpeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UITUSIMU aBTOPOB, HYKHO OIPENeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M U MPHUMEHSITh U3 HUX Ty, KOTopas Oojee ybenuTenbHa.

CnenyomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMU SIBISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHUPYIOUIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha
OTHEJbHBIX JINCTaX, KOTOPhIE IIOTOM JIETKO CHCTEMATU3UPOBATh 10 OTAEIbHEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4YeCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnmuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa menecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBIX TeTpPadsx. 3Mech BaxKHO
BCIIOMHUTD, UTO KOHCITEKTHI ITUITYTCS HAa OMHOM CTOPOHE JIUCTA, C MOJISIMU ¥ OOCTATOYHBIM
OIS UCIIPABIIEHUS ¥ PEMApPOK MEXCTPOUYHBIM PACCTOSHMEM (3T IpaBuila coOMI0Oa0TCs
st ynoOCTBa pellakTUpoBaHus). ECTM B KOHCIIEKTaX IPUBOOSATCS IUTATEL, TO HEIIPEMEHHO
IDONXHO OBITh HAaHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne
CTpaHuIlel). BriocnenctBuu 9Ta nHGOpMaIuM MOXKeT OBITh UCIIOJIb30BaHa ITPU HANTMCAHUU
TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUIUPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKIO0 B COOTBETCTBUU C OIpeeIeHHON y4eOHOM 3aauel;
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0000111aTh MONTy4eHHYI0 HGOPMAIHIO, OlleHUBATh MIPOCTyIIaHHOEe U ITPOYUTAHHOE;
(buKCcUpoOBaTh OCHOBHOE CofepkKaHue CcOo0IeHnH; GOPMyIupPOBaTh, YCTHO ¥ MUCEMEHHO,
OCHOBHYO U[IeI0 COOOIEHUS; COCTABISTD IJIaH, HOPMYIMPOBATh TE3UCH;

TOTOBUTH U IIPE3EHTOBATh Pa3BEPHYTHIE COOOIIEHNS TUIIa NOKIafa;

paboTaTh B Pa3HBIX pexXUMax (MHOUBUOYAIbHO, B IIape, B TPYIIIe), B3aUMOOEHCTBYS APYT
C OPyroM;

II0JIb30BaThCS PedepPaTUBHBIMYU U CIIPABOYHBIMU MaTepHalaMu;

KOHTPOJIMPOBATh CBOM MEUCTBUS M OEMCTBUS CBOMX TOBapHIlel, 00beKTUBHO OLIEHUBATh
CBOH [EHCTBHUS;

obpalaThCs 3a IOMOIIbIO, MOMOTHUTENLHEIMU Pa3bsSCHEHUSIMU K IMPeNomaBaTelio,
OPYTUM CTyOeHTaM;

[I0JIb30BAThCHd JIMHTBUCTUYECKOU WJIM KOHTEKCTyaJIbHOUW HOTagKOW, CJIOBapsIMU
PA3NIMYHOTO XapaKTepa, Pa3IMYHOr0 poja MofCcKa3KaMH, OIIOPaMM B TEKCTe (KIII0YeBhIle
CJI0Ba, CTPYKTYypa TEeKCTa, NIpeABapsouas nHhopManus u fip.);

HCII0/Ib30BaTh IIPH TOBOPEHUM U NHUChMe Neprudpa3, CAHOHUMHUYHEIE CPECTBa, CJIOBA-
OTIMCaHUSs OOIUX MOHSATHM, PA3bsICHEHUS, TPUMEPHI, TOMTKOBAaHUS, «CIIOBOTBOPYECTBO»
TIOBTOPSTE UK Iepedpa3rupoBaTh PEeNIuKy cobeceIHNKA B IOATBEPKAEHUYN TOHUMaHUS
ero BLICKa3bIBaHUS UIIA BOIIPOCA;

00paTUTHLCS 3a IMOMOIILI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, TIEPECIIPOCUTE U AP.);
HCII0/Th30BaTh MUMUKY, XKeCTH (Bo0OIle U B TeX CIy4asX, KOrga sI3bIKOBHIX CPEMICTB He
XBaTaeT IJIs BEIPaXKeHUs TeX UM UHBIX KOMMYHUKATUBHEIX HAMEPEHHUH).

15.5. [TogroToBka K IpoMexkKyTOYHOU aTTeCTaLluu
[Tpy IOATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
BHAMATEJIbHO U3y4YUThH IIepedyeHb BOIPOCOB U OIPENEeNUTh, B KAKUX HUCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMBbIe [I7ig OTBETA Ha HUX;
BHUMATEJILHO IPOYUTATh PEKOMEHIOBaHHYIO IUTEPATYPY;
COCTaBUTh KpaTKKe KOHCIEKTEL OTBETOB (IIJIaHBI OTBETOB).

16. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tab6muia 11
No HauMmeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TaOOpaTOPHUH
1 |lekuroHHAas aygUTOPUS Aynuro-BULE0 KOMILJIEKC
AyIUTOPUY OJIs1 TPOBENEHUS TPYIIIOBHIX U
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
MPaKTUYECKUX 3aHSITUM
3 |[KOMIIbIOTEPHBIN KJTacC [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpus OIS KYPCOBOTO U OUIIJIOMHOTO
4 [FYRHTODHA N yp A [lepcoHaIbHBEIE KOMIIBIOTEPHI
TPOEKTUPOBAHUS
5 |AyguTopus s CaMOCTOSITeIbHOW pabOoTHl KoMmblOTepHas TeXHUKa
6 [YuTanbHBIM 3an [IepcoHaNbHBIE KOMIIBIOTEPH
7 JlaGopaTopus IIporpaMMHO-alapaTHEX cpeacTB  |JlabopaTopHble CTEHOH (YCTaHOBKH)
obecneuyeHust THOOPMAITMOHHON 6€30IaCHOCTH KOHTPOJIbHO-U3MEPUTENIbHEIE TPUOOPHI
8 JTabopaTopus pacupeneIeHHBIX CHCTEM JTaGopaTopHble CTEH[IH (YCTAaHOBKH)
6e30macHOCTH KOHTPOIbHO-U3MEPUTEIIbHEIE TPHUOOPH
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