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PABOYA{ ITPOI'PAMMA NTUCIIUIIIIUHBI

TeopeTuyeckue 0CHOBEI KOMITBIOTEPHOU 0€3011acHOCTH
(HaI/IMeHOBaHI/Ie JII/ICI.II/IHJ'II/IHBI)

oOpa3oBaTe/bHasI TPOTrPaMMa BHICIIETO 00Pa30BaHUS

10.03.01 MadopMalinoHHas 6€30IaCHOCTh
(KOJI " HAMMEHOBadHNE HallpaBJI€eHUA IIOATOTOBKH / cneunaanocm)

OakanaBp
(kBamuduKaIms)

HampaBieHHOCTh (mpoduins) N 1 "Be3omacHOCTb KOMITbIOTEPHBIX
cucteM" (110 OTPACIu UK B chepe MPodPecCroHaIbHON AesITeTbHOCTH)
(HampaBNeHHOCTH / TPodub 06pa30BaTENLHON IIPOTPAMMEI)

o4Has ¢popMa
(bopma oOyueHus)

CankT-IleTepOypr



PaGoyas mporpaMma AUCLUIJIMHEL COCTaBjieHa Ha OCHOBe TpeboBaHui PemepabHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmenuanbHocTtu) noarotoBku «10.03.01 HMudpopmanuoHHass 6e30maCHOCTHY,
yTBEPKAEHHBIM IpUKa30M MuHUCTepcTBa 00pa3oBaHus U HayKu Poccuiickoit Oemepauuu
ot 01.12.2016 Ne 1515, u B COOTBETCTBUHU C PabOoUuM y4eOHBIM IIJIaHOM, YTBEPXKAEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenpio ImpernofaBaHus QUCLUIINHE «TeopeTudeckrue 0CHOBBI KOMITBIOTEPHOU
6e30macHOCTH» SIBJIAETCS:

CdopmupoBaTh KoMIIeTeHIMM 06y4dalomerocs: B 001aCTH 3alUTh UHGOPMaIH

OTa menb [OCTUTaeTCd MyTeM PelleHus clenyoumx(ei) 3apad(u):

3¢ deKTUBHOE UCIIOIb30BaHKE JOCTUXKEHUN KpUnrorpaduu, creraHorpabuu

2. MecTo THCIHUIIIHHBI B CTPYKType 00pa30BaTe/IbHOH MPOrPaMMEI

HOucnunnuHa «TeopeTuyeckrue OCHOBH KOMITbIOTEPHOM Oe3omacHocTtu» 51.5.16.06
SIBIISIETCS OOHOM M3 OUCIHUNIUH 0a30BOM YaCTH IMKJIa y4eOHOTro IjlaHa MOATOTOBKHU
OakanaBpuaTra mo HampaBneHuio «10.03.01 HMubopmanruoHHas 0e30IaCHOCTH>.
VcxonoHbIM yPOBEHb 3HAHUM U YMEHUM, KOTOPHIMHU OJIKEH 00JlafaTh CTYNEHT, MPUCTYIas
K U3YYEHUI0 JaHHOU OUCLUNJIUHEL, OIpeHeseTCcsa U3yYeHUeM TaKUX OAUCIUIJINH, KaK
«MHpOpMallnOHHOE TPOTUBOOOPCTBO B COBPEMEHHOM MUPE».

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yIbTaTOB 00yUY€eHH ST, COOTHECEHHBIX C
IUTAaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Iporecc u3y4eHus: QUCLUIIIMHEI HAllpaB/ieH Ha (JOpMUPOBaHUE CIEAYOIIUX
KOMIIETEeHIIUN:
Komnerenuun, yctanoBiaeHHbsle OT'OC BO
Tab6muia 1

Ne Kop

HauMeHOBaHHe KOMIIETEHIIUH
I/ [KOMIIeTeHIIHH

CIIOCOGHOCTBIO OIIPeNesaTh HHPOPMALMOHHEIE PECYPCH, TIOMIekKalnue
3aIIuTe, yrpo3bl 6€30IMacHOCTH WHMOPMALIUU ¥ BO3MOXKHEIE TIYTH UX

1 OIIK-7 peanu3aliy Ha OCHOBe aHalu3a CTPYKTYPHL U COmepKaHUs
“H()OPMALIMOHHEIX IIPOIECCOB U 0COOEHHOCTEM QYHKIIMOHNPOBAHUS 00bEKTa
3AIUTH
CIIOCOOHOCTBI0 YYAaCTBOBAThH B Pa00Tax IO peanu3aluy MOTUTUKH

2 [IK-4 rHDOPMALMOHHOM 6€30ITaCHOCTH, IPUMEHSIThH KOMIIJIEKCHBIN ITOAXO0M K

obecrnevyeHno HHPOPMAIMOHHON 6€30MaCHOCTH 00HEKTA 3aIUTHI

HHaHI/IpyeMBIe PEe3YIIbTATEI 06y‘-IeHI/I${

Tabmnuia 2
Kog
KOMIIe- 3HATh yMeTh BJIaJieTh
TeHIIHH
BBIOMpPATh 060PyHOBaHuE
OcHOBaMU METOIOB
HOpMaTUBHEIE OKYMeHTa B | mjis peanudauuu CKY]I Ha
OTIIK-7 [IPOEKTUPOBAHUSA
ob6mactu CKY[I; 00BeKTax
. DOKyMeHT0000pOTa;
MH(MOKOMMYHUKAINY;
Oco6eHHOCTSMY HaCTPOUKH
HopMaTuBHO-IpaBOBYIO PaboTaTh C @aHTUBHUPYCHBEIM
AHTUBUPYCHOTO
[IK-4 | mOKyMeHTaLHIO IO 3alluTe | IPOrpaMMHBEIM
IIPOrPaMMHOTO
HH(POPMAaIUH; obecreueHueM;
obecrieyeHus;




4., 00beM THCHIHUIUITHHBI ¥ BHABI y4€0HOH PadoThI

Ounas ¢popMa o0ydeHUs

Tabmnuma 3
Bug yueOHO# padoThI Bcero|CemecTper
4acoB 5
OG11ast TPyEOEMKOCTb | 4 3ET 144 144
KoHTaKTHasi paboTa ¢ 00y4aromuMHCs 52.35| 52.35
B TOM YHCJIE:
Jlexumu 20 20
[TpakTruyeckue 3anatus (113) 16 16
JTabopaTtopHbie paboTs (JIP) 14 14
3amyTa KOHTPOJIbHOM pPabOoTHI -
3amuTa KypcoBoi paboTH -
3aluTa KypCcoBOro IpoeKTa -
[IpomexyTOUHas aTTeCTalys 2.35 2.35
CamocTositeibHasi paboTa od6yudaromuxcsi (CPC) 58 58
B TOM YHCJIE:
Kypcogas paboTa -
KypcoBoii mpoekT -
W / unu gpyrue BUOBL CAMOCTOATENBEHOM PabOTHI:
TIOATOTOBKA K JTabopaTOPHEIM paboTaM, MPaKTHUYECKUM 58 58
3aHATHUSIM, KOHTPOJIBHEIM paboTaM, U3yUeHHe
TEOPETUYECKOTO MaTepHara.
IToproroBka K MpoOMeXyTOYHOU aTTeCTalluu 33.65| 33.65
By npoMeKyTOUYHOH aTTeCTalluu 9K3aMeH
5. CogepKaHue TUCIUILIAHBI
5.1. ComepxaHue pa3aesioB OUCLUIIINHEL.
Tabnuma 4
No HaumMmeHoBaHHE Ne cemectpa
/1 pa3pgena (TeMbl) CopepxaHue pa3jgena O4HO-|
TUCIUTLTUHBI OuHas|3a04-|" -
Has
Pazmen 1.
1 TexHonoruu CeteBas 6e30macHOCTb, UHCTpyMeHTapui 5
IIporpaMMHOM 3aIuTH B | Xakepa, 3amnmra Windows-cepsep
WHTEpPHETE
Pazmen 2.
2 | Web-mporpamvuposanme OCHOBHI s13bIKa php, Pa3nuuHble HBEKIUY U 5
B 3aluTe nHGOpPMaIun aTaKi
Pa3zpen 3.
3 BpemoHocHOEe Knaccudukanust BpeoHOCHOTO IIPOrPaMMHOI0 5
IIPOTrPaMMHOE obecmeuenusi, AHTUBUPYCHBIE TIPOTPAMMEI
obecreyeHune

5.2. MexXpauclUuNIuHapHbe CBA3W C obOecrmedYnBaeMHIMU (MTOCTEAYIOIIUMH)

JUCIOUIIIIMHAMHU.

Tab6mnuia 5



Ne
/i

HanMmeHoOBaHHe 00ecneuYnBaeMbIX (IIOCIEaYIOIINUX) TUCIUIIIHH

be30macHOCTh KOMIIBIOTEPHBIX CETEeN

5.3. Pa3nerspl OUCIUIIINHE M BUOL 3aHATUH.

Ounas ¢popMa o0yueHUs

Tabnuia 6
Ne HaumeHnoBaHHue pa3jgesa (TeMbl) JIexk-| [Ipakr. | JIab. [Cemu- CPC Bcero
n/n OUCHUIINH WY [3aHATHABaAHATHS HapbI JacoB
Pazmen 1.
1 | Texnonoruu nporpaMMHOM 3allUTHL B 6 6 4 8 24
MHTEPHETE
Pazmen 2.
2 | Web-miporpaMMupoBaHue B 3alllUTe 6 6 4 25 | 41
“HGOPMalUu
3 |basmen 3. 8 | 4 6 25 | 43
BpepmoHocHOe mporpaMMHoOe obecriedeHure
Hroro: | 20 16 14 - 58 | 108
6. JIaGopaTOpPHBIA MPAKTHKYM
Ounas ¢popMa o0yueHUs
Tabnura 7
No Homep o Bcero
o/ [PA3AETA HauMeHOBaHHeE jTaDOpaTOPHOH PpadOTHI aCOB
(TemsbI)
1 1 W3yuenne MeTogoB ayTeHTH(UKanuu Ha web-calite 2
2 1 V3ydenne MeTof0B IBYX(aKTOPHOU ayTeHTU(DUKAINH 2
3 2 Bba3oBast HacTpoitka web-cepBepa 2
4 2 ba3oBas HacCTpoiikKa HHTepIpeTaTopa php 2
5 3 Pa3paboTka CUTHATyYPHOTO aHTUBUPYCa 2
6 3 Hacrpoiika cepBepHoOi YacTu cHudepa 2
7 3 Hacrpoiika KMMeHTCKON YacTu CHudepa 2
Hroro: | 14
7. IIpakTHYEeCKHEe 3aHATHS (CEeMUHapPhI)
Ounas ¢popMa o0yueHUs
Tabmuua 8
Homep
No " Bcero
n/m pa3gesa HauMeHoOBaHMe NPAaKTHYECKHUX 3aHATHH (CEMHUHApPOB) acos
(TeMbI)
1 1 3amuTa OT 3aXBaTa Iapojs ¢ npuMeHeHueM ataku ARP-spoofing 2
2 1 CoxkpriTue cBoero IP u Mac-agpecoB 2
3 1 Hacrpoiika mapaMeTpoB agMuHKHCTpUpoBanus B Windows Server 2
4 2 Co3ganue HOpPMBI perucTpaluy Ha cauTe 2
5 2 H3yuyenue 3amutel 0T SQL-UHBEKLIUNT 2
6 2 Pa3paboTKa 3alIUIIIeHHOT0 Web-TPHUIT0KEeHUS 2




7 3 OCHOBHBIE ITPU3HAKY IPUCYTCTBUS BPEIOHOCHBIX TPOTPAaMM U METOMHI I10 9
YCTPaHEHMIO NOCIEACTBUN BUPYCHBIX 3apaKeHU
8 3 HccnegoBaHue MeTomoB 06xoma SandBox 2
Htoro: | 16
8. IIpuMmepHasi TeMaTHKa KyPCOBBIX IIPOEKTOB (padoT)
PabouyuM yueOHBIM IIJTAHOM He IIPeNyCMOTPEHO
9. CamocTosiTe IbHasI padoTa
Ounas popMa o0yueHUs
Tabmnua 9
Ne
a3gesa Bcero
pasit Coaepxkanne CPC ®opMa KOHTPOJIs
MUCITHII- JacoB
JIHHBI
1 TexHonoruu NPOrpaMMHOM 3alllTHl B UHTEPHETE OTYEeT 8
2 Web-miporpaMMupoBaHue B 3aliuTe HHGOpMaIuu OTYEeT 25
3 BpemoHocHOe mporpaMMHOe obecrieueHue OTYET 25
Htoro: | 58

10. IlepeyeHp Y4eOHO-METOTHIECKOr0 00eCIeUYeHHsI [I/Isi CAMOCTOSITe/ IbHOH
padoThl 00yYaIONIMXCSI 110 TUCIUIIITHHE

I7ss caMOCTOSITeTbHOM PabOTH IO AUCIUIIINHE PEKOMEHI0BAHO Cliefyiomiee yuebHO-
MeToOu4Yeckoe obeclieueHue:
- [TormoxkeHue 0 caMOCTOSITeNIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom
roCyapCTBEHHOM YHUBEPCUTETE TeleKOMMyHUKauui uM. npod. M.A. boruy-Bpyesuua;
- PEKOMeH[I0BaHHas OCHOBHAA U NOIOJIHUTEJIbHAS JINTEPATyPa;
- KOHCIIEKT 3aHSITUY 10 OUCLHUIIINHE;
- Claupgbl-Ipe3eHTalliy U IPYroM MEeTOANYECKUY MaTeprall, UCIOIb3yeMbIi Ha 3aHATUAX;
- MeTOUYeCKre PEKOMEH[IAIIMH 10 TOATOTOBKE MUCbMEHHBIX PaboT, TpeOOBaHUS K UX
copepKaHui0 U obopmIleHHIO (pedepart, scce, KOHTPOIbHas paborTa) ;
- (pOHOBI OIIEHOYHBIX CPEACTB;
- MeTOAMYEeCKHe YKa3aHUs K BHIIOTHEHUIO TabopaTOPHEIX PabdoT Ol CTYAEHTOB;

11. ®oHA OLIEHOYHBIX CPEICTB [JIsI MPOBEIeHUsI IPOMEKYTOYHOH aTTeCTAlluH
00Yy4YaIOIIHUXCS

®OoH[I OIIEHOYHHIX CPeACTB pa3pabaTriBaeTCs B COOTBETCTBUU C MeTOOUYECKUMU
pekoMeHpanusamMu mo ¢popmupoBanuio ®OC u nmpukazom MuHoOpHayku Poccuum oT 5
anpens 2017r. Ne 301 r. MockBa "O6 yTBepXpaeHuu Ilopsifgka opraHu3aluu u
OCylIecTBIeHUs 00pa3oBaTeNbHON HESTENbHOCTH IO 006pa30BaTeIbHEIM IIpOorpamMMaM
BHICIIET0 00pa3oBaHMUA - IporpaMmaM OaKajlaBpuaTa, MporpaMMaM CIeIdaiuTeTa,
IporpaMMaM MaTrUCTPaTyphkl' U SIBIAETCS MPUTOXKeHUeM K paboyel mporpamme
OUCLIUIITIAHEL.

®oHI OLEHOYHHBIX CpPENCTB [OJid IPOBEeNEHUS NPOMEXYTOYHOU aTTecTalluu



06yanOH.II/IXC5{ II0 OUCHUIIJINHE BKJIIOYAET B cebs:

nmepedyeHb KOMIIETEHIUH C YKa3aHUEM 9TAIO0B X (OPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;
ONKMCaHUe ToKa3aTesel U KpUTEPUEB OLIEHUBAHUS KOMIIETEHIIUN Ha Pa3NUYHBIX 3Talax
X GOopMUPOBaHUS, OIIMCAHKE IIIKaJl OlleHUBAHUS;
TUIIOBBIE KOHTPOJIbHbIE 3aJaHUs UITM UHBIE MaTepPHUasibl, He00XOIUMEbIE [JIST OLIEHKH
3HAHUU, YMEHUM, HABLIKOB U (MJIU) OIBITA AEeSTEIbHOCTH, XapaKTEePU3YIOIINX 3TAIIbI
dbopMHUPOBaHUS KOMIIETEHIIUY B ITPOIIECCE OCBOEHUST 00PAa30BaTEIbHOM TPOTrPaMMBI;
MeTOIMYeCKre MaTepualbl, OIIpeIesollre IPoIeqyphl OlleHUBaHUS 3HAHUM, YMEHUH,
HABBIKOB U (MJIM) OIBITA JESTEIbHOCTH, XapaKTePU3YIOMIUX ITAIlbl POPMUPOBAHUS
KOMIIETEHIIUM.

Inmst KaXXmoro pe3ynabTaTa 00yYeHUs M0 OUCIUIIINHE ONPEeNessioTCs MoKa3aTenu U

KPUTEpPUM OIeHKU CHOPMUPOBAHHOCTU KOMIIETEHIMM Ha PA3NIMYHHEIX 3TalaxXx HX
dbopMupoOBaHMs, IIKABK U MPOLEAYyPhl OLleHWBaHMUS.

Bunetsl O 5K3aMeHa B KonudecTBe 20 mT (2 TeopeTHUeCcKux Bompoca 1
IIPAKTUYECKU)
KUM B konuuecTtBe 1001t

12. IlepeyeHb OCHOBHOM H [IONOTHHTE/ILHOH JINTEPATyPhl, HEOOXOTHMOM /15
OCBOEHHUHU TUCIHUIIIUHBI

12.1. OcHoBHas nuTepartypa:

1. 3amuTa nHGOPMAIUY C TIOMOIIHI0 MapPUIPYTU3AaTOPOB ¥ KOMMYTaTOPOB [TekcT] :

yuebHoe mocobue / [1. . Kupunmnos, A. B. Kpacos, E. A. Cunus, 1. A. Yuiakos ; pei. B.
B. Kusxunkuii ; PemepanbHOe areHTCTBO CBsi3u, PefepanbHOe roCyoapCTBEHHOE
oOpa3oBaTenbHOE OI0OKETHOE YUpPEKAEeHNE BEICIIETO MPOGEeCCHOHATIBHOT0
obpa3oBanus "CaHKT-IleTepOyprcKuil rocymapCTBEHHBIN YHUBEPCUTET
TelleKOMMYHUKalui uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6I'YT, 2013. - 62 c. :
un. - 91.33 p.

. llltepenbepr, Ctanucnas Mropesud. TeXHOTOTUYM TPOTPAMMHOM 3aITUTEL B MHTEPHETE

[Tekcr] : yuebnoe nocobue / C. Y. llItepenbepr, B. E. Mopo3os, B. . AHIpraHOB ;
per.: B. A. Bacunses, H. H. babun ; ®emepanbHoe areHTCTBO CBs3u, PemepanbHOe
rocygapcTBeHHOe o0pa3oBaTelbHOE OI0/I2KETHOE YUpeXAeHNEe BEICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
YHUBEPCUTET TeIeKOMMYHUKalLXi uM. mpod. M. A. bonu-bpyesuua". - CII6. : CIIGI'YT.
4.1.-2015.-60c. : un. - ISBN 978-5-89160-126-0 : 322.40 p.

[lItepenbepr, Ctanucnas MUropesud. TeXHOTOTUM TPOTPAaMMHOM 3aIIUTEl B UHTEPHETE
[Tekct] : yuebnoe nocobue / C. Y. llItepenbepr, B. E. Mopo3os, B. Y. AHIp1UaHOB ;
pen.: B. A. Bacunses, H. H. babu#n ; ®efepanbHoe areHTCTBO CBsi3u, PemepanbHoe
rocyoapCTBeHHOe 00pa3oBaTeIbHOE OI0IXKETHOE YUpeKIeHHe BLICIIETO
npodeccruoHanbHOro oopasoBanus "CaHKT-IleTepOyprckuil rocyqapCTBEHHBIN
VHUBEPCUTET TeIeKOMMYHUKaIni uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6'YT.
Y. 2.-2015.-76 c. : un. - ISBN 978-5-89160-126-0 : 408.37 p.

4. Nitepenbepr, CtanucnaB Uropesud. KommnbioTepHbie BUpycH [TeKCT] : yuebHOE



rmocobue / C. U. IlItepenbepr, A. B. Kpacos, A. 1O. IiBeTkoB ; pei.: E. A. BenbMmucos, H.
H. babun ; PemepanbHOe areHTCTBO CBs3U, PefiepasibHOE TOCYNapPCTBEHHOE
oOpa3oBaTeibHOE OI0[IXKEeTHOE YUpekaeHue BEICIIET0 MPoheCCuOHATbHOTO
oOpa3oBauus "CaHKT-IleTepOyprckuii rocygqapCTBeHHBI YHUBEPCUTET
TeJlleKOMMYHUKalui uM. mpod. M. A. bonu-bpyesuua". - CII6. : CITI6T'YT. Y. 1. - 2015. -
62 c.:um. -).-343.89 p.

5. HeBsuuH, I1. H. Mopmenu 6e3011acHOCTH KOMIIBIOTEPHBIX CUCTEM. YIIpaBIeHUe NOCTYIIOM
¥ MHPOPMallMOHHKIMY ITOTOKaMu [InekTpoHHBIN pecypc] / I1. H. [leBsiHuH. - MOoCKBa :
Fopsuas JIunusa-Tenekom, 2013. - 338 c. : umn. - ISBN 978-5-9912-0328-9 : b. 11.

12.2. JononHUTENbHAS IUTEPaTypa:

1. 3aneunukos, C. B. OCHOBH IOCTPOEHUS BUPTYaIbHLIX YaCTHHIX ceTel [TekcT] : yue0.
nmocobue ans By30B / C. B. 3aneunukos, H. I'. Munocnasckas, A. W. TorncToi ; pel. A.
A. Mamiok [u gp.]. - M. : Topsiuas nunus-TenekoMm, 2003. - 247 c. : puc., Tab. -
(CnenmanbHOCTBD). - bubnuorp.: c. 246. - ISBN 5-93517-139-2 (B 0611.) : 160.60 p.,
110.00 p.

2. 3aneyHukoB, C. B. OCHOBEI TOCTPOEHMS BUPTyaIbHBIX YaCTHHIX ceTeld. YuebHoe
mocobue miist By30B [OnekTpoHHbH pecypc] / C. B. 3aneunukos, H. I'. Munocnasckasi,
A. Y. Toncrou. - M. : Topsiuasa nuaus-TenekoMm, 2011. - 248 c. : un. - ISBN 978-5-9912-
0215-2 : b. 1.

3. llItepenbepr, Cranucnas Uropesud. KoMnbioTepHBIEe BUPYCH [TeKcT] : mabopaToOpHBLIH
npakTtuky™m / C. W. IlItepenbepr, A. B. Kpacos, A. IO. LiBeTkoB ; pe1. H. H. babus ;
denepanbHOE areHTCTBO CBA3U, PemepanbHOE rOCyJapcTBeHHOE 00pa30BaTeIbHOE
O10[IKEeTHOE yupexk[eHre BLICIIero mpodeccroHanbHOro oopa3oBanus "CaHKT-
[TeTepOyprckui rocyilapCTBEHHbIN YHUBEPCUTET TEIEKOMMYHUKAIMK UM. Ipod. M. A.
Bonu-bpyesuua". - CII6. : CII6I'YT, 2015. - 20 c. : um. -

13. IlepeyeHsb pecypcoB HH(POPMANHOHHO-TE/IeKOMMYHHUKAIIHOHHOH CEeTH
«AHTEepHEeT»

Pecypcel nHQOPpMaMOHHO-TEIEKOMMYHUKAIIMOHHOK ceTH «IHTEpHET» U3
YKa3aHHOTO IIePeYHs SBISIOTCS PEKOMEHIYEMBIMU OOMOTHUTEIbHBIMU
(BcrmoMoraTeNnbHEIMH) NCTOUHUKaAMHU OpuIlianbHOM HHQOpMaLKy, pa3MeIleHHON Ha
JleTabHBIX OCHOBAHUSX C OTKPHITEIM JOCTYTIOM. 3@ IIOTHOTY COflePKaHUS U KauyeCTBO
paboTy CaliTOB HECET OTBETCTBEHHOCTh IIPaBo00OIafaTe b.

Tab6mua 10

HauMeHOBaHHe pecypca Anpec
[TouckoBas cucrteMa google.com google.ru

14. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCYIIIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpollecca o TUCHHUIUIHHE (MOIY/II0),
BK/II0OUasi MepedyeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

14.1. TIporpaMMHOe obecriedeHue OUCIUIIINHEL:



. Linux
SciLab
Windows UKCC

14.2. UadpopMalliOHHO-CIIPaBOYHEIE CHCTEMBL:

9BC iBooks (https://ibooks.ru)
9BC Jlans (https://e.lanbook.com/)
9BC CII6I'VT (http://lib.spbgut.ru)

15. MeToguuecKkue yKa3aHH A1 00y4aIOIIMUXCS IO OCBOEHUIO THUCIUIIIMHBI

15.1. IImaHupoBaHKWEe U OPraHW3aluUs BpeMeHH, He0OXOOUMOTO Mg U3YUYEHHUS
IUCITUIITHHEL

BaxXXHBIM YCIIOBHEM YCIEIIHOTO OCBOEHUS OUCIUIIINHB «TeopeTudyecKre OCHOBHI
KOMIIbIOTEPHOM 0€30aCHOCTU» SIBIISIETCSI CO3[laHKWE CHCTEMBI ITPAaBUIbHOM OpPTraHU3alluu
TPYy[a, IMO3BOJSAIONIEN pacIpenenuTh YueOHYyI0 Harpy3Ky paBHOMEPHO B COOTBETCTBUHU C
rpadukoM 00pa3oBaTENIbHOr0 Mpolecca. boJbllyo MOMOIIL B 3TOM MOXKeET O0Ka3aTh
COCTaBJIeHUe IJTaHa paboTH Ha CEMECTP, MECSIl, Hefleno, feHb. Ero Hanuyue mo3BOJIUT
IIOOYMHUTH CBOOOIHOE BpeMs IeNsiM y4ueOwl, TpyouThCcs 6ojiee ycrelrHo u 3hPeKTUBHO.
HyXHO OCYyIIECTBASATh CAMOKOHTPOIIb, KOTOPHIH SBISETCS HEOOXOOUMBEIM yCIIOBUEM
ycrenHo# y4ebnl. Bce 3amaHusi, BKI04ass BHIHECEHHBIE Ha CAMOCTOSTEJIbHYIO paboTy,
PEKOMEHOYETCS BHIIONHSATL HEMOCPEOCTBEHHO ITOCJIE COOTBETCTBYIOIIETO ayAUTOPHOTO
3aHATUS (JIEeKIWU, TPAKTUYECKOTO 3aHSTHUS), YTO CIOCOOCTBYET NydIlleMy YCBOEHUIO
MaTepHalla, IT03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTh «IPOOENE» B 3HAHUSX,
CHUCTEeMAaTH3UpPOBaTh paHee NMPOUAEHHBIM MaTepuaa, Ha ero OCHOBe NMPUCTYIUTh K
OBJIQ[IEHUIO0 HOBHIMHU 3HAHUSIMHU M HaBHIKAMH.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUsI OCHOBHIBAETCS Ha PallMOHAIbBHOM COYETaHUU
HECKOJIbKUX BUOOB y4eOHBIX 3aHATUN (B IEpPBYI o4Yepedb, JEKIUN M MPaKTUYECKUX
3aHsATHUM), paboTa Ha KOTOPBIX 00/IagaeT onpeaeeHHON Celn(puKo.

15.2. TlogroToBKa K JIEKIUIM

3HAKOMCTBO C OUCLUIIIMHOU NMPOUCXOAUT yKe Ha IIepPBOM JIEKLUHU, TAe OT CTy[eHTa
TpebyeTcsl He MIPOCTO BHUMaHKE, HO M CaMOCTOSITeNIbHOe 0hopMIIeHNe KOHCIeKTa. [1pu
paboTe C KOHCIEKTOM JIEKIUi HeoOXOMUMO YYUTHIBATh TOT (GAKTOP, UTO ONHU JIEKIUU
[alT OTBETHl Ha KOHKPETHBIE BOIIPOCH TEMBI, APYTUE - JIUIIb BHISIBISIOT B3aUMOCBI3U
MeXMy SBIEeHUSIMHU, MMOMOTAas CTYOEHTY IMOHSAThH I'TyOMHHBIE MPOIECCH Pa3BUTUS
M3y4aeMoro IpeaMeTa, KaK B MCTOPUM, TaK U B HACTOSIEE BpeMs.

KoHCcnekTUpOBaHUWE JEeKUUU - CJO0XKHBIM BUJ BY30BCKOU aymgUTOPHOM paboOTHI,
Ipefnojaraliliuii MHTEHCUBHYI YMCTBEHHYIO OeATEJIbHOCTh CTyHeHTa. KOHCIEekKT
SIBJIAE€TCS MOJIE3HBIM TOT[a, KOr[a 3alKicaHO caMOe CYLIEeCTBEHHOEe U CHelaH0 3TO CaMUM
obOyuawmumMmca. He Hago cTpeMuThcsd 3amucaTh [OCJIOBHO BCHIO JIeKNHi0. Takoe
«KOHCIIEKTHPOBaHKE» MPUHOCUT OObIlle Bpefa, 4eM IoJb3k. [lenecoobpa3Ho BHavaie
IIOHATH OCHOBHYIO MBICJIb, M3JIaraeMyl0 JIEKTOPOM, a 3aTeM 3amnucarh ee. 2KejnaTeabHO
3aIuCh OCYIIEeCTBIATh Ha OJHOU CTpPaHUILEe JIUCTA UJIM OCTaBJISAd MOJid, Ha KOTOPHIX
IO3qHee, IIPU CAaMOCTOSITENIBHOM paboTe ¢ KOHCIIEKTOM, MOXKHO CHEJAaTh NOMOTHUTEIbHEIE



3aIMUCH, OTMETUTh HEIIOHSITHHIE MECTa.

KoHCIIEKT NMeKuuu aydlne Mmoapas3fensTh Ha MYHKTH, cOOMonas KpacHYI CTPOKY.
9tomy B OOonbmION cTemeHuM OyAyT cmocoO6CTBOBAThH BONMPOCH IjlaHA JIEKIUH,
IpeioXeHHbIe mpenogaBaTensaM. CrenyeT obpallaTh BHUMaHKUe Ha aKIEHTHI, BEIBOMH,
KOTOpHIE [eflaeT JIEKTOP, OTMedast Hanbosee BaxKHbEIe MOMEHTH B JIEKIIMOHHOM MaTepuaie
3aMeYaHUSIMU «BaXHO», «XOPOIIO 3allOMHUTL» ¥ T.II. MOXKHO [IeJlaTh 9TO U C TIOMOIIbIO
Pa3HOLIBETHHIX MapKePOB UK PyYeK, TOMUepKUBast TEPMUHEL U ONIpeieIeHus.

Llenecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp U
cuMBOJI0oB. OOHAKO IIpU [ajibHeHIe paboTe ¢ KOHCIIEKTOM CUMBOJIHI JIy4llle 3aMEeHUTh
OOBIYHBIMK CJIOBAMM [JIg OBICTPOTO 3PUTEJIBHOTO BOCIPHUSTHUS TeKcTa. Paboras Hap
KOHCIIEKTOM JIeKIH#, Bcerga HeoOX0OuMO HCII0JIb30BATh HE TOJIBKO Y4eOHUK, HO U Ty
JUTEPATYPy, KOTOPYIO MOIOTHUTEILHO PEKOMEHIOBAN IeKTOP. UMEHHO TaKas cephe3Hasi,
KponmoTnuBasi paboTa C JTeKUMOHHBIM MaTepualioM II03BOJUT TIy0OKO OBJIAmeTh
TEOPETUYECKUM MaTepPUaIOM.

15.3. IloaroToBKa K NPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHKWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIUH, MPaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 00s3aTeNbHOU U [OMONTHUTEIPHON TUTEPATYPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil paboOTH HOMXKEH MPOSIBUTHCSA B CIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOpETHUUYECKHe BOIPOCH MpPaKTHKyMa, €r0 BBHICTYIJIEHUHW U y4aCTHUU B
KOJIJIEKTUBHOM OOCYXKIOEHWH BOMPOCOB HM3y4aeMOUW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomuMo MOHUMAaTh, YTO HEBO3MOXKHO BO BPEMS ayOUTOPHBIX 3aHATUU U3T0XKHUTh
BECh MaTepHal M3-3a JUMHTA aygJUTOPHBIX YaCOB, U NPU H3YYEHUU OUCHUMIIUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAsA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMM, HAY4YHOW, CIPABOYHOM NUTepaTypoH, MaTepuallaMu
IepUOANYEeCKUX M3MaHuil u MHTepHeTa ABnseTcsAd Haubomee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOMOTHUTENBHBIX 3HAHUM, TO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WH@POpMaIluen, cnoco0CTByeT Goyee raIy00KOMY YCBOEHHUIO M3y4aeMOTO
MaTepuana, GoOpMUPYET Yy CTYOEHTOB CBOe OTHOINEHME K KOHKPETHOU Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy c nuTepaTypoi Ienecoodpa3Ho HavyaTh C U3yuyeHUs: obuux pabot mo teMe, a
TaKXke y4eOHUKOB M yueOHBIX mocobuii. [lanee peKOMeHOyeTCs MePeuTH K aHanu3y
MoHoOrpaduit 1 cTaTel, pacCCMaTPUBAIOIINX OTHENIbHEIE aCIIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke OGUIMATbHEIX MaTePUAJIOB U HEONyOIMKOBAaHHKEX NJOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEPTAllMU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCHI U3y4aeMo# TpoOIeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HaJ0 HaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BEIOETISS €TI0 CTPYKTYPHBEIE e AUHUIIEL. [Ipy 03HAKOMUTETLHOM YTEHUU
3aKjlaJKaMy OTMeYalOoTCs Te CTPaHHUIE, KOTOphkle TpeOyioT 0ojiee BHUMATEILHOTO
U3ydyeHus. B 3aBUCUMOCTH OT Pe3y/IbTAaTOB 03HAKOMHUTEIIPHOTO YTEHUS BHIOMpaeTCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTAaBIeHHOU
3amauu TpebdyeTcs u3ydyeHue HEKOTOPHIX (ParMeHTOB TEKCTa, TO UCIOIL3yEeTCS METO[
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BHIOOPOYHOTO uTeHUsI. Ecu B KHUTe HET mogpoOHOro OrjiaBlieHUs, ClelyeT o0paTUTh
BHUMaHNe y4eHNKa Ha IIpeIMEeTHhIE U UMEHHBIE YKa3aTelH.

M30paHHble pparMeHTH WU BeCh TEKCT (eCJIM OH I[eJIMKOM MMeeT OTHOIIeHHe K
TeMe) TpeOyl0T BOyMYHBOIO, HETOPOIIJIMBOTO YTEHUS C «MBICIIEHHOM ImpopaboTKOoii»
MaTepuana. Takoe YTeHMe IpenoaraeT BrgeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
apryMeHToB; 3) BEIBOgOB. Ocob60e BHMMaHUe CliefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKxke MMpPOaHaNIU3UPOBATh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCSAT NMpoOJeMaTUUYHBIM, TUIMOTETUYECKUHN XapaKTep M YJIOBUTb CKPHITHIE
BOIIPOCHI.

[ToHSITHO, 4YTO yMeHHe TaKuM 00pa3oM paboTaTh C TEKCTOM NPUXOOUT AanekKo He
cpaldy. Haumnyumu#i cnoco® HayuyuThCS BHIAEJSITH T'JTaBHOE B TEKCTe, YJIaBIUBaTh
npo0yieMaTUYHBIM XapakTep YTBEPXKOEHUW, OaBaTh OI[EHKY aBTOPCKOM MO3ULUHU - 3TO
CpaBHUTEJIbHOE UTEHME, B XO[le KOTOPOTr0 CTYOeHT 3HAKOMUTCS C Pa3TNYHBIMU MHEHUSIMHI
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh U N0Ka3aTeIbHOCTh apIyMeHTOB
CTOPOH U fieylaeT BEIBOJ, 0 HauOosbinel yOequTeIbHOCTH TOM UM MHOMU TTO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOXKHOCTH IIPOIIEIINX COObITHM U NTPABOBLIX SIBIEHUM, HEJIb3ST UX OTBEpPraTh, He
pa3obpaBmuch. [Ipy HanW4YWM pacXxoXAEeHUU MeXKOy aBTOpaMU HeoOXOOWMO HaUTHU
palnoHanbHOE 3ePHO yV KaXOOro M3 HUX, YTO MO3BOJIUT TIy0zkKe YCBOUTH NMpPeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HHWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UIUSIMU aBTOPOB, HYXKHO OIPEeNsITh UX CX0XKHUe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M M MPUMEHSITh U3 HUX Ty, KOTopas 0ojiee ybenuTenbHa.

CnenyomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMHU SIBISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHPYIOUIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha
OTHEJIbHBIX JINCTaX, KOTOPhIE IIOTOM JIETKO CHCTEMATU3UPOBATh 10 OTAEIbHLEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4YeCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinue cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa 1enecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBEIX TeTpPadsx. 3Mech BaxKHO
BCIIOMHHUTD, UYTO KOHCIIEKTHI ITUIIYTCS HAa OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM
OIS UCIIPABIIEHUS ¥ PEMApPOK MEXCTPOUYHBIM PACCTOSHMEM (3T IpaBuila coOMI0Oa0TCs
st ynoOCTBa pefllakTUpoBaHus). EC/IM B KOHCIIEKTaX IPUBOOSATCS IUTATEL, TO HEIIPEMEHHO
IDONXHO OBITh HAaHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne
CTpaHuIlbl). BriocnmenctBuu 9Ta nHGOpMauM MOXKeT OBITh UCIIOJIb30BaHa ITPU HANTMCAHUU
TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPULIMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIHIO0 B COOTBETCTBUY C OIpeeIeHHON y4eOHOM 3aauel;

- 00001mIaTh MOTY4YEHHYI0 HHPOPMALXIO, OLleHNBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHChMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBMATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThIe COODIIEHHUS THIIa NOKIIa/a;

- paboTaTh B pa3HbIX pexkrMaXx (MHOWBUAYaANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIUPOBATh CBOU [IEMCTBUS U NEWCTBUS CBOUX TOBApPUINEN, 0ObEKTUBHO OIleHUBATh
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CBOH [EMCTBHUS;

- obpalaThCs 3a IOMOIIbIO, MOMONTHUTENLHEIMU Pa3bsSICHEHUSIMHU K IMPeNnofaBaTerio,
OPYTUM CTyOeHTaM;

- TI0JIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJbHOU AOTrafgKoHu, CJIOBapsiMH
PA3NIMYHOTO XapaKTepa, Pa3InYHOr0 poja MoACcKa3KaMH, OIIOPaMM B TEKCTe (KITI0YeBhIe
CJI0Ba, CTPYKTYypa TEeKCTa, NIpeABapsouas nHhopManus u ap.);

- HCIIOIb30BaTh IIPU TOBOPEHUM U MHCbMe Iepudpas, CAHOHUMUYHLIE CPENICTBA, CJI0Ba-
OTMCaHUSs OOIIUX MOHSATHM, PAa3bsICHEHUS, TPUMEPHI, TOMTKOBAaHUS, «CIIOBOTBOPYECTBO»

- TIOBTOPSITH MU Nepedpa3upoBaTh PEIUINKY co0eceqHWKa B MOATBEPXKIEHUY TOHUMAaHUS
ero BLICKa3bIBaHUS UIIA BOIIPOCA;

- 00paTUTHCS 3a MMOMOIIBLIO K COOeCEeTHUKY (YTOYHUTD BOIIPOC, IEPECIIPOCUTE U AP.);

- UCIIOJIb30BaTh MUMHUKY, XKECTH (BOOOI[e U B Te€X CIydasix, KOrfa S3bIKOBEIX CPEOCTB HE
XBaTaeT IJIs BEIPaXKeHUs TeX UM UHBIX KOMMYHUKATUBHEIX HAMEPEHUH).

15.5. [TogroToBka K IpoMexkKyTOYHOU aTTeCTALlUU
I[Tpy IOATOTOBKE K IPOMEXKYTOUYHOM aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMBbIe 71T OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIIEKTH OTBETOB (IIJTaHEL OTBETOB).

16. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tab6mnuia 11
No HaumeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TaOOpaTOPUH
1 |lekuroHHas aygUTOPUS Aynuo-BUAE0 KOMILJIEKC
AyouTOpuu Oy IPOBEOeHUs TPYINOBLIX 1
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
MPaKTU4YeCKUX 3aHITUN
3 [KoMneroTepHBIY K1acc [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpus A1 KYPCOBOTO U OUIIJIOMHOTO
4 [MYRHTODHA N yp A [lepcoHaIbHBEIE KOMIIBIOTEPHI
[IPOEKTHPOBAHUSI
5 |AyguTopus s CaMOCTOSITeIbHON pabOoTHI KoMmblOTepHasl TeXHUKa
6 [YuTanbHBIM 3an [IepcoHaNbHBIE KOMIIBIOTEPH
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