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1. O01IHe OI0ZKEeHHU ST

®oHp oueHoYHBEIX cpefcTB (O®OC) mo gUCHUNNIKHE HCIONbB3yeTCS B LEIAX
HOPMUPOBAHUS NPOLEAYPH OIeHWBAHUS KadyeCTBa IOATOTOBKU M OCYIIECTBISET
yCTaHOBJIEHNE COOTBETCTBUS YUEOHBIX NOCTHXKEHHU 3all/laHMPOBAHHBIM pe3yIbTaTaM
oOyueHusi u TpeboBaHUSIM 00pPaA30BaTEIbHOM ITPOTPAMMBI OUCLUIIINHEL.

[IpegMeTOM OLleHWBAHUSA SABIAKTCA 3HAHUSA, YMEHUS, HAaBBIKU M (UJIM) OIBIT
NesTeNbHOCTH, XapaKTepPHU3yllie 3Tankl (OPMUPOBAHUSI KOMIETEHIIUH § 00y4aromuxcs.

[Ipouienyphl OlleHUBaHUSA NMPUMEHSIOTCS B Ipoliecce 00y4eHUs Ha KaXXAOM 3Talle
dbopMupOBaHUS KOMIIETEHIIMH MMOCPEACTBOM OMNpENeNIeHus OIS OTHOEeIbHBIX COCTAaBHBIX
YacTeu OUCIUIIIAHL METON0B KOHTPOIS - OIIEHOYHBIX CPEACTB.

OCHOBHBIM MeXaHM3MOM OILIeHKY Ka4eCTBa IOATOTOBKY U (HOPMOM KOHTPOIS yueOHOM
paboTH CTY[EHTOB SBAAIOTCS TEKYIIWW KOHTPOIb YCIeBaEMOCTH U NPOMEXKYTOYHAas
atTtectanus. O0mue TpeboBaHUS K MpPOIlefypaM MPOBEIEHUS TEKYIIero KOHTPOJS U
IIPOMEXYTOYHOU aTTeCTalluy OIpefesseT BHYTPEHHUU JIOKaJbHBIM aKT YHUBEPCUTETA:
[TonoxeHue O TeKylleM KOHTPOJIE YCII€eBAaeMOCTH U NMPOMEXKYTOYHOU aTTeCTalluu
obOyyatomuxcs. [Ipu mpoBeleHUH TEKYIIEro KOHTPOJIS YCIIeBAEMOCTH M ITPOMEKYTOYHOU
aTTeCTalluy CTyIeHTOB ucrosuab3yercs @OC.

1.1.Ile1p ¥ 3agayM TEKYIero KOHTPOJisi CTYIEHTOB N0 JTUCHUIIINHE.

[lenp TeKyllero KOHTPOJS - CUCTeMaTH4yecCcKas IIPOBEpPKa CTEIeHU OCBOEHUS
IPOrpaMMbl AUCHUINUHE «ITUYHBIA XaKUHT», YPOBHS OOCTUXKEHUS IJIaHUDPYEMBIX
pe3ynabTaToOB 00yUeHUs - 3HAHUM, YMEHUM, HAaBLIKOB, B X0/le ee U3yUeHUs TP IPOBeIeHUN
3aHSATHUH, IPEIYCMOTPEHHBIX Y4eOHBIM IIJTaHOM.

3agayu TeKyllero KOHTPOJIA:

1. obHaApyXeHHUe U yCTpaHeHKe TP00eioB B OCBOEHUHY Y4eOHOU OUCLUTIINHEL;

2. CBOEBPEMEHHO€E BHIIOJHEHUE KOPPEKTUPYIOIIUX [OEeWCTBUU MO COOEpXKaHUI U
opraHu3aluu mpoiecca 00y4eHus;

3. olpefeneHnue MHOUBHUIYATbHOTO y4eOHOT0 PeUTHHTa CTYIEeHTOB;

4. MOArOTOBKA K IIPOMEXYTOYHOU aTTECTalUH.

B TeueHue cemMecTpa NpU U3yYEHUU OUCLUIIIUHB peajul3yeTcsd TpagullioHHas
CHCTeMa II03TaIllHOT0 OIleHMBaHUS YPOBHS OCBOEHMS. 3a KaXK[bli BUM YyUeOHbBIX JelCTBUU
CTYOEHTHl II0Iy4aloT OLIEHKY .

1.2.1le1b ¥ 3aJa4Yu MPOMEKYTOYHON aTTECTAllHH CTYIEHTOB IO THCHHUIIIHHE.
[lens MPOMEXYTOYHON aTTECTAIlUM - IMPOBEpPKA CTEIeHU YCBOEHHUS CTyOeHTaMHU
y4eOHOTO MaTepuana, YPOBHS HOCTUXKEHUS ITAHUPYEMBIX PEe3yNIbTaTOB 00y4eHUS U
c(hOPMUPOBAaHHOCTH KOMIIETEHIIMH Ha MOMEHT 3aBePUIEHUS U3YYEHUS IHACIUTITNHEL.
[TpoMexXyTOYHas aTTECTAIUS ITPOXOAUT B popMe IK3aMeHa.
3aauy MPOMEXKYTOYHON aTTeCTaIUH:
1. ompeneneHue YPOBHS OCBOEHUS YUeOHOU OUCIUIIITUHEL;
2. ompefenieHWe YPOBHSA MOCTUXKEHUS IJIAHUPYEMHBIX pPe3yJbTAaTOB 00y4YeHHUS U
c(hOpPMUPOBAHHOCTH KOMIIETEHITUH;
3. COOTHECeHHE IJTaHUPYEMBIX PE3y/IbTAaTOB 00YYEHUS C MJIaHUPYEMBIMU PEe3yIbTaTaMu
0CBOeHMSsT 00pa30BaTEIbHOM ITPOrPaMMEI B PaMKax U3YYEeHHON OUCITUIIINHEL



2. [lepeyeHb KOMIIETEHIIUH C YKa3aHHEM 3TAIOB HX ()OPMHPOBAHHS B MpoIiecce
OCBOEHHUS TUCIHUIITHHBI

2.1.IlepeuyeHb KOMIIETEHIIHH.
OIIK-4 Cmoco0eH NMpHMEHSTh Ha IPAKTHKe HOBbIe Hay4YHbIe MIPHUHIIUIE 1 METO/EI
HCCIIeOBaHUM
IK-5 CmocoOHOCTh BEIIOHUTE IIOCTAHOBKY HOBHIX 3a/lad aHAINU3a U CHHTE3a HOBBIX
IIPOEKTHEIX PEIeHUH

2.2.91ansl GOpMHPOBAHHS KOMIIETEHIIHH.

Tabnuia 1
Ko ITtan dbopMHpPOBaHHSA Bung yue6HOI Tun
JI bopmup 1y ®opMa KOHTPOJIA
KOMIIeTeHITUH KOMIIeTeHIIUH padoThI KOHTPOJIS
. JIeKIINY,
TEeOPeTUYeCKui .
. CaMOCTOSITeJIbHAS TeKyumy |cobecemoBaHUe, TECT
(vHpOPMAITMOHHEIN)
pabota
IIpaKTUYeCKHe
nabopaTopHEIE
OTIK-4, TTK-5 | (mabopatopsrre) )
[IPaKTUKO-OPHEHTHPOBAHHEIM 3aHATHS, TEeKyIIUH TEeCT
CaMOCTOSITeJIbHAS
pabota
. IPOMEXKY-
OII€HOYHBIN aTTecTalus u 9K3aMeH
TOYHBIN

[TpuMeHsieMble 00pa30BaTENbHEIE TEXHOJIOTUY OIIPENENSIIOTCS BUIOM KOHTAaKTHOM
PaboTHI.

2.3.CooTBEeTCTBHE pPa37e/I0B THCHUIUIHHBI ()OPMHUPYyEMbIM KOMIIETEHIIUSIM.
Oranmamu (HOPMUPOBaHUSA KOMIIETEHIIUU SIBIISETCS B3aMMOCBSI3aHHAs JOTHYecKas
IIOCJIe0BATEILHOCTh OCBOEHUS Pa3elioB (TeM) yueOHON OUCIIUTIINHEL

Tabnuia 2
Ne Pa3gen (Tema) Kopgsbl
Copep:kaHue pa3aena (TeMbl) TUCIHIITHHbBI o
/o OUCITUIUTAHBI KOMIIeTeHIIMH
Pazmen 1. o
OCHOBHEBEIE METOABI UOEHTU(GUKAINY YCTPOUCTB B IP-
CkaHupoBaHUe U
CeTH, IporpaMMHOe obecrieyeHue st TPOBeNeHUsT
1 | pekorHoCHMpOBKa B i OIIK-4
CeTEBO uneHTu¢ukamyu. CKaHUpPOBaHUE CETEBOM
MHPPACTPYKTYPHI U OIIpeeeHre TOMOIOT U CeTH
[Pur(pacTpykType bpacTpyKTyp pen
OCHOBHBIE METOMbI IIOUCKA YSI3BUMOCTEHN
Pazpgern 2. onepauunoHHbx cucteM (Windows, Linux, MacOS).
OKCIUTyaTalus MeTopp! 9KCIINTyaTaluy yA3BUMOCTEN.
2 | yA3BUMOCTEN HWcmonw3oBauue 11/0 rootkits, keylogger. OIIK-4
OIlePalOHHbIX U 9kcnnyaTanus ya3BUMOCTeH (aiIoBEIX CUCTEM U
SCADAcucrem IOJICHCTEeM BBOJa/BEBOfA UHPOpMauruu. OCHOBH
norcka ysa3sumocteit SCADA-cuctem
OcHOBHBIE METO[H IEpEXBaTa Tpaduka Ha
KaHaJIbHOM U CETEBOM YPOBHE, B COOTBETCTBUHU CO
3 Paznen 3. cTekoM IpoTokosioB TCP/IP. OkcnnyaTtauus OTIK-4
[lepexBaT Tpaduka |ys3BuMOCTel Tuma nogmeHsl MAC, [P-agpecos.
Ataku Ha ARPrpotokon. OCHOBHOeE 1I/0 Oy
9KCIIJTyaTaluy yA3BUMOCTEHN TaKOT0 THUTIA




[TpoBenenue atak Tumna «OTKa3 B 00CIyKUBAaHUU» U

Paspen 4. «PacnpeneneHHbI 0TKa3 B 00CIyXKUBaHUN»
4 | OTKa3H B ) OIIK-4
OcHOBHOe 11/0 751 MPOBEeAEeHUS aTaK TaKOro THUIIA.
00CITyKMBaHUU
[TpUHIMIIBE aTaK TaKOTO THUIIA
OCHOBHBIE METO[BI IIOMCKA YSI3BUMOCTEN B
Pasmern 5. peaM3anuy NPOTOKONIOB CETEBOTO U TPAHCTIOPTHOTO
5 |TMepexsar ceccuit YPOBHEH, B COOTBETCTBUU CO CTEKOM POTOKOTIOB OTIK-4
CETEBHIX COBMMHOHTH TCP/IP. MeTonb! 3KCITyaTaluu y5I3331/IMOCTeI/I
Takoro tumna. [lepexsat coeguHernuut TCP. OcHOBHOE
I1/0 [J1s1 9KCIIyaTalldy YSI3BUMOCTEHN TaKOro THIIA.
Pa3zpgern 6. OCHOBHEIE METO[BI IIOUCKA U IKCIUTyaTaluu
OKCITyaTalus ysa3umoctet WEB-cepsucos (HTTP)u
6 |ysA3BUMOCTEU WEBnDpunoxenuu (C UCI0Ib30BaHUE SI3LIKOB I1K-5
WEBcepsucos u nporpaMMmupoBanud Java, PHP). UccrnemoBanue
TIPUITOXKEHUM SQL-uHBEeKITUH.
Pazmen 7.
[Touck u OCHOBHBIE METOLBI IIOMCKA ¥ IKCIIyaTaluu
3KCILTyaTanus ysi3BUMOCTel GecripoBogHbix ceTert Wi-Fi. OcHOBHEIE
7 | ya3BUMOCTEU ysI3BUMOCTH B IIpOoTOKONax 6e3omnacHoct WEP, [1IK-5
0eCIIpOBOIHEBIX WPA/WPAZ2. T1/o gnsg skcrniyaTaluy ya3BUMOCTEN
ceTelt, paboTamImUX | TAKOTO THUIIA.
1o craHgapty 802.11
Paznen 8.
MeTone! 06xoma OCHOBHBIE METOLBI IIOMCKA ¥ IKCIIyaTaluu
CUCTEM ysI3BUMOCTEH B paboTe CUCTEeM IIPefoTBPalleHUS
8 | mpemoTBpalleHus BTOpP2KEHUY U MeKCETEBHIX 9KpaHOB. [IporpaMMHOe IK-5
BTOPKEHUU U obecrieyeHue, TO3BOJISIONIEE 3KCIITYaTUPOBATh
MeKCeTEBBIX YS3BUMOCTH TAaKOTO THIIa
9KPaHOB
Paznmen 9. OCHOBHBIE METOABI UCIIOTE30BaHUS BPETOHOCHOTO
Hcmonbs3oBaHue I1/0 TIpYU IIPOBEIEHUY aHalu3a ysI3BUMOCTEN
9 |BupYCOB, 3aK/I1afoK B | FHPOKOMMYHUKAIIMOHHLIX CUCTeM. McIionb30BaHNue I1K-5
Kope. IlepenonHenue| omubOK B IPOrpaMMHOM KOfIe [I7si TPOBEIEeHUS aTak
o6ybdepa tuna «IlepenonHenue 6ydpdepar.
Pazpgen 10. OCHOBHBIE METObl @QHOHUMU3ALUU IIPUCYTCTBUS B
10 | MeTomsl COKPHITUS | IMGPOBOM IIPOCTPAHCTBE U METOMBI COKPBITHS IK-5

JEATEJIbHOCTU B CETH

IesITeIbHOCTH, CBSI3QHHOM C CETEBOM aKTUBHOCTHIO

3. OnucaHue MOKa3aTe/ied H KPUTEePHEeB OlleHUBAaHHsI KOMIIETEHIIUH Ha
pa3/IMYHBIX 3TaNax HX (JOPMHUPOBAHHS, ONMHCAHHE IKa/I OIleHUBAHHSA

3.1.0nucaHue NMOKa3aTejieH ONeHHBAHHS KOMIETEHIHMH Ha PAa3IHYHBIX

sTanax ux ¢popMHpPOBaHHS.

Tab6mua 3

Kopg
KOMIIe-
TeHIIUH

IToka3aTrenu oneHUBaHHUS
(MHIUKATOPHI JOCTHKEHHsI KOMIIeTeHIIHH)

OneHouyHbIE cpenacTtBa




OIIK-4.1 3HaTh HOBEIE HAY4YHbIE IPUHIUATIEL ¥ METOMBL TEOPETUYECKUM STAII:

UCCIIeJOBAHUY; cobeceqoBaHue, TECT
OIIK-4.2 YMeTh NIpUMEHATh Ha IIpakTuKe HOBhle HayuHble | [[IPAKTHUKO-

OTIK-4 | npuHUXTIE U METOABI UCCIIEOOBaHUM; OPUEHTUPOBAHHBIN STAIT:
OIIK-4.3 MiMeTh HaBBIKY IPUMEHEHUS HOBBIX HAY4YHBIX TeCT
MIPUHIAIIOB U METO/I0B UCCJIENOBAaHU [JI PelleHus OL[EHO‘{HBII;I ITAII: 6unerts
npodecCroHaNbHEIX 3a7ay; K 9K3aMeHY

TEOPETUYECKWHU DTAII:
cobecemoBaHue, TECT
ITPAKTHUKO- 3
OPUEHTUPOBAHHBIU DTAII:
TECT 3

OLEHOYHBLBIN STAII: 6uneTs
K 9K3aMeHY

[TK-5.1 3HaeT MeTOOHLl IOCTAHOBKY HOBLIX 3alay aHaIM3a
¥ CHHTE3a HOBBIX IIPOEKTHHIX PEIeHUN;

[TK-5.2 YMeeT ucmonb30BaTh METOOLI IOCTAHOBKYU HOBBIX
3a7lay aHaln3a ¥ CUHTE3a HOBBIX TPOEKTHHIX PEIeHNH;
[TK-5.3 ViMeeT HaBHIKM IIOCTAHOBKY HOBHIX 3aa4 aHalln3a
1 CUHTE3a HOBBIX IIPOEKTHHIX PEIeHUH;

[1K-5

3.2.CTaHgapTHbIE KPUTEPHUH OLIEHUBAHHUSA.

Kputepuu paspaboransl ¢ yuetoM TpeboBarnuit PI'OC BO K KOHEYHBIM pe3yabTaTaM
o0ydeHus ¥ CO3[0A0T OCHOBY [AJIS BHISIBJIEHUS YPOBHS C(HOPMUPOBAHHOCTY KOMIIETEHILIUMN:
MUHHAMaJIbHOT0, 6230BOTO WIX BEICOKOTO.

KpuTrepuu oleHKH YCTHOTO OTBEeTa B Xo/e co0eceqoBaHUs:

- JJOTMKa IIPU U3J0XKEHUU COONepxkKaHUS OTBETa Ha BOMPOC, BHISBJIEHHBIE 3HAHUS
COOTBETCTBYIOT 00bEMY U I'TyOMHE UX PACKPHITUS B UCTOYHUKE;

- UCIIO/Th30BaHNE HayYHOU TEPMUHOJIOTHY B KOHTEKCTE OTBETA;

- 00bsSICHEHVEe IPUYUHHO-CIIEICTBEHHBIX U PYHKIIMOHAIbHBIX CBI3€H;

- YMeHUue OIleHMBaTh HNEeWCTBUS CYOBEKTOB COIMAJIbHOW XKHU3HU, HOPMYIUPOBATH
cOOCTBEHHBIE CYXKIEHUS U apTYMEHTHI 10 ONIpeieJIeHHBIM ITpo0IeMaM;

- 3MOIIMOHaNbHOE 00TaTCTBO peyy, 00pa3HOe U IPKOE BhHIPaKeHUE MBICTIEN.

Kpurepuu oleHKH OTBeTa 3a 9K3aMeH:
IInst 9K3aMeHa B YCTHOM BHfIe YIIOTPeOUMBI KPUTEPHUH OIIeHKH YCTHOT'O OTBETA B XOfIe
cobecemoBaHus (CM. BEIIIIE)

KpHuTepHuH OlleHKH J1ad0paTOPHOM PadoOThI:

- BrimonmHeHue nmaGopaTopHOU PabOTH (IIOATOTOBIEHHOCTDh K BHIITOJIHEHWIO, OCO3HAHUE
e/ paboTel, METOOB COOMPAHUs CXeMEI, IPOBeeHNEe N3MEePeHUH U GUKCUPOBAHUS UX
Pe3yNbTaTOB, IPUIEKaHNe, CAMOCTOSITEIbHOCTD BHITIOJTHEHUS, HAJTUYHe ¥ ITPaBUITbHOCTD
oopMIeHUsT HEOOXOOUMBIX MAaTEPHAJIOB I IPOBENeHKusT paboTh - CXeMa COeqUHEeHHH,
TAaOIUITEI 3aIIUCEeN U T.II1.);

- Opopmnenue otdera mo nabopaTopHoit paboTe (aKKYPaTHOCTL OGOPMIIEHUS
pPe3yIbTaTOB M3MEPEHUH, IPABUIbHOCTh BHIYMCIIEHWH, IPABUIIBHOCTDL BBITOTHEHUS
rpadUKOB, BEKTOPHEIX OHArpaMM U [p.);

- [TpaBUIBHOCTL ¥ CAMOCTOSTEIIBHOCTE BEIOOPA (HOPMYII [JIsT PACUETOB IPU 0HOPMIIEHUHU
Pe3yIbTaTOB PabOTHI;

- [TpaBUNTBHOCTE ITOCTPOEHUS TPAPUKOB, yMeHHEe 00bSICHUTh UX XapaKTep;

- [TpaBUIBHOCTL IOCTPOEHHUS BEKTOPHEIX JHArpaMM, YMEeHHE WX CTPOUTH M IMOHUMAaHNE
TOTO, YTO OHU 3HAYAT;

- OTBeTH Ha KOHTPOJIbHEIE BOIIPOCH K JTabopaTopHOi paboTe.

KpHUTepHH OLIeHKH TeCTOBOr0 KOHTPOJIsI 3HAHHUM:
CTY[IEHTOM HaHHI IIPaBUIbHEIE OTBETH Ha



- 91-100% 3amanuii - OTIUYHO,

- 81-90% 3amaHuY - XOPOIIIO,

- 71-80% 3amaHuu - YIOBIETBOPUTEIILHO,

- 70% 3apaHuy U MeHee - HeyIOBJIETBOPUTEIIBHO.

OO1Ie KPUTEPHUH OIEHKH PAa0OThI CTYIE€HTA Ha MPAKTHYEeCKHX 3aHSTHX:

- OTnu4YHO - aKTHUBHOE ydacTue B o0OCyXkpaeHuUu mpoOieM KaxXaoOro cCeMHHapa,
CaMOCTOSTEeNIbHOCTh OTBETOB, CBOOOAHOE BlafleHHMe MaTepHualioM, IOJIHBE U
apryMeHTUpPOBaHHBEIE OTBETH Ha BOIIPOCH CEMHHApa, Yy4aCTHe B OUCKYCCUSX, TBEPHOE
3HaHMe JIEKIMOHHOT0 MaTepuasa, 00sg3aTeIbHOU 1 PEKOMEHIOBAHHOU IOIOTHUTEIbHON
JIUTEPATYPHl, PeryisipHas I0CellaeMOCTh 3aHATUH.

- XOpowo - HEeJOCTAaTOYHO IIOJIHOE paCKphITUE HEKOTOPHIX BOIPOCOB TEMEI,
He3HaUYUTeNbHEIE OUIMNOKKM B (HOPMYNIHMPOBKE KaTeropuil U MOHSATUN, MeHbIIad
aKTUBHOCTh Ha CeMHUHapax, HellOJIHOe 3HaHMe [OIOJHUTENIbHONU TUTepaTyphl, XOpollas
[I0CeIaeMOCTh.

- YOOBIETBOPUTENIBHO - OTBETHl OTpPaxXalT B LIeJIOM IIOHMMaHWE TEeMH, 3HaHUE
cofepkKaHUs OCHOBHBIX KaTEOPUU U MOHSATUM, 3HAKOMCTBO C JIEKLIMOHHBIM MaTepHuajioM
Y PEKOMEH[0BaHHOW OCHOBHOU JIUTEPaTypOU, HefOCTaTOYHas aKTUBHOCTD Ha 3aHATHUAX,
OCTaBJIAIOLIas XKeaaTh Jy4YIlero IoceiaeMoCTh.

- HeymoBneTBOPUTENBHO - IACCUBHOCTh Ha CEMUHApaXx, YacTasi HeTrOTOBHOCTb IIPUA OTBETaX
Ha BOIIPOCHI, I1JI0Xas II0CeIaeMOCTh.

[TopsimoK MpUMeHEeHUsI KPUTEPUEB OLIeHKY KOHKPETHU3UPOBaH HUXKe, B pa3fene 4,
copepXalleM OLIeHOYHBIEe CPefCTBa AJjid TeKYIero KOHTPOJIS YCIIeBaeMOCTU U AJIs

IIPOBEJEHUS IIPOMEXKYTOYHOM aTTeCTalluu CTYIE€HTOB 10 JaHHOU JUCLIUIIJINHE.

3.3.0nucanue mIKaJ OlleHUuBaHHUS.

B mpotiecce olleHUBaHUS Pe3yIbTaTOB 00yUYeHUST U KOMIIETEHITUN Ha Pa3/IMYHBIX
3Tamnax ux GOPMUPOBAHUS IIPU OCBOEHUH TUCIUTIIMHEI [IJISI BCEX ITEPEeUYHCIIEHHLIX BhIIIE
OLIEHOYHBIX CPEJICTB UCITOIb3YETCS ITKajla OlleHUBaHuUs, IpUBeNeHHas B TaOnuile 4.

[uxoToMu4ecKas IKana OIleHUBaHUS UCIIONIb3YETCS IIPY MPOBEAEHUN TEKYIIETr0
KOHTPOJIS YCIIEBaeMOCTH CTYIEHTOB: IIPY IIPoBeNeHnu cobeceloBaHus, IIPU IIpUeMe 3CCe,
pedepara, a TakKe MOKET OBITh UCIIOIb30BaHa B ILIeJIsIX MPOBEOeHUS TaKou (POPMEI
IIPOMEXYTOYHOM aTTeCTalluy, KaK 3a4eT (IIKaja IPUBOOUTCS OIS BCEX OLIEHOYHBIX
CpencTB U3 TaOMUIIH 3).

Tabmnuia 5
OneHKa 3HaHHH,
u Onenka
ITloxa3arenu Onucanve B COOTBETCTBHH YMEeHHH, o
no 0a/UTbHOH
OLl€eHUBAHUS C KPUTEPHSIMH OlleHUBAaHHUSA HaBbIKOB Kae
M ONbITa
Bricokuii IleMOHCTPUPYET MOTHOE IIOHUMaHue
«04Y€Hb BBICOKA»,
YPOBEHB npobiemel. TpeOoBaHUS 110 BCEM «OTJIUNYHO»
«BBICOKAS»
OCBOEHUS KPUTEPUSM BHIIIOJIHEHEI
«IOCTATO4YHO
. IleMOHCTPUPYET 3HAUUTEIILHOE
Ba30BbIil YPOBEHD BBICOKASI», «BBIIIE
noHUMaHue npobieMul. TpeboBaHus . «XOPOIIO»
OCBOEHUS CpemHen»,
10 BCeM KPUTEPUSM BHIIIOJIHEHE
«ba3oBasi»




. | [IleMOHCTpPHUPYET YaCTUYHOE «CPEeTHSI»,
MuHUMaIbHBIT .
OBOHD IMOHMMaHue TpobiieMbl. TpeboBaHUS |«HUXKE CPegHel», | «yIOoBIEeTBO-
O};I])SOGHI/IH 110 OOBIIMHCTBY KPUTEPHUEB «HHU3KasI», PUTETIBHO»
BEITIOJTHEHEI «MHUHHMAaJIbHASI»
. | JemoHCTpHUPYeT HEeOOJIbIIIOE
HepocTaTo4HbIN I PUPy
OBEHE IMOHMMaHue pobiemMel. TpeboBaHus | «0OUeHb HU3Kas», |[<HEYIOBIETBO-
yp 110 MHOTMM KPHUTEPUSIM He «IIPUMHUTHBHAS» | PUTEIIBHO»
OCBOEHHS
BEHITIOJTHEHEI

ITpu MpoBeIeHNH TPOMEKYTOYHOH aTTeCTAllMK CTYNEHTOB II0 JAaHHOH OUCITUIIINHE B
dbopMe 3K3aMeHa HUCIIOIb3YeTCs MATHOAIbHAS IITKala OIleHUBAHUSI.

4. TunioBBLIEe KOHTPOJIbHEIE 3a/JaHHsI, HHbIe MaTepPHa/Ibl, HEOOXOTUMBIE [IJIsI
OIIEeHKH 3HaHHWH, YMEHHH, HABHIKOB U (H/IH) ONbITA IesTeIbHOCTH,
XapaKTepH3YIOMIUX 3Tankl (JOPMHUPOBAHHS KOMIIETEHIIUH B POIecCce OCBOEHHUSsI
00pa3oBaTeILHOH MPOrPaMMBbI

4.1.0neHoOYHbIE CPeICTBA MPOMEXKYTOYHOM aTTeCTaIllHH
OueHOYHBIE CPELNCTBA IPOMEXKYTOYHOU aTTeCTAllUU 110 OUCLUIIINHE TPENCTaBIeHE B
[Tpunoxenuu 1.

4.2.@opMHpPOBaHHE TECTOBOI0 3aJlaHUS MPOMEKYTOYHOH aTTECTAIllHH

AtTecTranmus Nel

B sk3aMeHallMOHHOM OuieTe NPUCYTCTBYeT 1 BOIPOC TEOPETUUECKOH H
IIPaKTA4YeCKOW HaIlpaBIeHHOCTU. TeopeTuiyeCcKre BOIPOCH MO3BOJNSAIOT OLIEHUTH YPOBEHb
3HAHUU U YaCTUYHO - YMEeHHUU, IPaKTUYECKUe - YPOBEHL YMEHUU U BJIafeHUf
KOMIIETEHIHEN.

[IpuMepHBIY IIepedyeHb 3afjaHWM, BRIHOCUMBIX Ha IIPOMEXYTOUYHYI0 aTTeCTallulo,
pa3pelneHHbX YYeOHBIX U HaTASOHBIX MOCOOUM, CPemCcTB MaTepHaIbHO-TEeXHUYECKOTO
o0ecreveHus ¥ TUTIOBBIE TPAKTUUYECKUe 3aaHus (3agayn):

ITo Bompocy 1, komnerennuu OIIK-4,ITK-5

1 CkanupoBaHue B ceTeBoU [P-uH(DpacTpyKType

2 OcHOBHBIE METOOH UOEHTU(DUKAIIMN YCTPOUCTB B IP-ceTn

3 Mertopnbl skcnyaTanuu ys3sumocteir B Windows

[IpencTaBileHHBIN 1O KaXXAOMY BOIIPOCY IlepedeHb 3afdaHUU SBNsAeTCA pabouei
MOJIEJIbIO [JIS TeHePUPOBAHUS 9K3aMeHAllMOHHBIX OUIETOB.

ATrTtectanmmust Ne2

B 9k3aMeHaIlMOHHOM OuileTe NPUCYTCTBYeT 1 BOIPOC TEOPETUUECKOH H
IIPaKTU4YEeCKOX HallpaBJIeHHOCTU. TeopeTudecKre BOMPOCH MTO3BOJISAIOT OL[EHUTh YPOBEHD
3HAHUM U YaCTUYHO - YMEHHU, NMpPaKTU4YeCKUe - YPOBEHb YMEHUUW U BJIafeHUS
KOMIIETEHIINEH.

[IpuMepHBIM IIepedyeHb 3afjaHWM, BRIHOCUMBIX Ha IIPOMEXYTOYHYI0 aTTeCTallulo,
pa3pelneHHbIX YYeOHBX U HaTrIgOHBIX MOCOOUM, CPeNCTB MaTepUaibHO-TEXHUYECKOTO
obecredyeHust ¥ TUTIOBBIEe ITPAKTUUYECKHe 3aaHus (3agayn):

ITo Bompocy 1, komnerennuu OIIK-4,ITK-5
1 Hcmonn3oBanue 1/o rootkits
2 Ocnosrl moucka ysa3sumocten SCADA-cuctem



3 Araku Ha ARP npoTtokon
[IpencTaBineHHBIN IO KaXXAOMY BOIPOCY IlepedeHb 3afdaHUU SIBNIseTCA paboueit
MOJIEJIbIO [IJIS TeHePUPOBAHUS 9K3aMeHAIlMOHHBIX OUIETOB.

4.3.Pa3BepHyThbie KPUTEPHHU BbICTAB/IEHUS OLl€HKH

Tabnuua 6
Tun Iloka3aTenu OleHKH
BOIIpOCa 5 4 3 2
TEMa TEMa TeMa OCBeIlleHa | OTBETH Ha BOIIPOC
Pa3HOCTOPOHHE Pa3HOCTOPOHHE |IIOBEPXHOCTHO, |Ounera
IIPOaHaIN3UPOBAHA,| PACKPEITA, OTBET| OTBET IOJIHBIM, |IPAKTHYECKH He
OTBET IIOJIHHIY, TIOJIHBIN, momyiieHo 0osee | JaHbl
o1r0OK HET, OOTYILIEHO He 2 omuboK,
IIPEOI0XKEHEI bomee 1 000CHOBAHHBIX
TeopeTtu- | 000CHOBaHHEIE omIOKH, apryMeHTOB He
YeCKHWe |apryMeHTH U MPEMI0XKEHH IPEI0XKEHO
BOIIPOCHI | TPUBEIEHEI 000CHOBaHHEIE
IIPHUMEPHI apryMeHTEHI U
3O PEKTUBHOCTHU MIPUBEIEHbI
AHAJIOTMYHBIX IIPUMEPHI
pelleHui 3¢ PeKTUBHOCTH
AHAJIOTMYHBIX
pelIeHui
3aflaHue 3aflaHue 3ajjaHue 3aflaHue
BBHITIOJTHEHO 6e3 BHITIOJIHEHO 6€3 | BHITIOJIHEHO C HEBBITIOJTHEHO WU
own00K, CTYOeHT | omuboK, HO OLHOI OIIMOKOH, | BRIIIOJIHEHO C
IpaxTu- MOXKET aTh BCE CTY[IEHT He IIpY OTBETE Ha | AByMs U Oolee
CECKIE Heo0X0oOuMEbIe MOXKeT BOIIPOC OIIHOKa | OImuOKaMuy,
BOIIOCEL IOSICHEHU S, MOSICHUTh X0 | 3aMedeHa u MOSICHEHUS K XOMy
cOernaTh BhIBOJIBI BHITIOJIHEHUS U | KCTIPaBIieHa BHITIOJTHEHU S
chenaThb CaMOCTOSITEIbHO | HEHOCTATOYHBI
HeoOX0oOuMEbIe
BHIBOJIHI
OTBETH laHHl Ha | OTBETHI Ha OTBETH Ha
ITomonHU- | OTBETH HAHBI Ha BCE| BCE BOIIPOCHI, OOTIOJTHUTEbHEIE| IOMIOTHUTEIbHbIE
TeJIbHBIE | BOIIPOCHI, TOKa3aH | TBOPYECKUU BOIIPOCHI BOIIPOCHI
BOIIPOCHl | TBOPUECKHUI TTOIXON | TIOTXON OIMOOYHE (2 M | TPAaKTUYECKHU
OTCYTCTBYET 6omee omKOOK) | OTCYTCTBYIOT
Yposens . . o HeJocTa-
BLICOKHU 0a30BBIN MUHUMaJTbHBII ”
OCBOEHHSA TOYHBIN

[l ToNy4YeHus OLIEHKU «OTJIUYHO» CTYHAEHT AOJI2KEH IT0Ka3aTh BEICOKUY YPOBEHD
OCBOEHUS BCEX KOMIIETEHIU, TPEeIYCMOTPEHHBIX IIPOrPaMMOK JaHHOW JUCIUTIINHEI,
OLIEHKU «XOPOII0» - 0a30BbIM, OLIEHKU «YOOBIETBOPUTEILHO» - MUHUMAJIbHLIN. B ciydae
Pa3HOPAHTOBHIX OIEHOK OTPeNeNIeHHsT YPOBHS OCBOEHUS KaXKI0W U3 KOMIIETeHINM, 0011as
OLleHKa 3HaHWU M0 AUCLUIIINHE JeTePMUHUPYETCS KakK:
- OTIXMYHO, - €C/IM OTBET Ha MPaKTHYEeCKUM BOIMPOC U O0Jiee IMOJIOBUHBEI BCEX OTBETOB
Ha BOMPOCHI, BKJTI0Yas JOIMOJIHUTEIbHEIE, OLIEHEHHI Ha «5», OCTaJIbHbIE - Ha «4»
- Xopotitio, - 60jiee IOJIOBUHEI OTBETOB OIlIEHEHH Ha «4», OCTallbHEIE - Ha «5»; Tu00 OTBET
Ha OOVH TeOPeTHUYECKU BOIIPOC OIleHEeH Ha «3», OCTalbHbIE - Ha «4» U «D5»




. YI[OBJ'[GTBOpI/ITeJ'[BHO, - ecytu Ba U 60j1ee OTBETOB Ha BOIIPOCHL OumeTa OIleHEHH Ha «3»,
" HM OJWH U3 OTBETOB HE OIIPENEITIEH KaK «2»
. HGYJIOBHGTBOpI/ITeJIbHO, - €CJIXM OTBET Ha OOHH M3 BOIIPOCOB OLICHEH Ha «2»

4.4 KoMIJIEKT 9K3aMeHaIlHOHHbBIX OMJIETOB

KoMnneKkT 9K3aMeHalMOHHBIX OMIETOB €3KeroflHO 0OHOBISIETCS U HOPMUPYETCS
nepeq 9K3aMeHOM.

Pa3BepHyThle KPUTEPUY BLICTABIEHUS OIEHKM 3a 9K3aMeH CofiepKaTcs B Tabnuile 5.

5. MeToguuecKHe MaTepHaJIbI, ONpe/ie/IsIolne IPole ypbl OIleHHBAHUS 3HAHUH,
YMEHHH, HABLIKOB H/H/IH ONBLITA TesATeIbHOCTH, XapaKTePHU3YIOIIHX ITaIlbI
dopMupoOBaHHS KOMIIETEHITHH

5.1.MeToguuyecKkue MaTepHaIbl JJIs1 TEKylIero KOHTPOJISI yCIIeBaeMOCTH
Tekymuii KOHTPOJIb IIpegycMaTpUBaeT CHCTeEMaTHUYeCKoe OIleHHBaHHe IIpollecca
o0y4eHuUsi, ¢ y4eToM He0oOXOOUMOCTU OOecledyeHHUS MNOCTUXKEHHUS 00ydaloluMUCS

MJIaHUPYEMBIX PE3y/IbTaTOB OOYYEHHUS IO AUCHUIIIKAHE (YPOBHA CHOPMUPOBAHHOCTHU

3HAHUY, YMEHUW, HAaBEIKOB, KOMIIETEHIIN), @ TaKXKe CTEIIeH! TOTOBHOCTH 00yYalOIIUXCs K

npodeccuoHaNbHOU AesaTenbHOCTH. CUCTeMa TEKyIero KOHTPOJS yCIeBaeMOCTH U

IIPOMEXYTOYHOU aTTeCTalluy CTy[IeHTOB IPeyCMaTPUBaeT pPellleHre CIeAyIInX 3afady:

- OIleHKa KayeCTBa OCBOEHHS CTyAeHTaMH OCHOBHOU MpodeCCHUOHalIbHOU
00pa30BaTeIbHOM TPOTPaMMBI;

- aTTecTalus CTy[NEeHTOB Ha COOTBETCTBHUE UX IEPCOHAJNIbHHIX JOCTUXKEHUU IO3TATHBIM
TpebOBaHUSM COOTBETCTBYIOIEN OCHOBHOM MpodecCruoHaNbHOM 00pa3oBaTeIbHOU
IIPOrPaMMBI;

- IoAJepxkKaHue MOCTOSTHHOM 00paTHOM CBSA3M U NMPUHSATHE ONTHMAJbHBIX PEIIeHUN B
yIpaBleHUU KayeCTBOM 0OydyeHUs CTYOEeHTOB Ha YpOBHe IpemofaBaTens, Kapeapsl,
(haKynbTeTa U YHUBEPCUTETA.

B Hauvane y4eOHOT0 M3yYeHUS AUCIUIIIMHBL MPENofaBaTelb IPOBOJUT BXOMHOMU
KOHTPOJIb 3HAHUM CTYIeHTOB, TPHOOPETEHHLIX Ha MTPEAIIeCTBYIONIEM 3Tane 00y4eHUs.

3agaHusi, peajTu3yeMble TOJIbKO IIPH IIPOBEIeHHH TEeKYyIIero KOHTPOJIs

CobecemoBaHHMe - 3TO CPEICTBO KOHTPOJS, OPraHM30BaHHOE KaK CIlelualibHas
Oecefa mpemomaBaTess CO CTYOEHTOM Ha TeMBI, CBSI3aHHBIE C U3y4aeMOU OUCLUTIINHON, U
paccurMTaHHOE Ha BHIABIIEHUe o0beMa 3HAHWM CTyNeHTa IO OIpefeleHHOMY pa3feny,
TeMe, po6eMe u T.II., COOTBETCTBYIOIINX OCBOEHUIO KOMIIETEHIIUM, TPEAYCMOTPEHHEBIX
paboyeiil MPorpaMMON OUCIIUTIINHEL.

[Ipo6nemaTuka, BEIHOCHMMas Ha cobecemoBaHue, OMpenenseTcs MpernogaBaTeyieM B
3alaHUSgX [ CaMOCTOSITeNIbHOW paboTH CTymeHTa, a TakKXe Ha CEMUHAPCKUX U
NpaKTUYECKUX 3aHATUAX. B xome cobecemoBaHusl CTYOEHT MONIXKEeH YMeTb 00CYOUTH C
IpernomaBaTe/ieM COOTBETCTBYIOIIYI0 MpoOjeMaTHKy Ha ypOBHe [Auajora ¥ MokKa3aTh
YCTaHOBJIEHHbIHM YPOBEHD BlIafeHUS KOMIIETEHIIUSIMU.

TecT - cucTteMa CTaHIAaPTU3UPOBAHHKIX 3aflaHUM, TO3BOJISIOIIAS aBTOMATU3HUPOBATh
IIpolielypy U3MepeHus YPOBHS 3HAHUU U YMEHUU 00ydaloIerocs.

5.2.MeToau4eCKHe MaTepPHaIbI /IS IPOMEKYTOYHOH aTTeCTAallHH



dopma MPOMeXKYyTOYHOU aTTECTALUM 10 AUCLUIIIIMHE - 3K3aMeH

®opMa npoBegeHN 3K3aMeHa: yCTHas

B aymuTopuio, rae IpuHAMaETCSd 9K3aMeH, IPUTJIallaloTCs CTyIeHTH U3 pacueTa He
0osee MATH 9K3aMeHYIOIIKUXCSA Ha OOGHOTO 3K3aMeHaTopa.

Xopomo ycomeBalOIUM CTyJeHTaM, BHIOJIHUBIIMM BCe BHUOH PaboT,
IpefyCMOTPeHHBIE paboydeil MporpaMMOX AUCLUIIINHB U HE UMEIOIINM 3a/I0JIXKEHHOCTH,
nekaHaToM (pakynbTeTa MOXKeT OBITh pa3pelleHa coada 3K3aMeHOB JOCPOYHO C COTJIACUS
9K3aMeHaTopa, 6e3 0CBOOOXKOEeHNS CTYAEHTOB OT TEKYIIUX Y4eOHBIX 3aHATHN. [locpouyHas
clada 9K3aMeHOB IIPOBOAUTCS He paHee, 4eM 3a 1 MecsI] [0 Hadaja CecCuu. B mepuopg
CecCcuM IOCpPOYHAs coadya He pa3pellaeTrcs. PellleHne 0 JOCPOYHOU cAaye MPUHUMAET
nekaH (akKyjabTeTa Ha OCHOBe JIMYHOTO 3asBIE€HUS CTyAeHTa, COTIaCOBAHHOTO C
IIpernofaBaTeIIMyA OUCLHUIIINH, BEIHOCHMBIX Ha CECCHIO.

[ TOOTOTOBKHM K OTBETY Ha 3K3aMeHe CTYAeHTy PEeKOMEHOYeTCs HCII0Ib30BaTh
[lepeyeHb TEOPETHUYECKHX BOIIPOCOB (3aaHuii), BHIHOCHMBIX Ha 9K3aMeH, pa3pelleHHbIX
y4eOHBIX W HATISOHBIX MOCOOUM, CPeNCTB MaTepUaIbHO-TEXHUYECKOTO 00eClIedYeHus U
TUIIOBHIE IIPAKTUYECKHeE 3afaHus (3agay), IepedruCleHHbX B 1.4.2.

B 3k3aMeHaAIMOHHBIM OUIET BXOOUT TEOPETHUYECKUX BOIpPOCA: OOUH - M3
MUHUMAalbHOTO YPOBHS, - 13 6a30BOTO X OOHO IIPaKTU4YeCKOe 3aflaHue, XapaKTepuayilee
BEICOKMU YPOBE€Hb CHOPMUPOBAHHOCTH KOMIIETEHIIMM. BpeMsi MOATOTOBKYA OTBETa IIPHU
cmade B yCTHOM (opMe AONKHO COCTaBnATh He MeHee 40 MUHYT (0 XKelaHUIO
00y4Jarolerocss 0OTBET MOXKeT ObITh HOCPOYHHIM). BpeMs oTBeTa - He Oonee 15 MUHYT.

OK3aMeHaToOpy MpPefoCTaBiIsgeTCs MPaBo 3afaBaTh 00y4alOIIMMCS [OMOHUTEIbHEIE
BOIIPOCH B paMKax MPOrpaMMbl OUCIAIINHLE TEKYIIEr0 CeMeCTpa, a TaKxke, IOMUMO
TEOpeTUYeCKHUX BOIPOCOB, [aBaTh 3afaydd, KOTOpPHE M3y4YaliuCh Ha MPaKTUUYECKHUX
3aHATHUSIX.

OcHOBOU [N ONpefeNeHUs OLEHKH CIYyXKUT YPOBEHb YCBOEHUS CTyHeHTaMHu
MaTepHasa, MPeayCMOTPeHHOro paboyel MporpaMMoON OUCUUIIIUHLEL. 3HAHUS, YMEHUS,
HaBBHIKM U (MIU) ONBIT AEeSATENbHOCTH, XapaKTepu3yoIllue 3Tamnbkl (OPMUPOBaAHUS
KOMIIETEHIIUM y 00ydYalomuxcs, ONpenessiloTCS OIeHKAaMMU «OTJIHYHO», «XOPOIIO»,
«yMIOBJIETBOPUTEINIBHO», «HEYAOBIETBOPUTENILHO» UJIM «3a4TEHO», «HE3a4TEHO».

Bri6op opMEl OIleHMBaHUS OMpeneNsieTcs LeasIMU U 3afadaMu o0ydeHus. B yuce
npuMeHsaeMbIX (OpPM OLIEHMBAHUSA BHIAENSIOT MHTETpajibHyI0 U OuddepeHIUpyeMyio
OIleHKY, a TaKXe caMOaHalIW3 M CaMOKOHTPONIb CTyAeHTa. MCTOUHMKHN MHGOpPMaLuH,
KOTOpPBIE UCIIOJIb3YIOTCS IIPY MPUMEHEHUH Pa3HBIX (POPM OIleHUBaHUSA:

- paboTel 00yYaloOIIUXCS: MOMalllHKe 3afaHus, Ipe3eHTalliK, OTUETHl, THEeBHUKH, 3CCe U
T.IL.;

- pe3ynbTaTH WHOUBUAYAJIbHOM U COBMECTHOU HOEesSTEeNbHOCTH CTY[IEeHTOB B IIpoIlecce
o0y4eHus;

- Pe3yIbTaThl BHITOTHEHUS KOHTPOIbHLIX Pab0T, TECTOB;

- Opyrye UCTOYHUKU UHGOPMALUH.

st Toro 4TOORI OLIEHKA BBITTOIHSIA Te (QYHKIMY, KOTOPHIE HAa Hee BO3JI0KEHH KaK Ha
XapaKTePUCTUKY 3TAnoB (GOPMUPOBaHMUS KOMIETEHIMH y 00ydarommuxcs, HeoOX0muMo
cobmoeHne cnenyouux 0a30BhIX MPUHITUIIOB OLIEeHUBaHUS:
- HEMPEePHIBHOCTH IIPOIIecca OIleHHBaHUSI;
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- OIleHWBaHME MOJIXKHO OBITH KPUTEPHUAJIbHEIM, OCHOBAHHBIM Ha ILIe/IsX 00yUeHUs;

- KPUTEPUH BBHICTABIIEHHUS OLIEHKU U aJITOPUTM €€ BHICTABIEHUS [OJIKHHEI OHITh 3apaHee
HU3BECTHEI

- BKJIIOYeHHe 00y4alouXCcs B KOHTPOIbHO-OLIEHOYHYIO eATENTbHOCTbD.

KoneuHbll pe3ynbTaT 00yuyeHUs (C TOYKU 3PEHUS COOTBETCTBUS €r0 3asBI€HHBIM
1Ie/IIM) B BBICOKOM CTEIeHU OIpefeseTcss HabopoM KPUTEpPHANbHBEIX ITOKa3aTenel,
KOTOPHIE UCIIOIL3YIOTCS B IIPOLIECCe OLeHKHU.

CTymeHTy, MCIONb3YIOIIEMY B XOme 9K3aMeHa Hepa3pelleHHble UCTOYHUKU U
CpefcTBa AJis MonydyeHus nHopMaluu, BEICTaBISETCS HeYOOBIeTBOPUTEIbHAS OlleHKa. B
ciydyae HESIBKM CTy[eHTa Ha 9K3aMeH, MpelofaBaTesieM [IeJlaeTCsl B 9K3aMeHal[MOHHOU
BEIOMOCTH OTMeTKa «He sgBuics».llepecmadya skK3aMeHa B LEeNSIX IOBHIIEHUS
TIOJIOXKUTEIbHON OLIEHKM He HOMYCKaeTCs.
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