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1. O01IHe OI0ZKEeHHU ST

®oHp oueHoYHBEIX cpefcTB (O®OC) mo gUCHUNNIKHE HCIONbB3yeTCS B LEIAX
HOPMUPOBAHUS NPOLEAYPH OIeHWBAHUS KadyeCTBa IOATOTOBKU M OCYIIECTBISET
yCTaHOBJIEHNE COOTBETCTBUS YUEOHBIX NOCTHXKEHHU 3all/laHMPOBAHHBIM pe3yIbTaTaM
oOyueHusi u TpeboBaHUSIM 00pPaA30BaTEIbHOM ITPOTPAMMBI OUCLUIIINHEL.

[IpegMeTOM OLleHWBAHUSA SABIAKTCA 3HAHUSA, YMEHUS, HAaBBIKU M (UJIM) OIBIT
NesTeNbHOCTH, XapaKTepPHU3yllie 3Tankl (OPMUPOBAHUSI KOMIETEHIIUH § 00y4aromuxcs.

[Ipouienyphl OlleHUBaHUSA NMPUMEHSIOTCS B Ipoliecce 00y4eHUs Ha KaXXAOM 3Talle
dbopMupOBaHUS KOMIIETEHIIMH MMOCPEACTBOM OMNpENeNIeHus OIS OTHOEeIbHBIX COCTAaBHBIX
YacTeu OUCIUIIIAHL METON0B KOHTPOIS - OIIEHOYHBIX CPEACTB.

OCHOBHBIM MeXaHM3MOM OILIeHKY Ka4eCTBa IOATOTOBKY U (HOPMOM KOHTPOIS yueOHOM
paboTH CTY[EHTOB SBAAIOTCS TEKYIIWW KOHTPOIb YCIeBaEMOCTH U NPOMEXKYTOYHAas
atTtectanus. O0mue TpeboBaHUS K MpPOIlefypaM MPOBEIEHUS TEKYIIero KOHTPOJS U
IIPOMEXYTOYHOU aTTeCTalluy OIpefesseT BHYTPEHHUU JIOKaJbHBIM aKT YHUBEPCUTETA:
[TonoxeHue O TeKylleM KOHTPOJIE YCII€eBAaeMOCTH U NMPOMEXKYTOYHOU aTTeCTalluu
obOyyatomuxcs. [Ipu mpoBeleHUH TEKYIIEro KOHTPOJIS YCIIeBAEMOCTH M ITPOMEKYTOYHOU
aTTeCTalluy CTyIeHTOB ucrosuab3yercs @OC.

1.1.Ile1p ¥ 3agayM TEKYIero KOHTPOJisi CTYIEHTOB N0 JTUCHUIIINHE.

[lenp TeKyllero KOHTPOJS - CUCTeMaTH4yecCcKas IIPOBEpPKa CTEIeHU OCBOEHUS
IIPOrpaMMBbl QUCLUIIINHEL «B5e30IacHOCTh KOMIIBIOTEPHBIX CUCTEM», YPOBHS OOCTUKEHUS
IJIaHUPYEMBIX Pe3yIbTaTOB 00yUeHus - 3HAHUW, YMEeHUM, HaBLIKOB, B XOMle €€ U3y4eHUs
IIPY NIPOBEMIEHUU 3aHATHUH, TPETyCMOTPEHHBIX Y4eOHbIM IIJTAHOM.

3agayu TeKyllero KOHTPOJIA:

1. obHaApyXeHHUe U yCTpaHeHKe TP00eioB B OCBOEHUHY Y4eOHOU OUCLUTIINHEL;

2. CBOEBPEMEHHO€E BHIIOJHEHUE KOPPEKTUPYIOIIUX [OEeWCTBUU MO COOEpXKaHUI U
opraHu3aluu mpoiecca 00y4eHus;

3. olpefeneHnue MHOUBHUIYATbHOTO y4eOHOT0 PeUTHHTa CTYIEeHTOB;

4. MOArOTOBKA K IIPOMEXYTOYHOU aTTECTalUH.

B TeueHue cemMecTpa NpU U3yYEHUU OUCLUIIIUHB peajul3yeTcsd TpagullioHHas
CHCTeMa II03TaIllHOT0 OIleHMBaHUS YPOBHS OCBOEHMS. 3a KaXK[bli BUM YyUeOHbBIX JelCTBUU
CTYOEHTHl II0Iy4aloT OLIEHKY .

1.2.1le1b ¥ 3aJa4Yu MPOMEKYTOYHON aTTECTAllHH CTYIEHTOB IO THCHHUIIIHHE.
[lens MPOMEXYTOYHON aTTECTAIlUM - IMPOBEpPKA CTEIeHU YCBOEHHUS CTyOeHTaMHU
y4eOHOTO MaTepuana, YPOBHS HOCTUXKEHUS ITAHUPYEMBIX PEe3yNIbTaTOB 00y4eHUS U
c(hOPMUPOBAaHHOCTH KOMIIETEHIIMH Ha MOMEHT 3aBePUIEHUS U3YYEHUS IHACIUTITNHEL.
[TpoMexXyToYHas aTTECTAIUS ITPOXOAUT B popMe 3adeTa.
3aauy MPOMEXKYTOYHON aTTeCTaIUH:
1. ompeneneHue YPOBHS OCBOEHUS YUeOHOU OUCIUIIITUHEL;
2. ompefenieHWe YPOBHSA MOCTUXKEHUS IJIAHUPYEMHBIX pPe3yJbTAaTOB 00y4YeHHUS U
c(hOpPMUPOBAHHOCTH KOMIIETEHITUH;
3. COOTHECeHHE IJTaHUPYEMBIX PE3y/IbTAaTOB 00YYEHUS C MJIaHUPYEMBIMU PEe3yIbTaTaMu
0CBOeHMSsT 00pa30BaTEIbHOM ITPOrPaMMEI B PaMKax U3YYEeHHON OUCITUIIINHEL



2. [lepeyeHb KOMIIETEHIIUH C YKa3aHHEM 3TAIOB HX ()OPMHPOBAHHS B MpoIiecce
OCBOEHHUS TUCIHUIITHHBI

MCCIIeN0BaHUs 00bEKTOB IIPOGECCHOHATbHON NesTeTbHOCTH

2.1.IlepeuyeHb KOMIIETEHIIHH.
IIK-4 T'0TOBHOCTH K HCIIOJIb30BAHMIO METONOB U HHCTPYMEHTAJILHEIX CPEJCTB

IIK-9 BnapeHue HaBRIKaMM HCIIOIb30BaHUS OMEPAlMOHHBIX CUCTEM, CETEBHIX
TEXHOJIOTUH, CPENICTB pa3paboTKu IPOrpaMMHOr0 nHTepdeiica, TpIMeHEHUS S3bIKOB U
MeTOf0B (hopMaibHBEIX Celu(pUKalNi, CUCTEM yIIpaBlieHus 0a3aMu JaHHbBIX

2.2.91ansl GOpMHPOBAHHS KOMIIETEHIIHH.

Tabnuia 1
Ko ITtan dopMHpPOBaHHSA Bun yueOHOM Tun
JI bopmup 1y ®opMa KOHTPOJIA
KOMIIeTeHITHH KOMIIeTeHIITHH padoThI KOHTPOJIS
. JIeKIIUY,
TeOpPeTUYeCcKui .
. CaMOCTOSITeJIbHAS TeKyumy |cobecemoBaHUe, TECT
(vHpOPMAITMOHHEIN)
pabota
IIpaKTUYeCKHe
s1abopaTopHELIE
I1K-4, ITK-9 . ( paTop ) . TECT, JOMalllHee
[IPaKTUKO-OPHEHTHPOBAHHEIM 3aHATHS, TEeKyIIUH safaHme
CaMOCTOSITeJIbHAS
pabota
. IPOMEXKY-
OII€HOYHBIN aTTecTalus u 3a4eT
TOYHBIN

[TpuMeHsieMble 00pa30BaTENIbHEIE TEXHOJIOTUY ONIPENEeNSIIOTCS BUIOM KOHTAaKTHOM
PaboTHI.

2.3.CooTBeTCTBHE pPa37e/I0B THCHUIUIHHBI ()OPMHUPYyEMbIM KOMIIETEHIIUSIM.
OramamMyu GOPMUPOBAHUS KOMIIETEHIIUM SBISIOTCS B3aMMOCBS3aHHAs JIOTHYecKas
IIOCJIeOBATEILHOCTh OCBOEHUS Pa3elioB (TeM) yueOHO! OUCIIUTIINHEL

Tabnuia 2
Ne Pa3gen (Tema) Kopgsbl
Copep:kaHue pa3aena (TeMbl) TUCIHIITHHbBI o
o/ OHUCIHILIIHHBI KOMIIeTeHITUH
Pazmen 1.
Pazpgen 1. Yrpo3ssl
1 |ceteBou Yrpo3sel cety, ysI3BUMOCTH, BULHL YTPO3. [1K-4
0e30IacHOCTH B
COBPEMEHHOM MUpEe
Pa3zpen 2. YnpasneHrue ¥ MOHUTOPUHT YCTPOUCTB,
2 | Paspmen 2. 3amura PacnpepeneHue mocTyia 10 IPUBUJIETUSAM, 3allUTa I1K-9
CETEBHIX YCTPOUCTB | IJIOCKOCTY YNIPaBJIECHUA.
Paspen 3.
Pazpen 3. [Tpotokon AAA, mokanbHas ayTeHTAPUKAIKS,
3 | ABTOpU3aLu4, cepBepHas ayTeHTHu(uKauus (mpoTokonsl RADIUS, [1K-4
ayreHTudukanusa u | DIAMETER)
yueT pocTyma (AAA).
Paspen 4.
Pasnien 4. JIMCTHL KOHT
4 | Peanmsamms PO AOCTYIa, MeXCEeTeBble SKPaHBI, ITK-9
y (aepBOI HA OCHOBE 30H.
TEXHOJIOTUH
OpengMayepa




Pazmen 5.
Pazpgen 5.
5 | BuepmpeHnue cuctemsl | Texnonoruu IPS, cursatypel, BHegpenue [PS.m [1K-4
3allUTH OT
BTOpKeHuu (IPS)
Paznen 6.
Paspen 6.
Obecneyenue 3aumra KOMMyTaToOPoB, port-security, 3amura
0e30TIaCHOCTH [JIS KOHEYHBIX YCTPOUCTB

JIOKAJIbHOM CeTH
(LAN)

Pazgen 7.

Paznmen 7.
Kpuntorpaduueckue
7 | cucteMul. BHempeHue
BUPTYaIbHBIX
YaCTHHIX CeTen
(VPN).

Paspen 8.

Paznen 8.
Ymnpasnenue ®aepsorel Cisco ASA, KOHUTYPUPOBaHUE, AOCTYII,
0e30TaCHOM CeThI0. | MOMCK HEHCIPaBHOCTEH.

ASA ycTpoiicTBa
0e30IaCHOCTH.
Paznmen 9.
Paspmen 9. YnpaBnenue ceTeBol 6€30MacCHOCTHIO. PaspaboTka
Ynpasnenue KOHLIENIMK 0e30IIacHOCTH CETH.

0€e30TIaCHOCTBIO CEeTH

ITK-9

OCHOBHBIE @ITOPUTMEL KpUNTOrpaduu
[IPUMEHUTEJILHO K JIOKAJIBHEIM BEIUUCIIATEIBHEIM
cetsiM. [Ipotokon IPSEC, BUpTyanbHEle YaCTHELE
CeTH.

[1K-4

[1K-9

[1K-4

3. OnucaHue NMoOKa3aTejled KpHuTeépHueB Ol HHBAHUA KOMI[eTeHIIHfI Ha
Pa3/IN9YHBIX 3TallaX HX (l)OpMHpOBaHI/Iﬂ, OIMHCaHHEe IIIKaJ/I OIeHHBaHHUA

3.1.0nucaHue NMoKa3aTejieH OINeHHBAHHS KOMIETEHIHMH Ha Pa3/IHYHBIX
3Tamax ux (pOpMHPOBAHHUSI.

Tab6mua 3
Kog
IToka3aTenu oneHUBaHUSA
KOoMIIe- . OneHouHbIE CPEICTBA
(MHOIUKaTOPHI MOCTHIKEHHSI KOMIIETECHITHHN)
TEeHIIUH
[TK-4.1 3HaeT coBpeMeHHble UHCTPYMEHTAJIbHEIE TEOPETMYUECKMUE OTAIL:
cpencTBa IPOrPaMMHOT0 obecrieueHus; CoBeCenoBaHTe, TECT
MO ATE Conoran MDOMATO IPAKTHKO- _
TTK-4 by pen porp OPUEHTHPOBAHHBII STAIL:
o0ecIieueHus;
[1K-4.3 BnageeT HaBBHIKAMHU KMCIIOIb30BAHUS METOIOB U TecT -
) OLEHOYHEIN STAII: BompocH
MHCTPYMEHTAJIbHBIX CPEICTB UCCIe0BaHUS
K 3a4ery
IIPOrPAMMHOT0 00eCreyeHus; )
o TEOPETUYECKHWU OTAII:
[1K-9.1 3naet meToas (popManbHLIX CleluUKalnil 1
cobecemoBaHKe
CHUCTEMBI yIIPaBIeHusT 0a3aMU HaHHHIX;
[1K-9.2 YMeeT npuMeHATL COBPEMEHHEIE CPELCTBA U [TPAKTAKO- -
I1K-9 ) OPMEHTHUPOBAHHBIN 9TAII:
SI3BIKY IPOTPAaMMUPOBaHUS; OMAIIHee 3aIaHme
[TK-9.3 MeeT HaBEIKY UCII0JIb30BAHUS OllEPAllUOHHEIX A -
CHCTOM: OLIEHOYHBIU 3TAII: BompocH
’ K 3a4eTy




3.2.CTaHgapTHbIE KPUTEPHUH OLleHUBAHMUSI.

Kputepuu paspabortansl ¢ yuetoM TpeboBarui ®I'OC BO K KOHEYHHIM pe3yIbTaTaM
00y4eHUS ¥ CO3[Al0T OCHOBY [IJIsSI BLISIBIIEHUS YPOBHSI CHOPMUPOBAHHOCTY KOMIIETEHIIUH:
MUHUMAaJIbHOT0, 6a30BOT0 MU BHICOKOTO.

KpurepHuu OoleHKH YCTHOT 0 OTBETa B X07e codeceT0BaHHUsL:

- JIOTHKa IpPH MU3JI0OKEHUU COfNepXkKaHUSI OTBeTa HA BOIPOC, BHISIBIIEHHBEE 3HAHUSI
COOTBETCTBYIOT 00bEMY U I'TyOUHE UX PACKPBHITUS B UCTOYHUKE;

- HUCIOJIb30BaHNe Hay4YHOU TEPMUHOJIOTUY B KOHTEKCTE OTBETA;

- 00BbsICHEHVE TPUYMHHO-CIEICTBEHHBIX U (YHKIMOHAIbHAIX CBS3EH;

- yMeHUe OIleHWBaTh HNEUCTBUS CYOBEKTOB COIHMANIbHOM XU3HU, GOpPMyIHpPOBaATh
coOCTBeHHBIE CYKIEHUS U apTYMEHTHI 110 OIpefesIeHHEIM IIpo0ieMam;

- 3MOIMOHANbHOE 60TaTCTBO peyul, 00pa3Hoe U SPKOe BEIpakeHNe MEICTIEH.

Kpurepuu o1ieHKH OTBeTa 3a 3a4er:
[71s 3a4eTa B yCTHOM BHfle YIIOTPeOMMBI KPUTEPUH OLIEHKH YCTHOTO OTBETA B XOfI€e
cobecemoBaHus (CM. BHIIIIE)

KpHuTepHuHu OolleHKH JTa00paTOPHOH PadOTHI:

- Bumonuenune nabopaTopHO# pabOTH (IIOATOTOBIEHHOCTh K BHIIIOJIHEHMIO, OCO3HAHUE
1171 paboTel, METOIOB COOMPaHUs CXeMEI, IPOBeeHNe N3MEePeHNH U GUKCUPOBAHUS HX
Pe3yNbTaTOB, IPUIeKaHNe, CAMOCTOSITeIbHOCTD BHIIIOJTHEHUS, HAJTUYHe ¥ IPAaBUIIbHOCTD
oopMIeHNsT HEOOXOOUMBIX MAaTePHAJIOB s IPOBeNeHNsT paboTh - CXeMa COeqUHEHHH,
TaOJIUIIEL 3aKCeH U T.I1.);

- Opopmnenue ordyeTra mo nabopaTopHOM pabGoTe (aKKypaTHOCTbH OoQopMIeHHUsS
pPe3yNIbTaTOB M3MEPEHUH, IPABUIbHOCTh BHIYMCIIEHWH, IPABUIBHOCTDL BBITOTHEHUS
rpadMKOB, BEKTOPHHLIX OHATPAMM U [pP.) ;

- ITpaBUIBHOCTL ¥ CAMOCTOSITEIBHOCTE BEIOOPA (HOPMYII [JIST PACUETOB IPU 0HOPMICHUHU
Pe3yIbTaToB PabOoTHI;

- [TpaBUNTBHOCTE ITOCTPOEHUS TPA(PUKOB, yMEeHHE 00bSICHUTh WX XapaKTep;

- [TpaBUIBHOCTH MMOCTPOEHUST BEKTOPHBEIX OHATrpPaMM, YMeHHEe WX CTPOUTH ¥ MOHUMaHHe
TOT'0, YTO OHU 3HAYAT;

- OTBeTH Ha KOHTPOJIbHEIE BOIIPOCH K Ta00paTOpHOH padoTe.

KpHuTepHuH OLleHKH TeCTOBOT'0 KOHTPOJIS 3HAHHH:
CTYOEHTOM [aHbl IPaBUJIbHEIE OTBETHL Ha

- 91-100% 3amanuii - OTIIUYHO,

- 81-90% 3amaHuY - XOPOIIIO,

- 71-80% 3amaHuu - YIOBIETBOPUTEIILHO,

- 70% 3apaHuy U MeHee - HeyIOBJIETBOPUTEIIBHO.

OO0mIue KPUTEPHH OIIEHKH PadOThI CTYIeHTA Ha MPAKTHYECKHUX 3aHSITHSIX:

- OTNIUYHO - aKTHBHOE ydYacTue B 00CyXOeHHH MpobGIeM KaxXOoro ceMuHapa,
CaMOCTOSITEJIPHOCTb OTBETOB, CBOOOAHOE BIajJeHHWE MaTepPHUaioM, IIOJHHE U
apryMeHTHPOBAHHBEIE OTBETH Ha BOIPOCH CEMUHApa, y4aCcTHe B JUCKYCCHUSX, TBEPIOE
3HaHWe JIEKIMOHHOTO MaTepuasa, 00sg3aTeTbHOM M PEKOMEHIOBAHHOM HOIMOTHUTEIbHON
JTUTEPATYPHI, PETYIIIPHAs MOCEITaeMOCTh 3aHATHH.

- Xopomo - HeJOCTAaTOYHO IIOJTHOE PACKPBITHE HEKOTOPHIX BOIPOCOB TEMH,



He3HaUYUTeNbHEIE OMIMOKM B (GOPMYJIUPOBKE KAaTEropwil U MOHSITUU, MeHbINas
aKTUBHOCTh Ha CeMHHapaX, HellOJTHOe 3HaHKe [OMOJHUTENIbHON TUTEePaTyPhl, XOpoIlas
II0CEIaeMOCThIO

- YOOBNEeTBOPUTENbHO - OTBETH OTpaXkalT B LeJIOM IOHMMaHWHE TeMBl, 3HaHUE
COMlepKaHUsT OCHOBHBLIX KaTeTOPUM U MOHSITHUM, 3HAKOMCTBO C JIEKITMOHHBIM MaTepHUajioM
¥ PeKOMEHJI0BaHHOM OCHOBHOM TMTEPATypPOU, HelOCTaTOYHAasA aKTUBHOCTh Ha 3aHSATHUAX,
OCTaBJIAIONIAs XKeJlaTh JIyYIIero MoCelaeMOoCTb.

- HeynoBneTBOpPUTENBHO - TaCCUBHOCThL Ha CEMUHAapax, YacTass HETOTOBHOCTD IIPU OTBETAX
Ha BOIIPOCHI, IIJIOXas MOCEN[aeMOCTh, OTCYTCTBHME KadeCTB, YKa3aHHHIX BHIIIE OIS
mony4yeHus 00jiee BHICOKUX OLIEHOK.

[Topsimok MpUMEeHEHUST KpUTEPHEB OIIeHKHM KOHKPETU3UPOBaH HUXKe, B pa3fene 4,
copiepzKaleM OIleHOYHBIe CPENCTBA OISl TEKYIET0 KOHTPOJIS YCIIeBaeMOCTH U IS
IIPOBEIeHUS ITPOMEXKYTOYHON aTTECTAINHU CTYIEHTOB 10 HaHHOW JUCIUIIINHE.

3.3.0nucanue mIKaJ OlleHUuBaHHUS.

B mpotiecce olleHUBaHUS Pe3yIbTaTOB 00yUYeHUsT U KOMIIETEHITUN Ha Pa3/IMYHBIX
3Tamnax ux GOPMUPOBAHUS IIPU OCBOEHUH TUCIUTIIMHEI [IJISI BCEX ITEPEeUYHCIIEHHLIX BhIIIE
OLIEHOYHBIX CPEICTB MCIIOIb3YeTCS ITKajla OlleHUBaHuUs, IpUBeNeHHas B TaOnuIle .

[uxoToMu4ecKas IKaia OleHUBaHUS UCIONIb3YETCs IIPY MPOBEIEHUN TEKYIIETO
KOHTPOJIS YCIIEBaeMOCTH CTYIEHTOB: IIPU IIPoBeNeHuu cobeceioBaHus, IIPU IIpUeMe 3CCe,
pedepara, a TakKe MOKET OBITh UCIIOIb30BaHa B ILIeJIsIX MPOBEOeHUS TaKou (POPMEI
IIPOMEXYTOYHOM aTTeCTallud, KaK 3a4eT (IIKaja IPUBOOUTCS OIS BCEX OLIEHOYHBIX
CPencTB U3 TaOMUIIEL 3.

Tab6nuia 4
. | OueHka
OneHkKa 3HAaHHH, .
IToxka3arenu Onucanue B COOTBETCTBHH YMEHHH, THXOTOMH
OLleHMBaHUS C KPUTEPHUSIMH OLleHUBaHUS HaBBIKOB qecKoli
U ONbITa
mKaje
. eMOHCTpUPYET MOTHOE IOHUMaHue
BHICOKUY YPOBEHD «04eHb BBICOKaS»,
npobiemel. TpeOoBaHUS 110 BCEM «3a4YTEHO»
OCBOEHHUS «BBICOKas»
KPUTEPHUSIM BBIIIOTHEHHI
«OOCTATOYHO
. IleMOHCTPUPYET 3HAUUTEILHOE
Ba30BhIl YpPOBEHD BBICOKasi», «BBIIIE
moHMMaHue npobneMsl. TpeboBaHus . «3a4TEHO»
OCBOEHHUS cpemHen»,
10 BCEM KPUTEPUSM BHITIOJTHEHEI
«ba30Basi»
MAHAMATBHEL IeMOHCTPUPYET YaCTUYHOE «CpemHSsA», «<HUKE
moHMMaHue mpobneMsl. TpeboBaHus CpenmHen»,
YPOBEHb «3a4TEHO»
OCBOCHIS 10 OOJIBIIIMHCTBY KPUTEPHUEB «HU3Kas»,
BBITIOJTHEHHI «MUHUMabHasI»
HenocTaToq i IeMoHCTpUPYeET HEOOIIIOE
MmoHMMaHue npobneMbl. TpeboBaHUST | «OUYeHb HUIKAS»,
YPOBEHb «HEe3aYTeHO»
OCBOCHIS II0 MHOTUM KPUTEPHUSIM He «IIPUMUTUBHAS»
BBITIOJTHEHHI




4, TunoBbIe KOHTPOJIbHBIE 3alaHHUsI, HHbIE MaTepPHa/Ibl, HEOOXOTHUMBbIe [IJIsi
OIIeHKHM 3HAaHHWH, yMEHHH, HABHIKOB U (H/IH) ONbITA AesITeIbHOCTH,
XapaKTePHU3YIOMIUX 3Tankl (JOPMHPOBAHHSA KOMIIETEHIIUH B IPOIeCCe OCBOEHHUSI
o0pa30BaTeIbHOH IMPOrPaMMbI

4.1.0neHOYHbIE CPeICTBA MPOMEKYTOYHOH aTTeCTaIllH|
OueHOYHEBIE CPELCTBa IPOMEXKYTOYHOU aTTeCTAllUY 110 QUCLUIIINHE IPENCTaBIeHEl B
[Tpunoxenuu 1.

4.2.@opMHpPOBaHHE TECTOBOI0 3aJlaHUS MPOMEKYTOYHOH aTTeCTAIllHH

AtTectranmus Nel

B sk3aMeHallMOHHOM OuJieTe HNPUCYTCTBYeT 2 BOMpPOCa TEOPETUUYECKOU U
IIPaKTUYEeCKOM HallpaBJIeHHOCTH. TeopeTudecKre BOMPOCH ITO3BOISIOT OI[EHUTh YPOBEHD
3HAHUU M 4YaCTUYHO - YMEHUU, NIpakKTU4YeCKHe - YPOBEHb YMEHHUU U BJlafeHUsd
KOMIIETEHIIHEH.

[IpuMepHBIN epedyeHb 3aJaHUM, BEIHOCMMBIX Ha NMPOMEXYTOUYHYI aTTeCcTaluio,
pa3pelneHHbIX YYeOHBX U HaTASOHBIX MOCOOUM, CPeNCcTB MaTepUalbHO-TEeXHUYECKOTO
obecrieyeHus ¥ TUTIOBLIE ITPAKTUYECKHE 3aflaHus (3a0ayun):

Ilo Bompocy 1, komnerennuu I1K-4
1 Vrpossl ceTeBoi 6€3011aCHOCTH B COBPEMEHHOM MUDE
Yrpo3s® ceTd, ysI3BUMOCTH, BUAHL YTPO3
YrpaBneHrue ¥ MOHUTOPUHT YCTPOKCTB
Pacnpepenenue moctyna 1no npuBUiIerusaM
3amuTa MIOCKOCTH YIIPaBIeHUs.
MexceTeBble 9KpaHbL
LAN. 3amuTa KOMMYTaTOpOB
Ctek nmpoTokomnoB IPsec. ®a3wr paboTHI.
9 Pa6ouas cpema ISAKP. ITpotokon IKE v1. OcHOBHOM pexuM paboTe (main mode)
10 Peanusanusa VPN Ha ceTeBOM ypOBHeE.
11 Texnonoruyeckue apxuTeKTypsl VPN.
12 Mogenu pa3BepThiBaHusg VPN.
13 Curzatyps! IPS
14 MexaHu3MH ayTeHTU(PHUKAINY YOaleHHON CTOPOHH [Psec TyHHENS
15 CepBepHas ayTeHTHuKauus. [Iporokon RADIUS
16 PasrpaHuyeHue npas AOCTYyIa 10JIb30BaTENIEN.
17 CepBepHas ayreHTudukanus. Ilporokon DIAMETER
18 JlokanpHasa ayTeHTU(DUKALNS
19 Texuonoruu IPS,
20 EasyVPN

21 OcCHOBHEIE aJITOPUTMEL KpI/IHTOTpa(bI/II/I IIPUMEHUTEJIbHO K JIOKAJIBHBIM BBIYUCIINTEJIbHBIM
CeTsIM.

22 LAN. Port-security

23 ®aepBoi Ha OCHOBE 30H

24 JIuCTBI KOHTPOJIS OOCTyTa

25 TIpotokon AAA.

26 OCHOBHBIE MEXAHU3MEI ¥ TPOTOKOEI TOCTPoeHuss VPN
27 ®aepsonk Cisco ASA

O IO Ul Wi



28 FlexVPN.
29 Pa3paboTka KOHIenIuy 0e301aCHOCTH CETH.
30 Jlormueckue apxutekTypsl VPN.

Ilo Bompocy 2, komnerennuu ITK-9
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YnpaBnenue ceTeBoi 6€30IaCHOCTHIO

Hactpoiika Cisco ASA ucnons3yss ASDM

HacTpoiika Clientless VPN

HacTtpoiika site-to-site VPN

MeTons! CONManbHOU NHKEHEPUHU

3alrMTa MapIiIpyTu3aTopa

Pabora c mpoTokonom AAA

PasBepThiBanue cepBrucoB RAIDUS

Pa3BepThIBaHME CEPBUCOB MHOTOGAKTOPHOM ayTeHTH(UKALKK Ha 6a3e cepBrucoB RADIUS

10 HacTtpoiika paepBoia Ha OCHOBE 30H

11 Hacrpoiika IPS Cisco

12 3ammuta kommyTaTtopoB Cisco Layer 2

13 Hactpoiika VPN yganeHHOr0o gocTyna

14 Hacrpotika ¢pyuknui 6e3onacioctu Cisco ASA
15 Hacrpotiika mmpaB gOCTyIa I0JIb30BaTesen.

16 HacTpoiika npaB JOCTYyIa [10JIb30BaTeen

[ToproToBka pemieHus: B 0071aCTH HHTETpaIuy cepBrucoB VPNC cepBucaMu
MHOT0(aKTOPHOM ayTeHTHU(DKALMY, pean30BaHHEIX Ha Oa3e nmpoTokosia RADIUS.

18 BrrumcieHue NPOIyCKHOU CIOCOOHOCTH KaHasa
19 TIpoTuBOmENCTBUS AU3aCCEeMOTMPOBAHUIO
20 3amwuTa koMmmyTaTopoB Cisco Layer 2

21 Hactpo¥ika ¢paepBoyia Ha OCHOBE 30H

22 PasBepTriBaHUE cepBrucoB RAIDUS

23 PaboTta ¢ mpoTokomoMm AAA

24 Hacrpoiika site-to-site VPN

25 Hactpoiika Cisco ASA ucnomns3yss ASDM
26 Hactpoiika Clientless VPN

27 HacTpo¥Ka afMUHUCTPaTUBHOTO OOCTYyIIa
28 Hacrtpoiika IPS Cisco

[ToproToBKa pelieHust B 0071aCTH UHTeTrpaluu cepBrucoB VPNC cepBrucaMu
MHOTO(AKTOPHOM ayTeHTH(DKALMY, pean30BaHHBIX Ha Oa3e mpoTokoya RADIUS.

30 BrruucieHue IPOMyCKHOM CITOCOOHOCTH KaHala
[IpencTaBineHHBIN 1O KaXXAOMY BOIPOCY IlepedyeHb 3afaHUU SIBNIseTCA pabouei
MOJIEJIbIO [JIS TeHePUPOBAHUS 9K3aMeHAIlMOHHBIX OUIETOB.

4.3.Pa3BepHyThie KPUTEPHUHU BbICTAB/IEHUS OLI€HKH

Tabnura 5

Tun IToxa3aTrenn OIeHKH
BONpoca 5 | 4 3 2




TEMa TEMa TeMa OCBellleHa | OTBETH Ha BOIIPOC
Pa3HOCTOPOHHE Pa3HOCTOPOHHE |IIOBEPXHOCTHO, |Ounera
IIpOoaHaM3UpPOBaHa,| paCKphITa, OTBET| OTBET IIOJIHEIM, | IPaKTUYECKU He
OTBET IIOJIHEIY, IIOJIHBIY, momyiieHo 0osee | JaHbl
o1r00K HET, OOTYILEHO He 2 omuboK,

IPEeNI0KEeHE Gonee 1 000CHOBaHHBIX
TeopeTtu- |o00CHOBaHHEIE ook, apryMeHTOB He
YeCKHe |apryMeHTH U IIPEeI0XKEeHb IIPEI0XKEHO
BOIIPOCH | IPUBELEHEI 000CHOBaHHEBIE
IIPHMEPHI apryMeHTHl U
3(pHEeKTUBHOCTH IpUBeneHk
aHaJIOTUYHBIX IIPUMEPHI
pelIeHui 3(ppeKTUBHOCTHU
aHaJIOTUYHBIX
pelleHui
3ajaHue 3agaHue 3agjaHue 3agaHue
BBITTOJTHEHO 6e3 BBHITIOJTHEHO 6€3 | BEIIIOIHEHO C HEBBITIOJIHEHO UJIU
oumOOoK, CTYOeHT | omuboK, HO OOHOM OIMMOKOM, | BLIIOJTHEHO C
IpaxTa- MOXKET JaTh BCE CTYHEHT He IIpU OTBETE Ha | AByMs U Oojiee
qeCKIE He0o0XOMUMEbIe MOXKeT BOIIPOC omuOKa | omuOKamuy,
BOHIOCEL TIOSICHEHUS, IIOSICHUTH X0, | 3aMedeHa U MOSICHEHUS K X0y
CHenaTh BHIBOIE BBHITIOJTHEHUS X | MCIIpaBIieHa BBITIOJTHEHUS
cmenatb CaMOCTOSITEJIbHO | HEIOCTATOYHEI
HeoOxXoOuMebIe
BBIBOJIHI
OTBETHI JAHHI Ha | OTBETHI Ha OTBETHI Ha
IomonHu- | OTBETH JlaHbl Ha BCe| BCE BOIIPOCHI, IOIOTHUTEIbHbIE| OTIOTHUTEIbHEIE
TEJIbHbIE | BOIIPOCHI, IIOKa3aH | TBOPYECKUM BOTIPOCEI BOTIPOCHI
BOIIPOCH | TBOPYECKUH IOOXO | TOXOT omnO0YHE (2 U | IPAKTUYECKH
OTCYTCTBYET 6onee omubOOK) | OTCYTCTBYIOT
YpoBeHBb . . . HeJoCTa-
BBICOKUH 0a30BHIi MUHHAMaTbHBIN .
OCBOEHH S TOYHBIH

s IMOJIy4€HU A OOEHKHU «3a4YTEeHO» CTYOEHT OOJIZKEH IIOKAa3aTh YPOBEHL OCBOECHUA
BCEX KOMIIETEHIINH, IIpenyCMOTPEHHEIX HpOl"p&MMOfI OAaHHOU OUMCIUIINHE, He HUXKE
MHWHHUMAJIBHOTIO.

4.4. KoMIUIEKT 3K3aMeHAaIlHOHHbIX OHJIETOB
KoMneKkT sK3aMeHallMOHHBIX OMJIETOB €3KeroffHO 0OHOBIIETCS U GOPMUPYETCS
mepen 3a4eToM.
Pa3BepHyThle KPUTEPUY BLICTABIEHUS OIEHKM 3a 3a4eT cojepxkKaTcs B Tabnuie 5.

5. MeTogHYeCKHe MaTepHaJIbI, ONpe/ie/IAaiolIne IPoleayphl OlleHUBaHUS 3HAHUH,
YMEHHH, HABBIKOB H/H/IH OIbITA JesITeTbHOCTH, XapaKTePH3YIOIIHX 3TaIbI

dopMHUpPOBaHUS KOMIIETEHITHH

5.1.MeTogu4YecKHe MaTepPHa/IbI IJIsI TEKYIIero KOHTPOJIsi yCIIeBaeMOCTH

Tekymuii KOHTPOJIb IpegycMaTPUBaeT CHCTEMaTHYeCKOoe OIleHMBaHHe IIpollecca
00y4eHHUsI, C y4eTOM HeoO0XoguMOCTH oOecledeHHS OOCTUXKEHHUS 00ydaloIuMHUCS
MJIAaHUPYEMBIX PEe3yJIbTaTOB OOYYEHHUS IO OUCHUIIINHE (YPOBHS CHOPMUPOBAHHOCTHU



3HAHUW, YMEeHUW, HAaBEIKOB, KOMIIETEHIIN), @ TaKXKe CTEeIIeH! TOTOBHOCTH 00yYaloIIUXCs K
npodeccuoHaNbHOU AesTenbHOCTH. CHUCTeMa TEKyIero KOHTPOJS yCIeBaeMOCTH U
IIPOMEXYTOYHOM aTTeCTalluy CTy[IeHTOB IIPeyCMaTPUBaeT pPellleHre CIeAyIIuX 3afady:

- OIleHKa KayeCTBa OCBOEHHS CTyJAeHTaMH OCHOBHOU IpodeCCHUOHaANIbHOU
00pa30BaTeIbHOM TPOTPaMMBI;

- aTTecTalus CTYZEHTOB Ha COOTBETCTBUE UX IIEPCOHAJIbHBIX JOCTUXKEHUU IO3TAIlHBIM
TpebOBaHUSM COOTBETCTBYIOIEN OCHOBHOM MpodecCcruoHaNbHOM 00pa3oBaTeIbHOU
IIPOrPaMMEI;

- ImofJepxkKaHue MOCTOSTHHOM 00paTHOM CBSI3M U NMPUHSATHE ONTHMAJbHBIX PEIIeHUuU B
yIpaBlIeHUU KauyeCTBOM O0Oy4eHHUsS CTYOEeHTOB Ha YpOBHe NpemofaBaTens, Kapeapsl,
(haKynbTeTa U YHUBEPCUTETA.

B Havane y4eOHOTO M3y4YeHUS OUCIUIIIMHBL MPENofaBaTelb IPOBOAUT BXOMHOMU
KOHTPOJIb 3HAHUM CTYIeHTOB, TPHOOPETEHHLIX Ha MPEAIIeCTBYIONIEM 3Tare 00y4eHUsI.

3agaHusi, peajIu3yeMble TOIbKO IIPH IIPOBEIeHHH TEeKYyIIero KOHTPOJIs

CobecemoBaHHMe - 3TO CPEICTBO KOHTPOJIS, OPraHM30BaHHOE KaK CIielualibHas
Oecefa mperomaBaTess CO CTYOEHTOM Ha TEMBI, CBSI3aHHBIE C U3y4aeMOU OUCLUTIIMHON, U
paccurMTaHHOE Ha BHIABIIEHHe 00beMa 3HAaHWM CTyIeHTa IO ONpefeleHHOMY pa3feny,
TeMe, po6eMe U T.I., COOTBETCTBYIOIIMX OCBOEHUIO KOMITETEHIIUN, TPEAYCMOTPEHHEBIX
paboyeil MPorpaMMON OUCIIUTIIVHEL

[TpoO6nemaTuka, BEIHOCHMas Ha coOecemoBaHue, OMpenenseTcs MpernogaBaTeyieM B
3alaHUSgX MO CAMOCTOSITENIbHOW paboTH CTymeHTa, a TakKXe Ha CEMUHAPCKUX U
NpPaKTUYECKUX 3aHATHAX. B xome cobecemoBaHust CTYOEHT [OJIXKEH YMeTbh 00CYOUTH C
npernomaBaTesieM COOTBETCTBYIOIIYI0 NMpPo0eMaTHKy Ha ypPOBHe Ouajora ¥ MokKa3aTh
YCTaHOB JIEHHbIHM YPOBEHD BlIafeHUST KOMIIETEHIIUSIMHU.

TecT - cucTeMa CTaHIAPTU3UPOBAHHKIX 3aflaHUM, TTO3BOJISIOIIAS aBTOMATU3HUPOBATh
IIpoLelypy U3MepeHust YPOBHS 3HAHUU U YMEHUU 00ydaloIerocs.

5.2.MeToau4eCKHe MaTePHaIbI /IS IPOMEKYTOYHOH aTTeCTAallHH

dopma NpoMeXKyTOYHOU aTTECTALUM 10 AUCHUIIJINHE - 3a4eT

dopmMa npoBeeHUd 3a4eTa: IHCbMEHHas

[Tpu MOATOTOBKE K OTBETY Ha 3aueTe CTYOEeHT, KaK IPaBUjI0, Be[eT 3alUCHU B JIUCTE
YCTHOTO OTBETA, KOTOPHIM 3aTeM (II0 OKOHYAHUHU 3a4eTa) COHAeTCs 3K3aMeHaTopy.

9K3aMeHaToOpy MpPefoCTaBisgeTCs MpaBo 3aJaBaTh 00y4alOIIMMCS [OMOIHUTEbHEIE
BOIIPOCHL B paMKax MpOrpaMMbl JUCLUIIJINHBE TEKYIIEro CeMecTpa, a TakxXe, IOMUMO
TEeOpeTUYeCKUX BOINPOCOB, HaBaTh 3aJadyy, KOTOPHE M3y4YaJUCh Ha MPaKTUYECKUX
3aHATUSIX.

OCHOBOU [Os1 ONpefeseHUs OLEHKU CIIYyXUT YPOBEHb YCBOEHUS CTyOeHTaMH
MaTepHasa, MPefyCMOTPeHHOro paboyel MporpaMMoON OUCHUUIIIUHLEL. 3HAHUS, YMEHUS,
HaBBHIKM U (MIU) ONBIT AEeSATENbHOCTH, XapaKTepHu3yloIllue 3Tanbkl GOPMUPOBaHUS
KOMIIeTEHIIUH y 00yd4alomuxcs, ONpenessiloTCS OIeHKAaMMU «OTJIMYHO», «XOPOIIO»,
«yIOBJIETBOPUTEJILHO», «HEYMOBIETBOPUTEIbHO» WUJIM «3a4YTEHO», «HE3a4TEeHO».

Bri6op opMEl OIleHMBaHUS OMpPeNeNsieTcs LeasIMU U 3afadaMu o0ydeHus. B yuce
npuMeHsaeMbIX (OpPM OLIEHMBAHUS BHIOENSIOT MHTETpajibHyI0 U OuddepeHIUpPyeMyio
OIleHKY, a TakKXe caMOaHalIW3 M CaMOKOHTPONIb CTyAeHTa. MCTOYHUKHN MHPOpPMaLuH,
KOTOpPBIE UCIIOJIb3YIOTCS IIPY IPUMEHEHUH Pa3HBIX (POPM OIleHUBaHUSA:
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- paboTHl 00y4YaIIUXCs: fOMalllHNe 3aaHus, Ipe3eHTallul, OTYEThl, THEBHUKHU, 3CCE U
T.IL.;

pe3ynbTaThl MHAUBUAYAIbHOU U COBMECTHOM HESTENbHOCTU CTYHEHTOB B IIPOIlecCe
o0y4eHus;

pe3yNbTaThl BHIIOJTHEHNUSI KOHTPOJIBHEIX paboT, TECTOB;

- Ipyrue UCTOUHUKHU MHGOPMalUH.

st Toro 4TOORI OLIEHKA BBITTOIHSIA Te (QYHKIMY, KOTOPHIE HAa Hee BO3JI0KEHH KaK Ha
XapaKTePUCTUKY 3TAnoB (GOpMUPOBaHMUS KOMIETEHIMH y 00ydarommuxcs, HeoOX0muMo
cobmoeHne cnenyouux 0a30BhIX MPUHITUIIOB OLIEHUBAHUS:
- HEMPePHIBHOCTE IIPOIIeCcca OIleHHBaHUSI;
- OLIEHMBAHME MOJIKHO OBITh KPUTEPHAJIbHLIM, OCHOBAHHEIM Ha IeJISIX 00y4YeHus;
- KPUTEPHUHU BHICTABJIEHUS OIIEHKM M aJITOPUTM €€ BLICTABJICHHUS MOJIXKHE OBITh 3apaHee

M3BECTHHI;

- BKJIIOYEHUE 00y4alomuXCsi B KOHTPOIbHO-0LIEHOYHYIO eI TeIbHOCTb.

KoHeuHbIN pe3ynbTaT 00yuyeHUs (C TOYKU 3PEHUS COOTBETCTBUS €T0 3asBJIEHHBIM
I[eJIsIM) B BHICOKOM CTEIeHH ompenenseTcs HabopoM KpUTepHallbHEIX IOKa3aTeleH,
KOTOPHIE UCIIOIL3YIOTCS B IIPOLlECCe OLEHKHU.

CTymeHTY, UCIIONIb3YIOIIEMY B XOMle 3aUeTa Hepa3pelleHHble HCTOUHUKY U CPEefCTBa
IJIs1 TIONy4YeHus MHGOPMAIIUK, BEICTABISETCS HEYIOBIIeTBOPUTENIbHAS OlleHKa. B crmydae
HesIBKM CTYIOEHTAa Ha 3a4eT, IpelofaBaTelleM [elaeTcsl B 3K3aMeHallMOHHON BeIOMOCTHU
OTMETKA «HE SBUIICS».
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