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PaGoyas mporpaMma AUCLUIJIMHEL COCTaBjieHa Ha OCHOBe TpeboBaHui PemepabHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmeumanbHOCTH) OATOTOBKH «09.03.02 MHMDOpPMalMOHHEIE CUCTEMEl M TEXHOJIOTUHU»,
YTBEPXKAEHHOr0 IpuKa3oM MuHuCTepcTBa 00pa3oBaHusa 1 Hayku Poccuiickoir Oemepanuu
oT 19.09.2017 Ne 926, u B COOTBETCTBUU C paboyuM yueOHBIM IJIaHOM, YTBEPKIAEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mpenofgaBaHus OUCHUIINIUHLL «be30nacHOCTh MHPOPMAMOHHBIX TEXHOJIOTUN U
CUCTEeM>» SIBIISIETCS:

M3yYyeHNe TEOPETUYECKUX U NMPaKTUYeCKUX OCHOB olOecredyeHUs HHPOPMALMOHHON
0e30MaCHOCTH 3aKPBITHIX ¥ OTKPHITHIX KOHTYPOB KOMIBIOTEPHEIX CHCTEM
MHDOKOMMYHUKAIIMOHHKX MHPPACTPYKTYyp. B pesynbTaTe M3y4eHUS OUCIUIMIAHBL y
CTYOEHTOB OOJXKHH CHOPMHUPOBATHCSA 3HAHUSA, YMEHHUS M IMpPaKTHUYeCKHe HaBHIKH,
I03BONg0IKE pa3pabaThiBaTh MONUTUKY MHGOpPMAIUOHHOKW 6e30mMacHOCTH 00BHEKTOB
3aIIUTHl 1 OPraHU3allMOHHO-MIPAKTUYEeCKHEe MEPH II0 eTr0 3allluTe.

9OTa 1e/lb OCTUTaeTCs IIyTeM pelleHus Claenyolux(er) 3agad(u):

[IOJIy4YeHUe CTyOeHTaMU TeOPeTHUYECKUX U MPUKIAOHHX 3HAHUU O COBPEMEHHBIX
MeToflax obecredyeHuss UHGHOPMAIMOHHOM 0€30I1aCHOCTH 3aKPHITHIX M OTKPHITHIX KOHTYPOB
MH(POKOMMYHUKAIIMOHHEIX CUCTEM.

2. MecCTO THCIHIIIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

HOuciunnuHa «be3omacHOCTs HHPOPMAIMOHHBIX TeXHONOruu u cucreM» b51.B.19
SABASETCS OUCIUIIAHON dYacTu, QopMHpPyeMON ydacTHHKaMH 0Opa30BaTeNbHBIX
oTHoueHUU Os0Ka 1 yueOHOTO NjaHa MOATOTOBKM OaKajlaBpuaTa II0 HallpaBJIEHUIO
«09.03.02 MHboOpMaIlMOHHBEIE CUCTEMBl W TEXHONOTUH». V3ydyeHHe OUCHUNIUHBI
«be3omacHOCTh MHGOPMALMOHHLIX TEXHOJIOTUM U CHUCTEM» OINHPaeTCs Ha 3HAHUU
OUCUUIINIKAH(B) «ANTOPUTMBL M CTPYKTYPH [OaHHBIX»; «MHGOpPMaluMOHHBIE CHUCTEMEI
pa3paboTKK YCTPOMCTB TeNEeKOMMYHUKaINi»; «OCHOBBI TEOPUU CJIOKHBIX CHCTEMY.

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yIbTaTOB 00yUY€HH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Tpouiecc u3y4yeHus OUCLHUIIINHL HallpaBieH Ha (GOpMUpPOBaHUeEe CIETYIOMINUX
KOMIIETEHIINN:
Tabnuia 1

Ne Kopn

HanMeHOBaHHE KOMIIETEHIITHA
II/II [KOMIIeTeHITUH

CriocoOGHOCTH OIIeHHWBATh U CIIEOUTD 3@ BHIIIOJIHEHNEM KOHIIENITYaIbHOTO,
1 ITK-13 (DYHKIMOHAIBHOTO U JIOTUYECKOTr'0 IIPOEKTUPOBAHUS CUCTEM MAJioro U
cpepmHero mMaciraba ¥ CII0XKHOCTH

CniocobGeH ompenensaTh KPyT 3afiad B paMKax IIOCTaBJIEHHOM 1IN U

2 YK-2 BHIOMpPATH ONTHMaJIbHBIE CIIOCOOBI X PEIIeHuUs, UCXOMs U3 NeHCTBYIOIUX
IIPaBOBBIX HOPM, UMEIOIINXCS PECYPCOB U OTPaHNYEHUN

WHOVKATOPH TOCTUXKEHUS KOMIIETEHIIUMN

Tabmnuiia 2
K-13.1 3HaTh: METOMBI KOHIIEIITYaIbHOT'0, QYHKIIMOHAIEHOTO U JIOTHYECKOT0
IIPOEKTUPOBAHMS CHCTEM MAJIOTO M CPefHero Maciraba u CII0KHOCTH.
K-13.2 YMeTh: OIleHHUBATh U CJIEAUThH 3@ BREIIOJTHEHHEM KOHIIETITYalbHOTO, (GYHKITMOHATIBHOTO
1 JIOTHYECKOT0 IIPOEKTUPOBAHKS CHCTEM MaJIOr0 ¥ CPeIHEero MacuTada U CJI0XKHOCTH.
IK-13.3 MMeTh HaBBIKM: KOHIETITYaIbHOTO, QYHKI[MOHAIBHOT'O U JIOTHYECKOTO
MIPOEKTHPOBAHMS CHCTEM MaJIOTO ¥ CPeHero Maciraba U CJI0KHOCTH




YK-2.1

3HaTh: BUOB PECYPCOB U OTPaHUYEHUN [JIS pelleHus npodecCuoHaNbHBIX 3a0ay;
OCHOBHBIE METOIHI OLEHKM Pa3HHIX CIIOCOO0B peIleHUs 3a/iay; JeHCTBYIOIIee
3aKOHOMATENTLCTBO ¥ IIPABOBEIE HOPMEI, PETYIUPYIOIIKe TPoheCCHOHANTbHYIO
IesITeNIbHOCTb.

YK-2.2

YMeThb: MPOBOOUTE aHAIU3 MTOCTABIIEHHOW 1IeNTd ¥ GOPMYIUPOBATh 3afa4i, KOTOPHIE
HeoOXOOMMO PELIUTE I ee JOCTUKEHUS; aHaIU3UPOBaTh albTePHATUBHEIE
BapUAHTHI IJIST HOCTUXKEHUS] HaMEe4YeHHBIX Pe3yJIbTaTOB; UCII0Ib30BATh HOPMATHUBHO-
ITPaBOBYI0 NOKYMEHTAlHIo B chepe mpodheCcCHOHaNbHON NeITeTbHOCTH.

YK-2.3

BrnageTh: MeTomuKaMu pa3paboTKM 1eIu U 3afiad IPOEKTa; METONAMHU OLEeHKH
MOTPeOHOCTH B Pecypcax, IPOHOJIKUTEIFHOCTHA U CTOMMOCTH IIPOEKTa; HaBEIKaMU
paboThHl C HOPMATHBHO-ITPABOBOM JOKyMEHTalNel.

4. O6beM THCHHUIUIHHBI ¥ BUIBI Y4€0HOH PadOTHI

Ounas popMa o0yueHus

Tab6mnuia 3
o Bcero|CeMmecTpbl
Bupn yuedoHOM paboTHI YACOB 1
O61mas TPyIOeMKOCTE | 4 3ET 144 144
KoHTakTHasi pabora ¢ 00y4alOIMIUMHUCST 52.35 52.35
B TOM YMCJIE:
Jlexkuunu 20 20
[TpakTuueckue 3ansatus (I13) 16 16
JTabopaTtopHbie paboTh (JIP) 14 14
3aIuTa KOHTPOJILHOM PabOoTH -
3ammTa KypCcoBoi paboThl -
3ammra KypCcoBOT0O IIPOEKTa -
[IpoMexyTOUHas aTTecTalys 2.35 2.35
CamocTositeibHasi padoTa o0yuaromuxcsi (CPC) 58 58
B TOM YHCJIE:
Kypcosast pa6oTa -
KypcoBoii mpoeKT -
W [ unu gpyrue BUOLI CaMOCTOSITENIbHOM pabOTHI:
IIOITOTOBKA K JTa00paTOPHHIM paboTaM, MPaKTUYECKUM 58 58
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, H3ydeHHe
TEOPETUYECKOr'0 MaTepuaa
[TogroToBKa K MPOMEXKYTOYHOU aTTeCTalUU 33.65 33.65
BuI mpoMeKyTOYHOH aTTeCTAallHH JK3aMeH
OuHo-3a04Has popma 00ydeHUs
Tabnuma 4
o Bcero|CeMmecTpbIl
Bupn yuedoHOM padoThI YACOB 7
O61mast TPyI0eMKOCTE | 4 3ET 144 144
KoHTakTHasi pabora ¢ 00y4alONIUMHUCST 40.35 40.35
B TOM YMCJIE:
Jlexkuun 16 16
[TpakTuyeckue 3ansatus (I13) 12 12
JTabopaTtopHbie paboTh (JIP) 10 10
3aIuTa KOHTPOJIbHOM PabOoTH -
3amnmTa KypCcoBoi paboThl -




3ammTa KypCoBOTO IIPOEKTa -
[IpomexyToUHAs aTTeCTalys 2.35 2.35
CamocTositesibHasi padora odoyuaromuxcsi (CPC) 67.65 67.65
B TOM YUCJIE:
Kypcosast pa6oTa -
KypcoBoii mpoekT -
W / unu mpyrue BUOBI CAMOCTOSTEIEHOM PAOOTHI:
ITOITOTOBKA K JTa00paTOPHEIM paboTaM, MPaKTUYECKUM

67.65| 67.65
3aHSATHUSIM, KOHTPOJILHEIM paboTaM, u3ydeHue
TEOPETUYECKOr0 MaTepuana
[ToproroBska K MpoMeKyTOYHOU aTTeCTAllUU 36 36
By npoMeKyTOUYHOH aTTeCTaluu OK3aMeH

3aouHas popma oOyueHUs

Tab6muia 5
o Bcero CeMecCTpBI
Bupg yueOHOM pabOTHI qacos| yo3 | 3 1
O611ast TPyEOEMKOCTb | 4 3ET 144 | 6 | 70 68
KoHTaKTHasi paboTa ¢ 00y4aromuMuCs 12.65| 6 | 43| 2.35
B TOM YHCJIE:
Jlekunu 4 4 - -
[TpakTuyeckue 3ausatus (I13) 4 - 4 -
JTabopaTtopHbie paboTh (JIP) 2 2 - -
3aIuTa KOHTPOJILHOM PabOTH 0.3 - 103 -
3ammTa KypCcoBoi paboThl - - -
3ammTa KypCcoBOT0O IIPOEKTa - - -
[IpomMexyTOUHAs aTTeCTalys 2.35 - - 2.35
CamocTositesTbHasi padora odoyudaromuxcs (CPC) 122.35| - |[65.7] 56.65
B TOM YHCJIE:
Kypcosast pa6oTa - - -
KypcoBoii mpoekT - - -
W / unu gpyrue BUOLI CAaMOCTOSITENTbHOM pabOTHI:
IIOITOTOBKA K JTa00paTOPHEIM paboTaM, MPaKTUYECKUM 122351 - l65.7] 56.65
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, H3ydeHHe
TEOPEeTUYECKOT0 MaTepuasa
[ToaroToBKa K MPOMEKYTOYHOU aTTeCTallUU 9 - - 9
Bua mpoMeKyTOYHOH aTTeCTallHH - - |9K3ameH
5. CogepKaHue TUCIHUILIMHBI
5.1. ComepxaHue pa3mesioB OAUCLUIIINHEL.
Tabnuua 6
Ne HaumeHoBaHue c Ne cemectpa
I . orepane pasiena a0
HasA




Tema 1.1. 3BoMIOIUS aPXUTEKTYP NHGOPMAIIMOHHEIX
cucteM. Tema 1.2. [TonuTuKa uHGOPMaIllIOHHOMN
Pazpen 1. 6e3omacHOCTH 00beKTa 3amuThl. Omucanue 00beKTa
VHrbopMaImoHHas cCucTeMa 3amuThl. OmpefieneHre OCHOBHEIX IIPUOPUTETOB 4
KaK O0BbEKT 3al[UTHl vH(popmarmonHou 6e3omacHoctu. Tema 1.3. AHanu3
puckoB. PopMHUPOBaHME IEPEYHS KPUTUIHBIX
pecypcoB. Mopenu HapyuImTens U yrpos

Tema 2.1. O61ue TpeOOBAHUS TOCTPOEHHUS
3aNUIIEeHHON HHGOOPMAIMOHHOM cucTeMH. TpeGoBaHus
K mopicucteMe obecrmeuyeHnss 0€30IacHOCTH CETEBOT0
Pazpgen 2. B3auMopencTus. Tema 2.2. TpeOGoBaHUS K MIONCUCTEME
TpeboBanus nHGOPMALMOHHOM | ayTeHTU(DUKALIMY U yIIPaBleHus qocTynoM. Tema 2.3.
0e30MacHOCTH B 3aKPHITHX ¥ | TpeOoBaHMs K IOACUCTEMAM KPUITOTPaduIeCKOn
OTKPHITHIX KOHTYpax 3alUTH HHGOPMalUK U aHTUBUPYCHOM 3aIIXTH. Tema 4
JIOKQJIbHOHM BRIYUCTUTEIbHOW | 2.4. TpeboBaHuUsA K IOICHCTEMaM

ceT "HPOKOMMYHUKAIIMOHHBIX| PE3€PBUPOBAHMUSI/BOCCTAHOBIIEHUST HH(POPMAIIUH,
CHCTEM KOHTPOJIS 3TaJIOHHOT'0 COCTOSHUS HH(pOpMaIuy u
paboueii cpemel. Tema 2.5. TpeGoBaHUS K CPEACTBAM
TIOCTPOEHUS 3allUIIeHHBIX BUPTyanbHEIX ceTell (VPN)
¥ yIpaBieHus 6€30IaCHOCTHIO.

Tema 3.1. MHOTOYpOBHEBasI MOZEJIb 3AIIUATH B
“HGOPMAIMOHHON CUCTEME Ha apXUTEKTYPE «KIIUEHT-
cepBep»:MeTONb 3alllUTH UH(pOPMAIUY Ha
¢usnyeckoM, KaHaJIbBHOM, CETEBOM, TPAHCIIOPTHOM,
CEaHCOBOM ¥ NIPUKJIATHOM YPOBHSX MOTETN
BOC.TIpoTokon ¢GopMUPOBaHUS 3aIIUIIEHHOTO
TYHHels Ha KaHanbHOM ypoBHe PPTP (Point-to-
PointTunnelingProtocol). [Tpotoxon dpopmupoBanus
3aIIMIIEeHHOT0 TYHHEIS Ha KaHalbHOM ypoBHE L2F
(Layer-2 Forwarding). TIpoTokon ¢popMupoBaHus
Paszpgen 3. 3aIUIIEHHOr0 TyHHeS Ha KaHanbHOM ypoBHe L2TP
OpranusanuonHo-TexHuueckue| (Layer-2 TunnelingProtocol). O61ree onucaHue cTeka
MEPHI TI0 Peanu3aluu TIPOTOKOJIOB 3aIIMTHl MEKCETEBOTO YPOBHS IPsec
OCHOBHEIX TpeOoBaHUH U (InternetProtocolSecurity). [IpoTokon o6MeHa 4
IIOCTPOEHHUIO0 CUCTEMEI kmroueBoit nHpopmarmei IKE (InternetKeyExchange).
“HGOPMAIMOHHON [TpoTOKOMI ayTEHTUPHUUHPYIOIIETO 3ar0JI0BKa
0e30macHOCTH (AuthenticationHeader, AH). [TpoTokon
VHKAIICYIUPYIOIEH 3aIIUTEl COIIePKUMOT0
(EncapsulatingSecurityPayload, ESP). Tema 3.2.
Texuuyeckue peuleHus IO 3allUTe MeXKCETEBOT0
B3aMMOIEeNCTBUS U nepefgaun uaopmarnuu. CpencTsa
KpunTorpad@uieckon 3amuTh nHGopManuu. Tema 3.3.
TexHUYECKHUE PEIICHUS 110 3allUTE OT BPELOHOCHOT0
Kopa. Tema 3.4. TexHUUYeCKUE PEIIEeHUS 10 3aluTe OT
HC]I, koMIIbI0TEpHBIX PeCYPCOB Ha YPOBHE CEPBEPOB U
pabounx cranuuit JIBC u peanu3anuu MogCHUCTEMEL
ayTeHTH(UKALIUY U UAeHTUQUKALUU

5.2. MexXOuCHUUNNIHHAPHbEE CBI3M C obOecrmednBaeMBIMU (MOCTIEOYIOIIUMU)
OUCITUILINHAMH.

Tab6muia 7

Ne
o/

HanMmeHoBaHHe oO0ecneuYnBaeMbIX (IIOCIeYIOIINUX) TUCITUILTHH

ApxuTeKTypa HHGOPMalXOHHEIX CUCTEM

MeTons u CPeCTBa IPOEKTHUPOBAHUA I/IH(I)OpMaI_[I/IOHHLIX CHCTEM U TEXHOJIOTHH

WIN| =

[TpoekTHas OlleHKA HageXHOCTH NHGOPMAIIMOHHEIX CUCTEM

5.3. Pa3pgesnel UCIIUIIINH U BUOLI 3aHSITHH.

Ounas hopMa o0yueHus



Tabmnuia 8

No JIek-| IIpakrt. | JIab. [Cemu- Bcero
HaumeHOBaHHe pa3jesia JUCHUIIITHHBI CcpPC
n/n IIUH [3aHATHABAHATHS Hapbl 9aCOB
Pazpen 1.
1 | MudopmannoHHas cucTeMa Kak 0OBEKT 2 4 4 18 | 28
3alUTEI
Pa3zpen 2.
TpeboBaHust nHGOPMALMOHHON 6€30MMaCHOCTH
2 | B 3aKPBITHIX ¥ OTKPHITHIX KOHTYpax jJoKanbHou | 10 4 4 20 | 38
BBIUUCJIUTEILHOMN CETH
MH(POKOMMYHUKAIIMOHHBIX CHCTEM
Pazpen 3.
OpraHu3alMOHHO-TEXHUYECKNE MEPHI 110
3 | peanu3anuyu OCHOBHHIX TPeOOBAHUY U 8 8 6 20 | 42
IIOCTPOEHUIO CUCTEMEBI HHDOPMALOHHOM
6e30macHOCTHI
Htoro: | 20 16 14 - 58 | 108
OuHo-3a04Hast popma 00ydeHUS
Ta6muua 9
Ne Jlek-| IIpakrt. | Jla6. |Cemu- Bcero
HaumeHoBaHHe pa3aesia TUCIUIUTHHBI CPC
n/n IIUHU [3aHATHABAHATHS Hapbl 4acoB
Pazmen 1.
1 | UndopmanroHHas cucTeMa Kak 00bEKT 2 2 4 20 28
3aIUTH
Pazmen 2.
TpeboBanus nHGOPMALMOHHOMK 6€30TaCHOCTHI
2 | B 3aKPBITHIX ¥ OTKPHITHIX KOHTYpax JIOKAJILHOU | 6 2 4 20.65|32.65
BBIUUCIIUTEILHOM CETU
MH()OKOMMYHUKAIMOHHBEIX CUCTEM
Pazmen 3.
OpraHu3aIMOHHO-TEXHUYECKHUE MEePHI 110
3 | peanu3anuu OCHOBHHIX TPEOOBAHUY U 8 8 2 27 | 45
IIOCTPOEHUI0 CUCTEMBI HHPOPMaLXOHHOU
6e301acHOCTHI
Htoro: | 16 12 10 - |67.65|105.65
3aouHas Gpopma oOyueHUs
Tab6mua 10
Ne Jlek-| [Ipakr. | JIa®d. [Cemmu- Bcero
HauMeHOBaHHE pa3dejia TUCHIHILIHHBI CPC
n/n IIMH 3aHATUS3AHATHUSI| Hapbl 4acoB
Pazmen 1.
1 | UudopmanronHas cucTeMa Kak 00beKT 2 32.7 | 34.7
3alUTH
Pazmen 2.
TpeboBauust nHGOPMALMOHHOMK 6€30IaCHOCTH
2 | B 3aKpPBITHIX U OTKPHITHIX KOHTypax 2 33 35
JIOKQJIbHOM BHIYUCIIUTENILHOU CETHU
MH()OKOMMYHUKALMOHHBEIX CUCTEM




Pazgen 3.
OpraHu3aIioOHHO-TEXHUYECKHEe MEPHI 110

peanu3aluy OCHOBHBIX TPeOOBaHUN U 2 2 2 56.65

IIOCTPOEHHIO CUCTEMEI HH(DOPMALMOHHOH
0e30II1aCHOCTH

62.65

Utoro: | 4 4 2 - 1122.35[132.35

6. JIekuuu

Ounas ¢popMa o0yueHUs

Tabmuma 11

Ne
o/

Homep
pa3jgea

TeMa 1eKIIuu

Bcero
JaCOB

HHudbopmalimorHas cucTeMa Kak 00beKT 3auTh. TeMa 1.1. 9Bomonus
apXUTEKTYyp uHbOpMaLUOHHEX cucteM. Tema 1.2. ITonutuka
rH(popManroHHOM 6e30macHOCTH 00heKTa 3amuTh. OnrcaHue 00beKTa
3amumThl. OTIpeneneHre OCHOBHEIX TPHOPUTETOB MHPOPMAIIMOHHOM
6e3omacuHocTu. Tema 1.3. AHanu3 puckoB. dopMupoBaHUe IEPEUHS
KPUTUYHHIX PecypcoB. Mofenmu HapyUIMTens U yrpo3

Tema 2.1. TpebGoBanus nHGOPMAIIMOHHON OE30IIaCHOCTH B 3aKPHITHIX U
OTKPBITHIX KOHTYpPaX JIOKaJIbHOM BHIUUCIUTEILHOM CETH
“H(POKOMMYHUKALMOHHEIX cucTeM Tema 2.1. O6mire TpeGoBaHUA
IIOCTPOEHUS 3alIUIIeHHON NHPOPMAIIMOHHOM CUCTeMEL. TpeOoBaHus K
nopicucTeMe obecriedeHns: 6€30IaCHOCTH CETEBOT0 B3aMMOIeCTBHUS.

Tema 2.2. TpeOGoBaHus K MOACUCTEME ayTEHTU(PHUKAIIMU U YIIPaBIEHUS
OOCTYIIOM.

Tema 2.3. TpeGoBaHUS K OACUCTEMAM KPUITOTPa®rIECKON 3aITUTHI
MH(POPMalUK ¥ aHTUBUPYCHOU 3aIlUTHL

Tema 2.4. TpeOGoBaHus K IMOACUCTEMAM PEe3ePBUPOBAHNSI/BOCCTAHOBIIEHUS
nHpopMaLKuK, KOHTPOJIS 3TAJIOHHOTO COCTOSTHUS MHGOpMaIuy 1 pabouen
Cpepsl.

Tema 2.5. TpeGoBaHuUs K CpeICTBAM ITOCTPOEHUS 3alUIIEHHBIX
BupTyanbHbIX ceTell (VPN) u ympasieHusi 66300aCHOCTBIO.

OpraHu3alioHHO-TEXHUYECKIE MEPH 110 peaanu3aliyi OCHOBHBIX
TpeGoBaHUY U TIOCTPOEHUIO CUCTEMEI HHGOPMalMOHHON 6e30I1acHOCTH
Tewma 3.1. MHOTOypOBHEBas MO€/b 3alIMTH B HHGOPMAI[MOHHON CUCTEME
Ha apXUTEKType «KJIMEeHT-CepPBeP»:MEeTOMH 3allIUTH NH(GOPMAlUU Ha
(r3nYecKoM, KaHaJTbHOM, CETEBOM, TPAHCIIOPTHOM, CEQHCOBOM U
npukiagHoM ypoBHSAX Momenu BOC.IIpoTokon ¢hopMUpOBaHUS
3alUIIEeHHOT0 TYHHe s Ha KaHanbHOM ypoBHe PPTP (Point-to-
PointTunnelingProtocol). [IpoTokon hopMupoBaHus 3aLUIIEHHOTO
TYHHeJSl Ha KaHanbHOM ypoBHe L2F (Layer-2 Forwarding). IIpoTokon
(hopMUpPOBaHUA 3aLIUIIEHHOT0 TYHHENSI Ha KaHalbHOM ypoBHe L2TP
(Layer-2 TunnelingProtocol). O611iee onucanue cTeKa MPOTOKOJIOB 3aIlUTHI
MexceTeBoro ypoBHs IPsec (InternetProtocolSecurity). ITpoTokon o6meHa
kmoueBor nHdopmarment IKE (InternetKeyExchange). IIpoTokon
ayTeHTUUIUpYyomero 3aronoska (AuthenticationHeader, AH). IIpoTokon
MHKAICYIUPYIOLeX 3alUTH COOEPKUMOT0
(EncapsulatingSecurityPayload, ESP).

Tema 3.2. TexHUu4YeCKue pelIeHUs 10 3alluTe MeKCEeTEBOTO
B3aMMOMOENCTBUS U epenauu nHpopManuu. CpencTsa
KpUINTOrpaguyecKoi 3auuTh nHYOPMaIUH.

Tema 3.3. TexHUYECKHE penienus 110 3allliuTe OT BPEJOHOCHOI'0 KOid.




Tema 3.4. Texuuyeckue peeHus o 3amurte oT HCII KOMIIbIOTEPHEBIX
10 3 PECypCcoB Ha YpOBHE cepBepoB U pabouux crauiui JIBC u peanusanuu 2
MIO[ICUCTEMEI ayTEeHTU(DUKAIIMY U UAEHTU(DUKAINN.

Htoro: | 20
OuHo-3a04Has popma 00ydeHUsT
Tabnuia 12
Ne | Homep Bcero
TeMa JIeKIIHH
/o pa3aesal JacoB

WHpopmalimoHHas cucTeMa Kak 00beKT 3amuThl. Tema 1.1. 9Bomonus
apXUTEKTyp HHPOPMalUUOHHBIX cucTeM. Tema 1.2. [TonuTrKa
nHpopManroHHOM 6e30macHOCTH 00beKTa 3amuTh. Onrcanrue 00beKTa
3amuTe. OnpegeneHre OCHOBHLIX IPHOPUTETOB NHDOPMAIIMOHHON
6e3omacuHocTtu. Tema 1.3. AHanu3 puckoB. opMupoBaHUe IEPEUHS
KPUTHUYHBIX pecypcoB. Mofenu HapyImuTeNs U yIPo3

Tema 2.2. TpeboBaHuUS K TOACACTEME ayTeHTU(PUKAIUY U YIIPABIEHUS
HOCTYIIOM.

Tema 2.3. TpeboBaHuUS K ITOACHCTEMaM KPUIITOTpaguuecKoy 3aIluThl
nHGOPMalUK ¥ aHTUBUPYCHON 3aIUTHL.

Tema 2.4. TpeGoBaHUS K TOACHCTEMAM Pe3ePBUPOBAHUS/BOCCTAHOBIIEHUS
4 2 uHGOpPMaIuu, KOHTPOJIS 3TAaJIOHHOTO COCTOSTHUS MH(pOpMaLuu 1 paboden 2
CPEe[IbL.

OpraHu3alioHHO-TEXHUYECKIEe MEPHI 110 peanu3alui OCHOBHBIX
TpeOOBaHUY U ITOCTPOEHUIO CUCTEMEI HH(POPManOHHON 6e3011acHOCTI
Tema 3.1. MHOTOypOBHEBas MOfEJb 3aIIATH B HHGOPMAI[MOHHON CUCTEME
Ha apXUTEKType «KJIHeHT-CepBep»:MeTOMbl 3alIUTH MHGOPMAallUy Ha
($bu3nYecKoM, KaHaJIbHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM U
npuKiagHoM ypoBHSAX Momenu BOC.IIpoTokos hopMupoBaHus
3alUIIeHHOT0 TYHHES Ha KaHanbHoM ypoBHe PPTP (Point-to-
PointTunnelingProtocol). [IpoTokosn hopMupoBaHus 3aLIUIIEHHOTO
TyHHeJd Ha KaHanbHOM ypoBHe L2F (Layer-2 Forwarding). ITpoTokon
dhopMHUpOBaHUA 3alIUIIEHHOTO TYHHENS Ha KaHa/lbHOM ypoBHe L2TP
(Layer-2 TunnelingProtocol). Ob61iee onucaHue cTeKa IPOTOKOIOB 3aIlIUTH
MexkceTeBoro ypoBHs IPsec (InternetProtocolSecurity). IIpoTokon o6MeHa
kmoueBoi nHpopmaruen IKE (InternetKeyExchange). ITpoTokon
ayTeHTUUIUPYIomero 3aronoska (AuthenticationHeader, AH). IIpoTokon
MHKAICYIUPYIOLeX 3alIATh COOEePKUMOT0
(EncapsulatingSecurityPayload, ESP).

Tema 3.2. TexHu4ecKue pelieHus 10 3aluTe MeKCeTEBOTO
6 3 B3aUMOMENUCTBUA U nepenauyu nuHdopmanuu. CpeacTsa 4
KpUNTOrpahrueCcKoi 3aliuThl HHPOPMAINH.

Hrtoro:| 16
3aouHas Gpopma oOyueHUs
Tab6mua 13
Ne | Homep TeMa TeKIHK Bcero
n/m [pa3ge’ia T JacoB

HudopmalmonHas cucreMa Kak 00beKT 3auuThl. Tema 1.1. IBoonus
apxXUTEKTyp UHPOpMaUUOHHEIX cucTeM. Tema 1.2. [Tonutrka
rH(popManroHHOM 6e30macHOCTH 00heKTa 3amUTH. OnrcaHue 06beKTa
3amuTe. OnpegeneHre OCHOBHLIX IPUOPUTETOB NH(DOPMAIMOHHON
6e3omacuHocTu. Tema 1.3. AHanu3s puckoB. DopMupoBaHUe IEPEUHS
KPUTUYHHIX pecypcoB. Mopienu HapyuIIUTeNs U yTpo3




OpraHu3alliOHHO-TEXHUYECKHUE MEPHI 110 Peau3allii OCHOBHEBIX
TpeOOBaHUY U ITOCTPOEHUIO CHCTEMEI HH(POPMaIMOHHON 6e30MacHOCTH
Tema 3.1. MHOrOoypoBHEBasi MOOENb 3aIUTH B MHPOPMAIMOHHON CUCTEME
Ha apXUTEKType «KJIHUEeHT-CEPBeP»:MeTOObl 3aIlUThl UHGOPMaUU Ha
(u3nyeckKoM, KaHaIbHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM U
npukinagHoM ypoBHSX Mogenu BOC.TIpoTokon ¢popMupoBaHus
3allMIIEeHHOT0 TYHHe sl Ha KaHanbHoM ypoBHe PPTP (Point-to-
PointTunnelingProtocol). IIpoTokon ¢popMupoBaHus 3aLIUIIEHHOTO

2 3 TYHHeJSl Ha KaHanbHOM ypoBHe L2F (Layer-2 Forwarding). IIpoTokon 2
(hopMUpPOBaHUS 3aIUIIEHHOr0 TYHHENIS Ha KaHalabHOM ypoBHEe L2TP
(Layer-2 TunnelingProtocol). O61iee onucanue CTeKa IIPOTOKOJIOB 3aIlUTH
MexkceTeBOro ypoBHs IPsec (InternetProtocolSecurity). IIpoTokon o6MeHa
kmoueBor nHdopmarmen IKE (InternetKeyExchange). IIpoTokon
ayTeHTUUOUpYyomero 3aronoska (AuthenticationHeader, AH). IIpoTokon
MHKAICYIUPYOLIeX 3alIUTH COOEPKUMOT0
(EncapsulatingSecurityPayload, ESP).
WUrtoro: | 4
7. JIabopaTOPHBIA MPAKTHKYM
Ounas ¢popMa o0yueHUs
Tabmuna 14
Ne | Homep “ Bcero
HauMeHoBaHHe Ta00paTOPHON PadOTHI
n/n [pa3gesa JacoB
1 1 HudopmalmonHas cucreMa Kak 00beKT 3alIUTH 4
TpeboBaHus HHPOPMaIMOHHON 6€301aCHOCTH B 3aKPHITHIX ¥ OTKPHITHIX
2 2 KOHTYpax JIOKaJIbHOU BHIYUCIIUTENIBHOU CeTU NH(HOKOMMYHUKALMOHHBIX 4
CUCTEM
3 3 Opl“aHI/I3aI_IE/IOHHO-TeXHI/I‘-IeCKI/Ie MepBI 10 Peanu3alui OCHOBHEIX 6
TpeOOBaHUM 1 ITOCTPOEHUIO CHCTEME HH(POPMalMOHHON 6e301MacHOCTHI
Wrtoro: | 14
OuHo-3a04yHas popma 00ydeHUs
Tab6muia 15
Ne | Homep o Bcero
HauMeHOBaHHeE jTaDOpaTOPHOH padOTHI
n/n pa3aesal JacoOB
1 1 HudopmalmonHas cucreMa Kak 00beKT 3allUTH 4
TpeboBanusi “HPOPMaIMOHHON 6€30MaCHOCTH B 3aKPHITHIX ¥ OTKPHITHIX
2 2 KOHTYpax JIOKaJIbHOM BEIYUCIIUTENIBHOU CETU NH(HOKOMMYHUKALXMOHHBIX 4
CUCTEM
3 3 OpTaHI/IBaHE/IOHHO-TeXHI/I‘-IeCKI/Ie MEpHI [0 PeaTH3aIui OCHOBHBIX 9
TpeOOBaHUM 1 TOCTPOEHUIO CHCTEME HH(POPMalMOHHON 6€301TaCHOCTHI
Hroro: | 10
3aouHas popma oOyueHUs
Tab6mnuia 16
Ne | Homep Y Bcero
HauMeHOBaHHe jTaDOpaTOPHOH PadOTHI
/o pa3aeal JacoB
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HMHpopMalmoHHas CHCTeMa KakK 00BbeKT 3amuTh. TpeboBanus
nHGOPManMoOHHOY 6e30MacHOCTH B 3aKPHITHIX M OTKPHITHIX KOHTYPax
1 3 JIOKa/IbHOY BHIUUCIUTENILHON CETU NUH(POKOMMYHUKAIIMOHHEIX CUCTEM. 2
OpraHu3aliOHHO-TEXHUYECKIEe MEPH 10 peannu3alud OCHOBHBIX
TpeOOBaHUM U ITOCTPOEHUIO CHCTEMEl HH(POPMaMOHHON 6e301MacHOCTH
Hroro:| 2
8. [IpakTHyeckue 3aHATUA (CeMHUHaAPHI)
Ounas ¢popMa o0yueHUs
Tabmuma 17
Ne | Homep Bcero
Tema 3aHATHA
n/n pa3geal JacoB
1 1 WupopmalmonHas cucTeMa Kak 00BbeKT 3alIUTH 4
TpeboBanus nHGOPMAIMOHHON 0€30MaCHOCTH B 3aKPHITHIX M OTKPHITEIX
2 2 KOHTYpax JIOKaJIbHOU BHIYUCIUTENIBHOU CETU NH(HOKOMMYHUKALXMOHHBIX 4
CUCTEM
3 3 Op]“aHI/I3aI_IE/IOHHO-TeXHI/I‘-IeCKI/Ie MEpHI 110 PeaM3alui OCHOBHBIX 4
TpeGOBaHUY 1 IOCTPOEHNIO CUCTEMEL HH(GOPMalXOHHON 6e30I1aCHOCTHI
4 3 Opl“aHI/IBaI_[E/IOHHO-TeXHI/I‘IeCKI/Ie MepbI 10 Peau3aui OCHOBHBIX 4
TpeboBaHUY 1 IOCTPOEHUIO CUCTEMEl HHGOPMalXOHHON 6e30I1aCHOCTHI
Hroro: | 16
OuHo-3a04Has popma 00ydeHUs
Tab6mnuia 18
Ne | Homep Bcero
Tema 3aHATHA
1n/n pa3aeal JacoB
1 1 HudopmarmonHas cucTeMa Kak 00beKT 3allUTH 2
TpeboBanus nHGOPMAaIMOHHON 0€301MaCHOCTH B 3aKPHITHIX ¥ OTKPHITHIX
2 2 KOHTYpax JIOKaJIbHOX BEIYUCIIUTENIBHOU CETU NHHOKOMMYHUKALXMOHHBIX 2
CUCTEM
3 3 OpFaHI/IBaH}/IOHHO-TeXHI/I‘{eCKI/Ie MEpbI T0 Peau3aui OCHOBHEIX 9
TpebOBaHUN U IOCTPOEHUIO CUCTEMEl MHGOPMalXOHHON 6e3011acHOCTHI
4 3 OpFaHI/ISaH}/IOHHO-TeXHI/I‘{eCKI/Ie MEpHI 10 Peau3aui OCHOBHEIX 6
TpeboBaHUN U IOCTPOEHUIO CUCTEMEl MH(GOPMalXOHHON 6e30I1acHOCTH
Wroro: | 12
3aouHas popma oOydyeHUs
Tab6mnuia 19
Ne | Homep Bcero
TeMa 3aHATHA
n/1 [pa3jge’ia) JaCoB,
TpeboBanus nHGOPMAIMOHHOM 6€30MaCHOCTH B 3aKPHITHIX U OTKPHITHIX
1 2 KOHTYpax JIOKa/JIbHOY BEIYMCIUTENILHON CeTU NHPOKOMMYHUKAITMOHHBIX 2
CUCTEM
9 3 Opl"aHI/I3aU;}/IOHHO-TeXHI/I‘-IeCKI/Ie MEpBI 10 Peanu3alui OCHOBHEIX 9
TpebOoBaHUN U IOCTPOEHUIO CUCTEME! HHGOPMalMOHHON 6e30I1acHOCTH
Hroro:| 4

9. IIlpuMepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)

PabouuM y4yeOHBIM IIJTaHOM He IIPEAYCMOTPEHO
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10. CamocTosiTe;IbHasA padoTa

Ounas ¢popMa o0ydeHUs

Tab6mnua 20
Ne | Homep o Bcero
CogepxkaHne CaMOCTOATEIbHOU PadOThI ®opMa KOHTPOJIs
/1 [pa3aea) JacoB
1 1 HudopMmalmonHas cucteMa Kak 00BeKT 3allUThl CobecenoBanue 18
TpeboBauust nHGOPMALMOHHON 6€30ITaCHOCTH B
5 5 3AKPEITHIX ¥ OTKPBITEIX KOHTYPaX JTIOKQTbHOMU CoGecenosarte 20
BHIYUCITUTEIbHON CeTU HHPOKOMMYHUKAIIMOHHBIX
CHUCTEM
OpraHu3almOHHO-TEXHUYECKHEe MEPHI 110
3 3 peanu3aluyd OCHOBHEIX TPEOOBAHUY U ITOCTPOEHUIO CobecemoBaHue 20
cuCTeMbl HHGOPMaIMOHHOM 6€3011aCHOCTH
Htoro: | 58
OuHo-3a04yHas popma 00ydeHus
Tabmuma 21
Ne | Homep o Bcero
ConepzxkaHHe CAaMOCTOSATEILHOH PadOThHI ®opMa KOHTPOJIA
/1 [pa3pea) 4acoB
1 1 MHbopMaImoHHas cCucTeMa KaK 00beKT 3aIlUTH CobecepoBaHue 20
TpeboBauus HHGOPMALMOHHON 0€30IIaCHOCTH B
9 7 3AKPEITHIX ¥ OTKPBITEIX KOHTYPaX JIOKaJIbHOM CoGecenosarue 20.65
BHIUMCIIUTENBHOM CeTH NHOOKOMMYHUKAIIMOHHBIX
CHUCTEM
Opranu3aIMOHHO-TEXHUYECKHE MEPHI 110
3 3 peanu3aliuy OCHOBHLIX TPEOOBAHUY U ITOCTPOEHUIO CobecemoBaHue 27
CUCTeMBI HHOOPMAILIMOHHOM 6€30IaCHOCTH
Htoro: [67.65
3aouHas popma oOyueHUs
Tabmnuia 22
Ne | Homep " Bcero
CopepzxkaHHE CAaMOCTOSITETbHOH PaOdOThI ®opMa KOHTPOJISA
/1 [pa3jgenal JacoB
1 1 VHbopMaImoHHas CUCTEMAa KaK 00bEeKT 3alIUTH CobeceqoBaHue 32.7
TpeboBanus nHGOPMaIMOHHON 6€30IIaCHOCTH B
5 9 3AKPEITHIX ¥ OTKPBITHIX KOHTYpax JIOKATbHOMN CoBecenoBanme 33
BLIYMCJIUTEIBHOM CeTH MHHOKOMMYHUKAIIMOHHBIX
CUCTEM
OpraHu3alMOHHO-TeXHUYECKHEe MEPHI 10
3 3 peanu3aliiy OCHOBHBIX TPeOOBaHUM U IIOCTPOEHHUIO CobecemoBaHue 56.65
CHCTEMH H(OPMaIMOHHOM 6e301MaCHOCTH
Htoro: [122.35

11. IlepeyeHb yueOHO-METOIHIECKOT0 00eCIIeYeHHUs I/Is CAMOCTOATE TbHOH

padoThl 00yYaIOUIMXCSI 110 TUCIHUIIITHHE

I caMoCTOSITeTbHOM PabOTH IO AUCIUIIINHE PEKOMEHI0BAHO Cliefyloliee yueOHO-
MeTonudeckoe obeclieueHue:
- [TormoxkeHue 0 caMOCTOSITeNIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom

roCylapCTBEHHOM YHUBEPCUTETE TeleKOMMyHUKauui uM. npod. M.A. boruy-Bpyesuua;
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- PeKOMeHOOBaHHAas OCHOBHASA U OOIOIHUTENIbHAS IUTEPATYPa;

- KOHCIIEKT 3aHSTHUH 110 OUCILUIIINHE;

- Claupgbl-IIpe3eHTaly ¥ OPYroM MEeTOANYECKUY MaTeprall, UCIIOIb3yeMbIi Ha 3aHATUAX;

- MeToguuYecKue peKOMeHOalluy 110 MTOATOTOBKE MUChMEHHHIX PaboT, TpeOOBaHUS K UX
comepKaHu0 ¥ oopMIIeHHIO (pedepaT, acce, KOHTPOJIbHAsS PabdoTa) ;

- (bOH[BI OIIEHOYHBIX CPENCTB;

- MeTOIMYEeCKHe YKa3aHUS K BHIITOTHEHUIO 1a00paTOPHEIX PabOT [JIs CTYIEHTOB;

12. ®oHJ OIIEHOYHBIX CPEICTB [IsI MIPOBEIeHUsI IPOMEKYTOYHOH aTTeCTalluH
00Yy4aIOIIUXCsI

®oH[I OIIEHOYHHIX CPEACTB pa3dpabaThiBAETCS B COOTBETCTBUU C JIOKAIbHBIM aKTOM
yHuBepcuTeTa "[lonoxkeHue o0 GOHME OINEeHOUYHHIX CPEACTB" M SABISETCS IPUIOXKEHUEM

(ITpunoxenue A) K paboueli MporpaMMe OUCIUIIINHEL.

®oH[ OIeHOYHHBIX CPEOCTB [OJid IPOBEeOEeHUS NPOMEXYTOYHOW aTTeCcTalluu
0o0y4allXCcs M0 AUCIUIIIAHE BKII0YaeT B celd:

- TepedYeHb KOMIIETEHIIUH C YKa3aHHEM 3TallOB UX (OPMHUPOBAHUS B IPOIIECCE OCBOEHUS
o0pa30BaTeNbHOU TPOTPaMMBI;

- OIKCaHMe II0Ka3aTejel U KPUTEPUEB OlleHUBAHUSI KOMIIETEHIIMM Ha Pa3JIMYHBIX 3Talax
¥X (OpMUPOBaHUS, ONIMCAHKE IIKa/ OLIeHUBAHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3a[aHus UM WHBIE MaTepuaslkl, HeoOXOIUMEBIE [IJIST OIleHKU
3HaHUM, YMEHUY, HAaBBIKOB U (MJIM) OIBITA AEATEIbHOCTH, XapaKTePUIYIOILIUX ITallbl
dbopMupOBaHUS KOMIIETEHIINM B IIPOLIECCEe OCBOEHUST 00pa30BaTeIbHOM ITPOTPAMME;

- METOOUYeCKNe MaTepHualbl, Onpeaensiolye IpoLeayphl OLleHUBaHUI 3HAHUU, YMEHUH,
HaBHIKOB ¥ (MJIM) OIIbITA AEeATEeIbHOCTH, XapaKTEePU3YIOIKX 3Tkl (POPMUPOBAHUS
KOMIIETEHLINH.

II11s1 KaXXaoro pe3ynibTaTa 00y4eHUs 0 OUCHUIIIMHE ONpPeensioTCs IoKa3aTenu U

KPUTEpUHN OIeHKU CHOPMUPOBAHHOCTM KOMIIETEHLIMM Ha pa3lNWYHBIX 3Talax HX

dbopMupoBaHus, IIKAIbl ¥ IPOIEAyPHl OIeHWBAHMUS.

13. IlepeyeHb OCHOBHOH H [IOIOTHHUTE/ILHOH JINTEPATypPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHS THCIHIITHHBI

13.1. OcHoBHas nuTepartypa:

1. MenpHuKOB, . A.
HudopmalmonHas 6€30IacHOCTb OTKPHITHIX CUCTEM : [DNIeKTPOHHBIN pecypc] / [I.A.
MenbHUKOB. - M. : ®nunTa, 2019. - 448 c. : un. - URL:
http://ibooks.ru/reading.php?productid=340843. - ISBN 978-5-9765-1613-7 : b. 1.
2. Ilanerus, B. ©.
HudopmalmonHas 6€30IaCHOCTh KOMIIbIOTEPHBIX CUCTEM U CETeH : [DNeKTPOHHBIH
pecypc] : yuebroe nocobue / lllausrun B. @. - M. : ®OPYM ; M. : UHOPA-M, 2021. -
416 c. - URL: http://ibooks.ru/reading.php?productid=361273. - ISBN 978-5-8199-
0754-2 : b. 1.
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13.2. [JonnonHUTENbHAS IUTEPaTypa:

1. 3amura uHGopMaIu U HHGOPMaIlMOHHAs 0€301MacHOCTh. IG(PEKTUBHOCTD
KOMIIJIEKCHBIX CUCTEM 3alUTh HHOOPMAIINY B TeJIEKOMMYHUKAIUAX : yueOHOe mocobue
[ JI. K. IItunsiaa, JI. T'. OcoBenkuii, A. B. ITtumeis, M. B. Conuues. - CII6. : Usg-Bo
[TonutexH. yH-Ta, 2007. - 107 c. : un. - ISBN 5-7422-1402-2 : 175.00 p. - TekcT :
HETI0CPEeNCTBEHHHIN.

2. ITtummig, A. B.
['eHepanus CUCTEMHO-aHAIUTUYECKOT0 sifpa 6e30MacHBIX MHPOPMaLXOHHBIX
texHojioruii / A. B. ITtumei, JI. K. [Ituieiga ; pen. B. H. I'pomos. - CII6. : 3a-Bo
[TonutexH. yH-Ta, 2011. - 262, [1] c. : un. - bubnuorp.: c. 243-262. - ISBN 978-5-7422-
3143-1 (B 0611.) : 415.00 p. - TEKCT : HEIIOCPEICTBEHHLIN.

3. HopmaTtuBHOe obecriedeHue 9KCIUTyaTalluy CPEACTB 3alIUTh HHOOPMAIIUY :
[OnekTpoHHBIU pecypc] : yuelb. mocobue / A. B. Kpacos, W. W. Jlusmun, [I. B. FOpkuH [u
op.]; pen.: A. A. MonpossH, JI. b. By3iokos ; ®emgep. areHTCTBO CBs3u, Pemep. roc.
6rofk. o0pa3oBaTelbHOE yupexkaeHre Bricil. o6pa3oBanus "C.-I[leTepl. roc. yH-T
TeJlleKOMMYHUKalui uM. mpod. M. A. bonu-bpyesuua". - CII6. : CII6I'YT, 2017. - 67 c. :
un. - 325.20 p.

14. IlepeyeHsb pecypcoB HHPOPMALTHOHHO-TEIeKOMMYHUKAIIHOHHOH CETH
«AHTEpHET»

- www.sut.ru
- lib.spbgut.ru/jirbis2_spbgut

15. IlepeyeHb HHPOPMAIIHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUIHHE (MOIYII0),
BKJII0OUYasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

15.1. TIporpaMMHOe obecreyeHne OUCIUIIINHEL:

- Open Office
- Google Chrome

15.2. MHpOPMALIMOHHO-CITPABOYHEIE CHCTEMBI:

- 9BC iBooks (https://ibooks.ru)
- 3BbC Jlans (https://e.lanbook.com/)
- OBC CIIoT'YT (http://lib.spbgut.ru)

16. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI
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15.1. TInaHupoBaHHWEe U OpraHuU3alus BpeMeHU, HeOOXOOUMOTO OJIT U3YUEeHUS
OV CILIUTIINHEL

BaXXHBIM yCIIOBUEM YCIEIIHOTO OCBOEHHUS MOUCIHUIINHH «be30macHOCTH
MHGOPMAIMOHHBIX TEXHOJOTHUM U CUCTEM» SBISETCS CO3[aHHe CHUCTEMBI IPaBUIIBHOU
OpraHu3aliuy TPyHa, MO3BOSIONIeN paclpenenuTh yueOHYy0 HAarpy3Ky paBHOMEPHO B
COOTBETCTBHUU C TpauKoM 00pa30BaTEILHOIO Ipoliecca. bobIyio MOMOIIL B 9TOM MOXKET
OKa3aTh COCTaBjIeHUe IJlaHa PaboTH Ha CEMECTpP, MeCsIl, Helenio, HeHb. Ero Hanuuyue
MIO3BOJIUT INOOUYMHUTL CBOOOJHOE BpeMs IenaM y4eObl, TPyOuUTbCcA OoJiee YCIEUIHO U
3 pexTBHO. HYXKHO OCYIIECTBIASITh CAMOKOHTPOJIb, KOTOPHIN SIBJISIETCS HEO0OXOMUMBIM
yCIIOBHEM yCIelTHOM y4ueOnl. Bce 3amaHus, BK/II04Yasi BEIHECEHHBIE HA CAMOCTOSITENIHHYIO
paboTy, PeKOMEHOYeTCS BHIIONHSITL HEIOCPEeNCTBEHHO IIOCJIe COOTBETCTBYIOIUIETO
ayOUTOPHOTO 3aHATUS (JIEKIUHU, MPAKTUYECKOro 3aHATHS), YTO CIIOCOOCTBYET NIy4dLIeMy
YCBOEHUI0 MaTepuasa, M03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTHL «IIPOOEIBI» B
3HAQHHUSX, CUCTeMaTU3WPOBaTh paHee MPOMOeHHbIM MaTepral, Ha ero OCHOBE IIPUCTYIIUTh
K OBJIafIeHUIO HOBLIMHU 3HAHUSMU M HaBHIKAMU.

CucTteMa YHUBEPCUTETCKOTO 00yUYeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYETaHUU
HECKOJbKUX BUIOB Y4eOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUM M NPAaKTHUUECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT OnpeneieHHO CIeln(pUKO.

15.2. IToaroToBKa K JIEKLIUASAM

3HAKOMCTBO C OUCLUIIIMHON ITPOUCXOOUT YK€ Ha MEepPBOM JEKIUH, TOe OT CTydeHTa
TpebyeTcsl He MPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM NEKIUN He0OXOOUMO YUUTHBATL TOT (AKTOpP, YTO OOHU JEKIUU
[AI0T OTBETHl HA KOHKPETHBIE BOIIPOCH! TEMEI, APYTHE - JIULIb BHIABIAIOT B3aUMOCBSA3U
MeXIy SIBJIEHHSIMH, IIOMOTas CTYAEHTY IMOHSATh T'IyOMHHBIE HPOIECCH Pa3BUTHUS
M3y4aeMoro IpefMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHCcmekTUpoBaHUE JEKUUU - CJO0XKHBIM BUI BY30BCKOU aymIUTOPHOM paboOTHI,
Ipenamnoaraliiui WHTEHCUBHYI YMCTBEHHYIO HOEeSTelIbHOCTh CTyoeHTa. KOHCIeKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3aliCcaHo caMoe CYIIeCTBEHHOE U CHEeNTaHO 3TO CaMUM
oOyuawmumcsa. He Hago cTpeMuThCs 3alucaTh [OCJIOBHO BCHIO JIeKnuio. Takoe
«KOHCITEKTHPOBaHKE» MMPUHOCUT OOJIBbINE Bpema, YeM IMoib3bl. Ilemecoo6pa3Ho BHadase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaTaeMyI0 JIEKTOPOM, a 3aTeM 3almucarth ee. 2KenaTenbHO
3allMCh OCYIIECTBNSATh HAa OOHOMW CTPAHUIlE JTUCTA WU OCTABNSAS IOJS, Ha KOTOPHX
o3Hee, IPU CAMOCTOSITENIbHOM pab0Te C KOHCIIEKTOM, MOXKHO CHeNlaTh [OMOIHUTE IbHEIE
3aIMKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIeKT NeKnuu aydine Ioapas3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B 0OOnbIION cTemeHu OymyT cmoco6CTBOBAThH BOMPOCH IjlaHaA JIEKIUH,
IpennoXkeHHble pemonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [e/TaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMU «BaXXKHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIIPENETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYIO CHUCTEMY COKpalleHui, ab0peBUaTyp u
cuMBonoB. OgHAKO MpU JanbHeHIel paboTe ¢ KOHCIIEKTOM CUMBOJIBL Jy4YIlle 3aMEHUTh
OOBIYHBIMHU CJIOBaAMHU [IJis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIIUH, BCceTrma HeE0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO Yy4eOHUK, HO U TY
JIUTEPATypPy, KOTOPYIO MOIOTHUTEIFHO PEKOMEHIOoBAN JIeKTOP. IMeHHO TaKasl cepbe3Hasd,
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KpPOIIOTJINBa4d pa60Ta C JIEKODMOHHBIM MaT€pPHaJIOM IIO3BOJIUT l"J'Iy'6OK0 OBJIaDETH
TEOPETUIECKUM MaTEPHAJIOM.

15.3. IloaroToBKa K NpPakTUUYECKUM 3aHATUIM

TmaTenbHOE NPOAYMBIBaHWE UM H3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
npopaboTKe MPOMAEHHOT0 MaTepuana (MaTepuana JIeKIUM, MPaKTUYeCKUX 3aHATHUH), a
3aTeM u3y4deHus 0053aTeNbHOU U [OMONHUTENbHON TUTEPATYpPhl, PEKOMEHIOBAHHOU K
OaHHOU TeMe.

Pe3ynbTaT Takoil pabOTH HOMXKEH MPOSIBUTHCSA B CIOCOOHOCTH CTyAeHTa CBOOOMHO
OTBETUTb Ha TEOPETHUUYECKHe BOIPOCH MpPaKTHKyMa, €r0 BBHICTYIJIEHUHW U Y4aCTHUU B
KOJJIEKTUBHOM O0CYXKIOEHWH BOMPOCOB HM3y4aeMOUW TEMBI, MPaBUIbHOM BHIIIOIHEHUHU
IIPAKTUYECKUX 3aJaHUM U KOHTPOJIbHHIX PadoT.

Heo0xomuMo MOHUMAaTh, YTO HEBO3MOXKHO BO BPEMS ayOUTOPHBIX 3aHATUU U3T0XKHUThH
BECh MaTepHasl M3-3a JUMHTA aygUTOPHBIX YacCOB, U NPU H3YYEHUU OUCHUMIIUHEI
HEeI0CTaTOYHO KOHCIIEKTOB 3aHATHM. [103TOMy camocTosiTeNNbHAsA paboTa ¢ yueOHUKaMU,
yueOHBIMU TOCOOMSIMU, HAY4YHOW, CIPABOYHOM NUTepPaTypolH, MaTepuallaMu
IepUOANYEeCKUX M3aHuil u MHTepHeTa ABnseTcsAd Haubomee 3QPEKTUBHEIM METOOOM
MIOTy4eHHUS OOMOTHUTENbHBIX 3HAHUM, TO3BOISET 3HAUNTEIbHO aKTUBU3HUPOBATh IIPOIECC
OBJIafleHus WHPOpMaIuen, crnoco0CTByeT Goyee raIy00KOMY YCBOEHHUIO M3y4aeMOTO
MaTepuana, GOpMUPYET Yy CTYOEHTOB CBOe OTHOINEHME K KOHKPETHOU Ipobieme.

15.4. PekoMeHpaluu 1o paboTe ¢ TUTEPaTypOr

PaboTy ¢ nuTepaTypoi Ienecoodpa3Ho HavyaTh C U3yuyeHus: obuux pabot mo TeMe, a
TaKXke y4eOHUKOB M yueOHBIX mocobuii. [lanee peKOMeHOyeTCs MePeuTH K aHanu3y
MoHoOrpaduit 1 cTaTel, pacCCMaTPUBAIOIINX OTHENIbHEIE aCIeKTHl Po0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke OpUIMaTbHEIX MaTEPUAJIOB U HEONyOIMKOBAaHHKEX NOKYMEHTOB
(Hay4HO-UCCIeloBaTenbCKue PaboThl, MUCCEePTAIlNU), B KOTOPHIX MOTYT COMepXKaThCs
OCHOBHBIE BOIIPOCHI U3y4aeMo# TpoOIeMEL.

Pa6oTy ¢ MCTOYHMKAMHU HAJ0 HaYMHATh C O3HAKOMUTEJILHOTO YTEHHS, T.e.
IIPOCMOTPETH TEKCT, BRIOETISS €TI0 CTPYKTYPHBEIE e AUHUIIEL. [Ipy 03HAKOMUTETbHOM YTEHUU
3aKjlaflKkaMu OTMeYaloTCS Te CTPAHHUIb, KOTOphkle TPeOyioT 06ojiee BHUMATEJIbHOTO
U3ydyeHus. B 3aBUCUMOCTH OT Pe3y/lIbTAaTOB 03HAKOMHUTEIIPHOTO YTEHUS BHIOMpaeTCs
nanbHeHmuu crocod paboThl ¢ UCTOUHMKOM. Ecnu Ojsi pa3pelneHus MOCTaBIeHHOU
3apmauu TpebyeTcs u3ydyeHue HEKOTOPHIX (pParMeHTOB TEKCTa, TO UCIOIL3yETCS METO[
BHIOOPOYHOTO uTeHUsI. Eciu B KHUTe HET mogpoOHOro OrjaBlieHHs, ClelyeT o0paTUTh
BHMMaHUE yUEeHWKA Ha IPEeOMETHHIE U UMEHHbIE YKa3aTeu.

M30paHHble pparMeHTH HUJIU BeCh TEKCT (€CJIM OH I[eJIMKOM MMEeT OTHOIIeHHe K
TeMe) TpeOyIOT BOYMYHUBOTO, HETOPOIIJIMBOTO UTEHUS C «MBICJIEHHOM IMpPOpabOTKOM»
MaTepuaia. Takoe yTeHMe IpeIoaraeT BugeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymeHToB; 3) BEIBOIOB. Oco00e BHUMAHUE CllefyeT 00paTUTh Ha TO, BEITEKAET TE3UC U3
apryMeHTOB unu HeT. Heob6xomuMo TaKxke MMPOaHaNIU3UPOBaTh, KakKue U3 YTBEPXKIEHUU
aBTOpa HOCST NpPOOEeMaTUYHBIN, TMIOTETUYECKUM XapaKTep U YJIOBUTH CKPBITHIE
BOTIPOCHI.

[ToHATHO, YTO yMeHHEe TaKuM 00pa3oM paboTaTh C TEKCTOM IPUXOOUT HAlEKO He
cpaldy. Haumnyumu# cmoco® HayuyuThCS BHIAENSITH T'JTaBHOE B TEKCTe, YJIaBIUBaTh
npo0eMaTUYHEIM XapaKTep YTBEPXKAEHUHN, JaBaTh OIEHKY aBTOPCKOMU MO3UIUKU - 3TO
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CpaBHUTEJIbHOE UTEHME, B XO[le KOTOPOTr0 CTYOEeHT 3HAKOMUTCS C PA3UYHBIMU MHEHUSIMHU
II0 OOHOMY ¥ TOMY K€ BOIIPOCY, CpPaBHHBAeT BeCOMOCTh U [0Ka3aTeIbHOCTh apIyMEHTOB
CTOPOH U fieslaeT BEIBOJ, 0 HauOosbinel yOequTeIbHOCTH TOM UM MHOMU IO3ULIUY.

Ecnu B muTepaType BCTpedyaloTCs pa3Hble TOYKM 3PEHUS II0 TOMY UJIM MHOMY BOIIPOCY
13-3a CJIOKHOCTH IIPOIIEAINX COOLITHH U IPABOBLIX SBJIEHUM, HEIb3sT UX OTBEpPraTh, He
pa3o0paBmuch. [Ipy HaNW4YUM pacXxOoXAEeHUU MeXKOy aBTOpaMHU HeoOXOOWMO HaUTHU
palnoHanbHOE 3ePHO yV KaXOOro M3 HUX, YTO MO3BOJIUT TIy0zKe YCBOUTH NMpeaMeT
n3ydyeHus u 6ojiee KPUTUUYHO OI[€HWBATh U3ydaeMble BOIPOCH. 3HAKOMSACh C 0COOBIMU
MO3UIUSIMU aBTOPOB, HYXKHO OIPEeNsITh UX CX0XKHe CYyXKIeHUS, apr'yMeHTH], BHIBOMHI, a
3aTeM CpaBHMBATh UX MeXAy co00M U MPHUMEHSITh U3 HUX Ty, KOTopas Oojee ybenuTenbHa.

CnenyoomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMHU SIBISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHPYIOIIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha
OTHEJbHBIX JINCTaX, KOTOPhIE IIOTOM JIETKO CHCTEMATU3UPOBATh 10 OTAEIbHEIM TeMaM
M3y4aeMoro Kypca. [Ipyrou cmnocol - 3TO BefileHNe TeMaTU4eCKUX TeTpafei-KOHCIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinme cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa menecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBEIX TeTpPadsx. 3Mech BaxKHO
BCIIOMHHUTD, UYTO KOHCITEKTHI ITUIIYTCS HAa OJHOU CTOPOHE JIUCTA, C MOJISIMU U JOCTaTOYHBIM
OIS UCIIPABIIEHUS U PEMApPOK MEXCTPOUYHBIM PACCTOSHUEM (3T IpaBuiIa cOOMI0OOAI0TCs
st ynoOCTBa pelakTUpoBaHus). ECiM B KOHCIIEKTaX MIPUBOOSATCS IUTATEL, TO HEIIPEMEHHO
DONXHO OBITh HaHO YKa3aHUe Ha MCTOYHUK (aBTOP, Ha3BaHHUE, BHIXOJHBEIE MaHHBIE, Ne
cTpaHulk). BriocnemcTBuu 3Ta wHGOPMAIMK MOXKeT OBITh MCII0/JIb30BaHa IPKU HAalMCAHUHN
TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOM BaXKHO YMETh:

- COTIOCTaBNATh, CPaBHUBATh, KIACCUPUUIUPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOpPMAIIKIO0 B COOTBETCTBUY C OIpeeIeHHON y4eOHOH 3aauel;

- 00001maTh MOTy4YEHHYI0 HHPOPMALXIO, OLleHNBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puUKCHUPOBATh OCHOBHOE COMlepzKaHue coob1IeHu; GopMyIupoBaTh, YCTHO U IHChbMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBIATh IJIaH, HOPMYyINPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThIe COODIIEHNUS THIIa NOKIIaa;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYaANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMu;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NENCTBHS CBOMX TOBAPHINEH, 00BeKTHBHO OI€HUBATh
CBOU [IEUCTBUS;

- oOpamaTscsi 3a MOMOIIbI0, MOMOTHUTEIbHEIMU Pa3bsICHEHUSIMH K IIpelofaBaTelio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW WM KOHTEKCTYaJlbHOW AOTagKOH, CJIOBapsiMH
Pa3IHYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMu B TEKCTE (KITI0UeBhIe
CJIOBa, CTPYKTypa TEKCTa, IpefaBapsoilas nHpopMalus 1 ap.);

- UCIIONb30BaTh MPU TOBOPEHUM U MHUCHME Nepudpas, CHHOHMMUYHLIE CPEe[CTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIUIUKY coOeceJHNKA B MOATBEPKAEHUN TOHUMaHUS
ero BHICKa3bIBaHMS UJIM BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBLI0 K COOeCeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMHMKY, KeCTHI (BOOOIIe X B Te€X CIydasix, KOrfa S3bIKOBEIX CPENCTB He
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XBaTaeT OJid BEIPpAXKEHUA TE€X UM WHBIX KOMMYHHUKATHUBHEBIX HaMepeHHfI).

15.5. [TogroToBka K IpoMexkKyTOYHOU aTTeCTaLluu
[Tpy IOATOTOBKE K IPOMEXKYTOUYHOHM aTTeCTalluu Liefiecoo0pas3Ho:
- BHUMATEJbHO U3Y4YUTh [IepedyeHb BOIPOCOB U ONPENENUTh, B KaKUX UCTOYHUKAX
HaXOOsATCS CBeNeHUs, HeoOXOOuMBbIe [I7ig OTBETA Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHOBAHHYIO JIUTEPATYDY;
- COCTABUTh KpaTK¥e KOHCIIEKTH OTBETOB (IIJTaHEl OTBETOB).

17. MaTepHaHBHO-TeXHH‘IeCKOG odecneyeHHe TUCHHUIUIHHBI

Tab6mnuia 23
No HauMmeHoOBaHHe ClieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000pyI0BaHHUA
n/n AyIUTOPHH U TaOOpaTOPHUH
1 |lekuroHHAas aygUTOPUS Aynuo-BUE0 KOMILJIEKC
AyouTOpuUM Oy IPOBEOeHUs TPYINOBLIX 1
2 YAHTOPHH [ p H Py Aynuo-BUIE0 KOMILJIEKC
[MPaKTU4YeCKUX 3aHITUN
3 [KoMneroTepHBIY KJ1acc [TepcoHaIbHBIE KOMIIBIOTEPHI
AyouTOpUs OIS KYPCOBOTO U OUIIJIOMHOTO
4 [MYRETODHA N yp A [lepcoHaIbHBEIE KOMIIBIOTEPHI
[IPOEKTHPOBaHUSI
5 |AyguTopus s CaMOCTOSITeIbHOW pabOoTHl KoMmblOTepHas TeXHUKa
6 [YuTanbHBIM 3an [IepcoHaNIbHBIE KOMIIBIOTEPH
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