MHWHUCTEPCTBO IN®POBOI'O PA3BUTHUAI,
CBS34 ¥ MACCOBBIX KOMMYHUKAIIUA POCCUMCKOM ®ETEPAIIUHA

OENEPAJIBHOE TOCYJAPCTBEHHOE BIOJ2KETHOE OBPA30BATE/IBHOE YYPEXJIEHUE
BBICIIIET'O OBPA30BAHUA
«CAHKT-IIETEPBYPICKHH I'OCYIAPCTBEHHBIM YHUBEPCUTET
TEJJEKOMMYHHUKAIIUM UM. [TIPO®. M.A. BOHY-EPYEBUYA»
(CIIOI'YT)

Kadenpa VHbopMalliOHHBIX YIIPaBISIOMIUX CUCTEM
(monmHOe HauMeHoOBaHue Kadenpsl)

YTBEPKJIAKD
CII6 IGRUHT onnicas SpOLTof H.o.nepsoro npopexTopa
A 10 INEKTPOHHOW NOANACHID

CepTugukar: ODBaSBebd5alBOB0G " H. Upacunrmn

Brapened: Mawkoa Meoprvn Muxarnosws
RefctauTensd ¢ 07.05.2022 no 06.05.2027

2054

Peructpauuonssm Ne 22.02/65-[]

PABOYA{ ITPOTPAMMA TUCHUILIIUHDI

Be3onacHoCTh HPOPMAIMOHHBIX TEXHOJIOTUY U CUCTEM
(HauMeHOBaHNE MUCITAIIINHEL)

oOpa3oBaTebHAs MPOTPaMMa BHICIIET0 06Pa30BaHUS

09.03.02 MiHpopManmoHHbIE CUCTEMEBI X TEXHOJIOTUH
(Kom ¥ HamMeHOBaHMe HallpPaBIIeHUS MOATOTOBKY / CIIEIIAaIbHOCTH)

OakasnaBp
(kBanuduUKaIms)

I/IHTeHHEKTyaHBHHe I/IHd)OpMaI_II/IOHHBIe CHUCTEMEI U TEXHOJIOTUHU
(HampaBneHHOCTD / TPOG UL 00Pa30BaTENIbHOM MPOTPAMMEI)

ouHas ¢opMa, 3ao4Has popMa
(dopma oOyueHms)

CankT-IleTepOypr



PaGoyas mporpaMma AUCLUIJIMHEL COCTaBjieHa Ha OCHOBe TpeboBaHui PemepabHOTO
roCyIapCTBEHHOr0 00pa30BaTeNIbHOIO CTaHAapTa BHICIIETO 00pa30BaHUS 110 HAlPaBJIEHUIO
(cmeumanbHOCTH) OATOTOBKH «09.03.02 MHMDOpPMalMOHHEIE CUCTEMEl M TEXHOJIOTUHU»,
YTBEPXKAEHHOr0 IpuKa3oM MuHuCTepcTBa 00pa3oBaHusa 1 Hayku Poccuiickoir Oemepanuu
oT 19.09.2017 Ne 926, u B COOTBETCTBUU C paboyuM yueOHBIM IJIaHOM, YTBEPKIAEHHBIM
PEKTOPOM YHUBEPCHUTETA.



1. llenu 1 3aga4Yy THUCIHUILIHHBI

Llenbio mpenofgaBaHus OUCHUIINIUHLL «be30nacHOCTh MHPOPMAMOHHBIX TEXHOJIOTUN U
CUCTEeM>» SIBIISIETCS:

M3yYyeHNe TEOPETUYECKUX U NMPaKTUYeCKUX OCHOB olOecredyeHUs HHPOPMALMOHHON
0e30MaCHOCTH 3aKPBITHIX ¥ OTKPHITHIX KOHTYPOB KOMIBIOTEPHEIX CHCTEM
MHDOKOMMYHUKAIIMOHHKX MHPPACTPYKTYyp. B pesynbTaTe M3y4eHUS OUCIUIMIAHBL y
CTYOEHTOB OOJXKHH CHOPMHUPOBATHCSA 3HAHUSA, YMEHHUS M IMpPaKTHUYeCKHe HaBHIKH,
I03BONg0IKE pa3pabaThiBaTh MONUTUKY MHGOpPMAIUOHHOKW 6e30mMacHOCTH 00BHEKTOB
3aIIUTHl 1 OPraHU3allMOHHO-MIPAKTUYEeCKHEe MEPH II0 eTr0 3allluTe.

9OTa 1e/lb OCTUTaeTCs IIyTeM pelleHus Claenyolux(er) 3agad(u):

[IOJIy4YeHUe CTyOeHTaMU TeOPeTHUYECKUX U MPUKIAOHHX 3HAHUU O COBPEMEHHBIX
MeToflax obecredyeHuss UHGHOPMAIMOHHOM 0€30I1aCHOCTH 3aKPHITHIX M OTKPHITHIX KOHTYPOB
MH(POKOMMYHUKAIIMOHHEIX CUCTEM.

2. MecCTO THCIHIIIHHBI B CTPYKTYype 00pa30BaTe/IbHOH MIPOrPaMMbI

HOuciunnuHa «be3omacHOCTs HHPOPMAIMOHHBIX TeXHONOruu u cucreM» b51.B.19
SABASETCS OUCIUIIAHON dYacTu, QopMHpPyeMON ydacTHHKaMH 0Opa30BaTeNbHBIX
oTHoueHUU Os0Ka 1 yueOHOTO NjaHa MOATOTOBKM OaKajlaBpuaTa II0 HallpaBJIEHUIO
«09.03.02 MHboOpMaIlMOHHBEIE CUCTEMBl W TEXHONOTUH». V3ydyeHHe OUCHUNIUHBI
«be3omacHOCTh MHGOPMALMOHHLIX TEXHOJIOTUM U CHUCTEM» OINHPaeTCs Ha 3HAHUU
OUCUUIINIKAH(B) «ANTOPUTMBL M CTPYKTYPH [OaHHBIX»; «MHGOpPMaluMOHHBIE CHUCTEMEI
pa3paboTKK YCTPOMCTB TeNEeKOMMYHUKaINi»; «OCHOBBI TEOPUU CJIOKHBIX CHCTEMY.

3. IlepeyeHb IUTAaHUPYEMBIX Pe3yIbTaTOB 00yUY€HH I, COOTHECEHHBIX C
IUTaHHPYEMBIMH pe3y/IbTaTaMH OCBOEHHS 00pa30BaTe/ILHOH MPOrPaMMBbI

[Tpouiecc u3y4yeHus OUCLHUIIINHL HallpaBieH Ha (GOpMUpPOBaHUeEe CIETYIOMINUX
KOMIIETEHIINN:
Tabnuia 1

Ne Kopn

HanMeHOBaHHE KOMIIETEHIITHA
II/II [KOMIIeTeHITUH

CriocoOGHOCTH OIIeHHWBATh U CIIEOUTD 3@ BHIIIOJIHEHNEM KOHIIENITYaIbHOTO,
1 ITK-13 (DYHKIMOHAIBHOTO U JIOTUYECKOTr'0 IIPOEKTUPOBAHUS CUCTEM MAJioro U
cpepmHero mMaciraba ¥ CII0XKHOCTH

CniocobGeH ompenensaTh KPyT 3afiad B paMKax IIOCTaBJIEHHOM 1IN U

2 YK-2 BHIOMpPATH ONTHMaJIbHBIE CIIOCOOBI X PEIIeHuUs, UCXOMs U3 NeHCTBYIOIUX
IIPaBOBBIX HOPM, UMEIOIINXCS PECYPCOB U OTPaHNYEHUN

WHOVKATOPH TOCTUXKEHUS KOMIIETEHIIUMN

Tabmnuiia 2
K-13.1 3HaTh: METOMBI KOHIIEIITYaIbHOT'0, QYHKIIMOHAIEHOTO U JIOTHYECKOT0
IIPOEKTUPOBAHMS CHCTEM MAJIOTO M CPefHero Maciraba u CII0KHOCTH.
K-13.2 YMeTh: OIleHHUBATh U CJIEAUThH 3@ BREIIOJTHEHHEM KOHIIETITYalbHOTO, (GYHKITMOHATIBHOTO
1 JIOTHYECKOT0 IIPOEKTUPOBAHKS CHCTEM MaJIOr0 ¥ CPeIHEero MacuTada U CJI0XKHOCTH.
IK-13.3 MMeTh HaBBIKM: KOHIETITYaIbHOTO, QYHKI[MOHAIBHOT'O U JIOTHYECKOTO
MIPOEKTHPOBAHMS CHCTEM MaJIOTO ¥ CPeHero Maciraba U CJI0KHOCTH




YK-2.1

OEeATEJIbHOCTE.

3HaTh: BUOB PECYPCOB U OTPaHUYEHUN [JIS pelleHus npodecCuoHaNbHBIX 3a0ay;
OCHOBHBIE METOIHI OLEHKM Pa3HHIX CIIOCOO0B peIleHUs 3a/iay; JeHCTBYIOIIee
3aKOHOMATENTLCTBO ¥ IIPABOBEIE HOPMEI, PETYIUPYIOIIKe TPoheCCHOHANTbHYIO

YK-2.2

YMeThb: MPOBOOUTE aHAIU3 MTOCTABIIEHHOW 1IeNTd ¥ GOPMYIUPOBATh 3afa4i, KOTOPHIE
HeoOXOOMMO PELIUTE I ee JOCTUKEHUS; aHaIU3UPOBaTh albTePHATUBHEIE

BapUAHTHI IJIST HOCTUXKEHUS] HaMEe4YeHHBIX Pe3yJIbTaTOB; UCII0Ib30BATh HOPMATHUBHO-
ITPaBOBYI0 NOKYMEHTAlHIo B chepe mpodheCcCHOHaNbHON NeITeTbHOCTH.

YK-2.3

BrnageTh: MeTomuKaMu pa3paboTKM 1eIu U 3afiad IPOEKTa; METONAMHU OLEeHKH
MOTPeOHOCTH B Pecypcax, IPOHOJIKUTEIFHOCTHA U CTOMMOCTH IIPOEKTa; HaBEIKaMU
paboThHl C HOPMATHBHO-ITPABOBOM JOKyMEHTalNel.

4. O6beM THCHHUIUIHHBI ¥ BUIBI Y4€0HOH PadOTHI

Ounas popMa o0yueHus

o Bcero|CeMmecTpbl

Bupn yuedoHOM paboTHI YACOB 1
O61mas TPyIOeMKOCTE | 4 3ET 144 144
KoHTakTHasi pabora ¢ 00y4alOIMIUMHUCST 52.35 52.35
B TOM YMCJIE:
Jlexkuunu 20 20
[TpakTuueckue 3ansatus (I13) 16 16
JTabopaTtopHbie paboTh (JIP) 14 14
3aIuTa KOHTPOJILHOM PabOoTH -
3ammTa KypCcoBoi paboThl -
3ammra KypCcoBOT0O IIPOEKTa -
[IpoMexyTOUHas aTTecTalys 2.35 2.35
CamocTositeibHasi padoTa o0yuaromuxcsi (CPC) 58 58
B TOM YHCJIE:
Kypcosast pa6oTa -
KypcoBoii mpoeKT -
W [ unu gpyrue BUOLI CaMOCTOSITENIbHOM pabOTHI:
IIOITOTOBKA K JTa00paTOPHHIM paboTaM, MPaKTUYECKUM 58 58
3aHSATHUSIM, KOHTPOJIBHEIM paboTaM, H3ydeHHe
TEOPETUYECKOr'0 MaTepuaa
[TogroToBKa K MPOMEXKYTOYHOU aTTeCTalUU 33.65 33.65
BuI mpoMeKyTOYHOH aTTeCTAallHH JK3aMeH

3aouHas Gpopma oOyueHUs

Buj yueOHOM padoThI E;g(l;g yc3Ce1\§eCTp1,14
OO1mas TPyIOEMKOCTh | 4 3ET 144 6 70 68
KoHTakTHasi pabora ¢ 00y4alONIUMHUCST 12.65| 6 | 4.3 2.35
B TOM YMCJIE:
Jlexkuun 4 4 - -
[TpakTuyeckue 3ansatus (I13) 4 - 4 -
JTabopaTtopHbie paboTh (JIP) 2 2 - -
3aIuTa KOHTPOJIbHOM PabOoTH 0.3 - 103 -
3amnmTa KypCcoBoi paboThl - - -

Tab6mnuia 3

Tabnuma 4



3ammTa KypCoBOTO IIPOEKTa - - -
[IpomexyToUHAs aTTeCTalys 2.35 - - 2.35
CamocTositesibHasi padora odoyuaromuxcsi (CPC) 122.35| - |[65.7]| 56.65
B TOM 4YucCJe:
Kypcosast pa6oTa - - -
KypcoBoii mpoekT - - -
W / unu gpyrue BUOLL CAaMOCTOSITENTbHOM pabOTHI:
II0OTOTOBKA K Ha60paToprIM pa60TaM, IIPAaKTUYE€CKHUM
122.35| - |65.7| 56.65
3aHATHUAM, KOHTPOJIbHBIM pa60TaM, HU3y4dYeHue
TEOPETUYECKOI'0O MaTepuajla
[TogroToBKa K MPOMEKYTOYHOU aTTeCTallUU 9 - - 9
By npoMeKyTOUYHOH aTTeCTaluu - - |9K3ameH
5. CogepKaHue TUCIUILIMHBI
5.1. ComepxaHue pa3aesioB OUCLUIIINHEL.
Tabmuua 5
Ne cemecTpa
HaumeHoBaHue
No
/m pa3gesa CopepzkaHue pa3aesia O4HO-|_ .
TUCIATUTHHBI OYHas1|3a04-
Has
Has
Tema 1.1. OBomOUMS apXUTEKTYP UHYOPMAIMOHHBIX
cucteM. Tema 1.2. TTonutuka nuHGOpMauoHHONR
Pazpmen 1. 6e3omacHOCTH 00beKTa 3amuTel. Onucanue 00beKTa
1 | MiadopManmoHHas cucTeMa 3amuThH. OnpeneneHre OCHOBHEIX IPUOPUTETOB 4 3
KaK 00BEeKT 3alUTH uHbopMaImoHHo! 6e3onacHocT. Tema 1.3. AHanmu3
puckoB. PopMHUpPOBaHUE IEPEYHS KPUTUIHBIX
pecypcoB. Mogeny HapyUIuTens ¥ yrpo3
Tema 2.1. O611ue TpeOOBaHUS TOCTPOEHUS
3AMUINEHHOH HHGHOPMAIMOHHOHN cucTeMH. TpeboBaHus
K nogcucreMme obecrneveHust 6€30IIaCHOCTH CETEBOTO
Pazpgen 2. B3auMopencTBus. Tema 2.2. TpeOGoBaHUS K MIONCUCTEME
TpeboBauus nHGOPMAILMOHHOM | ayTeHTU(DUKAIIMY U YIIpaBIeHuUs ocTymoM. Tema 2.3.
6e301acHOCTH B 3aKpHITHX 1 | TpeOoBaHMS K IOACUCTEMAM KPUIITOTPaduIeCcKon
2 | OTKPHITHIX KOHTYpax 3alXTH HHOOPMaU ¥ aHTUBHPYCHOM 3aIUTHL. TeMa 4 3

JIOKAJIbHOM BBIYMCIUTENBHON
ceTu I/IH(I)OKOMMYHI/IKHLII/IOHHLIX
CHUCTEM

2.4. TpeGoBaHMS K IOOCUCTEMAM
pe3epBUPOBAHNSI/BOCCTAHOBIEHUS HHPOPMAIIHH,
KOHTPOJISI 3TAJIOHHOTO COCTOSIHUS MHGOPMAIUK U
pabouedt cpensl. Tema 2.5. TpeboBaHus K CpegcTBam
TIOCTPOEHUS 3alLUINEHHBIX BUPTYasibHbX ceTelt (VPN)
U yIpaBieHus: 6e300aCcHOCTHIO.




Paszpen 3.
OpraHu3aloHHO-TEXHUYECKHE
MEPHI TI0 Peanu3aluu
OCHOBHBIX TpeOOBaHUY U
TIOCTPOEHUIO CHCTEMEL
HHQOPMAIMOHHOM
6e30IacHOCTH

Tema 3.1. MHOTOYpOBHEBasI MOZIEJIb 3AIIUATH B
“H(OPMAIMOHHON CUCTEeMe Ha apXUTEKType «KIHEeHT-
cepBep»:MeTOMH 3allIMTH UH(pOPMAIUY Ha
¢usnyeckoM, KaHaJIbLHOM, CETEBOM, TPAHCIIOPTHOM,
CeaHCOBOM ¥ IIPUKIIaJHOM YPOBHAX MOJENH
BOC.TIpoTokon ¢GopMUPOBaHUS 3aIIUIIEHHOTO
TYHHeJISI Ha KaHanbHOM ypoBHe PPTP (Point-to-
PointTunnelingProtocol). IIpoTokon dopMupoBaHus
3alUIIeHHOT0 TYHHEeJIS Ha KaHalbHOM ypoBHE L2F
(Layer-2 Forwarding). IIpoTokon ¢popMupoBaHus
3aIIXIIEHHOT0 TYHHEIA Ha KaHanbHOM ypoBHe L2TP
(Layer-2 TunnelingProtocol). O61mee onrcanue cTeka
IIPOTOKOJIOB 3alIUTEl MeXKCeTeBOro ypoBHs IPsec
(InternetProtocolSecurity). [TpoTokon o6MeHa
kmoueBoit nHbopMaimel IKE (InternetKeyExchange).
[TpoToKoN ayTeHTUPHUIUPYIOUIETO 3aT0JI0BKA
(AuthenticationHeader, AH). [TpoTokon
VHKAICYIUPYIOIEH 3aIIUTEl COIePKUMOT0
(EncapsulatingSecurityPayload, ESP). Tema 3.2.
TexHuyecKue peuleHus 0 3allUTe MeKCEeTEBOT0
B3aMMOIeNCTBUS U nepefgaun uuopmaruu. CpencTsa
Kpunrorpaduyeckon 3amuTs HHGopmanuu. Tema 3.3.
TexuuyecKkue peuleHUs IO 3alUTe OT BPELOHOCHOTO
Kopa. Tema 3.4. TexHUUYeCKHE PEIIeHUs 10 3alluTe OT
HCII xoMIIbI0TEPHBIX PECYPCOB Ha YPOBHE CEPBEPOB U

pabouwux cranmnui JIBC u peamu3anuy mMOaCUCTEMBI
ayTeHTH(DUKAIY U UAeHTU(DUKAINN

5.2. MexXOuCHUNNIUHAPHbEE CBA3U C obOecrmedyrBaeMBIMU (MTOCTEOYIOIIUMH)
OUCHUNIIINHAMHU.

Tabnuma 6

Ne
/i

HanMmeHoBaHHe 00ecneuYnBaeMbIX (IIOCIeaYIOIINX) TUCIUIIIHH

ApxuTeKTypa nHGOPMalXOHHEIX CUCTEM

MeTons u CPedCTBa IPOEKTHUPOBAHUA I/IH(I)OpMaI.[I/IOHHBIX CHCTEM U TEXHOJIOTHH

WIN| =

HpOGKTHaH OIl€HKa HaJEeXHOCTHU I/IH(bopMaI_II/IOHHLIX CHUCTEM

5.3. Pa3pgesnsl UCIUIIIMH U BUOLI 3aHSITHH.

Ounas popMa o0yueHus

Tab6mnuia 7

No
n/n

HaumeHoBaHHue pa3aeiia THCITHIIINHBI

JIek-
1050%1

IIpaxr.
3aHATHUS

JIa0.
3aHATHS

CeMH-
HapbI

CPC

Bcero
JaCcOB,

Pazpmen 1.
HMudopMalimoHHas cucteMa Kak 00BeKT
3aIUTEH

2

4

4

18 | 28

Paspern 2.

TpeboBauus nHGOPMAIMOHHOM 6€30IaCHOCTH
B 3aKPBITHIX M OTKPBITHIX KOHTYpPaX JTOKaJIbHON
BBIYUCIIUTEIILHOM CETH
MH)OKOMMYHUKAIMOHHBEIX CUCTEM

10

20 | 38

Pa3zpen 3.
OpraHu3anuoHHO-TEXHUYECKHEe MePHI 110
peanu3aluy OCHOBHEIX TPeOOBAHUY U
IIOCTPOEHUIO CUCTEMEL MHGOPMalOHHON
6e30macHOCTH

20 | 42

HUtoro:

20

16

14

58 | 108




3aouHas Gpopma oOyueHUs

Tabmnuia 8
Ne Jlek-| [Ipakr. | JIad. [Cemu- Bcero
HaumeHoBaHHe pa3jgesia JUCHHUIUIHHBI CPC
n/n IIMH 3aHATHUS3AHATHSI| Hapbl 4acoB
Pazmen 1.
1 | MHbopMaIimoHHas CUCTeMa KaK 00BEKT 2 32.7 | 34.7
3alUTH
Pazpern 2.
TpeboBanus nHGOPMAIMOHHOMK 6€30IaCHOCTH
2 | B 3aKPBITHIX U OTKPBITEIX KOHTYpPax 2 33 35
JIOKQJIbHOU BHIYUCIIUTENILHOU CETHU
MH()OKOMMYHUKAIMOHHBEIX CUCTEM
Paspen 3.
OpraHu3alMOHHO-TEXHUYECKHNE MEPHI 110
3 | peanmu3aruyu OCHOBHHIX TPEOOBAHUM U 2 2 2 56.65(62.65
IIOCTPOEHUIO CUCTEMBI HH(DOPMALIMOHHOM
6e30MacHOCTHI
Htoro:| 4 4 2 - [122.35/132.35
6. Jlekuuu
Ounas popMa o0yueHUs
Ta6muua 9
Ne | Homep Bcero
TeMa 1eKIuu
n/n [pa3gesa JacoB
HudopmalmonHas cucteMa Kak 00beKT 3auuTh. Tema 1.1. 3Bosonus
apxXUTEKTyp nHMOPMaLUOHHEIX cucTeM. Tema 1.2. [TomuTrka
1 1 rH(popManroHHOM 6e30macHOCTH 00BeKTa 3amuTh. OnrucaHue 00beKTa 9
3aumTel. OnpeneneHrie OCHOBHBIX IPUOPUTETOB HHGOPMAI[MOHHOU
6e3omacHocTu. Tema 1.3. AHanu3s puckoB. YopMupoBaHUe IEPEUHS
KPUTUYHHIX pecypcoB. Mopenu HapylIIuTeNns U yTpo3
Tema 2.1. TpeboBanus nHGOPMAIIMOHHON OE30ITAaCHOCTH B 3aKPHITHIX U
OTKPBITHIX KOHTypPaX JI0KaJIbHON BHIUUCIUTEILHON CETH
2 2 “H()OKOMMYHUKALUMOHHEIX cucTeM Tema 2.1. Obmue TpeGoBaHMSA 2
IIOCTPOEHUS 3alUilleHHON UH(POPMAaIMOHHON CHCTeMEL. TpeboBaHUS K
nopcucTeMe obecrnedeHns: 0€30MaCHOCTH CETEBOT0 B3aMOIeCTBHUS.
3 9 Tema 2.2. TpeOGoBaHus K NMOACUCTEME ayTEHTU(PHUKAIMY U YIIPaBIEHUS 9
OOCTYIIOM.
4 9 Tema 2.3. TpebGoBaHUS K IMOACUCTEMAM KPUITOTPa®uIeCKON 3aITUTEI 9
MH(POPMaLKK ¥ aHTUBUPYCHOU 3aIUTEHL
Tema 2.4. TpebGoBaHUS K MMOJCUCTEMAM PE3ePBUPOBAHMSI/BOCCTAHOBIICHUS
5 2 “H(POPMAILMK, KOHTPOJIS 3TAaJIOHHOTO COCTOSHUS HH(pOPMaluK 1 paboyei 2
CpefHl.
6 9 Tema 2.5. TpeboBaHUS K CPEOCTBAM IIOCTPOESHHUS 3AIMUINEHHBIX 9
BupTyasnbHbIX ceTell (VPN) u ynpapieHus: 6e300aCHOCTBIO.




OpraHu3alliOHHO-TEXHUYECKHUE MEPHI 110 Peau3allii OCHOBHEBIX
TpeOOBaHUY U ITOCTPOEHUIO CHCTEMEI HH(POPMaIMOHHON 6e30MacHOCTH
Tema 3.1. MHOrOoypoBHEBasi MOOENb 3aIUTH B MHPOPMAIMOHHON CUCTEME
Ha apXUTEKType «KJIHUEeHT-CEPBeP»:MeTOObl 3aIlUThl UHGOPMaUU Ha
(u3nyeckKoM, KaHaIbHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM U
npukinagHoM ypoBHSX Mogenu BOC.TIpoTokon ¢popMupoBaHus
3allMIIEeHHOT0 TYHHe sl Ha KaHanbHoM ypoBHe PPTP (Point-to-
PointTunnelingProtocol). IIpoTokon ¢popMupoBaHus 3aLIUIIEHHOTO 9
TYHHeJSl Ha KaHanbHOM ypoBHe L2F (Layer-2 Forwarding). IIpoTokon
(hopMUpPOBaHUS 3aIUIIEHHOr0 TYHHENIS Ha KaHalabHOM ypoBHEe L2TP
(Layer-2 TunnelingProtocol). O611ee onucanue cTeKa IPOTOKOJIOB 3aIUTHI
MexkceTeBOro ypoBHs IPsec (InternetProtocolSecurity). IIpoTokon o6MeHa
kmoueBor nHdopmarmen IKE (InternetKeyExchange). IIpoTokon
ayTeHTUUOUpYyomero 3aronoska (AuthenticationHeader, AH). IIpoTokon
HMHKAICYIUPYIOIIel 3alUThl CONEPKUMOT0
(EncapsulatingSecurityPayload, ESP).

Tema 3.2. Texauuyeckue pelIeHNs 110 3alUTe MeXKCEeTeBOro
8 3 B3aMMOJeUCTBUA U Nepefadu nHpopmaluu. Cpencrsa 2
KpUnTorpapuyeckoy 3aluTel HHQOPMaIui.

9 3 Tema 3.3. TexHu4eCKue pelleHus 10 3alliuTe 0T BPeAOHOCHOT0 KOfa. 2

Tema 3.4. Texuuueckue pelnenus 1o 3amure oT HCI] KOMIbIOTEPHEBIX
10 3 PecypcoB Ha YPOBHE CepBepoB 1 pabouux cranuuit JIBC u peanu3anuu 2
MTOACUCTEMEI ayTEHTUDUKAIIMY U UIEHTU(DUKAIINN.

Utoro: | 20

3aouHas popma oOyueHUs
Tabmuna 10

Ne | Homep Bcero
TeMa 1eKIuu
n/n pa3geal 4acoB

HudopmalimonHas cucreMa Kak 00beKT 3amuTh. TeMa 1.1. 9Bomonus
apxXUTEKTYyp uHbOpMaUuOHHEIX cucteM. Tema 1.2. ITonutuka
rH(popManroHHOM 6e30macHOCTH 00beKTa 3amuTh. OnrcaHue 00beKTa
3amuThl. OTpenienieHre OCHOBHEIX TPUOPUTETOB UHPOPMAIIMOHHOM
6e3omacHocTtu. Tema 1.3. AHanu3s puckoB. YopMupoBaHUe IEPEUHS
KPUTUYHHIX pecypcoB. Mofenu HapyUIuTens: U yrpo3

OpraHu3aluOHHO-TEXHUUECKKEe MePH! 110 Peanu3aluy OCHOBHBIX
TpeOOBaHUY U ITOCTPOEHUIO CUCTEMEl HH(POPManoHHON 6e3011acHOCTI
Tema 3.1. MHOrOypoBHEBasl MOLleJlb 3ALIUTH B UHPOPMAIMOHHOHN CUCTEME
Ha apXUTeKType «KJIUeHT-CepBep»:MeTONHl 3alUTh UHPOpPMaIuy Ha
¢bu3nyeckoM, KaHaIbHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM U
IpuKIagHOM ypoBHAX Mopenu BOC.IIpoTokon hopMuUpoBaHUs
3alUIIeHHOT0 TYHHES Ha KaHanbHoM ypoBHe PPTP (Point-to-
PointTunnelingProtocol). [IpoTokosn hopMupoBaHus 3aLIUIIEHHOTO
TyHHeJd Ha KaHanbHOM ypoBHe L2F (Layer-2 Forwarding). ITpoTokon
(dbopMrpoBaHUS 3alUINIEHHOr0 TYHHEeNS Ha KaHalbHOM ypoBHe L2TP
(Layer-2 TunnelingProtocol). O01mee onucasue cTeKa IPOTOKOJIOB 3aIIUTHL
MexkceTeBoro ypoBHs IPsec (InternetProtocolSecurity). IIpoTokon o6MeHa
kmoueBoi nHpopmaruen IKE (InternetKeyExchange). ITpoTokon
ayTeHTHUIUPYIomero 3aronoska (AuthenticationHeader, AH). IIpoTokon
VHKAICYIUPYIOIIel 3alllUThl COLEePXKUMOI0
(EncapsulatingSecurityPayload, ESP).

HToro: 4




7. JIabopaTOPHBIA MPAKTHKYM

Ounas ¢popMa o0ydeHUs

Tab6muia 11
No | Homep o Bcero
HaunmeHoOBaHHe 1a00paTOPHOH PadOThI
/1 [pa3je’ia) JaCcoB,
1 1 MHpopMalmoHHast CHCTeMa KaK 00BeKT 3alIUTH 4
TpeboBanus nHOOPMAIMOHHOM 6€30MacCHOCTH B 3aKPHITHIX ¥ OTKPHITHIX
2 2 KOHTypax JIOKa/JIbHOY BEIYMCIUTENILHON CeTU NHPOKOMMYHUKAIIMOHHBIX 4
CUCTEM
3 3 OpraHI/I3auI/10HH0-TeXHI/IquKHe MEpBI 10 Peanu3alui OCHOBHEIX 6
TpeOOBaHUY U TOCTPOEHUIO CUCTEME HHPOPMalOHHON 6e3011acHOCTI
Wrtoro: | 14
3aouHas Gpopma oOyueHUs
Tabmnuia 12
Ne | Homep o Bcero
HauMeHoBaHHe Ta00paTOPHON PadOTHI
n/n pa3geal 4acoB
WudpopmalmonHas cucTeMa Kak 00beKT 3aluThH. TpeboBanus
rH(pOpManroOHHOM 6e30IIaCHOCTH B 3aKPHITHIX M OTKPHITHIX KOHTYpax
1 3 JIOKAQJIbHOM BHIYUCIIUTENTbHON CETH UHGHOKOMMYHUKAIIMOHHEIX CUCTEM. 2
OpraHu3alioHHO-TEXHUUECKIE MEPH 110 peaanu3alui OCHOBHBIX
TpeOOBaHUY U IOCTPOEHUIO CUCTEME HHPOPMalMOHHON 6€3011aCHOCTI
Hroro:| 2
8. [IpakTHyeckue 3aHsATUA (CeMHUHApPHI)
Ounas popMa o0yueHUs
Tab6mnuia 13
Ne | Homep Bcero
TeMa 3aHATUSA
n/n pa3aeal JacoB
1 1 HudopmarmonHas cucTeMa Kak 00beKT 3allUTH 4
TpeboBanusi “HPOPMAIIMOHHON 6€30MaCHOCTU B 3aKPHITHIX ¥ OTKPBITHIX
2 2 KOHTYpax JIOKaJIbHOU BEIYUCIIUTENIBHOU CETU NH(HOKOMMYHUKALMOHHBIX 4
CHACTEM
3 3 Opl"aHI/I3aLI}/IOHHO-TeXHI/I‘~IeCKI/Ie MEpbI 10 Pea3aui OCHOBHEIX A
Tpe6OBaHUYN U IOCTPOEHUIO CUCTEMEl MHGOPMalXOHHON 6€30I1acHOCTHI
4 3 OpFaHI/I3aH}/IOHHO-TeXHI/I‘-IeCKI/Ie MEpBI 10 Pea3alui OCHOBHEIX 4
TpebOoBaHUN U IOCTPOEHUIO CUCTEMEl MH(GOPMalMOHHON 6e30I1acHOCTH
Hroro: | 16
3aouHas popma oOydyeHUs
Tab6mnuia 14
No | Homep Bcero
TeMa 3aHATUA
/1 [pa3je’ia) JaCcoB,
TpeboBanus nHGOPMAIMOHHOM 6€30MaCHOCTH B 3aKPHITHIX U OTKPHITHIX
1 2 KOHTypax JIOKa/IbHOY BEIYMCIUTENILHON CeTU NHPOKOMMYHUKAIIMOHHBIX 2
CUCTEM
9 3 OpraHu3alioHHO-TEXHUUECKIE MEPH 110 peaanu3alui OCHOBHBIX
TpebOBaHUN U IOCTPOEHUIO CUCTEMEl MHGOPMalMOHHON 6e30I1acHOCTH
Hroro:| 4




9. IIlpuMepHasi TeMaTHKa KYPCOBBIX IIPOEKTOB (padoT)

Pabouum y"-I66H]E>IM IIIIaHOM HE IIPEeJyCMOTPEHO

10. CamocTosiTe;TbHAasA padoTa

Ounas ¢popMa o0ydeHUs

Tab6mnuma 15
Ne | Homep o Bcero
CoaepxkaHHe CAaMOCTOSITeILHOU PadOThHI dopmMa KOHTPOJIS
/1 [pa3aea) JacoB
1 1 HudopMmalmonHas cucteMa Kak 00BeKT 3allUTh CobecenoBanue 18
TpeboBauust nHGOPMALMOHHON 6€30ITaCHOCTH B
5 5 3aKPBITBIX # OTKPHITEIX KOHTYPax JIOKAIbHOKI CoBecenopatue 20
BHIYMCIIMUTEIbHOM CeTH HHOOKOMMYHUKAI[MOHHBIX
CHCTEM
OpraHu3aliOHHO-TeXHUYECKKe MEePHI 110
3 3 peanu3aIuyd OCHOBHEIX TPEOOBAHUY U ITOCTPOEHUIO CobecemoBaHue 20
CHUCTeMH HHOOPMAIMOHHOM 6e30IaCHOCTH
Hrtoro:| 58
3aouHas popma oOyueHUs
Tabnuna 16
Ne | Homep o Bcero
CopepzxxaHHe CAaMOCTOSITE/IbHOH PadOThI dopMa KOHTPOJIsI
/o pa3ae’ial YacoB
1 1 HudopMmaIrmorHas cucTeMa Kak 00beKT 3allUThHI CobGecenoBanue 32.7
TpeboBanus nHGoOpMaIMOHHOM 6€301TaCHOCTH B
9 9 3aKPHITEIX M OTKPBITHIX KOHTYPaX JIOKAIbHOK CoBecenoatue 33
BBIYUCIIUTEIHHON CeTH NH(POKOMMYHUKALMOHHBIX
CHCTEM
OpraHu3aIiOHHO-TeXHUYECKHEe MEPHI 10
3 3 peanu3aliid OCHOBHAEIX TPEOOBAaHMM U IIOCTPOEHUIO CobecemoBaHue 56.65
CHCTEMH HHOOPMAITMOHHOM 6e30IMaCHOCTH
Htoro: |122.35

11. IlepedyeHb Y4€OHO-METOTHIECKOT0 00eCIIeYeHHs [IJ/Isi CAMOCTOSITEe IbHOU

padoThI 00YUAIOIIHUXCS IO THUCIUIITHHE

+ PEKOMEHOOBaHHAsA OCHOBHASA W OOIIOTHUTEJIbHAA JINTEPATyPAa;

II71s1 caMOCTOsITETbHOM pabOTHI 110 AUCIUIININHE PEKOMEHIOBaHO Clenyoilee yueOHo-
MeTOANYeCKoe o0ecreyeHue:
- [TonoxkeHue 0 CaMOCTOSITeIbHOM paboTe cTyneHToB B CaHKT-IleTepOyprckom

roCyOapCTBEHHOM YHUBEPCUTETE TeIeKOMMYHUKauuii uM. mpodp. M.A. Boru-bpyeBuya;

- KOHCIIEKT 3aHSTHH 10 OUCIUIIINHE;
- ClTadfbI-TIpe3eHTall U APYTOM MEeTOOUYECKUN MaTeprall, UCII0Ib3yeMbI Ha 3aHATULX;
- MeTOIUYeCKHe PEKOMEH[IAIIMH 10 TOATOTOBKE MUCbMEHHBIX PaboT, TpeOOBaHUS K UX
comepxkKaHui0 1 odopMIleHHI0 (pedepaT, acce, KOHTPOJIbHAS PaboTa) ;
- (bOHOBI OIIEHOYHBIX CPEMCTB;
- MeTOIMYEeCKHe YKa3aHUs K BHIITOTHEHUIO 1a00paTOPHBIX PaboT [Jid CTYIEHTOB;
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12. ®oHJ OLIEHOYHBIX CPEICTB ISl MPOBEIeHUsI IPOMEXKYTOYHOH aTTeCTalluH
00y4Yaromuxcsi

®OoHJI OIIEHOYHHIX CPeNCTB pa3pabaThiBAETCS B COOTBETCTBUU C JIOKAJIbLHBIM aKTOM
yHuBepcureta "[lonoxeHue o GOHME OLIEHOUYHBIX CPEACTB" U ABNSETCS MPHUIIOKEHUEM

([Tpunoxenue A) K pabouelt mporpaMMe OUCIUTIINHEL

®oHI OIEHOYHHBIX CpPENCTB [OJid IPOBEOEHUSA NPOMEXYTOYHOU aTTecTaluu
00y4JalouIuXCsl 10 OUCIUIINIMHE BKIIOYaeT B cebs:

- IlepeyeHb KOMIIETEHIIUM C yKa3aHUEM 3TamoB UX GOPMUPOBAHUS B IIPOIIECCE OCBOEHUS
00pa30BaTeIbHOM TPOTPaMMBI;

- OIIACaHMe II0Ka3aTejlel U KPUTEPUEB OLIEHUBaHUSI KOMIIETEHLIMM Ha Pa3/IMYHBIX 3Talax
X (OPMUPOBaHUS, ONIMCaHNE IIKal OLleHUBAHUS;

- TUTIOBHIE KOHTPOJIbHLIE 3afjaHus UJIM HHBIE MaTepuabl, He00OXO[UMbIE IS OLleHKU
3HaHWM, YMEHNY, HaBBIKOB U (MJIM) OIBITA AESATEIbHOCTH, XapaKTePU3YIOIIUX JTaIlbI
(dhopMUpoBaHUS KOMIIETEHIIAN B IIPOLIECCE OCBOEHUST 00pa30BaTeIbHOM ITPOTPaMME;

- METOOMYEeCKHe MaTepualibl, ONpeaessollye IpoLenypsl OlleHUBaHU 3HaHUM, YMEHUH,
HaBBIKOB U (MJIM) OTBITA AEeATETbHOCTH, XapaKTEePU3YIOIIUX 9Tallbl (GOPMUPOBAHUS
KOMIIETEHIIUM.

[ KaXX[moro pe3ybTaTa 00y4eHUs 0 AUCHUIIINHE ONpPEeensioTCsa IoKa3aTelu U

KPUTEPHUU OIeHKHM CHOPMHPOBAHHOCTH KOMIIETEHIMM Ha PAa3/IMYHBIX 3TamaX HX

dbopMupoOBaHus, IIKAIB U MPOLEAYyPHl OLleHWBaHMUS.

13. IlepedyeHb OCHOBHOH H [IOIOIHHTE/ILHOH JIHTEPATyPhbl, HEOOXOTUMOM [IJIsI
OCBOEHHS THCIHIITHHBI

13.1. OcHOBHas nuTEpaTypa:

1. MenvHUuKOB, [I. A.
HudopmanmonHas 6€30IacHOCTb OTKPHITHIX CUCTEM : [D7eKTpoHHBIN pecypc] / [I.A.
MenbHUKOB. - M. : ®nunTa, 2019. - 448 c. : un. - URL:
http://ibooks.ru/reading.php?productid=340843. - ISBN 978-5-9765-1613-7 : b. 1.

2. lllansrus, B. ©.
HudopmanmonHas 6€30IacHOCTD U 3alluTa HHGOpMaIuy : [IneKTPpOHHLIHN pecypc] :
yuebHoe mocobue / [llanprun B. @. - M. : [IMK IIpecc, 2014. - 703 c. - URL:
https://e.lanbook.com/book/50578#book name. - ISBN 978-5-94074-768-0 : b. 1. 95C
"U3pgaTenscTBa Jlane"

13.2. [JonnonHUTENbHAS IUTEPaTypa:

1. 3amura uHGoOpMaIy U HHGOPMaIlMOHHAS 0€301MacHOCTh. I (PEKTUBHOCTD
KOMIIJIEKCHBIX CUCTEM 3alluThl HHOOPMAINY B TeJIEKOMMYHUKANIUX : yueOHOoe mocobue
[ JI. K. IItuneiaa, JI. T'. OcoBenkuii, A. B. ITtumex, M. B. Conuues. - CII6. : Usg-Bo
[TonutexH. yH-Ta, 2007. - 107 c. : un. - ISBN 5-7422-1402-2 : 175.00 p. - TekcT :
HEII0CPEeNCTBEHHHIN.
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2. Iltuneis, A. B.
['eHepanus CUCTEMHO-aHAIUTUYECKOTO0 sifpa 6e30MacHbIX HH(POPMaLXOHHBIX
TeXHONOrui : MoHorpadus / A. B. ITtuusis, JI. K. ITTumeixa ; pern. B. H. I'pomos. - CII6. :
W3p-Bo IlonutexH. yH-Ta, 2011. - 262 c. : un. - ISBN 978-5-7422-3143-1 : 415.00 p. -
TeKCT : HelIOCPEeACTBEHHBIN.

3. HopmaTtuBHOe obecriedeHue 9KCIUTyaTalluy CPECTB 3alIUTh HHOOPMAIIUY :
[SnekTpoHHBIN pecypc] : yaeOHOoe mocobue / A. B. Kpacos [u mp.] ; pew.: A. A.
MonpossH, JI. B. By310koB ; ®efepanbHoe areHTCTBO CBsA3U, OegepanbHOe
rocygapCcTBeHHOe 010fiKeTHOe 00pa30BaTelbHOE YUpeXAeHKe BEICIIEro 00pa30BaHus
"CaHKT-IleTepOyprckuii rocyqapCTBeHHbIM YHUBEPCUTET TEJIEKOMMYHUKAITUN UM.
npod. M. A. Bonu-bpyesuua". - CII6. : CII6I'YT, 2017. - 67 c. : umn. - 325.20 p.

14. IlepeyeHsb pecypcoB HHPOPMALTHOHHO-TEIeKOMMYHHUKAIIHOHHOH CE€TH
«AHTEpHET»

- www.sut.ru
- lib.spbgut.ru/jirbis2_spbgut

15. IlepeyeHb HHPOPMAITHOHHBIX TEXHOIOTHH, HCIOIL3YEMBIX IPH
OCyIlIeCTB/IEHHH 00pa30BaTe/ILHOI0 Mpolecca Mo JUCHUIUINHE (MOIYII0),
BKJII0OUasi MepedeHb MPOrpaMMHOI0 odecnedyeHHsI H HHPOPMaIlHOHHBIX
CIIPABOYHBIX CHCTEM.

15.1. TIporpaMMHOe obecreyeHne OUCIUIIINHEL:

- Open Office
- Google Chrome

15.2. MHpOPMALIMOHHO-CITPABOYHEIE CHCTEMBI:

- 9BC iBooks (https://ibooks.ru)
- 3BbC Jlans (https://e.lanbook.com/)
- OBC CIIoT'YT (http://lib.spbgut.ru)

16. MeTogu4yeckue YKa3aHHuA OIA OﬁyanOIlIHXCSI 10 OCBOCHHIO THCITHUII/INHBI

15.1. TInaHupoBaHHMEe W OpraHU3alus BpeMeHU, HeOOXOOUMOTO OJIT U3YUEeHUS
OUCLUIITAHEL

BaXXHBIM yCIIOBUEM YCIEUIHOTO OCBOEHHUS MAUCIHUIINHH «be30macHOCTH
MHOOPMAIMOHHBIX TEXHOJIOTUM U CHCTEM» SIBIISETCS CO3[MaHWEe CHCTEMHl IPaBUIILHOU
OpraHu3aliuy TPyHa, MO3BOISIONIeN paclpenenuTh yueOHy0 HAarpy3Ky paBHOMEPHO B
COOTBETCTBHUU C TpauKoM 00pa30BaTEILHOIO IIpoliecca. bobIryio MOMOIIL B 9TOM MOXKET
OKa3aTh COCTaBjIeHUe IJlaHa PaboTH Ha CEMECTpP, MeCsIl, Helenio, HeHb. Ero Hanuuyue
IIO3BOJIUT NOOUYMHUTL CBOOOJHOE BpeMs IenaM y4eObl, TPyOuTbCca OoJiee YCIEUIHO U
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adpexTuBHO. HyKHO OCYIIECTBISITh CAMOKOHTPOJIb, KOTOPHIU SIBJISIETCS HE0OXOMUMBIM
yCIIOBHEM yCIelTHOM y4ueOnl. Bce 3amaHus, BK/II04Yasi BEIHECEHHBIE HA CAMOCTOSITENHHYIO
paboTy, PEKOMEHAYeTCS BHINONHSAThL HENOCPEeOCTBEHHO IIOCJe COOTBETCTBYIOIIETO
ayOUTOPHOTO 3aHATUS (JEeKIUHU, MTPAKTUYEeCKOro 3aHATHS), YTO CIIOCOOCTBYET NIy4dLIeMy
YCBOEHUI0 MaTepuasa, M03BOJISIET CBOEBPEMEHHO BHISIBUTh U YCTPAHUTHL «IMPOOEIHI» B
3HAQHHUSX, CUCTeMaTU3MPOBaTh pPaHee MPOMOeHHbIM MaTepral, Ha ero OCHOBE IIPUCTYIUTh
K OBJIaJIeHUIO HOBLIMHU 3HAHUSMU M HaBHIKAMU.

CucTteMa YHUBEPCUTETCKOTO 00yUeHUSI OCHOBHIBAETCSA Ha PallMOHAIbHOM COYETaHUU
HECKOJbKUX BUIOB Y4eOHHIX 3aHATHUN (B MEePBYI0 ouepedb, JIEKIUHM M NPAaKTHUUECKUX
3aHsATHM), paboTa Ha KOTOPHIX 00/IagaeT ONpeneieHHO CIeln(pUKO.

15.2. IToaroToBKa K JIEKLIUSAM

3HAKOMCTBO C OUCLUIIIMHON ITPOUCXOOUT YXKe Ha MEepPBOM JEKIUH, TOe OT CTyJeHTa
TpebyeTcsl He MPOCTO BHUMaHUE, HO U CaMOCTOSITeNIbHOe 0opMIIeHNe KOHCIeKTa. [1pu
paboTe ¢ KOHCIIEKTOM NEKIUN He0OXOOUMO YUUTHBATL TOT (PAKTOpP, YTO OOHU JEKIUU
[AI0T OTBETHl HA KOHKPETHHIE BOIIPOCH! TEMEI, APYTHE - JIULIb BHIABIAIOT B3aUMOCBSA3U
MeXIy SIBJIEHHSIMH, IIOMOTas CTYOEHTY IMOHSATh T'IyOMHHBIE HPOIECCH pPa3BUTHUS
M3y4aeMoro IpefiMeTa, KakK B MCTOPUM, TaK M B HACTOSIIEe BpeMs.

KoHcmekTUpoBaHUE JEKLUWU - CJO0XKHBIM BUI BY30BCKOU aymgUTOPHOM paboOTHI,
Ipenmnoaraloiui WHTEHCUBHYI YMCTBEHHYIO HOeSTelIbHOCTh CTyoeHTa. KOHCIEKT
SIBJISIETCS TIOJIE3HBIM TOT{Ia, KOTHa 3alMCcaHo caMoe CYIIeCTBEHHOE M CHEeNTaHO 3TO CaMUM
oOyuawmumcsa. He Hago cTpeMuThCs 3amucaTh [OCJIOBHO BCHIO JeKnuio. Takoe
«KOHCITEKTHPOBaHUE» MPUHOCUT OOJIbINE Bpema, YeM IMonb3bl. Ilemecoo6pa3Ho BHadase
IIOHSITh OCHOBHYIO MBICJIb, M3JIaTaeMyI0 JIEKTOPOM, a 3aTeM 3amucarth ee. 2KenaTenbHO
3allUCh OCYIIECTBNSATh HAa OOHOM CTPAHUIlE JTUCTA WU OCTABNSAS IOJS, Ha KOTOPHX
03Hee, IPU CAMOCTOSITENIbHOM paboTe C KOHCIIEKTOM, MOXKHO CeNlaTh [OMOIHUTE IbHEIE
3aIKCH, OTMETUTD HETIOHSITHEIE MECTA.

KoHCIEeKT NeKnuu aydine Ioapas3fessaTh Ha MYHKTH, coOmiogas KPacHYI0 CTPOKY.
9toMy B 0OOnbIION cTemeHu OymyT cmoco6CTBOBAThH BOMPOCH IjlaHA JIEKIUH,
IIpenoXeHHbIe IpemonaBaTensaM. Crnenyet oOpaliaTh BHUMaHUEe Ha aKI[€HTHI, BEIBOMEI,
KOTOPHIE [e/TaeT JIEKTOP, OTMedasi Hanboree BaXKHEIE MOMEHTHI B JIEKIIMOHHOM MaTepHaje
3aMeYaHUsIMU «BaXXHO», «XOPOIIO 3allOMHUTL» U T.II. MOXKHO [IeJlaTh 3TO U C IIOMOIIIbIO
Pa3HOIIBETHHIX MAPKEPOB UM PYYEK, IOTUYEPKHUBas TEPMUHLL U OIIPENETIeHUS.

Ilenecoob6pa3Ho pa3paboTaTh COOCTBEHHYI CHUCTEMY COKpalleHui, ab0peBUaTyp u
cuMBonoB. OgHAKO MpU JanbHeHIel paboTe ¢ KOHCIIEKTOM CUMBOJIBL JIy4Ille 3aMEHUTH
OOBIYHBIMU CJIOBaAMHU [1Jis OBICTPOTO 3PUTENLHOTO BOCHPUSTHUS TeKcTa. PaboTas Hap
KOHCIIEKTOM JIEKIUH, BceTrma He0OXOOUMO MCIIOJIb30BaTh HE TOJMbKO Y4eOHUK, HO U TY
JIUTEPATypPy, KOTOPYIO MOIOTHUTEIFHO PEKOMEHIOoBaN JIeKTOP. IMeHHO TaKasl cepbe3Hasd,
KpomoTnuBasi paboTa C JTEKUUMOHHBIM MaTepHalioM I03BOMUT TIy0OKO OBIAMETh
TEOPEeTUYECKUM MaTepUajioM.

15.3. [TogroToBKa K IpakTUYECKUM 3aHATUSAM

TmaTenbHOE MpPOAYMEBaHWE U M3y4YeHUE BOIPOCOB IIJlaHa OCHOBHIBAETCS Ha
nmpopaboTKe MPOMAEHHOr0 MaTepuasa (MaTepuana JIeKIWi, MPpakKTU4eCKUX 3aHATHH), a
3aTeM u3y4yeHuss 00s3aTeNbHOM U [IOMOTHUTEIbHON JTUTEPATYPhl, PEKOMEHIOBAHHON K
NAHHOU TeMe.
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Pe3ynbTaT Takod pabOTH [OJIKEH MPOSBUTLCS B CIIOCOOHOCTH CTyHeHTa CBOGOMHO
OTBETUTH HAa TEOPETHUYECKHE BOMPOCH! MPAKTHKYMa, €r0 BHICTYIJIEHUHU U YYaCTHUH B
KOJIJIEKTUBHOM OOCYXIOEeHWH BOIPOCOB M3y4YaeMOHW TEeMEl, MPABUIbHOM BHIIIOJTHEHUU
IPAaKTHYECKUX 3aJaHUi U KOHTPOJIBHHIX PaldoT.

Heo6xoguMo MOHMMATh, YTO HEBO3MOXKHO BO BPeMSI ayIUTOPHEIX 3aHSITUN M3JI0XKHUTh
BeCh MaTepuaj KM3-3a JUMHUTA ayOIUTOPHBIX YacOB, W NMPU MUIYYEHUU OUCIUIIHHEL
HEIOCTAaTOYHO KOHCIIEKTOB 3aHATHH. [I09TOMy caMOCTOsITeNbHasI padoTa ¢ yueOHUKaMH,
yueOHBMHU MOCOOMSIMHU, HAY4YHOW, CIPABOYHOM NHUTEpaTypol, MaTepuagaMu
IepUOOUYeCKUX u3maHuii u WHTepHeTa sBiIsgeTcss Haubomee 3p(HEKTUBHEIM METOIOM
TIONTyYeHHsI NOMOTHUTETbHEIX 3HAHWH, TI03BOISIeT 3HAUYUTEIhHO aKTUBU3UPOBATh ITPOIECC
oBNajieHusT uH@oOpMaIuen, crnocodCcTByeT Goyee rIy00KOMY YCBOEHMIO M3y4aeMOTO
MaTepuana, GOpMUPYeT y CTYOEeHTOB CBOE OTHOIIEHHWE K KOHKPETHOH IpobiemMe.

15.4. PekoMeHpmanuu 1o paboTe ¢ TUTEpaTypon

Pa6oTy c nuTepaTypoii Ilenecoobpa3Ho HayaTh C U3y4yeHUs o0uKx paboT 1o TeMe, a
TaKXe y4eOHUKOB M yuyeOHBIX mocobuii. [lanee peKOMeHAyeTCs MepeuTu K aHalnusly
MOHOrpaduil U cTaTel, paCCMaTPUBAIOIINX OTAENIbHBIE aCIIeKTHl IPo0IeM, U3y4aeMbIX B
paMKax Kypca, a Takxke opUIIMaTbHBIX MaTepUaaoB U HEOMyOJIMKOBAHHBIX MOKYMEHTOB
(Hay4HO-UCCeoBaTenbCKue paboThl, AUCCEePTalliM), B KOTOPHIX MOTYT COAepXkKaThCsd
OCHOBHBIE BOIIPOCH U3y4aeMOM IPOOIIeMEI.

PaboTy ¢ uCTOYHMKaAMHU HaJO0 HaYyWMHATh C O3HAKOMHUTENILHOTO UYTEHHS, T.€.
IIPOCMOTPETH TEKCT, BEIAENAS €er0 CTPYKTYPHbIEe eQUHULIEL. [Ipr 03HaKOMUTEIbHOM YTEHUU
3aKjlafiKkaMyd OTMeYaloTCS Te CTpPaHHUIb, KOTOphkle TPeOyioT 0Oojiee BHUMAaTEJIbHOTO
n3y4yeHus. B 3aBUCUMOCTU OT pe3y/IbTaTOB O3HAKOMUTEJIbHOTO UTEeHUS BHIOMpPAETCs
manbHENInK crmocod paboTH ¢ UCTOYHHUKOM. Ecnu mis pa3pelleHus MOCTaBIEHHOU
3amauu TpebdyeTcs u3ydyeHWe HEKOTOPHIX pparMeHTOB TEKCTa, TO MCIIOIb3yeTCS METOI
BHIOOPOYHOTO UTeHHUS. Eciu B KHUTe HET IoApoOHOro OTjiaBlieHHs, ClefyeT o0paTUTh
BHUMaHUe yYeHUKa Ha IIpegMeTHbIEe U UMEeHHbIEe YKa3aTeslu.

V36paHHbe (pparMeHTH WU BECb TEKCT (E€CNIM OH LIEIMKOM MMEET OTHOIIEHUE K
TeMe) TpeOyloT BOYMYHMBOI'0, HETOPOIIJIUBOTO UYTEHMHS C «MBICIIEHHOM IMpPopaboTKOim»
MaTepuana. Takoe 4TeHUe IIpenonaraeT BoifeneHue: 1) rmaBHOTO B TEKCTE; 2) OCHOBHBIX
aprymMeHToB; 3) BeIBogoB. Ocoboe BHUMaHUe cjefyeT 0OpaTUTh Ha TO, BEITEKAET Te3UC U3
apryMeHToB unu HeT. Heo6xoouMo TaKxXKe NMpoaHaNIU3UpOBaTh, KakKue U3 yTBEPKAEHUN
aBTOpPa HOCST NpoOIeMaTUYHBINM, TUIOTETUUYECKUN XapaKTep M YIOBUTb CKPHITHIE
BOITPOCHI.

[ToHSITHO, YTO YMeHHe TakKuM 00pa3oM paboTaTh C TEKCTOM NPUXOOUT HaleKo He
cpaldy. Haumnyuymuii cnocob® HaydUThCS BHIAENSATH T'JIaBHOE B TEKCTe, ylIaBIWBaTh
npoOieMaTUYHLIM XapakKTep YTBEPXKIEHUU, NaBaTh OIEHKY aBTOPCKOM MO3ULMHU - 3TO
CpaBHUTEJILHOE UTEHME, B XO[le KOTOPOIr0 CTYOEeHT 3HAKOMUTCS C Pa3IUYHBIMU MHEHUSIMU
II0 OJHOMY U TOMY XK€ BOIIPOCY, CpaBHMBAET BECOMOCTh ¥ NOKa3aTeIbHOCTh apr'yMEHTOB
CTOPOH ¥ [ieslaeT BHIBO 0 HaubomnbIinel yoemuTeIbHOCTH TOU WM MHOU MO3ULIKH.

Ecnu B nuTepaType BCTPEUYATCSA Pa3Hble TOUYKYU 3PEHUS 10 TOMY UJIM UHOMY BOIIPOCY
13-3a CJIOKHOCTHU IPOIIEAIINX COOLITUM U IIPABOBLIX SIBIIEHUM, HENb3sT UX OTBEPTaTh, HE
pa3obpaBmuchk. [Ipy HaTUYUM PACXOXKOEHUU MeXOy aBTOpaMU HeoOXOOWMO HaWUTHU
palyoHanbHOE 3€ePHO yV KaXKOOTr0 M3 HUX, YTO MO3BOJIUT T'Iy0Ke YCBOUTH NMpEeAMET
n3ydyeHus u 6ojiee KPUTUYHO OIleHMBATh U3ydaeMble BOIPOCH. 3HAKOMSCh C 0COOBIMU
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MO3UIIUSMU aBTOPOB, HYKHO ONPEAENATh UX CXO0XKHNEe CyXKAeHHs, apTyMeHTHI, BEIBOARI, a
3aTeM CpaBHMBATh UX MeXAy co00M M MPUMEHSITh U3 HUX Ty, KOTopas 0ojiee ybenuTenbHa.
CnepyoomuM 3TarnoM paboTel ¢ MTUTEePATYPHLIMU UCTOYHUKAMHU SIBISETCS CO3MaHue
KOHCITIEKTOB, (DMKCHPYIOUIAX OCHOBHBIE TE€3UCH U apryMeHThl. MOXKHO fieflaTh 3alkCcH Ha
OTHENbHHIX JINCTAX, KOTOPEE MOTOM JIETKO CHCTEMATH3UPOBATh IO OTHENILHEIM TEeMaM
M3y4aeMoro Kypca. [Ipyrou cmocol - 3TO BefileHNe TeMaTU4eCKUX TeTpafei-KOHCIIEKTOB
II0 OMHOM KakKou-nmubo TeMme. bonbinue cmemnuanbHbe Pab0TH MOHOTpadHuuecKoro
XapakTepa 1enecoobpa3HO KOHCIIEKTHPOBATb B OTHEJNIbHBEIX TeTpPadsx. 3Mech BaxKHO
BCIIOMHHUTB, UYTO KOHCITEKTHI ITUIIYTCS HAa OJHOU CTOPOHE JIMCTA, C MOJISIMU U JOCTaTOYHBIM
OIS UCIIPABIIEHUS ¥ PEMApPOK MEXCTPOUYHBIM PACCTOSHMEM (3T IpaBuila coOMI0Oa0TCs
st ynoOCTBa peflakTUpoBaHus). EC/TM B KOHCIIEKTaX IPUBOOSATCS IUTATHI, TO HEIIPEMEHHO
IDONXHO OBITh HAHO YKa3aHUe Ha MCTOYHUK (aBTOpP, Ha3BaHHUE, BHIXOJHBEIE JaHHBIE, Ne
CcTpaHuIk). BriocneacTBuu 3Ta wHGOPMAIK MOXKeT OBITh MCII0/JIb30BaHa IPKU HAallMCAHUHN

TeKCTa pedepaTa Uy OPyroro 3afgaHus.

TakuMm o6pa3om, Tpu paboTe C UCTOYHUKAMU U JIUTEPATYPOH BaXKHO YMETh:

- COTIOCTaBNATh, CPAaBHUBATh, KIACCUPULIMPOBATh, TPYNIUPOBATh, CUCTEMATU3UPOBATh
“H(pOPMAIIKIO0 B COOTBETCTBUU C OIpeeIeHHON y4eOHOH 3aauel;

- 00001mIaTh MOTy4YEHHYI0 HHPOPMALXIO, OL[eHMBATh IPOCIYIIaHHOE U IPOYUTAHHOE;

- ¢puKCHUPOBATh OCHOBHOE COMlepzKaHue coobiIeHu; GopMyIupoBaTh, YCTHO U IHChbMEHHO,
OCHOBHYIO U[IeI0 COOOIIEHHUS; COCTaBMATh IJIaH, HOPMYyIUPOBATh TE3UCH;

- TOTOBUTbH U IIPE3EHTOBATh Pa3BePHYyThIe COOOIIEHHUS THIIa NOKIIaa;

- paboTaTh B pa3HbIX peXkrMax (MHOWBUAYANIbHO, B IIape, B IPYIINE), B3aUMOAENUCTBYS OPYT
C OPyTOM;

- TI0Ib30BaThCS pedepaTUBHLIMYU U CIIPABOYHBIMU MaTepHalaMuy;

- KOHTPOJIMPOBAThL CBOU [IEMCTBUS U NENCTBHS CBOMX TOBAPHINEH, 00BEKTHBHO OI€HUBATh
CBOU [IEUCTBUS;

.- obpamaThCsa 3a IOMOIINbIO, MOMOJHUTEILHBIMU Pa3bsSCHEHUSIMHU K IIPernofaBaTellio,
OPYTUM CTyOEeHTaM;

- IOIb30BAThCSA JIMHTBUCTUYECKOUW UM KOHTEKCTYaJlbHOW AOTagKoH, CJIOBapsiMH
Pa3IHYHOI0 XapaKTepa, Pa3IuyHOr0 pofia MofCcKa3KaMH, OTIOPaMyu B TEKCTe (KITI0UeBhIE
CJIOBa, CTPYKTypa TEKCTa, IpefaBapsoilas nHpopMalus 1 ap.);

- UCIIONb30BaTh MPU TOBOPEHUM U MHUCHME Nepudpas, CHHOHMMUYHLIE CPEe[CTBa, CJIOBa-
ONMCaHUS OOIUX MOHSTHM, PA3bsICHEHUS, IPUMEPHI, TOJTKOBAHUS, «CJIOBOTBOPYECTBO»

- TIOBTOPSITH UJIU Nepedpa3upoBaTh PEIUIMKY coOeceHNKA B MOATBEPKAEHUN TOHUMaHUS
€ro BLICKA3bIBAHUS UJIM BOIIPOCA;

- 00paTUTHLCA 3a MOMOIIBI0 K COOeCEeTHUKY (YTOYHUTH BOIIPOC, IEPECIIPOCUTE U OP.);

- MCIIOJIb30BaTh MUMHMKY, KECTHI (BOOOIIe X B Te€X CIydasix, KOrfa S3bIKOBEIX CPENCTB He
XBaTaeT [JIg BhIPaKeHUS TeX UM MHBIX KOMMYHUKaTHBHBEIX HAMEPEHUH ).

15.5. [TogroToBka K IpoOMeXRyTOYHOU aTTeCTAllUU
[Tpu noATrOTOBKE K IPOMEXKYTOYHOM aTTeCTalllU Lie1ecoo0pa3Ho:
- BHUMAaTEJIbHO M3Y4YUTh NI€pPeYeHb BOIPOCOB W ONPENENuTh, B KaKUX UCTOUYHUKAX
HaxXOOsATCSl CBeOeHUs, He0OXOOuMBbIe 71 OTBETa Ha HUX;
- BHUMATEJIbHO IPOYUTATh PEKOMEHIOBAHHYIO JIUTEPATYPY;
- COCTaBUThb KpaTKNe KOHCIIEKTEl OTBETOB (I1JIaHEL OTBETOB).
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17. MaTrepHa/IbHO-TEXHHYECKOe 00eclieueHHe THCIHIITHHBI

Tabmuna 17
Ne HaumeHoBaHHe clieIHATU3UPOBAHHBIX
o o HanmeHoBaHHE 000PYyI0BaHHS
n/n ayIUTOPHH U TabopaTOpPUH
1 [lekuKMOHHasA ayoUTOPUS Aynvo-BUIE0 KOMILJIEKC
AYOUTOPHUU MIJIsSI IPOBENEeHUs I'PYIIIOBLIX 1
2 YAHTOPHH [ p A py Aynro-BUe0 KOMIIJIEKC
MPaKTU4YEeCKUX 3aHSITUHN
3 |KOMIBIOTEPHBIM KJTaCC [IepcoHaANbHBIE KOMIIBIOTEPH
AyOUTOPHS OIS KYPCOBOTO M JUILJIOMHOTO
4 [YRHTODHA I yp a [TepcoHanbHBIE KOMIIBIOTEPHI
MPOEKTHUPOBAHUS
5 |AyguTopus Ojsi CAaMOCTOSITeIbHOM PabOTHI KoMIIbIOTEpHas TEXHUKa
6 [YuTanmbpHBIM 3all [TepcoHaIbHBIE KOMIIBIOTEPHI

JIuct uamenenuit Ne 1 ot 9 ssuBaps 2020 r
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