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How Can | Use Packet Tracer?
Problem Scenario:

Your students need to learn how to configure a router
Ethernet interface and to verify connectivity to this
Interface from a PC that has been configured to
participate on the network.

= How can you demonstrate this to the whole group?
= How can they practice what they’ve learned?

= How can you test their ability to complete all of the
steps on their own?

Use Packet Tracer!
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The Topology
As a group: 12*’

s Nl
GO Fal/0: 132.168.1.1/24

= Start with the finished topology.
= Walk students through the

192.168.1.0/24
Ste pS ] M ebwiork,
. . 295p-24
Individually: GAD_Ewitch
= Students will create the
devices, connect the devices, 151 2
and configure the devices. Q Gw: 192.168.1.1
PC-PT
= Students will test connectivity GAD_Student

from the PC to the router.



Skills Demonstrated in this Session

= Create and arrange devices
= Create connections

= Configure devices

= Verify connectivity

= Simulation mode

= Common issues for beginners
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Common Tools
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Smart Connection
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Port Status
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Viewing Port Labels
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Port Label Options and Other Options
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Clustering Devices
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GUI Configuration

= |n this example, we are assuming that students either
have not learned configuration through CLI, or are just
beginning to learn this.

= Packet Tracer offers students the ability to make some
basic configuration changes through a GUI interface,
while also showing them the equivalent IOS
commands.
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1. C|ICk on an mterface
to configure it.
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Verifying Connectivity

= There are several ways to verify connectivity in Packet
Tracer.

= |n Realtime mode, open a command prompt from the

PC desktop and issue a ping just as you would in the
classroom with real equipment.

= [n Simulation Mode, create a simulation that allows you
to open up the packet at different points along the path
to view how the device is processing the packet.
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Verifying In Realtime Mode
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Simulation Mode?

= Most of the work so far has been completed in the
Realtime Mode. In Realtime Mode, your network is
always running (like a real network) whether you are
working on the network or not. Your configurations are
created and modified in real time, and the network
responds in real time.

= Simulation Mode is used to observe network traffic in a
detailed and controlled pace to observe the paths that
packets take and inspect packets in detall.

= Simulation Mode allows us to create and examine
packets.
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Playing the Simulation
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button to begin the simulation. |« |

- - - Captured to:
v
} et Simulation| [V] Constant Delay 0.000 s

X
Play Contro Q

Network -24 Back Auto Capture / Play] [Capture / Forward] sem-s
192.168.1.0/24 Switeho = e
0 %

Event List Filters

IP: 192,168.1.2/24 oA

GW: 192.168.1.1 ARP, CDP, DHCP, EIGRPF, ICMP, RIP, TCF, UDP, % :;
VTP, STP, OSPF, DTP, Telnet, TFTP, HTTP, DNS,

Visible Events: SSH, ICMPv6, LACP, PAgP, IPSec, ISAKMP,
ACL Filter, SNMP, TACACS, RADIUS, NTP,

PC-PT SYSLOG, HTTPS
PCO - —
7 iT} N I Edit Filters I l Show All J
Time; 01:02:29.50C I ower Cycle Device Back Auto Capture / Ple Capture / Forward Event List Simulation )
Fire Last Status Source Destinati

&P InProgress PCO GAD

5 - | | N > ) € 1 Scenario 0 v
&9 i m > A ‘ 7 ! / i | 7 ‘ )
Connections ] - N— - = = = [ New ” Delete ]
E’ oy s = pif T ) [Toggle PDU List Window l
= -

utomatically Choose Connection Typ
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Results

21 New Cluster Move Object Set Tiled Background Viewport
As the S|mulat|on runs, events | ®
will be added to the list. These Event List i
eventS ShOW the paCket,S State E\ Vis. Time (sec) Last Device At Device Type Ir #
at each step along the path. - sl vl i reve W
0.003 GAD Switcho icve i =
204N Fa0/0 192.168.1.1/24 ) L : :
D - - ] | Captured to: & x
IReset Simulation| [V| Constant Delay 4.533 <
Play Controls O
Network [ Back ] [Autg,‘.‘._aptu_r_ej Blay] [C.apture/ Forward] sees
192.168.1.0/24 - [
0 4
1P: 192,168.1.2/24 Event List Filters
GW: 192.168 EIGRP, ICMP, RIP, TCF, UDP, % ol

A successful ping will show [ Teinet, Te7 HrTe, Ons,

‘ [P, PAgPR, IPSec, ISAKMP,
. a green check mark. FACACS, RADIUS, NTP,
PCO =
P . [ Edit Filters | | Show All J
Time: 01:02:34.432 l ower Cycle Device Back Dqto_(_;ap;yr_e( Plz Capture / Forward Event List Simulahon 2
; —
: ) > ) < - s . Fire Last Status Source Destinatig
o - = = \ } ) Scenaric 0 v
3 . m el ./” ‘ / ‘ / ‘ . s | / ; ) &P Successful PCO GAD

Connections | - = 1| nNew || Delete |

\;g A s " Sl : 1. ! : y [Toggle PDU List Window’
: utomatically Choose Connection Ty,

—
== T —
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|_ﬂgica| [Root] Mew Cluster Mowve Object Set Tiled Background Viewport
B PDU Information at Device: Switch0 (2] =

OSI Model | Inbound PDU Details | Cutbound PDU Details

At Device: SwitchO Last Device At Device Type Ir =

Su:uur_u:e: _F’CD -- Switch0 STP W
Drestination: GAD e
Switch PCO STP -
In Layers Out Layers =
Switch0 GAD STP & —
Tl | 3
Captured to: x
¥ C tant Del
onstant Delay 4.533 =
Q
o
Layer 2: Ethernet II Header Layer 2: Ethernet II Header o
0007.ECE69.7603 == 0007.ECE9.7603 == ] [,Autg Capture / Play] [Capturef Furward] mmmmn
00ED.BD43.9EES 00ED.B043.9EES :___%
Layer 1: Port FastEthernet0/1 Layer 1: Port(s): FastEthernetd/2 .
1. FastEthernetd/1 receives the frame.
‘P, CDP, DHCP, EIGRF, ICMP, RIP, TCF, UDR, .:Rgv
'E, STE, OSFF, DTF, Telnet, TFTE, HTTE, DNS,
tH, ICMPvE, LACP PAgP IPSec, [SAKME,
CL Filter, SNMP, TACACS, RADIUS, NTFR, e
[SLOG, HTTPS
Brs ] [ Show All ] {
b
Capture / Forward Event List Simulation

Challenge Me [ << Previous Laver] [ MNext Layer == ] o0 - S lash oy Sonps Deshal
& Successful PCO GAD
Delete

;!; & s ol ! | 2 ’Tuggle PDU List Winduw] ——
L I ¥

utomatically Choose Connection Typ
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Do Not See My PDU!

Logical [Root] New Cluster Move Object Set Tiled Background Viewport
- X
O/X gy | [r—n Y
1 Vis. Time (sec) Last Device AtDevice Type Info
=]
25 gM Fa0/0 192. 168.1.1/24 %
i w 5 Q
4 — et Simulstion] [7] Constant Delay  CoPtUred o:
"l Check your Event List Filters.
If none are selected...the i b
PDU won’t show Up' ; Back | [Auto Capture / Play| Capture / Forward|

Event List Filters

Connections |

I

R Y |
PC-PT Visible Events: None.
PCO - —
o — . [ Edit Filters | | Show All
Time: 01:02:45.531 | ower Cycle Device Back Auto Capture / Ple Capture / Forward Event List
f"’? - m ,{' ‘ x y ScenarfoO Fire Last Status Source Destinatig
'/ ‘ / &P InProgress PCO GAD

[ New ” Delete ]

Py L < | . |
s utomatically Choose Connection

lToggIe PDU List WindowJ ~
< [T

Ty
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| See PDUs | Did Not Create!

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

")\o > 1 s
Event List LY

Vis. Time (sec) Last Device At Device Type Ir #
) 0.000 - PCO icve i

0.002 Switcho GAD ICMP l‘ 3 —
ICMP I

>
)

m

< TP 3
25 E))(M Fa0/0 192.168.1.1/24 : -
Reset Simulation| [V Constant Delay Ceptired t0: % *
0.003 s
Play Controls (:l
Network [ Back ] [Autq,_(_:;_apt,g_re,_/ E_',l_ax] [Capture/ Forward] [ s
192.168.1.0/24 Swigcho D :..55_3
1 )
l.i

. Event List Filters
Check your Event List =
. . . ARP, CDP, DHCP, EIGRP, ICMP, RIF, TCP, UDPB, dj r|3
Filters. Beglnners mlght want |_—7 VTP, STP, OSPF, DTP, Telnet, TFTP, HTTP, DNS,
. . - . d Visible Events: SSH, ICMPv6, LACP, PAgP, IPSec, ISAKMP,
to limit their list to ICMP only. ACL Filter, SNMP, TACACS, RADIUS, NTP,
SYSLOG, HTTPS
PCU -
i — . [ Edit Filters | Show All ] ol
Time: 01:02:45.934 I ower Cycle Device Back [i\uto(:apture/ Plz Capture / Forward ‘Event List l Simulation y
P - > = < < i Seanano 0 Q) Fire Last Status Source Destinatic
% & | m > Sl 7al 4l il 74 ‘ Y @ InProgress PCO GAD
Connections [~ — L = S 4| new | Delete |
;’ Ay s — il 0. { ) {Toggle PDU List Window I ~
2 utomatically Choose Connection Ty, <L L} ’
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My Pings Are Unsuccessful

Logical [Roct] New Cluster Move Object Set Tiled Background Viewport

A |

m

Check the status of your “STP”
before switching to Simulation -

< ? Mode. All switch ports should =]
DM be green before entering %
Simulation Mode.

’

Network
192,168.1.0/24

You may need to reset the network
1P: 192.168.1.2/24 . : .
s 2811 | Py clicking Power Cycle Devices. 5"

But make sure your device
configurations are saved first!

Time: 01:03:02 | Power Cycle Devu:es

< | m

2 - g Fire Last Status Source Destinatig
e - [ ‘ Scenario 0 v
L e 4 - - | | 1
s [ = < ||/ / o 74l D & Successful PCO GAD
Connections [ -‘ ‘ | nNew | Delete |
-g €, s — bl . W ' - i lToggIe PDU List Window] i
utomatically Choose Connection Ty <l J ’
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Where i1s the Event List Window?

Logical [Root] New Cluster Move Object Set Tiled Background Viewport
The Event List can be toggled L
7 using the Event List button. E
26 é(M Fa0/0 192.168.1.1/24

Network
192.168.1.0/24

IP: 192.168.1.2/24
GW: 192,168.1.1

PC-PT
PCO

< | 1

b rf

Time: 01:06:24.40¢ | ower Cycle Device Back Auto Capture / Plz Capture / Forward Event List Simulation
= L - 3 z Fire Last Status Source Destinatid
&5 & - m - =) ‘. > ‘ 1) Scenario 0 v
: < (/7 |/ 1 E | /& 1 v & InProgress PCO GAD
Connections | — , . - [ New ][ Delete ]

"TF

< i : r

utomatically Choose Connection Typ

[Toggle PDU List Window]

L)
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Where Did My Topology Go?

Metwork
192,168.1.0/:

address in the 192.168.1.0/24 network.

>

The PC is connected to the network via a
switch and has the next available IP
address in the 192.168.1.0/24 network, It
is configured to use the router's
FastEthernet port as the Gateway.

ngical [Root] MNew Cluster Move Object Set Tiled Background Viewport
1
@J B Network Description: [== ] | ® Simulation Panel [&2 ] ‘
: f XS
This topology is the beginning of thd larger Event Lizt
topology we will build.
Vis., Time (sec) /lLast Device At Device Type Info
The router has a FastEthernet port thakis &>  0.000 PCD ICMP . |
addressed with the first available IP 0.001 PCD Switcho [CMP . =

1 | »

Captured to:

Constant Delay 0.001 =

IP: 192.168. 1.]
GW: 192.168. 1

PC-PT
PCO

< |

Time: o0 :36.212 | ower Cycle D:vice ” WlndOW
I io 0 ire
u Cenario - =

[ New ][ Delete ]

[ Toggle PDU List Window ]

Click the “X” to close.

Windows can be closed and/or docked and
undocked using the title bar.

Double click to dock or undock. Once undocked,
windows can be moved around in the application
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Arranging Windows

Logical [Root] MNew Cluster Move Object Set Tiled Background Viewport
i — £
| ? Metwork Description: 23 " -
- - — Ewvent List L
This topology is the beginning
of the larger topology we will Vie. Time (sec) Last Device AtDevice Type Ir +
build.  |"»  o0.000 = PCO icve [l
< | The router has a FastEthernet 0.001 PCo Switch0 icve [ [
b port that is addressed with 0.001 -- PCO ICMP . < =
2| the first available IP address il u | g
in the 192.168.1.0/24 - - :
/ Reset Simulation Constant Delay Captured to x
network. 0.001 =
.- The PC is connected to the A S s QQQ
Metwork 2c network via E_' switch and has [ Back ] lAutu Capture f Plav] [Car:rtunal,.F Furward] .....
192,168, 1.0/24 5, | the next available IP address i
in the 192.168.1.0/24 ' il ®y
network. It is configured to
use the router's FastEthernet Event List Filters
port as the Gateway. ARF, CDF, DHCP, EIGRP, [CMP, RIF, TCP, UDF, qb\/’
VTP, STP, OSPF, DTP, Telnet, TFTP, HTTP, DNS,
Visible Events: SSH, ICMPw6, LACF, PAQR, IPSec, ISAKME,
B ACL Filter, SNMF, TACACS, RADIUS, NTFR, oo
PC-PT SYSLOG, HTTRS
FCO -
D —— X Edit Filters | [ Show Al | (&
h-—
Time: 01:05:35.21| B BDU List Window 52 |imu|atlﬂn
D Scenario 0 Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Dele

& InProgress PCO GAD icve [l 0.000 N 0 (edit) (dele

E——
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File

Edit

Options

View Tools

Extensions Help ReportaBug

| Viewport

& Switch0

(=

& Router0
[Root] Physical | Config I CLI
( MODULES -
( NM-1E
Zoom
— | zoom
[ NM-1FE-FX
( NM-1FE-TX
[ nm-1FE2W
( NM-2E2W 2
. ( NM-2FE2W
& pCo - . =l
Physical l Config | Desktoﬂ
MODULES - Physical Device View
Linksys-WMP300N [ ZoomIn || Original Size |[ Zoom

PT-HOST-NM-1AM
PT-HOST-NM-1CE

[
(
[
(
[

PT-HOST-NM-1CFE

PT-HOST-NM-1CGE

Physical | Config I CLI |

( MODULES

-

Physical Device View

[

Zoom In ][ Original Size ” Zoom Out ]

Al

m | 3

PT-HOST-NM-1FFE Customize Customize
PT-HOST-NM-1FGE Image in Image in
g PT-HOST-NM-1W - | |Physical View Logical View
— PT-HOST-NM-1W-A - -
PC-F| Adding Modules: Drag the module to an available slot on the =

device.

: - Customize Customize - i Fire Last Status Source Destination
&9 Image in Image in v
~ | [Physical View Logical View
| A clete
Adding Modules: Drag the module to an ~ #
g & || | available slot on the device. (4 m Window
o= Removing Modules: Drag the module from ~ <| m r
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2 Communicating over the Network e
2.2 LANs, WANSs, and Internetworks CISCO.
2.2.4 Network Representations
In this acti{ @ Cisco Packet Tracer (5.2 Beta 4) - C:\Users\ycarroll\AppData\Local\Temp\pka.pka
network syl | = Edit - Options View Tools Extensions  Help- Report2Bug
Click the § New Cluster ‘love Objec! Set Tiled Background
i ~
JX @ PT Activity: 00:05:30 E=SEE] 5 e %
Activity 2.2.4: [;I T~ (e
Network Representations m
. =
Addressing Table: =
This Lab does not include an Addressing Table. %
Learning Objectives: C‘k
« Explore the PT interface
« Locate the key components used to place device ~ |[f |
symbols in the logical workplace
- Evamina tha Adauirac that ran ha nlarad in tha laaical =
Time Elapsed: 00:05:30 Complgtion: 0%
Cl 7] Top [Check Results| [Reset Activity| =] >\ ' r@
Time: ; e Realtime
: b [ 7 : ~ |Fire Last Status Source|
o o - | (e (e Scenario 0 *
SeEm= &GS [9
| Routers | Faser ) ae2ox \asany LY [ New: | Delete |
= N & |l ' || Toggle POU List window | |
to Drag and Drop to < iy 4
All contents copyright © 2007-2009 Cisco Systems, Inc. All | Transiated by the Cisco Networking Academy. | About
I Transferring data from curriculum.netacad.net... I

"3 2 Firefox - u 2 Windows... = (8% 2 Microsof... < {i§] Microsoft Po... ‘ ¥ Adobe Phot... IS Cisco Packet... || = pT Activity: 0...
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Resources
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/_,; Academy Connection | Tools - Windows Internet Explorer = Iﬂlﬂ
@_3 v I;EA http: f/cisco.netacad.net/mams/dispatch _'J ;f?l\ X o liRe
| Ele Edit View Favorites Tools Help
J Links LR" Light Reading - Networking the Telecom Industry EG:] 50 Phelan Ave, San Francisco, CA 94112, USA - Google Maps & | 3784 ¥ Cisco Networking Academy Program 2
Sy ke & Academy Connection | Tools l | J {=3) Home  ~ 2
-
i5co Networking Academy
Search
ACADENMY CONNECTION Tools e
ADMINISTRATOR HOME . <= Membership Directory
NSTRUCTOR HOME CCNA Exploration > Routing Protocols Aty Orae s stor
ALUMNI HOME and Concepts
Back to Find Tools I
English
Title Document Type
Routing Protocols and Concepts> Version 4.0
Interactive Course Guide - Routing Protocols & Concepts
" ||Accessible Instructor Reference Guide- Routing
|||Protocols and Concepts
Accessible Interactive Course Guide
Accessible PowerPoints- Routing Protocols and
Concepts
[ CCNA Discavery and CCNA Eagle Servers
CCNA Exploration: Routing Protocols & Concepts,vd
New books for Instructor Reference Guides
CCNA Discovery
and CONA CCNA Explorat_ion: Routing Protocols and Concepts
Fower Point Slides
Exploration L]

[T T T (@ mtemet

H100% v 4
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CISCO NETWORKING ACADEMY COMMUNITY

ACADEMY CONNECTION ar
NETWORKING ACADEMY
COMMUNITY

INSTRUCTOR COMMUNITY  +

Instructor Quick Links

Instructor Home
Curriculum Tools
E-Lab Composer
FTP Center

Report Errors / Bugs

Packet Tracer

ssage Center | Watch Favorite Members | Preferences

ﬁ Community Home > Instructor Community > Packet Tracer

Packet Tracer 5.0

Packet Tracer version 5 (PT v5.%) is now available, Packet Tracer is a stand-alone, medium-fidelity simulation and
visualization environment designed for networking novices to design, configure, and troubleshoot CCNA-level
networks.

>> Download Packet Tracer v5.0
>> Packet Tracer Video

Tips and Tricks
Share information on Best Practices for teaching and using Packet Tracer in the classroom.

Packet Tracer Training
Access training tutorials and leam more about how to use Packet Tracer.

Activity Wizard
Learn more about the activity wizard, author and share activities within your postings.

Packet Tracer Support
Discuss problems and technical challenges you may be experiencing with Packet Tracer. Submit suggestions for
new features and improvements.

Search

.. Membership Directory
. Academy & Class Locator

Search Community

:: Advanced Search
Resources

1 Community Help
.. Community Agreement

Who's Online?

Send Live Message
Edit Buddy List

Who's Here?

Help Stop Online Cheating
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Interested in More Help?

Packet Tracer 5.2

Cisco | Networking Academy”
Search Mind Witse Open
Introduction
What's New
Program Usage
Getting Started

Interface Overiew
My First PT Lab

Tutorials

Workspace Basics
Logical Workspace
Physical Workspace

Moving Devices
Wireless Devices
Special Notes

Operating Modes
Realtime Mode
Simugation Mode

PDU kformation
Scenanos
Complex PDUs
Special Noles

Connections / Links
Devices & Modules Using the Help Files
Routers The help files are designed to famalianize users with the Packet Tracer 5.2 mterface, functions, and featares.
Switches Although the belp files may be used as a reference guide, the pages are meant to be read m order (especially the
End Devices sections presented at the begining). Annotated screenshiots are used to asd your understanding. [mportant notes
Other Devices . | ortips are presented in tip boxes bke the following:

"
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‘ Organize ¥ Views + @ Burn
Eavortubinie Name Date modified Type Size
| Documents f3\151 7/29/2008 10:31 PM  Cisco Packet Tracer 3KB
. Q\Zd 7/29/2008 10:35 PM  Cisco Packet Tracer 3KB
B pictures @ 34 7/29/2008 10:38 PM  Cisco Packet Tracer 4KB
B Music &, 3v1 7/29/2008 10:40 PM  Cisco Packet Tracer 4KB
More » & 41 7/29/2008 10:46 PM  Cisco Packet Tracer 6 KB
Foldas v a\tivl 7/29/2008 10:50 PM  Cisco Packet Tracer 6 KB
2B Packet Tiacer52 I q\Ssl 7/30/2008 10:48 AM  Cisco Packet Tracer 5KB
bl ait & 61 7/29/2008 10:58 PM  Cisco Packet Tracer 4 KB
» i Backgeounds a\Gsl 7/29/2008 11:00 PM  Cisco Packet Tracer 4KB
bin 9 6v1 7/29/2008 11:02 PM  Cisco Packet Tracer 4KB
: 3 s Q\?cl 7/30/2008 10:50 AM  Cisco Packet Tracer 7KB
‘ | help 9 72 7/30/2008 10:51 AM  Cisco Packet Tracer TKB
B Gioages M & v 7/30/2008 10:52 AM  Cisco Packet Tracer 7KB
i @ saves li’ Q‘SVI 7/29/2008 11:28 PM  Cisco Packet Tracer 7KB
T T, P e Q\Qvl 7/30/2008 10:53 AM  Cisco Packet Tracer 5KB
N Goica @11 ccna 7/29/2008 11:40 PM  Cisco Packet Tracer 6 KB
. templates H12_ccna 7/29/2008 11:53 PM  Cisco Packet Tracer 6 KB
l Packet Tracer Save File Utility ﬁ\ 13_ccna 7/28/2008 11:58 PM  Cisco Packet Tracer 5KB
» . Pando Networks
|, PDF Editor 2 Ul e = | N
18 items (Disk free space: 21.7 GB) & Computer
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