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PT Intermediate Session
This presentation will cover these topics

= PT Features

= Simulation Mode
= PDU information
= Complex PDUs
= Challenge Mode

= Scenarios
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What 1s Simulation Mode?

= In Simulation Mode, you have direct control over time
related to the flow of PDUs.

= You can see the network run step by step, or event by
event.

= Nothing "runs" until you play it. When you play the
simulation, you will see graphical representations of
packets traveling from one device to another.

= You can pause the simulation, or step forward or
backward in time, investigating many types of
Information on specific objects at specific times.
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Simulation Mode In Classroom Instruction

= A picture is worth a thousand words...

= Many students are visual learners. Using “packet” icons
that travel along graphical topologies allows these
students to “see” how the network operates.

= Add to this graphical environment the ability to pause
and rewind...
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What is PDU Information?

= The PDU Information window allows you to “open” a
packet and look inside to see how it is being processed
at each layer of the OSI Model.

= |t's like a very simple sniffer, presenting CCNA level
iInformation.
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E ARF, CDF, DACF, EIGRP, ICMP, RIP, TCP, UDP, .{1‘\"2'
S VTR, STP, OSPF, DTP, Telnet, TFTR, HTTP, DNS,
PC-PT Visible Events: SSH, ICMPv6, LACP, PAgP, IPSec, ISAKMP,
HostB ACL Filter, SNMP, TACACS, RADIUS, NTP,
SYSLOG, HTTPS
WA =0 0 Edit Filters ] [ Show All ]
< | ] \ »
Time: 00:45:14.105 I Power Cycle Devices PLAY Back Auto Capture / Play  Capture / Forward [ Event List J Simulation 4

Fire Last Status Source Destination Type

D Scenaric 0
Successful HostB HostA 1ICMP

= o = . c p— 2 6 , i
ﬁ""".m Al a4l %l 8l -
Connections [ ‘ _ : ‘ | nNew || Delete |

;:g & s i o = ! i [Toggle PDU List Window] . - ‘ .
|

Serial DTE




CISCO.

The OSI Model shows the
de-encapsulation and
encapsulation process.

ACEG

Logical [Root]

(oo prBEL

PDU Information at Device: GAD
,& OSI Model I Inbound PDU Details | Qutbound PDU Details |

At Device: GAD S .
Source: HostB - ;
Destination: HostA | | AtDevice Type Info ]
In Layers Out Layers GAD ICMP
B —r— ="y RE
2640XM Switch1  ICMP .
1 | e
r R0 »
Layer 3: 1P Header Src. 1P: Layer 3: IP Header Src. IP! elay Camuoeodloo
152.168.1.2, Dest. IP: 192.168.1.2, Dest. IP: n s
192,168.2.2 192.168.2.2 Q
B |Layer 2: Ethernet 1I Header =Ny
0060,2FCE.4C48 >> Layer 2: HDLC Frame HDLC
0000.0C98.E096 / Play| [Capture / Forward| S,
Layer 1: Port FastEthermnet0/0 Layer 1: Port{s): Serial0/0 — %

71. FastEthernet0/0 receives the frame,

EIGRP, ICMP, RIP, TCP, UDP, .;J' :2\ :
TP, Telnet, TFTR, HTTP, DNS,
CP, PAgP, IPSec, ISAKMP,
TACACS, RADIUS, NTR,

— : - Show All | 7
4 Clicking on a layer will display < e e | | esimverss | f—T——— L2
i ) ) ) __EventList | Simulation |
detailed information about N s m—r s re—
| decisions made at that layer. | [9 S
\ New Delete

J
[ —_ < | L] | r 2 .
7 4. -— : ‘Toggle PDU List Wlndow]

Serial DTE

< m | 3
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How can | use the OSI Model Tab?

= Demonstrate how switches process only to layer 2 (no layer 3
switches in PT) and routers process to layer 3.

= Show what happens to a packet with no ARP table entry.

= Show encapsulation and decapsulation to accommodate different
Interfaces. An Ethernet frame is changed to an HDLC frame when
going from an Ethernet interface to a Serial interface.

= Show routing decisions. When a packet is at a router, the router
will make a routing decision about the packet...either forwarding it
or dropping based on routing table entries.

= Show operation of an ACL.
= Show operation of NAT.

= Many other ways!
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Packet at Layer 2 Device

PDU Information at Device: Switch0

051 Model I Inbound PDU Details I Outbound PDU Details I

= Here the packetis ata | &oxsae

Source: HostB

Ia_yer 2 SWitCh_ Destination: HostA

In Layers

DOut Layers

= Notice that the packet
IS only processed up
through Layer 2 of the | o8 Siicoeems | |méarce s -+ oot

0060.2FCE.4C48 == 0000.0C98.E096

OSI M d I Layer 1: Port FastEthernetd/2 Layer 1: Port(s): FastEthernetd/1
odel.

1. The frame source MAC address was found in the MAC table of Switch.

2. Thiz i= a unicast frame. Switch looks up its MAC table for the destination MAC
address.

Challenge Me <= Previous Layer Mext Layver ==
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No ARP Table Entry

PDU Information at Device: GAD |

OS5I Model I Inbound PODU Details I Outbound PDU Details I

= In this example, the router | st
does not have an ARP e
Table entry for the next

hop.

Layer 3: IP Header Src. IP: Layer 3: IP Header Src. IF:
192.168.2.2, Dest. IP: 192.168.1.2 192.168.2.2, Dest. IP: 192.168.1.2

- An ARP iS generated_ Layer 2: HDLC Frame HDLC Layer 2:

Layer 1: Port Seriald/0

[ | Th e paC ket iS d ro p ped . 1. The next-hop IF address is unicast. The ARF process looks it up in the

ARF table.

2. The next-hop IF address is not in the ARP table. The ARF process tries to
=end an ARP request for that IP address and drops this packet.

Challenge Me <<= Previous Layer Mext Layer ==
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Encapsulation
. X
| In thls example’ a packet OSI Model IInI:u:nunu:I PDU Details | Outbound PDU Details |

At Device: GAD

comes in on an Ethernet | st

Destination: Hosts

Interface In an Ethernet Il | mwyes
Header.

u The deVice deCapsu Iates Layer 3: IF Header Src. IP: Layer 3: IFP Header Src. IP:

192.168.1.2, Dest. IP: 192.168.2.2 192.168.1.2, Dest. IP: 192.168.2.2
th k t f Layer 2: Ethernet II Header .
e paC et1or proceSSI ng . 0060.2FCE.4C48 »> 0000.0C98.E096 Layer 2: HDLC Frame HDLC
Layer 1: Port FastEthernetd/0 Layer 1: Port(s): Seriald/0

= The device then L The device encapsulates the packet nto an HOLE frame.
encapsulates the packet
Into the appropriate frame
to be sent out the Serial
Interface.

Challenge Me << Previous Layer Mext Layer ==
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Routing

PDU Information at Device: GAD =|

0SI Model I Inbound PDU Details | Outbound PDU Details I

= Since this device Is a
router, it makes a ey
routing decision on the

packet.

= From the highlighted hdd 157.168.1.2, Dest. 191 19,1682
layer, we see that the e T
router finds an entry for

this destination in the

routing table.

1. The routing table finds a routing entry to the destination IP address.
2. The router decrements the TTL on the packet.

Challenge Me <<= Previous Layer Mext Layer ==
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. %
0 In th|S example’ the router OSI Model IInbuund PDU Details | Outbound PDU Details |

At Device: Houston

IS configured with NAT.

Destination: 20.20.20.2

In Layers Out Layers

= A packet is processed
going from an inside to an
OutSide interface_ Layer 3: IF Header Src. IF: Layer 3: IP Header Src. IP:

192.168.1.35, Dest. IP: 20.20.20.2 195.56.5.9, Dest. IP: 20.20.20.2
Layer 2: Ethernet II Header

o There is no entry in the ggg?é%gggf:f > Layer 2: HDLC Frame HDLC
. Layer 1: Port FastEthernetd/1 Layer 1: Port(s): Seriald/1
NAT table for this ’ ~

1. The routing table finds a routing entry to the destination IF address.
ad d reSS 2. The router u:llecrelrnents the 'I'_I'L on the pau:k:et_.

] 3. The packet i= going from an inside to an outside network. The router
looks up its MAT table for necessary translations.
4, The NAT table does not have existing translations with the inside local

address and port. It goes through the inside source lists for necessary
= The router creates an

5. An inside source entry is created from a list. The new entry i=s added to

h ble.

entry and processes the E.ETrthATNEI' t.:Ib'E has a matched entry for this packet. It replaces the inside
local address and port with the global ones.

packet.

Challenge Me << Previous Layer Mext Layer ==
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ACLSs x

OS5I Model I Inbound POU Details | Cutbound PDU Details I

= In this example, an ACL | zpevee souson
IS configured on an

Destination: Serverl

In Layers Out Layers
router.
Layer 3: IP Header Src. IP: Layer 3: IP Header Src. IP:
- Th k t - h k d 192.168.1.34, Dest. IP: 192.168.1.98 192.168.1.34, Dest. IP: 192.168.1.98
e paC e IS C eC e Layer 2: Ethernet II Header Layer 2: Ethernet II Header
. 0060.5C19.E824 == 0050.0FCD.0BSE »=
agalnst the A( L 0001.C955.8754 0003.E4BD.0670
n
Layer 1: Port FastEthernet0/1 Layer 1: Port(s): FastEthernetd/0
[ Th k t m t h 1. The routing table finds a routing entry to the destination IP address.
e aC e a C eS a 2. The destination network i= directly connected. The router sets destination as

the next-hop.

“ pe rm it” State m e nt i n th e 3. The router decrements the TTL on the packet.

4, The outgoing port has an outbound traffic access-list with an 1D of HFW1. The
router checks the packet against the access-list.

AC L and iS perm itted . 5. The packet matches the criteria of the following statement: permit ip host

192.168.1.34 host 192.168.1.98. The packet is permitted.

= The router processes
th e paC ket. Challenge Me << Previous Layer Mext Layer ==
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Logical [Root] New Cluster Move Object Set Tiled Background Viewport

J - .
‘fk PDU Information at Device: BHM x| ) %

OSI Model | [inbound POU Details| | Outbound PDU Details |

— e Type Info |
~PDU Formats —
Ethernet 11

lf;o‘r_“ 0 4 14 13 Bytes icmp . [=
5 PREAMBLE! DEST MAC: SRC MAC: 1cMP .

[

256 E)(M 101010...1011 FFFF.FFFF.FFFF 00EQ.A329.B9EQ )
TYPE: DATA (VARIABLE LENGTH) FCS: Captured to: X
0x806 0x0 0.010s

- Q
o 8 16 31 Bits Capture / Forward ==

HARDWARE TYPE: Ox1 | PROTOCOL TYPE: 0x800 a5z US

HLEN: Ox6 | PLEN: Ox4 OPCODE: 0x1
SOURCE MAC: 00E0.A329.89E0 (48 bits)

SOURCE IP (32 bits) ==>

MP, RIP, TCP, UDP,

192.168.2.2 TFTE, HTTE, DNS,
TARGET MAC: 0000.0000.0000 (48 bits) PSec, ISAKMP,
TARGET IP: 192.168.2.1 (32 bits) RADIUS, NTF,
how All
< | 1" | 2
Time: 00:45:14.105 I Power Cycle Devi  Event List ] Simulation
. — Source Destination Type
o - f w
S e 0> < |7 Host8 HostA 1cMP
Connections —
| ! < | 2]
;’ & s = < | L }
w Serldl UiE | [Tk "' | k
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Inbound/Outbound PDU Detalls

PDU Information at Device: Houston = PDU Information at Device: Houston |
0=I Model | Inbound PDU Details I Outbound POU Details | 051 Model | Inbound PDU Details | ‘Outbound PDU Detailsi |
—PDU Formats —PDU Formats

HOLC Ethernet 11
] g 18 3z 3Z+x 40+x  48+x Bits g = 2 14 1% Bytes

FLG: | aDR: | conTROL: DATA: (VARIABLE FCs: | FLG: FREAMBLE: DEST MAC: SRC MAC:

oitil | oxsf w0 LENGTH) oxo | o111 101010...1011 0090.2BOC.DES3 0001.Co955.B754

1110 1110

TYPE: DATA (VARIABLE LENGTH) FCS:
B 0x800 00
a 4 =} la 15 31 Bits
4 | 1L | psce: oxo L 1
ID: Ox0 DxDI FRAG OFFSET: Oxi a 4 z 1e 15 21 Bics
TTL: 31 | PRO: Ox1 CHESUM 4 | IHL |Dscp; 00 TL
SRC IP: 20.20.20.2 ID: 0x0 Ox0| FRAG OFFSET: Dx0
D5T IP: 195.56.5.9 TTL: 30 | PRO: Oxl CHKSUM
OFT: 0x0 — \_ SRCIP: 20,200,200
\~
DATA (WARIABLE LENGTH) B DST IP: 192.168.1.35

ICMP OFT: 0x0 | 0x0
a z 15 21 Bics DATA [WVARIABLE LENGTH)

TYPE: 0x0 | CODE: 0x0 | CHECKSUM 1CMP

a =} la 31 Bits
TYPE: 0x0 | CoDE: 0x0 | CHECKSUM

4| | ]
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Why would | want a Complex PDU?

= Creating a Complex PDU allows you to control
parameters of the packet such as:

Protocol

Source and Destination IP
Port

TTL

Sequence number

= This granular control allows you to test packets against
ACLs.

= This also allows you to test connectivity to specific
Interfaces on a device.
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Creatlng a Complex PDU

You can choos the dppEEL

OUth|ng pOI"[ B Create Complex PDU = ject Set Tiled Background Viewport
s
’ [ J\ g) \ Source Setti.ngs X
Select a wide variety > VR | T
gl At Device Type Info
Of protocols \ [ FastEthernst v] Auto Select Port
P—C*' r—{ PoUSetn j]
26’3XM Select Application: [H'I'I'P v] CI —
—— , ick on the
Type the de_stln_atlon IP or CII(_:k_ s 192.160.1.2 sy | Complex PDU
on the destination device to fill in [soorce e address: 100l to confiqure
the IP address. L 52 g
— ros. =] more specifics
s Source Port: 80 for a. paCket.

. -y 0 _ )
Configure TTL and port e R
numbers, Simulation Settings ;;:' ;ilgn;tiJSng }I-I;:EM%NS,

TTOSTR 'G COne Shot Time: 0 seconds JACACS, RADIUS, NTR,
/ @ Periodic  Interval: Seconds ]
Show All

Choose to send one

packet or send a packet at [crete pou] rere | pEventistye Simulation

Conﬁgured mtervals ‘ /,‘ = / | D Scenario 0 - Fire Last Status Source DestlnatlorI

Connections [ ‘ ‘ @ ! [ New || Delete |
Y| r—— » 7 :
;g s SerEl BDTE lToggle PDU List Wmdow] o = ' .
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Logical [Roct] New Cluster Move Object  Set Tiled Background Viewport
Create Complex PDU :H’. — = 2|
-Source Settings Event List ‘ L;"), s
Source Device: HostS Vig. ]‘rimc (s) lust Device ]AK Device lTvpc ]!nfo ]
Outgaing Port: ¥ 0.000 - HostB ICMP
Pfi | FastEthernet =] W Auto Select Port o+ 0.000 . HostA TCP -
2?)(». ) 1 =]
v ~PDU Settings - x
Select Application: | PING ~l
Destination IP Address: [192.168.1.2 O .
TTL: 2 peees
Sequence Number: |s6s i %,l
Make any changes and |
~Ssmulation Settings > / 1 ~
e o s B ] click Apply Changes to 5
" Penodic Interva I Seconds 1 Save . ‘.» 1

E—— S || ==

~2 L ation IType chof ITtme(sec) lPefiodic INum IEdiz IDelete
HostA Apply Changes (o 13 0.000 N 0 (edit) (delete)
— = 822 7cr B 0.000 N 1 {edit) (delete)
a || Y
(I I )[_l _] .‘1_4 aat
Power Cycle Devices PLAY CONTROLS: Back Auto Capture / Play  Capture / Forward I Event List Simulation
M - = - . 7 1) |Scenanc 0 =]
menm= (0712 / < 4ol |4 D
| Connections | New ] Delete ]
A s & A 1 3] [ Toggle POU List Window |
. — Copper Straight-through || & e e :
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[Roor] New Cluster Move Object Set Tiled Background Viewport
e
=
Event List :
; ; : "
Vis. l‘ﬁme(s) Iunoc\nce lAtDmca ITvoe =t
-, 0.000 - HostB cmp
= | 0.000 . HostA yCP
——
262bxm 262bxm 2 1=
GAD M
o | 3 Q.

g : Coand Captured to:
Reset Simulation | ¥ Constant Delay 0.000 s

Play Controls
Sack | Auto Capture / PlayJ Capture / Forward

3 L
Event List Filters
I Visible Events: ICMP, TCP, HTTP “:F’\.:
e Edit Filters | Show All |
HostB L = 1
&
(Caat
d | 3] €
Power Cycle Devices  PLAY CONTROLS Back Auto Capture / Play  Capture / Forward | eventust  Simulation
. Fire Iult sutvsJSouree ]Destmmon IType IColo
e = - - . 2 |Scenano 0 I [
i . m = > \\/ / Adl| 74 X g 5- ©) s D In Progress HostB HostA icmMp
l Connections l e | Dejéts | In Progress MostA 19216822 7cr R
. = <] | ol -
& s"——_' Toggle POU List Window |
"-’ Copper Straight-through | l ] < | |
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) o
XM 26zhxm

G[?l ERM
-

P |

295;-24 295!-24
Swigcho Switch1
- ]
—_— —

Once undocked, the panel can be
moved so that you can see the pings in
both the Command Prompt window as

’7| \is. ITime (=) | Last Device IAt Device IType B
I nnnn HostB ICMP
;Iglﬂ Switchl ICMP
EHM ICMP
GAD ICMP
X Switch ICMP

I N

Captured to:

slay 0.004 s

Play Capture / Forward |

Show All

well as the Simulation Panel. =/ Forward [ cenis Simulation
= - . : - i inati |
PS5 mﬂ_—' m - -;’ / p s / t; éli::l 6 U Scenario 0 Fire | Last Status | Source IDestmatlon IType ICo o

| Connections |

- 5 «

MNew | Delete |

Copper Straight-through

Toggle PDU List Window |

4| | 2|
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[Root] New Cluster Moye Object Set Tied Background Viewport

+

- "1
Event List = l_:;‘.

I»

vis, | Time (s) |Last Device [AtDevice  [Type [info |
o 0.000 - HostA 1ICMP
—~ —

-g—I =
oL You can change the

%'Tgn 7 color of a PDU by You can Edit or
Double click Fire to || double clickingon | | D€lete a PDU by

.‘)\

E 5

: double clicking here.
add a PDU to the its color box. g _
Event List. ‘ it

n.esets-mulau'onl ¥ Constant Delay C°°‘”°"°&\;°; . ‘?L
PDU List Window = x|
re |Last Status | Source |Destinstion |Type Wolor |Time (sec) |Periodic |Num |Edit | Celate C{F
In Progress HostA  Hostd icve [l 0.000 N 0 (edw) (delete) | Copture/ Forward | —
PC-
HostA
« | 2]
\ Edit Filters | Show All | |
:.I | [ o] et
d | 2 | &
Power Cycle Devices PLAY CONTROLS: Back I Auto Capture / Ploy  Capture / Forward I Event List Simulation
=~ um= 20 7 7 E V) B 3| @F n
| Connections ] - New | Delste |
= < | 3 '
;’ - s -— Copper Straight-through ] L hate b
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Challenge Mode

= Students can quiz themselves on the encapsulation
process by entering Challenge Mode.

= The Challenge Me button from the OSI Model tab of
the PDU Info window starts Challenge Mode.

= The layer details are hidden, and the information
window is replaced by a question window that asks
what the device does to a PDU on a given layer.

= Students select from a multiple-choice list. If they
answer correctly, the details for that layer are shown
and the question window advances to the next layer.

= The Hint button provides hints.



AT
CISCO.

Logical Set Tiled Backgroun( I T oL L Ao e d.0) %]
ﬁ 0S1 Model | Inbound PDU Details | Outbound PDU Details | . x] —
< / 4
}’ At Device: GAD . i

Source: HostA =
Destination: BHM ) i L lType l tnfl;]
In Layers Out Layers ICMP .

icve [ -

Click on Challenge Me to %! %
answer the question, "Whatis —— = |

!f the device decision in this oaees | S
- Layer 1: 1) = 3
Float over layer? baptire / Forward] }

Challenge Quegeo
answers for a—— | =
. decision in ayer - - ERD_
more details. | Lo op e =

=, Click Hint Click Next Layer
to get help. to check answer.
< | , [ Lt,-‘
Reset Network  PLAY CONTROLS Eventlist  Simulation |
= - — atus ISouroo lDestinau'on ITy;
Se D> £ | |challenge Me Hint << Pravious Layerl Next Layer >> | Toss GAD  PC1 ICH
| Routers [ == ress HostA  BHM Icr
e —_— J X
g ; ’s — ect a Device to Drag and Drop to the Worksp ,l ITal | |
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[Root] New Cluster Move Object Set Tiled Background Viewport

I
Ix

Event List i £

Vis. ITime {s) Iust Deavice leDevice IType [!nfo [

—~e e
—F —
262bxmM 2szfxn — ==
GAD M

You will get an empty
Event List for each new

&4 scenario you create. ]
SRR 7 conmart ooy e [ |

Play Controls

—_=| Click the New buttonto | x~
create a new scenario.

Highlight the Scenario ~Event Lt Fiters

Ve .. ARP, ICMP, TLP, VTP, STP, OSPF, DTP, TELNET, TFT?,
name to type a new name. visile Events: [ (ENE
. Edt Filters | Show Al W= =
< | D 7 [ O Sy
Power Cycle Devices PLAY CONTROLS: Back Auto Capture / Play ure / Forward / ] Event List Simulation

=7 | Fire |Last Status | Source | Destination | Type | ol

A B e e e 1 G

| 184 J6200M 2631XM | W1 | Ganerk! Geewrk

| Routers New ] Delete |

5’&‘ s — £l 2 TogglePDULnstW\ndoul

1841 |

«| ] |
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»

Loagical [Root] New Cluster Move Object Set Tiled Background Viewport
A = +
S )0 — -
= —~Event List . LY

Vis, | Time (s) |Last Davice |AtDevice  |Type |info |

%
zs?xm 262‘)04 —| =
& of %
This scenario uses simple x
pings to test connectivity Q
| between HostA and HostB,|
‘!’q
nstant Delay (i:pct::‘:’;:; ) '4}\7 <
~Play Contrels >—
| g Back | Auto capture /play |  capture / fForward | b
A
P ;EE_PJT' .J
:‘cos:l\’ Host8 Event List Filters ‘
Visible Evants: ﬁ‘;"g:;' TCP, VTP, STP, OSFF, DTP, TELNET, TFTP, '
~| Edi Filters Show All —
Power Cycle Devices PLAY CONTROLS: Back Auto Capture / Play  Capture / Forward ] Event List Simulation )
. . B Fire ]Lastsznms I5°urce [Deuination IType ]C.ol.
= D] [5cenac0 oS
Click on the i to add a I
. . . . = New | Delete |
description for this scenario. 2 e
Toggle PDU List Window I
‘ ~ T TSS T ] | | Ll
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Interested in More Help?

Packet Tracer 5.2

Cisco | Networking Academy”
Mingd Wide Open
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Operating Modes
Realtime Mode
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Scenanaos
Complex PDUs
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Connections / Links
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Routers The help files are designed to famalianize users with the Packet Tracer 5.2 mterface, functions, and features.
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End Devices sections presented at the begining). Annotated screenshiots are used to asd your understanding. [mportant notes
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