( Damn Vulnerable Web App (DVWA)

{ Cross Site Scripting (XSS) }

Section 0. Background Information

1 What is Damn Vulnerable Web App (DVWA)?
o Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn v
o Its main goals are to be an aid for security professionals to test the
legal environment, help web developers better understand the processes of securing
applications and aid teachers/students to teach/learn web application security in a cla
environment.

1 Whatis C ross Site Scripting?
o Cross - site scripting (XSS) is a type of computer security vulnerability typically found

applications.
o XSS enables attackers to inject client - side script into Web pages view:
o Across - site scripting vulnerabilit y may be used by attackers to bypass

the same origin policy.

o In Addition, the attacker can send input (e.g., username, password, session ID, etc) v
be later captured by an external script.

o The victim's browser has no way to know that the script should not be trus
the script. Because it thinks the script came from a trusted source, the malicious scrif
access any cookies, session tokens, or other sensitive information retained by the brc
used w ith that site.

1 Pre - Requisite Labs
o Damn Vulnerable Web App (DVWA): Lesson 1: How to Install DVWA in Fedora 14

1 Lab Notes

o Inthis lab we will do the following:

1. We will test a basic cross site scripting (XSS) attack

We will test an iframe cross site scripting (XSS) attack
We will test a cookie cross site scripting (XSS) attack
We will create a php/meterpreter/reverse_tcp payload
We will start the php/meterpreter/r everse_tcp listener
We will upload the PHP payload to the DVWA Upload screen
We will test a PHP Payload cross site scripting (XSS) attack

NogA~LD

1 Legal Disclaimer
o As a condition of your use of this Web site, you warrant to computersec
you will not use this Web site for any purpose that is unlawful o


http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson1/index.html

terms, conditions, and notices.

In accordance with UCC § 2 - 316, this product is provided with "no warrantie
or implied." The information contained is provided "as - is", with "n
merchantability."”

In addition, this is a teaching website that does not condone malic
You are on notice, that continuing and/or using this lab outside your "

considered malicious and is against the law
© 2012 No content replication of any kind is allowed Wlthout express written permissit

Section 1. Configure Fedoral4 Virtual Machine Settings

1. Open Your VMware Playe r

o Instructions:
1. On Your Host Computer, Go To
2. Start -- > All Program -- >VMWare -- >VMWare Player
2. Edit BackTrack Virtual Machine Setting S
o Instructions:

1. Highlight fedoral4
2. Click Edit virtual machine settings



fedoraiqd

State:
0S:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

Es Play virtual machine

Q
& Editvirtual machine settings

3. Edit Network Adapte r

(o]

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.
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[ Processors 1 [V] Connect at power on

iHard Disk (SCSI) 20GB .

£, CD/DVD (IDE) Auto detect Netwodc connection

= Floppy Auto detect 2. W © Bridged: Connected drectly to the physical network
IS et s crnacion s
e

U;;imc::’ s ©) NAT: Used to share the host's IP address

= printer Present ) Host-only: A private network shared with the host
Boisplay Auto detect &ini s

[ ok || cacel |[ Hep

Section 2: Login to Fedoral4

1. Start Fedoral4 VM Instanc e
o Instructions:
1. Start Up VMWare Player
2. Select Fedoral4
3. Play virtual machine



fedoraiqg

State:
OS:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

&

Play virtual machine

~

Edit virtual machine settings

2. Login to Fedoral 4

(o]

Instructions:
1. Login: student
2. Password: <whatever you set it to>.



password: ||

Cancel

B | engiish United States) | v =% |USA Sun 10:42 AM
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Section 3: Open Console Terminal and Retrieve IP Address

1. Start a Terminal Consol e
o Instructions:

1. Applications -- > Terminal



€D ... | Places system @) (o [Z ¢ =  SunApr 1,10:45AM Stude
Y Accessories

[ Games

% Graphics

(&) Intemet

%4 office i ) A\

) Sound & Video

(e} : -~ B Automatic Bug Reporting Tool
= CD/DVD Creator
'S, Déja Dup Backup Tool
&) Disk Usage Analyzer
= Disk Utility
@ stLinux Troubleshooter
&= Software Log Viewer

B System Monitor

Use the command line

.
To diract input 1o this vitual machine, press QG e .T‘-maw&'ﬂr_'iﬁ

2. Switch user to roo t
o Instructions:

1. su - root
2. <Whatever you set the root password to>



root@Fedorald:~
File Edit View Search Terminal Help

[student@Fedorald ~J$ su - root
Password:
[root@Fedorals ~]# |

EREL TS vmware

3. GetIP Addres s
o Instructions:
1. ifconfig -a
o Notes(FYI):
A As indicated below, my IP address is 192.168.1.106.
A Please record your IP address.



Wed Apr 4, 2:51 AM  Stude

File Edit View Search Temminal Help

[root@Fedoral4 ~]# ifconfig -a

ethe Link encap:Ethernet HWaddr 00:0C:29:81:54:42
inet addr:)CRIBUEIPWBLLS Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20¢:29ff:fe81:5442/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:2893 errors:0 dropped:0 overruns:0 frame:0
TX packets:366 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1060
RX bytes:546934 (534.1 KiB) TX bytes:58291 (56.9 KiB)
Interrupt:19 Base address:0x2000

lo Link encap:lLocal Loopback
inet addr:127.0.06.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:48 errors:0 dropped:0 overruns:® frame:0
TX packets:48 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:®
RX bytes:3520 (3.4 KiB) TX bytes:3520 (3.4 KiB)

[root@Fedorald ~]# |}

L. root@Fedoral4:~ ][ @ Google - Mozilla Firefox |

To drect input 1o this vitual machine, press QG i ey WO are

(o]

Section 4: Fix Stored Cross Site Scripting (XSS) Comment Box

1. Fix Character Limi t
o Instructions:
1. cd /var/www/html/dvwa/vulnerabilities/xss_s/
2. viindex.php
3. Continue to Next Step
o Notes(FYI):
1. By default, the comment box in the XSS stored GUI will only allow for 50 chare
we are going to change the character limit to 250 characters to demotr
attacks.



e

f9 Applications Places System @& Student  ThuApr 26, 6:35

robt@Fedora14:/var/www1html/dea/vuinerabi'liiléS/kss_s =
File Edit View Search Terminal Help
[root@Fedorald /]# cd /var/wwi/html/dvwa/vulnerabilities/xss s/
[root@Fedorald xss s)#
[root@Fedorald xss s]# vi index.php [}

2. Search for mtxMessag e
o Instructions:

1. Pressthe" ["key

A This will put in you search mode in the bottom left part of the scre
2. Type "mtxMessage" and hit <Enter>



L34

f9 Applications Places System @& Mon Apr 30, 9:25 PM

< root@redorala:/var/www/htmi/dvwa/vainerabilities/xss s
File Edit View Search Terminal Help
<?php

fdefine( 'DVWA WEB PAGE TO ROOT', '../../' );
require once DVWA WEB PAGE TO ROOT.'dvwa/includes/dvwaPage.inc.php';

fdvwaPageStartup( array( 'authenticated', 'phpids’ ) );

$page = dvwaPageNewGrab();
spage[ 'title' ] .= $page[ ‘title separator' ].'Vulnerability: Stored Cross Site Scripting (XSS)';
spage[ ‘page id' ] = 'xss s';

fdvwaDatabaseConnect();

$vulnerabilityFile = '';
switch( $ COOKIE[ 'security' ] ) {
case ‘low':
$vulnerabilityFile
break;

‘low.php';

case 'medium':
SvulnerabilityFile
break;

‘medium.php’;

case 'high':

default:
$vulnerabilityFile = ‘high.php’;
break;

}

require once DVWA WEB PAGE TO ROOT."vulnerabilities/xss s/source/{$vulnerabilityFile}";

/mtxMessagel] ‘
B root@Fedorald:/variw... ]

= e

3. Replace numbe r
o Instructions:

1. Your cursor should now be on the "m" on the word mtxMessage.
2. Right Arrow over to the 5 after maxlength.
3. Press" 1 "and type "2"

A This will place the number 2 in front of the number 50.
Press the <Esc> key
Type " wq! "

S



F9 Applications Places System @& (o # Mon Apr 30, 9:27 PM
- TootiaFedorala:/var/www/htmi/dvwa/vulnerabilities/xss s
Filé Edit View Search Terminal Help

$page[ 'body' ] .= "
<div class=\"body padded\*">
<hl>Vulnerability: Stored Cross Site Scripting (XSS)</hl>

<div class=\"vulnerable code area\">

<form method=\"post\" name=\"guestform\" onsubmit=\"return validate form(this)\">

<table width=\"556\" border=\"0\" cellpadding=\"2\" cellspacing=\"1\">

<tr>

<td width=\"100\">Name *</td> <td>

<input name=\"txtName\" type=\"text\" size=\"30\" maxlength=\"16\"></td>

</tr>

<tr>

<td width=\"100\">Message *</td> <td>

<textarea name=\"mtxMessage\" cols=\"56\" rows=\"3\" maxlength=\"go\"></textarea></td>

</tr>

<<r> Search puts you here. Scroll over until your f Press "i" to insert, press

<td width=\"106\">&nbsp;</td> cursor is on the 5" in -

<td> 50.

<input name=\"btnSign\" type=\"submit\* value=\"Sign Guestbook\" onClick=\"return checkFors
)i\"></td>

</tr>

</table>

</form>

{$html}
</div>

<br />

Section 5: Configure BackTrack Virtual Machine Settings

1. Open Your VMware Playe r
o Instructions:

1. On Your Host Computer, Go To
2. Start -- > All Program -- >VMWare -- >VMWare Player

2. Edit BackTrack Virtual Machine Setting S
o Instructions:

1. Highlight BackTrack5R1
2. Click Edit virtual machine settings



are Payer FHie v !

BackTrack5R1

State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512 M8

E’B Play virtual machine

<
j’ Edit virtual machine settings @

3. Edit Network Adapte r

(o]

Instru ctions:
1. Highlight Network Adapter
2. Select Bridged
3. Do not Click on the OK Button.



Device Summary Device status
Connected
% Memory 512M8
[ Processors 1 [V] Connect at power on
e=iHard Disk (SCSI) 20GB :
#,)CD/OVD (IDE) Auto detect Netwodc connection
[ Floppy Auto detect 2. ."Q-Bndged:Cmcheddrecﬁyw&\edwsdnem«k
| Repicate physical network connection state
U:;aimc::b :::‘{:m (*) NAT: Used to share the host's IP address
= Printer Present (£ Host-only: A private network shared with the host
Wisplay Auto detect ) LAN segment:

Section 6: Login to BackTrack

1. Start BackTrack VM Instanc e
o Instructions:

1. Start Up VMWare Player
2. Select BackTrack5R1
3. Play virtual machine



BackTrack5R1

State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512MB

E@‘ Play virtual machine <:

T
& Edit virtual machine settings

2. Login to BackTrac k
o Instructions:

1. Login: root
2. Password: toor or <whatever you changed it to>.
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3. Bring up the GNOM E
o Instructions:

1. Type startx

uDOD:DO:Or
PCnet/PCI
intel 0000
registered as
1 cards_found
Fusion MPT SPI Hc
nptspi 0000:00:10,

t driver 3

Initiating bringup
3C1030 BO:

Attached s
dal Cac
sdal A

dal Cache
[sda] Ass
sdal Attached S

Revolution

I >l (m poration

Ul 35 Z21.Apr.2008 tsbogend@alpha.franken.de

PCI INT A -> GSI 19 (level, low) -> IRQ 19
: Intel 440BX (hlp -

IT 7 70A at 0x2000 0: : 78

3 AGP aperture

PCnet/PCI 11

assigned IRQ 19

79C976A

.04.18

PCI INT A -> GSI 17 (level, low) -> IRQ 17
Capabilities={Initiator}
3C1030 BO, FuRev=01032920h, Ports=1,
ficcess UHware, UNuware
Beginning Domain Validation
Domain Validation skipping write
Ending Domain Validation
FAST-40 WIDE SCSI 80.0 MBss
41943040 512-byte logical
Write Protect is off
Cache data unavailable
Assuming drive cache: write
si generic sgl type ©
data unavailable
ming drive cache:
daS >

MaxQ=128, IRQ=17
Virtual S 1.0 PQ: © ANSI:

tests

ST (25 ns,
blocks: (21

offset 127)
.4 GBs20.0 GiB)

through

urite through
data unavailable
uning drive cache:

I disk

write through

32 bitht ttyl
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Section 7: Open Console Terminal and Retrieve IP Address

1. Open a console termina I
o Instructions:

1. Click on the console terminal
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2. GetIP Addres s
o Instructions:
1. ifconfig -a
o Notes(FYI):
A As indicated below, my IP address is 192.168.1.105.
A Please record your IP address.



laces Systerm | Sun Mar 18, 10:51 AM

root@bt:-# ifconfig -a

root@bt: ~

etho Link encaps Hiaddr 00:0¢:29:90:13:78
1¢ S| Bcast:192.168.1.255 Mask:255.255.255.0
grr29ff:fe90:1378/64 Scope:Link
up BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:870 errors:0 dropped:@ overruns:0 frame:0
TX packets:118 errors:@ dropped:@ overruns:® carrier:0
collisions:0 txqueuelen:1600
RX bytes:105401 (185.4 KB) TX bytes:27674 (27.6 KB)
Interrupt:19 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.6.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:113 errors:0 dropped:® overruns:@ frame:@
TX packets:113 errors:0@ dropped:® overruns:8 carrier:0
collisions:® txqueuelen:®
RX bytes:7793 (7.7 KB) TX bytes:7793 (7.7 KB)
root@bt:-# ]

[root@bt: /pentest/exp.. [root@bt: ~] ) root@bt: ~ 2

ERE) T ele  vmware

Section 8: Login to DVWA

1. Start Firefo
Instructions:

1. Click on Firefox

(o]

X
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2. Loginto DVW A
o Notes(FYI):
A Replace 192.168.1.106 with Fedora's IP address obtained in (Section 3,
o Instructions:

Start up Firefox on BackTrack
Place http:// 192.168.1.106 /dvwa/login.php in the address bar.
Login: admin

Password: password
Click on Login

hpwbh PO



Mon Apr 16, 614 AM &

* Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox

Damn Winerable Web App (OV... B3
< © | htp/192.168.1.106/dvwallogin. php < vl gy Q| ¢

DVWA)

Username
admin «

Password

) Damn Vulnerable Web .., ™) root

= =GO

Section 9: Set Security Level

1. Set DVWA Security Leve I
o Instructions:
1. Click on DVWA Security, in the left hand menu.
2. Select "low"
3. Click Submit



Places Systen Mon Apr 16, 6:17 AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox

Damn Vulnerable Web App (DV...

<« © |[B http/192.168.1.106/dvwa/security.php

Home . DVWA Security »
Instructions |
Setup | Script Security

Security Levei Is currently low.

Brute Force |
_ You can set the security level to low, medium or high
Command Execution
= . The secunty level changes the vuinerabiity level of DVWA
CSRF |
File Inclusion | ) (e <= 3.
QL Injection J medium ‘
SQL Injection (Blind)
Upload |
v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications
XSS reflected ]
You can enable PHPIDS across this site for the duration of your session
XSS stored ]

PHPIDS is currently disabled. [cnabie PHPIDS)

-1

% Damn Vilnerable Web ...’ ™) root@bt: - [

Section 10: XSS Stored Basic Exploit Test

1. XSS Stored Men u
o Instructions:

1. Select "XSS Stored" from the left navigation menu.



mE Thu Apr 26, 7:22AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Fire

B Damn Vinerable Web App (DV...

- S) |8 http//192.168.1.106/dvwaivulnerabilities/xss_s/ vel gy Q

e . Vulnerability: Stored Cross Site Scripting (XSS)
Instructions j )
."'P I Name
Brute Force ] Message *
Command Execution | A
CSRF ] Sign Guestbook
e Juohision) |
SQL Injection |
sa. hm mm I z‘:';‘:a;:sl‘rhns Is a test comment
Upload |
] More info
|

) Damn Vuinerable Web ...

o Vg O I

2. Basic XSS Tes t

(o]

Instructions:
1. Name: Test1
2. Message: <script>alert("This is a XSS Exploit Test")</script>
3. Click Sign Guestbook



Sun Apr29, 9:48PM

x Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Fire

B Damn Vuinerable Web App (DV...

i S) | nttp://192.168.1.106/dvwanulnerabilities/xss_s/ vl gy Q

Vulnerability: Stored Cross Site Scripting (XSS)

Name * Test 1

Message *

<scnpt>alen("This is a XSS Exploit Test™)</scrpt> J

Sign Guesibook

Name: test
SQL Injection (Blind) | Kiasisice ThioTs & \iek coviment

XSS reflectod More info

£) Damn Winerable Web ...

3. View Test 1 Result S
o Notes(FYI):
1. Notice that the JavaScript alert we just created is now displayed.
2. Every Time a user comes to this forum, this XSS exploit will be displayed.
3. This exploit can be easily modified to capture cookie/session information for fu
in - Middle attacks.
o Instructions:

1. Click OK
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Fire

2 Damn Wilnerabie Web App (DV... B3
- S W http:/192.168.1.106/dvwaivulnerabilities/xss_s/ 3 B

Q|

This is a XSS Exploit Test

~

Damn Winerable Web App (DVWA) v1.0.7 ::

Read 192.168.1.1 Vulnerability: Stored Cross Site Scripting (XSS) - Moz
= [ root@bt: ~ =] root@bt: - Sl AT Firefox ' ‘ ‘

Section 11: XSS Stored IFRAME Exploit Test

1. Reset Databas e
o Instructions:
1. Select "Setup" from the left menu navigation.
2. Click on the Create / Reset Database Button.

o Notes(FYI):
A We need to reset the database otherwise the each XSS exploit will appear for



2. XSS Stored Men u
o Instructions:

0. Select "XSS Stored" from the left navigation menu.



