(Damn Vulnerable Web App (DVWA) :

{ Using nikto.pl }

Section 0. Background Information

1. What
(@]

2. What

is Damn Vulnerable Web App (DVWA)?

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application t
damn vulnerable.

Its main goals are to be an aid for security professionals to t
skills and tools in a legal environment, help web developers be
understand the processes of securing web applications and aid
teachers/students to teach/learn web application security in a
environment.

is Nikto?

Nikto is an Open Source (GPL) web server scanner which performs
comprehensive tests against web servers for multiple items, inc
over 6400 potentially dangerous files/CGIs, checks for outdatec
of over 1200 servers, and version specific problems on over 27(

3. Pre-Requisite Labs

@)
@)

Damn Vulnerable Web App (DVWA): Lesson 1: How to Install DVWA in Fedora 14
BackTrack: Lesson 1: Installing BackTrack 5 R1

4. Lab Notes

o

In this lab we will do the following:
1. We will use nikto.pl to scan DVWA for vulnerabilities.
2. We show you how to manually grab a webserver and operatinc
banner.
3. We will show you an old but still common mistake some web
administrators/developers make by placing a configuration
under a web folder.

5. Legal Disclaimer

o

As a condition of your use of this Web site, you warrant to
computersecuritystudent.com that you will not use this Web site
purpose that is unlawful or that is prohibited by these terms,


http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson1/index.html
http://www.computersecuritystudent.com/UNIX/BACKTRACK/lesson1/index.html

conditions, and notices.

In accordance with UCC § 2-316, this product is provided with '
warranties, either expressed or implied." The information contse
provided "as-is", with "no guarantee of merchantability."

In addition, this is a teaching website that does not condone n
behavior of any kind.

Your are on notice, that continuing and/or using this lab outsi
"own" test environment is considered malicious and is against t
© 2012 No content replication of any kind is allowed without e:
written permission.

Section 1. Configure Fedoral4 Virtual Machine Settings

1. Open
@)
2. Edit
@)
@)
3. Edit

Your VMware Player
Instructions:

1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

Fedoral4 Virtual Machine Settings
Instructions:

1. Highlight fedorald
2. Click Edit virtual machine settings

Network Adapter
Instructions:

1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.



fedoraiqd

State:
0S:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

[_E{l} Play virtual machine

Q
& Editvirtual machine settings




Hardware | Options

Device Summary De\noe status
% Memory 512M8 {_|Connected
[ Processors 1 [V] Connect at power on
e Hard Disk (SCSI) 20GB .
+)CD/OVD (IDE) Auto detect Nﬁmﬂqnwwm
= Floppy Auto detect 2. W © Bridged: Connected drectly to the physical network
IS Rachcain gl ek ornaction stae
e
U;;;mc::'" :'uﬁm ) NAT: Used to share the host's IP address
= Printer Present ) Host-only: A private network shared with the host
Boisplay Auto detect & iiii 5
(LAN Segments... | [ Advanced...
L Add ][ Remove ]

[ ok || cacel |[ Hep

Section 2: Login to Fedoral4

1. Start Fedorald4 VM Instance
o Instructions:

1. Start Up VMWare Player
2. Select Fedorali
3. Play virtual machine



fedoraiqg

State:
OS:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

&

Play virtual machine

~

Edit virtual machine settings

2. Login to Fedoral4

o

Instructions:

1. Login: student
<whatever you set it to>.

2. Password:



password: ||

Cancel

B | engiish United States) | v =% |USA Sun 10:42 AM

Sl T e

Section 3: Open Console Terminal and Retrieve IP Address

1. Start a Terminal Console
o Instructions:

1. Applications --> Terminal



| W x oo addnt (xasd

Y Accessories
[ Games

% Graphics
(&) Intemet
%4 office

) Sound & Video

Places System @& (o 7

: S\

- B Automatic Bug Reporting Tool

= CD/DVD Creator

'S, Déja Dup Backup Tool
&) Disk Usage Analyzer
= Disk Utility

@ stLinux Troubleshooter
&= Software Log Viewer

B System Monitor

.i_'" D wa~ W LN

Use the command line

To drect input 1o this vitual machine, press Q4G

2. Switch user to root

e}

Instructions:
1. su - root

Sun Apr 1, 10:45 AM  Stude

g [
EPEL T EEE vmware

2. <Whatever you set the root password to>



root@Fedorald:~

File Edit View Search Terminal Help

[student@Fedorald ~]$ su - root
Password:
[root@Fedorals ~]# |

3. Get IP Address
o Instructions:
1. ifconfig -a
o Notes:
* As indicated below, my IP address is 192.168.1.106.
= Please record your IP address.



File Edit View Search Temminal Help
[root@Fedoral4 ~]# ifconfig -a

etho

lo

Link encap:Ethernet HwWaddr 00:0C:29:81:54:42

inet addr:[CEISUEIRWBLE Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe81:5442/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1

RX packets:2893 errors:0 dropped:0 overruns:0 frame:0

TX packets:366 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1060

RX bytes:546934 (534.1 KiB) TX bytes:58291 (56.9 KiB)
Interrupt:19 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.06.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:48 errors:0 dropped:0 overruns:® frame:0
TX packets:48 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:@

RX bytes:3520 (3.4 KiB) TX bytes:3520 (3.4 KiB)

[root@Fedorald ~1# |}

| B root@Fedorald:~ || @ Google - Mozilla Firefox |

o drect input 1o this vitual machine, press QirteG. A Yy W0 are

Section 4: Configure BackTrack Virtual Machine Settings

1. Open Your VMware Player

Instructions:
1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit BackTrack Virtual Machine Settings

Instructions:
1. Highlight BackTrack5R1
2. Click Edit virtual machine settings



are Payer Hie v Vit

BackTrack5R1

State: Powered Off

0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512MB

KJ_P‘D Play virtual machine

.2 r
j"’ Edit virtual machine settings @

3. Edit Network Adapter

e}

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Do not Click on the OK Button.



Device Summary Device status
% Memory 512 M8 e Connected
[ Processors 1 ¥ Connect at power on
aHard Disk (SCSI) 20GB
*)CD/OVD (IDE)  Auto detect lfummmnmmm
&4 Floppy Auto detect 2. W @ sridged: Connected directly to the physical network
Network Adapter  Bridged 7] Repicate piysical e o
ry mc::u e AR () NAT: Used to share the host's IP address
= printer Present ©) Host-only: A private network shared with the host
Woisplay Auto detect © LAN segment:
[UW$mmmsm][Nhunu"J
L;F“"' ][Anmwngj
[ o< J[ canca ]|

Section 5: Login to BackTrack

1. Start BackTrack VM Instance

o

Instructions:
1. Start Up VMWare Player
2. Select BackTrack5R1
3. Play virtual machine



gU BadTraksR1

RAM:

BackTrack5R1
State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine

512 MB

EE Play virtual machine @

2. Login to BackTrack
o Instructions:

1. Login: root

g
& Editvirtual machine settings

2. Password: toor or <whatever you changed it to>.



- BackTrackSR1 - VMware Player File ~ Virtual Machine ~ Help ~ —_

3.3125671 Copyright (c) 1999 8 LSI Corporation
3.3134561 FDC © is a post-1991 82077
3.3408771 pcnet3Z2: penet3Z.c:vl.35 21 .Apr.2008 tsbogend@alpha.franken.de
3.3605671 pcnet3Z 0000:02:01.0: PCI INT A -> GSI 19 (level, low) -> IRQ 19
3.3648711 agpgart-intel 0000:00:00.0: Intel 440BX Chip
3.3685321 pcnet3Z: PCnet/PCI I1 79C970A at OxZ2000, 190:13:78 assigned IRQ 19
: agpgart-intel ©000:00 : AGP aperture is )
pcnet3Z2: etho: registered as PCnet/PCI 11 79C970A
3. pcnet3Z2: 1 cards_found
3.4046911 Fusion MPT SPI Host driver 3.04.18
3.408410) nptspi 0000:00:10,0: PCI INT A -> GSI 17 (level, low) -> IRQ 17
3.408733]1 mptbas io Initiating bringup
3.4882821 iocO: LSIS3C1030 BO: Capabilities={Initiator}
3.6561801 s y iocO: L 3C1030 BO, FuRev=01032920h, Ports=1, Max()=128, IRQ=17
7161 scsi 2:0:0:0: Direct-ficcess UNware, VUMuware Virtual S 1.0 PQ: © ANSI:
i targe :0: Begimning Domain Validation
targe ):0: Domain Validation skipping write tests
. - >si targetZ:0:0: Ending Domain Validation
3.787761) :0:0: FAST-40 WIDE SCSI1 80.0 MBrss ST (25 ns, offset 127)
3.794467) s 0 [sdal 41943040 512-byte logical blocks: (21.4 GB/20.0 GiB)
3.795671]) sd 0:0: [sdal Write Protect is off
J.795811) s 0:0:0: [sdal Cache data unavailable
. 7958811 sd [sdal] Assuming drive cache: write through
3.800343] s 101 : Attached scsi generic sgl type ©
3.801376]) sd 2:0:0:0: [sdal Cache data unavailable
( sdal Assuming drive cache: write through
3.8556261 : sdaZ < sdaS >
3.883776]1 s¢ 0:0: [sdal Cache data unavailable
3.8875051 sd 2 : [sdal Assuming drive cache: write through
3.887577]1 sd 2:0: : [sdal Attached SCSI disk

BBackTrack 5 Ri Code Name Revolution 3Z bitbt ttyl

bt login: root
jPassword:

o [[Todrect input to thes vitual machine. press Cut«G. [ o - - T =y s ol L

3. Bring up the GNOME
o Instructions:

1. Type startx



. BackTrackSR1 - VMware Player  File v Victual Machie = Help = -

PPOPR P —— PO - e —————
¢} [T demet rvn 10 then vl maachirn ermes OideGs B __f IFRGRJL W A e

Section 6: Open Console Terminal and Retrieve IP Address

1. Open a console terminal
o Instructions:

1. Click on the console terminal



lackTra R1 ‘ File + Virts D " .
5 s AT, % AU

s System [+ | Wed Dec 7, 7:08 AM

|
!
:
\

ce bhack | traclk [=

— e =

Todredrww&umrnod-ne.mw |
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2. Get IP Address
o Instructions:
l. ifconfig -a
o Notes:
» As indicated below, my IP address is 192.168.1.105.
» Please record your IP address.



Sun Mar 18, 10:51 AM

root@bt: ~

root@bt:-# ifconfig -a
ethe Link encap. Waddr 06:0¢:29:96:13:78
1¢ Bl Bcast:192.168.1.255 Mask:255.255.255.0
grs29ff:fe90:1378/64 Scope:Link
up BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:870 errors:0 dropped:@ overruns:0 frame:0
TX packets:118 errors:@ dropped:@ overruns:® carrier:0
collisions:0 txqueuelen:1600
RX bytes:105401 (185.4 KB) TX bytes:27674 (27.6 KB)
Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.6.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:113 errors:0 dropped:® overruns:@ frame:@
TX packets:113 errors:0@ dropped:® overruns:8 carrier:0
collisions:® txqueuelen:®
RX bytes:7793 (7.7 KB) TX bytes:7793 (7.7 KB)

root@bt:-# ]

[root@bt: /pentest/exp.. [root@bt: ~] =1 root@bt: ~ ‘f' =

EREL T e vmware

Section 7: Start Nikto

1. Start nikto
o Instructions:
1. Applications —--> BackTrack —--> Vulnerability Assessment --
Application Assessment --> Web Vulnerability Scanners -->



L3

N\ Aol Places System ) Sun May 20, 9:40 AM &

T BackTrack » Q, Information Gat
+ Tm Winerability Assessment

# Exploitatior

155 Web Vulnerability Scanners

{
~+ Forens
|

&5~-’,w'7',"

< i

[root@bt: ~]

2. Update nikto
o Instructions:

1. ./nikto.pl -update



o | Sun May 20, 9:51AM &

root@bt: /pentest/web/nikto

root@bt: /pentest/web/nikto# ./nikto.pl -update
Retrieving 'db variables'
Retrieving 'db favicon'
Retrieving 'db _server msgs'
Retrieving ‘nikto_robots.plugin’

Retrieving ‘nikto cookies.plugin'

Retrieving 'db tests'

Retrieving ‘db outdated’

Retrieving ‘CHANGES.txt'

CIRT.net message: Please submit Nikto bugs to http://trac2.assembla.com/Nikto 2/report/2
root@bt: /pentest/web/nikto#

E 20K 0 BT E S T R

[root@bt

~]
To denct input 10 this vitual machine, press Qirf+G.

1 root@bt: /pentest/weby...

e L I EEEEs ymware

—

3. Show Options

e}

Instructions:
1. ./nikto.pl -help



N

N\ Applications Places System &)f] Sun May 20, 9:54 AM &

¥ X root@bt: /pentest/web/nikto

root@bt: /pentest/web/nikto# ./nikto.pl -help
Unknown option: help

-config+ Use this config file

-Cgidirs+ scan these CGI dirs: 'none', ‘'all', or values like */cgi/ /cgi-a/"
-dbcheck check database and other key files for syntax errors
-Display+ Turn on/off display outputs

-evasion+ ids evasion technique

-Format+ save file (-o) format

-host+ target host

-Help Extended help information

-id+ Host authentication to use, format is id:pass or id:pass:realm
-list-plugins List all available plugins

-mutate+ Guess additional file names

-mutate-options+ Provide extra information for mutations

-output+ Write output to this file

-nocache Disables the URI cache

-nossl Disables using SSL

-no4e4 Disables 404 checks

-port+ Port to use (default 80)

-Plugins+ List of plugins to run (default: ALL)

-root+ Prepend root value to all requests, format is /directory
-ssl Force ssl mode on port

-Single Single request mode

-timeout+ Timeout (default 2 seconds)

-Tuning+ Scan tuning

-update Update databases and plugins from CIRT.net

-vhost+ virtual host (for Host header)

-Version Print plugin and database versions

+ requires a value

Note: This is the short help output. Use -H for full help.

[root@bt: ~] =] root@bt: /pentest/web)... e =]
To direct input to this virtual machine, press Q<G EENSL O T I EEEES  vmware

4, Scan with nikto
o Instructions:
1. ./nikto.pl -host http://192.168.1.106/dvwa
o Notes:
* Replace 192.168.1.106 with the IP Address obtained in (Sec
Step 3)



system ). Sun May 20, 3:21PM &

* root@bt: /pentest/web/nikto

root@bt: /pentest/web

ikto# ./nikto.pl -host http://192.168.1.106/dvwa

*

Change this IP Address to
DVWA’s IP Address.

™~ [root@bt: ~] I~} root@bt: /pentest/web/... &) Problem loading page ? =3

To retum to your computer. prass QireAR. EEL s I EEERs  vmware

5. View nikto Scan Results
o Notes:

0. Right away Nikto is not only able to identify the Apache b
version, but also it is outdated.

1. In addition, Nikto identifies the operating system as Fedc
the version of PHP.

2. Nikto, also displays various vulnerabilities whose explane
found in the Open Source Vulnerabilities Database.



http://osvdb.org/

2 BackT

\ Applications Places System $@)f"] Sun May 20, 3:39PM &

x root@bt: /pentest/web/nikto

root@bt: /pentest/web

/nikto# ./nikto.pl -host http://192.168.1.106/dvwa

- Nikto v2.1.4

+ Target IP: 192.168.1.106 __-0 Web Server

+ Target Hostname: 192.168.1.166 ' @ Operating System
+ Target Port: 80 = /f

+ Start Time: _2ﬂ}2”95 21 15'23:49

+ Server: lApache/Z 2 17](Fedorai} ,/l

+ Retrieved x-powered-by header: PHP/5.3.8

+ Root page / redirects to: log(n.php
+
+

No CGI Directories found (yse '-C all' to force check all possible dirs)

robots.txt contains 1 entry which should be manually viewed.

Apache/2.2.17 lappears to be outdated|(current is at least Apache/2.2.19). Apache 1.3.42 (final rele:
e) and 2.0.64 are also current.

+ ETag header found on server, inode: 135299, size: 26, mtime: Ox48le4a383ded8o

+ Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE

+¢OSVDB 877: P TRACE method is active, suggesting the host is vulnerable to XST

+|0SVDB-3268: /dvwa/config/: Directory indexing found.

l/confzg/ Configuration information may be available remotely.

+/0SVDB- 12184: /index.php?=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C16000: PHP reveals potentially sensitive
nfornatlon v1 certain HTTP requests that contain specific QUERY strings.

+| OSVDB 3268:| /config/:—Directory indexing found.

+ OSVDB 3268:| /dvwa/docs/: Directory indexing—found.
+/0SVDB-3268:| /docs/: Directory indexing found.
+|0SVDB-3692:| /CHANGELOG. txt: A changelog was found.
/login.php: Admin login page/section found.

6456 items checked: 1 error(s) and 14 item(s) reported on remote host
End Time: 2012-05-21 15:24:43 (63 seconds)

1 host(s) tested

root@bt: /pentest/web/nikto# l

—® Open Source Vulnerability Database

[root@bt: ~] ] root@bt: /pentest/weby... &) Problem loading page e =

To drect irput o this vrtual machine, press Cir+G. EEL TR vmware

Section 8: OSVDB-877: Use Telnet to Grab Webserver and Operating System Ban

1. Use Telnet to Grab Banner
o Instructions:
1. telnet 192.168.1.106 80
* Replace 192.168.1.106 with DVWA's IP Address found ir
3, Step 3).
* Where 80 is the default Webserver Report.
2. GET index.html
o Notes:
» Although the webserver responds back with a "400 Bad Reque
does provide the Webserver and Operating System Banner.
= OSVDB-877
= RFC compliant web servers support the TRACE HTTP method, which
flaw that may lead to an unauthorized information disclosure. T

method is used to debug web server connections and allows the c
what is being received at the other end of the request chain.


http://www.osvdb.org/877

., 3

"\ Applications Places System &&)f] Sun May 20, 4:33PM &

* root@bt: /pentest/web/nikto

root@bt: /pentest/web/nikto# telnet 192.168.1.106 80 <N
Trying 192.168.1.166... —_"_ ;

Connected to 192.168.1.1606.
Escape character js '~]'. DVWA IP  Webserver Port,

GET index.html Address Default is 80

<!DOCTYPE HTML PUBLIC *-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>400 Bad Request</title>

</head><body>

<hl>Bad Request</hl>

<p>Your browser sent a request that this server could not understand.<br />
</p>
<hr>
<addressiApache/2.2.17 (Fedora)| Server at ::1 Port 86</address>
</body></him(>

Connection closed by foreign host.

root@bt: /pentest/web/nikto# [] Webserver / Operating System Banner

™ [-] root@bt: Jpentest/web/... [] root@bt: /pentest/weby. ) Problem loading page ... f a
To direct input 80 this virtual machine. press Qir«G. ERsic TS EEEEE vmware

Section 9;: OSVDB-3268: /dvwal/config/: Directory indexing found:

1. Browse /dvwa/config with Firefox
o Instructions:
1. firefox http://192.168.1.106/dvwa/config
o Notes:
* Replace 192.168.1.106 with the IP Address obtained in (Sec
Step 3)



&, sunMay 20, 9:20 P

X root@bt: ~

root@bt:-# firefox http://192.168.1.106/dvwa/config]]

*

Replace 192.168.1.106
with DVWA's IP Address

g+ i Y O el 5 5

2. Investigate /dvwa/config
o Instructions:
0. Click on config.inc.php
o Notes:

0. When a web directory does not contain index.html, index.pt
then all files in that directory will be displayed.

1. Note, you should never allow a configuration directory to
available to the public.

2. OSVDB-3268

® Directory indexing has been found to be enabled on the web serv
there is no known vulnerability or exploit associated with this
reveal sensitive or "hidden" files or directories to remote use
in more focused attacks.



http://www.osvdb.org/3268

s Places System AP & sunMay 20, 9:25P

x Index of /dvwa/config - Mozilla Firefox

" Index of /dvwajconfig e

8 | | nhttp:/192.168.1.106/dvwa/config/ v e (v coQ @ »
Index of /dvwa/config

Name Last modified Size Description

o Parent Directory
%) config.inc.php <@@EMpr-2012 19:40 588

Apache/2.2.17 (Fedora) Server at 192.168.1.106 Port 80

= [5] root@bt: ~ " Index of /dvwa/config -... ¥,

To drect input to this vitual machine, press QG ERTLCE TR vnware

3. Nothing Happened?
o Note:
0. The config.inc.php produced nothing.
1. Typically php, perl, asp, etc script will execute as desic
will not produce output.



Places System )] 2 sunMay 20, 9:30°P

x Mozilla Firefox

] root@bt: ~ £) Mozilla Firefox

o Y I 5

4. Let's test for a tilde
o Instructions:
0. http://192.168.1.106/dvwa/config/config.inc.php~
» Place a tilde(~) after .php
o Notes:
0. Some applications create a backup file of the file you are
with a "~" following it.
1. The contents of the php file are displayed to the screen,
Web Server does not recognize a file as a php script becat
with "~".



& sunMay 20, 9:39P

Mozilla Firefox

http://192.168.1...config.inc.php~

< 8 | http:/192.168.1.106/dvwa/config/config.inc.phpx viel [y coq| €y =

<?php Place a tilde after .php

# If you are having problems connecting to the MySQL database and all of the variables below are correct
# try changing the 'db_server' variable from localhost to 127.0.0.1. Fixes a problem due to sockets.

# Thanks to digininja for the fix.

# Database management system to use

$OBMS = "MySQL':
#30BMS « 'PGSQL";

# Database variables

$_DWNA = array();

$_OWA[ "db_server' | = ‘localhost’:
§_OWR( “db_datebase’ 1 = “dvva’; <@ Potential Password Information
$_OWA[ ‘db_user' | = 'root';

$_DWWA[ 'db_password' ]| = 'dvwaPASSNORD':

# Only needed for PGSQL
$_OWA[ ‘db_port' | = '5432';

7>

=] root@bt: ~ ) Mozilla Firefox

1 Y iy O (I et

Section 10: Proof of Lab

1. Proof of Lab
o Proof of Lab Instructions:
1. On BackTrack, pull up a terminal window.
2. cd /pentest/web/nikto
3. ./nikto.pl -host http://192.168.1.106/dvwa 2>&1 > /var/tmg
* Replace 192.168.1.106 with DVWA's IP Address obtainec
(Section 3, Step 3).
4, 1s -1 /var/tmp/nikto.txt
date
6. echo "Your Name"
» Replace the string "Your Name" with your actual name.
» e.g., echo "John Gray"
7. Do a <PrtScn>
Paste into a word document
9. Upload to Moodle

on

o



& sun May 20, 10:36 P

x root@bt: /pentest/web/nikto

root@bt: /# cd /pentest/web/nikto/
root@bt: /pentest/web/nikto#
root@bt: /pentest/web/nikto# ./nikto.pl -host http://192.168.1.106/dvwa 2>&1 > [
root@bt:/pentest/web/nikto#

root@bt: /pentest/web/nikto# s -1 /var/tmp/nikto.txt

“rw-r--r-- 1 root root 1681 2012-65-20 22:36 /var/tmp/nikto.txt

root@bt: /pentest/web/nikto#

root@bt: /pentest/web/nikto# date

Sun May 20 22:36:32 (DT 2012

root@bt:/pentest/web/nikto#

root@bt: /pentest/web/nikto# echo "Your Name"

Your Name

root@bt: /pentest/web/nikto# [J

= =] root@bt: ~ ) Index of /dvwajdocs - 1 root@bt: /pentest/we root@bt: /pentest/webyni
ERNEL T S e




