(Damn Vulnerable Web App (DVWA))

{ Burp Suite, Spider Function }

Section 0. Background Information

1. What is Damn Vulnerable Web App (DVWA)?

o Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application t
damn vulnerable.

o Its main goals are to be an aid for security professionals to t
skills and tools in a legal environment, help web developers be
understand the processes of securing web applications and aid
teachers/students to teach/learn web application security in a
environment.

2. What is Burp Suite?
o Burp suite is a java application that can be used to secure or
applications. The suite consists of different tools, like a prc
a web spider an intruder and a so called repeater, with which z
can be automated.

3. Pre-Requisite Labs
o Damn Vulnerable Web App (DVWA): Lesson 1l: How to Install DVWA in Fedora 14
o BackTrack: Lesson 1: Installing BackTrack 5 Rl

4. Lab Notes

o In this lab we will do the following:
We will configure Firefox to use Burp Suite as its Proxy
We will configure Burp Suite to accept requests from Firef
We will use Burp Suite to spider the DVWA web application.
We will conduct a very simple forensics investigation on E
Web Server, in which the DVWA web application resides.

o PE

5. Legal Disclaimer
o As a condition of your use of this Web site, you warrant to
computersecuritystudent.com that you will not use this Web site
purpose that is unlawful or that is prohibited by these terms,
conditions, and notices.


http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson1/index.html
http://www.computersecuritystudent.com/UNIX/BACKTRACK/lesson1/index.html

In accordance with UCC § 2-316, this product is provided with '
warranties, either expressed or implied." The information contse
provided "as-is", with "no guarantee of merchantability."

In addition, this is a teaching website that does not condone n
behavior of any kind.

Your are on notice, that continuing and/or using this lab outsi
"own" test environment is considered malicious and is against t
© 2012 No content replication of any kind is allowed without e:
written permission.

Section 1: Configure Fedoral4 Virtual Machine Settings

1. Open Your VMware Player

o

Instructions:
1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit fedoral4 Virtual Machine Settings

o

Instructions:
1. Highlight fedorald
2. Click Edit virtual machine settings



fedoraiqd

State:
0S:
Version:
RAM:

Powered Off

Red Hat Linux
Workstation 6.5-7.x virtual machine
640 MB

[_E{l} Play virtual machine

Q
& Editvirtual machine settings

3. Edit Network Adapter

o

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.



Hardware | Options

Device Summary De\noe status
% Memory 512M8 {_|Connected
[ Processors 1 [V] Connect at power on
mHard Disk (SCSI) 20GB .
£, CD/DVD (IDE) Auto detect Nﬁmﬂqnwwm
=4 Floppy Auto detect 2. WP © Bridged: Connected drrectly to the physical network
[P Reptcate physcal network connecton stae
e
U;;;mc::'" s ©) NAT: Used to share the host's IP address
=:printer Present ) Host-only: A private network shared with the host
Boisplay Auto detect & iiii 5
(LAN Segments... | [ Advanced...
L Add... ][ Remove ]

[ ok || cacel |[ Hep

Section 2: Login to Fedoral4

1. Start Fedorald4 VM Instance
o Instructions:

1. Start Up VMWare Player
2. Select Fedorali
3. Play virtual machine



fedoraiqg

State:
OS:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

&

Play virtual machine

~

Edit virtual machine settings

2. Login to Fedoral4

o

Instructions:

1. Login: student
<whatever you set it to>.

2. Password:



password: ||

Cancel

B | engiish United States) | v =% |USA Sun 10:42 AM

Sl T e

Section 3: Open Console Terminal and Retrieve IP Address

1. Start a Terminal Console
o Instructions:

1. Applications --> Terminal



| W x oo addnt (xasd

Y Accessories
[ Games

% Graphics
(&) Intemet
%4 office

) Sound & Video

Places System @& (o 7

: S\

- B Automatic Bug Reporting Tool

= CD/DVD Creator

'S, Déja Dup Backup Tool
&) Disk Usage Analyzer
= Disk Utility

@ stLinux Troubleshooter
&= Software Log Viewer

B System Monitor

.i_'" D wa~ W LN

Use the command line

To drect input 1o this vitual machine, press Q4G

2. Switch user to root

e}

Instructions:
1. su - root

Sun Apr 1, 10:45 AM  Stude

g [
EPEL T EEE vmware

2. <Whatever you set the root password to>



root@Fedorald:~

File Edit View Search Terminal Help

[student@Fedorald ~]$ su - root
Password:
[root@Fedorals ~]# |

3. Get IP Address
o Instructions:
1. ifconfig -a
o Notes:
* As indicated below, my IP address is 192.168.1.106.
= Please record your IP address.



File Edit View Search Temminal Help
[root@Fedoral4 ~]# ifconfig -a

etho

lo

Link encap:Ethernet HwWaddr 00:0C:29:81:54:42

inet addr:[CEISUEIRWBLE Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe81:5442/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1

RX packets:2893 errors:0 dropped:0 overruns:0 frame:0

TX packets:366 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1060

RX bytes:546934 (534.1 KiB) TX bytes:58291 (56.9 KiB)
Interrupt:19 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.06.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:48 errors:0 dropped:0 overruns:® frame:0
TX packets:48 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:@

RX bytes:3520 (3.4 KiB) TX bytes:3520 (3.4 KiB)

[root@Fedorald ~1# |}

| B root@Fedorald:~ || @ Google - Mozilla Firefox |

o drect input 1o this vitual machine, press QirteG. A Yy W0 are

Section 4: Configure BackTrack Virtual Machine Settings

1. Open Your VMware Player

Instructions:
1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit BackTrack Virtual Machine Settings

Instructions:
1. Highlight BackTrack5R1
2. Click Edit virtual machine settings



are Payer Hie v Vit

BackTrack5R1

State: Powered Off

0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512MB

KJ_P‘D Play virtual machine

.2 r
j"’ Edit virtual machine settings @

3. Edit Network Adapter

e}

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Do not Click on the OK Button.



Device Summary Device status
% Memory 512 M8 e Connected
[ Processors 1 ¥ Connect at power on
aHard Disk (SCSI) 20GB
*)CD/OVD (IDE)  Auto detect lfummmnmmm
&4 Floppy Auto detect 2. W @ sridged: Connected directly to the physical network
Network Adapter  Bridged 7] Repicate piysical e o
ry mc::u e AR () NAT: Used to share the host's IP address
= printer Present ©) Host-only: A private network shared with the host
Woisplay Auto detect © LAN segment:
[UW$mmmsm][Nhunu"J
L;F“"' ][Anmwngj
[ o< J[ canca ]|

Section 5: Login to BackTrack

1. Start BackTrack VM Instance

o

Instructions:
1. Start Up VMWare Player
2. Select BackTrack5R1
3. Play virtual machine



gU BadTraksR1

RAM:

BackTrack5R1
State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine

512 MB

EE Play virtual machine @

2. Login to BackTrack
o Instructions:

1. Login: root

g
& Editvirtual machine settings

2. Password: toor or <whatever you changed it to>.



- BackTrackSR1 - VMware Player File ~ Virtual Machine ~ Help ~ —_

3.3125671 Copyright (c) 1999 8 LSI Corporation
3.3134561 FDC © is a post-1991 82077
3.3408771 pcnet3Z2: penet3Z.c:vl.35 21 .Apr.2008 tsbogend@alpha.franken.de
3.3605671 pcnet3Z 0000:02:01.0: PCI INT A -> GSI 19 (level, low) -> IRQ 19
3.3648711 agpgart-intel 0000:00:00.0: Intel 440BX Chip
3.3685321 pcnet3Z: PCnet/PCI I1 79C970A at OxZ2000, 190:13:78 assigned IRQ 19
: agpgart-intel ©000:00 : AGP aperture is )
pcnet3Z2: etho: registered as PCnet/PCI 11 79C970A
3. pcnet3Z2: 1 cards_found
3.4046911 Fusion MPT SPI Host driver 3.04.18
3.408410) nptspi 0000:00:10,0: PCI INT A -> GSI 17 (level, low) -> IRQ 17
3.408733]1 mptbas io Initiating bringup
3.4882821 iocO: LSIS3C1030 BO: Capabilities={Initiator}
3.6561801 s y iocO: L 3C1030 BO, FuRev=01032920h, Ports=1, Max()=128, IRQ=17
7161 scsi 2:0:0:0: Direct-ficcess UNware, VUMuware Virtual S 1.0 PQ: © ANSI:
i targe :0: Begimning Domain Validation
targe ):0: Domain Validation skipping write tests
. - >si targetZ:0:0: Ending Domain Validation
3.787761) :0:0: FAST-40 WIDE SCSI1 80.0 MBrss ST (25 ns, offset 127)
3.794467) s 0 [sdal 41943040 512-byte logical blocks: (21.4 GB/20.0 GiB)
3.795671]) sd 0:0: [sdal Write Protect is off
J.795811) s 0:0:0: [sdal Cache data unavailable
. 7958811 sd [sdal] Assuming drive cache: write through
3.800343] s 101 : Attached scsi generic sgl type ©
3.801376]) sd 2:0:0:0: [sdal Cache data unavailable
( sdal Assuming drive cache: write through
3.8556261 : sdaZ < sdaS >
3.883776]1 s¢ 0:0: [sdal Cache data unavailable
3.8875051 sd 2 : [sdal Assuming drive cache: write through
3.887577]1 sd 2:0: : [sdal Attached SCSI disk

BBackTrack 5 Ri Code Name Revolution 3Z bitbt ttyl

bt login: root
jPassword:

o [[Todrect input to thes vitual machine. press Cut«G. [ o - - T =y s ol L

3. Bring up the GNOME
o Instructions:

1. Type startx



= BackTradGR1 - Vidware Player., fle v, Victuat Maches .= Help, >

e a ————— ~ v -  pera T MY - N WP P T
O ﬁéh}m‘lchn‘_ﬂ'ﬂ?" orass Ol B . IRl (WY L

Section 6: Open Console Terminal and Retrieve IP Address

1. Open a console terminal
o Instructions:

1. Click on the console terminal



lackTra R1 ‘ File + Virts D " .
5 s AT, % AU

s System [+ | Wed Dec 7, 7:08 AM

|
!
:
\

ce bhack | traclk [=

— e =

Todredrww&umrnod-ne.mw |
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2. Get IP Address
o Instructions:
l. ifconfig -a
o Notes:
» As indicated below, my IP address is 192.168.1.105.
» Please record your IP address.



laces Systerm | Sun Mar 18, 10:51 AM

root@bt: ~

root@bt:-# ifconfig -a
etho Link encaps Hiaddr 00:0¢:29:90:13:78
1¢ S| Bcast:192.168.1.255 Mask:255.255.255.0
grr29ff:fe90:1378/64 Scope:Link
up BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:870 errors:0 dropped:@ overruns:0 frame:0
TX packets:118 errors:@ dropped:@ overruns:® carrier:0
collisions:0 txqueuelen:1600
RX bytes:105401 (185.4 KB) TX bytes:27674 (27.6 KB)
Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.6.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:113 errors:0 dropped:® overruns:@ frame:@
TX packets:113 errors:0@ dropped:® overruns:8 carrier:0
collisions:® txqueuelen:®
RX bytes:7793 (7.7 KB) TX bytes:7793 (7.7 KB)

root@bt:-# ]

[root@bt: /pentest/exp.. [root@bt: ~] ) root@bt: ~ 2

ERE) T ele  vmware

Section 7: Configure Firefox Proxy Settings

1. Start Firefox
o Instructions:

1. Click on Firefox



k Sl W e W & SR TN e
i \ Applications wed Apr 11, 11:30

2. Preferences
o Instructions:

1. Edit --> Preferences



i i it Jtust Machine. > Lidp, > = C
\ Applications Places System &) Mon May 14, 6:23 AM

} ~ v x Welcome To Backtrack 5 - Commercial - Mozilla Firefox
‘ File Edit View History Bookmarks Tools Help

v tri+ -
: s findex.html 4 Q .nA -

“The quieter yo

' 2, to Back|Track 5

the more you ¢

INFORMATION ONLINE TOOLS ARCHIVES ANONYMITY PASSWORD

Professional Training and Tools for Security Specialists B a C k ! T r
(o 2l SINICQA NV 2® (=

www.offensive-security.com

OFFENSIVE SECURITY

line Training s
are tailo

[root@bt: ~]

- [91 ~W,¢J, ol

3. Preferences

@)

Instructions:
1. Click on Advanced
2. Click on the Network Tab
3. Click on the Settings Button



:
Welcome To §

| T

5]

Wel

Professio

[root@bt: ~] [root@bt: /p... [root@bt: /p... &) Welcome To...

To drect nput to this vitual machine. press Qd«G.

* Firefox Preferences

TR L

General Tabs Content Applications Privacy Securnty

General Network | Update Encryption

Conneca

Configure how Firefox connects to the Intemet

Offline Storage
Your cache is currently using 252 KB of disk space

] Qverride automatic cache management

# Tell me when a website asks to store data for offline use
The following websites have stored data for offline use:

Mon May 14, 6:25 AM

Sl Advanced
ﬁ eter yo

"© YOou 2

settings... |
Clear Now PASSWORD:

Exceptions... ‘

Close

BT Current workspace: "Desk

-

TR o

4. Preferences
o Instructions:

1.

o oA W

Type

Click on Manual proxy configurations
Type "127.0.0.1" in the HTTP Proxy Text Box

"8080" in the Port Text Box

Check Use the proxy server for all protocols
Click OK
Click Close



Wel

Professio

OFFENS

Connection Settings

) No proxy

Configure Proxies to Access the Internet

7) Auto-detect proxy settings for this network

HTTP Proxy:

i

Help

O Use system proxy settings
© [Manual proxy configuration:

Mon May 14, 6:28 AM

‘1N001i§.

Use this proxy server for all protocols

No Proxy for: | localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
0 Automatic proxy configuration URL:

Port:

I
Cancel 9 OK |

goso |* |
A\

Help

[root@bt: ~]

To retum to your compater, press Cirds AR

[root@bt: /p...

[root@bt: /p...

) Welcome To...

)

¢ Close

£ Firefox Pref... s.

AT el

eter yo

-e you -

SASSWORD

| Tr

Section 8: Configure Burp Suite

1. Start Burp Suite
o Instructions:

1. Applications —--> Vulnerability Assessment —--> Web Applicat
Assessment —---> Web Vulnerability Scanner --> burpsuite



Mon May 14, 6:39 AM

ssessment

[root@bt: ~] [root@bt: /pentesty. Q wstoo [welcome To Backtr... i-

[ To deect inpet 10 this vitusal machine. press QteG. |

2. JRE Message
o Instructions:

1. Click OK



p————e

Mon May 14, 6:41 AM

{ x burp suite

Your JRE appears to be OpenjDK.
Burp has not been fully tested on this platform and you may experience problems.
[ ok |

A\

[root@bt: ~] [root@bt: /pen... [root@bt: /pen... [Welcome To ... burp suite i_

e —_———————————————————————————
To drect irput 10 this vitual machine, press Qrd+G | )

3. Configure proxy
o Instructions:

1. Click on the proxy tab
2. Click on the options tab
3. Verify the port is set to 8080



.,r—

hurp suite free edition v1.4
1 repeater window about

target proxy | spider | el intruder | repeater sequencer | decoder | comparer | options | alerts |

Cintercept | options | history |

proxy lislena

'V",’\‘"q? _port :|°°Pb3<‘.(.°"'Y:SUPPO"__""‘"SL-': redirect | cert [ | edit 9|
¥, 18080 v per-host e — X

i} ‘ ' ’ |_remove |

To add a new lstener, complete the relevant detalls and chick “add™.
local listener por{ ] [ add
[l listen on loopback interface only
|] support invisible proxying for non-prosy-aware clients
redirect to host:
redirect to port:
server SSL certificate:
J use a self-signed certificate
® generate CA-signed per-host certificates help "

generate a CA-signed certificate with a specific hostname:

() use a custom certficate (PKCS12):

4. Turn on intercept
o Instructions:

1. Click on the proxy tab
2. Click on the intercept tab

3. Click on the "intercept is on" button to change it to "int
of£"



” Thu May 17, 6:34 AM &

* bhurp suite free edition v1.4
1 repeater window about

burp Intr

(‘target | prony | spider | scanner |intruder | repeater | sequencer | decoder | comparer | options | alerts |

[ intercept | options [ history |

forward drop Lm(ercepllsoﬂ | action

s

’ ;< >_' 0 matcl

[root@bt: ~] § burp suite free edition ... e
EREl T eSS  vmware

Section 9: Spider with Burp Suite

1. Browse to DVWA's homepage
o Instructions:
1. http://IPADDRESS/dvwa/
* Replace IPADDRESS with the Fedora's IP Address obtair
(Section 3, Step 3).
2. Press <Enter>
3. Continue to Next Step.



A o

=

BackTrackSR1 - VMware Player File v Virtual Machine v Help ~ -
Applications Places System ')m Thu May 17, 6:40 AM &

Welcome, to Back|Track 5

* Welcome To Backtrack 5 - Commercial - Mozilla Firefox

e Edit View History Bookmarks Tools Hely

Welcome To Backtrack 5 - Com... B3

®© [ htpy192.168.1.106/dvwa| < B [ o) &

“The quieter you be

the more you are a

COMMERCIAL HELP INFORMATION ONLINE TOOLS ARCHIVES ANONYMITY PASSWORDS

Professional Training and Tools for Security Specialists B k T
ikt f e ack|Trac

security

www.offensive-security.com

=

OFFENSIVE SECURITY

[root@bt: ~) 4 burp suite free edition ... 'Ei ' Welcome To Backtrack... T =

I CEEUETEEEE  vmware

2. Target Host
Instructions:

o

@)

1
2

. Click on the target tab
. Click on the site map tab

Notes (FYI) :

3.

4.

Although the intercept is turned off you are still able tc
requests.

In addition, you are able to see the contents of the get v
including the PHPSESSID for /dvwa/login.php.

Notice, how a directory structure of the DVWA has been cre
the login page.

Continue to Next Step.



[“alerts |

et [ intruder | repeater | sequencer | decoder | comparer [ options

[ scope |

> hiding not found tems: hiding CSS. Image and general binary content: hiding 4xx responses; hiding empty folders

¢ hitp:/192.168.1.106| i host __method URL params status| length [MIME
¢ oy dvwa p:/192.16... GET _ lidwwa/login.php 1777 1200 11517 [HTML
0/ ' [http:/192.16... GET  /dwwal 1] o2 [a37. |
[} legin.php ‘

o http:/fsafebrowsing.clients.google.com
o= Mtp: IMWW.W3,0rg

i KB i |
| request |

||| response

|| raw [ headers | hex |

|FHTTP/1.1 302 Found

Date: Thu, 17 May 2012 11:38:55 GNT

Server: Apache/Z.2.17 (Fedora)

X~Povered-By: PHP/S5.3.8

Ser-Cookie: PHPSESSID=varlSidg)éaSécétuuk5rothrdd; pach=/
Expires: Thu, 19 Nov 1981 08:52:00 GNT
Cache-Control: no-store, no-cache, must-revalidace,
post-check=0, pre-check~D

Pragma: no-cache

Set-Cookie: security*high

Location: login.php

Content-Length: 0

Connection: close

Lell=]=]l 0 match

EREL TR vmware

3. Spider Configuration

Instructions:
3. Click on the spider tab
Click on the options tab
Click on radio button "automatically submit these credenti
Click on the request tab
username: admin
password: password

© N OA



e

N\ Applications Places System &) Thu May 17, 7:00 AM &

¥ * burp suite free edition v1.4
burp Intruder rep 1 window about

[target | proxy [ spider | scanoer [ intruder | repeater | sequencer | decoder | comparer [ options | alerts |

{ control | options |

: |
application iogln

don't submit login forms )

prompt for guidance
O handle as ordinary forms

® automatically submit these credentials:

ﬁusemame [admin «

password |password

spider engine

thread count 1o )
retries on network fallure 3
pause before retry (millis) (2000

| throttle between requests (millis)

request headers

e b~ LI 1 L - -

[root@bt: ~] % burp suite free edition ... ) Damn Vuinerable Web A )
To retum 10 your compser, press CideAR. EREL TR vmware

4, Spider Host
o Instructions:

0. Click on the target tab
1. Click on the site map tab

2. Click on the DVWA IP Address, then Right Click to display
utility menu.

3. Click on spider this host.
4. Continue to Next Step



Thu May 17, 7:05AM &

ruder repeater window about

[ target | proxy | spider | scannor |'intruder | repeater | sequencer | decoder | comparer | options | alerts |

| site map | scope |

F : hiding not found items; hiding €SS, image and general binary content; hiding 4xx responses; hiding empty folders

| ¢ http:/192.168,1.106: i host method URL [params status| length [MIME
¢ S dwa http://192.168.1.106/ [idvwallogin.php | 1200 1517  HTML
Ry | remove item from s ope ﬁEl' Vwray L[] 302 437 I
Qloomse gt S
o http://safebrowsing.¢ | R RETET
o= Mttp:/iwww.w3.0rg IR
engagement tools [pro version only] » |
compare site maps
expand branch
expand requested items n |
collapse branch t— =
deletpe host :S‘feﬂs.t_.‘_..
copy URLs in this host 5 [ hex |
copy links in this host Found

7 May 2012 11:38:55 GMT

v—ne/2.2.17 (Fedora)
X-Povered-By: PHP/S5.3.8
Set-Cookie: PHPSESSID~tarlSi4qifasSééfuukSrOthtdd; path=/
Expires: Thu, 1§ Nov 1981 08:52:00 GAT
Cache-Control: no-store, no-cache, must-revalidate,
post~-check~0, pre~-check=0
Pragma: no-cache
Set-Cookie: security~high
Location: login.php
Content-Length: O
Connection: close

save selected items

= Y| 0 match

root@bt: ~] 4 burp suite free edition ...

To dract inpet 10 this vitual machine, press Cirl+G.

o T e el

Spider Directory True Results
o Notes:

0. Notice that you now have a pretty accurate map of the DVWZ
1. Continue to next step.



burp intruder repeater window about
(‘target | proxy | spider | sconner | intruder | repeater | sequencer | decoder | comparer [ options [ alerts |

[ “site map f’ scpm

[Flher: hiding not found ftems; hiding CSS, Image and general binary content; hiding 4xx responses; hiding empty folders

http:/192.168.1.106! al}__host __ |method __ _URL status | length MIME
il <y = [ipin oz 16.. Ger — jdwmar , HTML
http://1 GET  dwwal. [HTML
o http:/192.16. _Idwwandoc=changelog (HTML
o 53/ http:/192.16... |G lrdwwarrdoc=copying I} [HTML
[ about.php http:/192.16... | [idvwatdoc=PHPIDSdicense | v 200  [4787  |HTML
9 2 dwa http:/192.16... [/dvwaridoc=readme | vl 200 [a787  HTML
@/ | |httpn92.16. Udwwafphpidsmon | 1200 (a787 WTML
o Qlcss http://192.1 dwaritest=t22><script>e... | | 200 |4787  |HTML
o 2)images http://192.16. ___lfdvwa/about.php b [200 5940 HTML
¢ 2 includes LJ 322 }f,?—? HP:L
- 33/ | )
¢ 3 DBMs response | request |
i < ‘headers | hex | html | render |
DEMS.php PRGN heacers | hwx | hend | render
NTTP/1.1 200 OK
gmgt';:z Date: Thu, 17 May 2012 11:38:55 GNT
Server: Apache/2.2.17 (Fedora)
[ awaPage.inc.php X-Powered-By: PHP/S.3.8
DMaPhplds.lnc.php Expires: Tus, 23 Jun 2009 12:00:00 GMNT
o~ 3js Cache-Control: no-cache, must-revalidate
- Pragma: no-cache
:shdad:able Content-Length: 1224
= ids_log.php Connection: close
o {83 Instructions.php Content-Type: text/html;charset=urt-0
o 33 login.php
logout.php
o 5% phpinfo.php L
o 33 security.php = Ji<l=] | 0 match

Inerable Web

% burp suite free edition

6. Spider Directory True Results

Instructions:
0. Click on the spider tab
1. Click on the control tab
2. Notice that 460+/- requests were made to the DVWA website.
3. Continue to Next Step
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Thu May 17, 713AM &

burp suite free edition v1.4
burp Intruder rep<gl window about

[“target | proxy | spider | scar {intruder | repeater | sequencer | decoder | comparer | options | alerts |
| control | options |
!ﬂddor running

To begin spidering, browse to the target application, then select one or
more nodes in the target site map, and choose "spider from here®,

] requests made 460 «

bytes transferred: 1,585,127

requests queued 0

forms queued: 0 | clear queues
O — |

spider scope
& use sulte scope [defined in target tab] "7:

use custom scope

)

[root@bt: ~] 4 burp suite free edition ... £ Damn Winerable Web

= T T

: View Scan Results on Fedora DVWA web server

1. Viewing Apache's Access Log
o Instructions:
Go to the Fedorald VM
Bring up a Terminal Windows
su - root
cd /var/log/httpd
tail -400 access log | more
= tail -400, means display the last 400 lines of the ar
access log. (I choose 400, because there 460 requests
DVWA dﬁring the spider action)
* more, means give it to me one screenful at a time.

ok wn P
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' ‘root@Fedorald:/var/log/httpd

File Edit View Search Terminal Help

[student@Fedorald ~]$ su - root

Password:

[root@Fedorald ~]#

[root@Fedorald ~]# cd /var/log/httpd/

[root@Fedoral4 httpd]#

[root@Fedorald httpd]# tail -480 access log | more ”

192.168.1.105 - - [17/May/2012:97:09:44 -0500] *GET /dvwa/dvwa/images/?C=M;0=0 HTTP/1.1" 200 2161 “http://]
2.168.1.106/dvwa/dvwa/images/?C=M;0=A" "Mozilla/4.6 (compatible; MSIE 7.0; Windows NT 6.6)"

192,168.1.105 - - [17/May/2012:07:09:44 -0500] *GET /dvwa/vulnerabilities/xss s/. HTTP/1.1" 200 5607 “http:
/192.168.1.186/dvwa/" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.90)"

192.168.1.105 - - [17/May/2012:07:09:44 -0560] *"GET /dvwa/vulnerabilities/xss s/ HTTP/1.1" 200 5607 "-" "Mc
illa/4.0 (compatible; MSIE 7.0; Windows NT 6.0)"

192.168.1.105 - - [17/May/2012:07:09:44 -0560] "GET /icons/a.gif HTTP/1.1* 200 246 "http://192.168.1.106/ic
ns/" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)"

192.168.1.105 - - [17/May/2012:07:09:44 -0500] *GET sicons/?C=N;0=D HTTP/1.1" 200 68393 "http://192.168.1.]
6/icons/" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.6)*

192.168.1.105 - - [17/May/2012:07:09:44 -0500] “GET /icons/a.png HTTP/1.1" 200 306 "http://192.168.1.106/1c
ns/" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.8)°

192.168.1.105 - - [17/May/2012:07:09:44 -0500] “GET /icons/alert.black.png HTTP/1.1" 260 293 “http://192.16
.1.106/1cons/" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)"

192.168.1.105 - - [17/May/2012:07:09:44 -0500] "GET /icons/alert.black.gif HTTP/1,1" 200 242 “"http://192.1€
.1.106/icons/" “"Mozilla/4.6 (compatible; MSIE 7.0; Windows NT 6.0)"

192.168.1.165 - - [17/May/2012:07:09:44 -0500] *GET /icons/?2C=S;0=A HTTP/1.1" 200 68393 "http://192.168.1.]
I6/1cons/' "Mozilla/4.8 (compatible; MSIE 7.9; Windows NT 6.6)*

192.168.1.185 - - [17/May/2012:067:09:44 -0500] “GET /icons/?C=M;0=A HTTP/1.1" 208 68393 "http://192.168.1.1
6/icons/" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)"

192.168.1.105 - - [17/May/2012:07:09:44 -0500) *GET /icons/alert.red.png HTTP/1.1" 200 314 “"http://192.168.
.106/icons/* “"Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)"

192.168.1.105 - - [17/May/2012:07:09:44 -0500] *GET /icons/alert.red.gif HTTP/1.1" 200 247 "http://192.168.
.186/icons/" "MozillaM 0 (compatible; MSIE 7.0; Windows NT 6.90)"

192.168.1.165 - [17/May/2012:07:09:44 -0500) “GET /icons/?C=D;0=A HTTP/1.1" 200 68393 "http://192.168.1.1]
§6/icons/" 'Honua/4 0 (compatible; MSIE 7.0; Windows NT 6.0)~

192.168.1.105 - - [17/May/2012:07:09:44 -0500] "GET /icons/apache pb.png HTTP/1.1" _ Click to switch to "Workspace

| I root@Fedorald:/var/lo... | Bl root@Fedorald:/var/lo... | 1 |

To direct nput 1o this vitual machine, press QrksG.

2. Viewing Apache's Error Log
o Instructions:
1. ¢cd /var/log/httpd
2. grep ‘date '+%a %b %d'" error log | head
» grep, search and print lines matching a certain patte
= “date '+%a %b %d'", display today's date where %a is
abbreviated weekday name, %$b is the abbreviated montt
%d is the abbreviated month name.
* error log, 1s apache's error log. Events go in this
(1) people/spiders are searching for something that n
exists or (2) people/spiders are sending passive/mali
instructions to a form.
* head, show me the first 10 lines.
3. Notice how the burpsuite spider is searching for fires the
exist.
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root@Fedorald:/var/log/httpd
File Edit View Search Terminal Help

[root@Fedorald httpd]# grep "date ‘+%a %b %d'" error log | head

grep: May: No such file or directory

grep: 17: No such file or directory

error_log:[Thu May 17 ©6:27:05 2012] [notice] SELinux policy enabled; httpd running as context system u:sys
em r:httpd t:s@

error _log:{Thu May 17
error_log:[Thu May 17
error_log:[Thu May 17
error_log:[Thu May 17
error_log:[Thu May 17
rmal operations

:27:05 2012] [notice] SuEXEC mechanism enabled (wrapper: /usr/sbin/suexec)

127:05 2012) [notice) Digest: generating secret for digest authentication .

:27:05 2012) [notice] Digest: done

127:06 2012] [warn] ./mod dnssd.c: No services found to register

:27:06 2012] [notice] Apache/2.2.17 (Unix) DAV/2 PHP/5.3.8 configured -- resuming r

& & 8883%

error_log:[Thu May 17 ©6:38:56 2012] [error] [client 192,168.1.105] |[File does not exist: Y/var/www/html/favi
on.ico

error_log:[Thu May 17 86:38:56 2012] [error] [client 192.168.1.105] |[File does not exist: Y/var/www/html/fav]
on.ico

error log:[Thu May 17 07:09:41 2012] [error] [client 192.168.1.105] |File does not exist: Y/var/www/html/robc
s.txt

error log:[Thu May 17 087:09:41 2012] [error] [client 192.168.1.105] Directory index forbidden by Options di
ective: /var/www/html/
[root@Fedorald httpd)# JJ

Ll root@Fedorald:/var/lo...| M root@Fedorald:/varflo... 1 |

To deact input 1o this vitual machine, press Qird+G.

Section 11: Clean Up Notes

1. On BackTrack's Firefox
o Instructions:

1. Edit --> Preferences



2. Edit Network Settings

e}

R

Mon May 14, 10:20 AM

Damn Vulnerable Web App (DVWA) v1.0.7 :: Welcome - Mozilla Firefox

3.1.106/dvwa/index.phpy

Flie Inclusion

SQL Injection

SQL Injection (Blind)

Instructions:

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) Is a PHP/MySQL web application that Is damn vuinerable. Its main ¢
are to be an aid for security professionals to test their skilis and tools in a legal environment, help web
developers better understand the processes of securing web applications and aid teachers/sludents to
teach/leam webd application securty In a class room environment

WARNING!

Damn Vulnerable Wed App Is damn vuinerable! Do not upload It to your hosting provider's public htmi folk
any intemet facing web server as It will be compromised, We recommend downloading and instaliing
onto a local maching Inside your LAN which is used solely for testing

Disclaimer

We do not take responsibility for the way In which any one uses this application. We have made the purp
the application clear and It should not be used maliciously. We have given wamings and taken measures
prevent users from Instaling DVWA on to live web servers. If your web server is compromised via an Ins
of DVWA 1t Is not our responsibllity It Is the responsibility of the persons who uploaded and installed It

General Instructions

The help button allows you 10 view hits/tips for each vulnerability and for each securily level on their resg
page

[ Untitled - Not

1. Click on Advanced
2. Click on Network Tab.
3. Click on Settings Button.
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Firefox Preferences

[ Damn Winerable
; —_— L3 =k e Q. b= e
@ smn [ =% « | |
General Tabs Content Applications Privacy Security

General | Network |Update Encryption

Com:ﬁe

Configure how Firefox connects to the Intemet

Offline Storage
Your cache is currently using 252 KB of disk space
[ Qverride automatic cache management

e

Tell me when a website asks to store data for offline use
The following websites have stored data for offline use:

To retum 10 your computer, peess Qe AR

Q

Sync

n May 14, 10:22 AM

[ Settings...|
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3. Configure Connection Settings

Instructions:
1. Click on
2. Click on
3. Click on

o

No proxy radio button
the OK Button
the Close button




Mon May 14, 10:24 AM

O No proxy

() Auto-detect proxy settings for this netyork

O Use system proxy settings
() Manual proxy configuration:
Oﬂlll
You
.
L | :
ml-—. Ad ‘ 4
XSS reflected | ) Automatic proxy configuration URL:
DVWA Securtt | Help Cancel || OK |
PHP Info
About Help » | Close

al &y s
[——
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Section 12: Proof of Lab

1. Proof of Lab
o Proof of Lab Instructions:

1.
2.
3.

~

On Fedora,
cd /var/log/httpd
grep “date '+%d/%b/%Y'"
= wc -1,
access_log.
date

echo "Your Name"

access_log
count how man lines grep found for today's dat

pull up a terminal window.

| we -1

» Replace the string "Your Name" with your actual name.

» e.g., echo "John Gray"
Do a <PrtScn>
Paste into a word document
Upload to Moodle



root@Fedorald:/var/log/httpd

File Edit View Search Terminal Help
[root@Fedorald ~]# cd /var/log/httpd/
[root@Fedorald httpd]#

[root@Fedorald httpd]# grep "date '+%d/%b/%Y'" access log | we -1
468

[root@Fedorald httpd]# date

Thu May 17 07:48:43 COT 2012
[root@Fedorald httpd]#

[root@Fedorald httpd]# echo *Your Name*
Your Name

[root@Fedorald httpd]# ]

Wll root@Fedoral/variio...
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