(Damn Vulnerable Web App (DVWA))

{ Burp Suite, Man-in-the-middle-attack }

Section 0. Background Information

e What is Damn Vulnerable Web App (DVWA)?

o Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application t
damn vulnerable.

o Its main goals are to be an aid for security professionals to t
skills and tools in a legal environment, help web developers be
understand the processes of securing web applications and aid
teachers/students to teach/learn web application security in a
environment.

e What is Burp Suite?
o Burp suite is a java application that can be used to secure or
applications. The suite consists of different tools, like a prc
a web spider an intruder and a so called repeater, with which z
can be automated.

e Pre-Requisite Labs
o Damn Vulnerable Web App (DVWA): Lesson 1l: How to Install DVWA in Fedora 14
o BackTrack: Lesson 1: Installing BackTrack 5 R1

e Lab Notes

o In this lab we will do the following:
We will configure Firefox to use Burp Suite as its Proxy
We will configure Burp Suite to accept requests from Firef
We will use Burp Suite to capture a PHPSESSID cookie.
We will create a curl statement to test a man-in-the-middl
We will use Firefox Cookies Manager+ to set up a man-in-tt
attack

abkrownE

e Legal Disclaimer

o As a condition of your use of this Web site, you warrant to
computersecuritystudent.com that you will not use this Web site
purpose that is unlawful or that is prohibited by these terms,
conditions, and notices.

o In accordance with UCC § 2-316, this product is provided with '
warranties, either expressed or implied." The information contse
provided "as-is", with "no guarantee of merchantability."

o In addition, this is a teaching website that does not condone n


http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/DVWAv107/lesson1/index.html
http://www.computersecuritystudent.com/UNIX/BACKTRACK/BACKTRACK5R1/lesson1/index.html

behavior of any kind.
o Your are on notice, that continuing and/or using this lab outsi
"own" test environment is considered malicious and is against t
o © 2012 No content replication of any kind is allowed without ex
written permission.

Section 1. Configure Fedoral4 Virtual Machine Settings

1. Open Your VMware Player
o Instructions:

1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit BackTrack Virtual Machine Settings
o Instructions:

1. Highlight fedorald
2. Click Edit virtual machine settings



fedoraiqd

State:
0S:
Version:
RAM:

Powered Off

Red Hat Linux
Workstation 6.5-7.x virtual machine
640 MB

[_E{l} Play virtual machine

Q
& Editvirtual machine settings

3. Edit Network Adapter

o

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.
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e
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Section 2: Login to Fedoral4

1. Start Fedorald4 VM Instance
o Instructions:

1. Start Up VMWare Player
2. Select Fedorali
3. Play virtual machine



fedoraiqg

State:
OS:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

&

Play virtual machine

~

Edit virtual machine settings

2. Login to Fedoral4

o

Instructions:

1. Login: student
<whatever you set it to>.

2. Password:



password: ||

Cancel

B | engiish United States) | v =% |USA Sun 10:42 AM
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Section 3: Open Console Terminal and Retrieve IP Address

1. Start a Terminal Console
o Instructions:

1. Applications --> Terminal



| W x oo addnt (xasd

Y Accessories
[ Games

% Graphics
(&) Intemet
%4 office

) Sound & Video

Places System @& (o 7

: S\

- B Automatic Bug Reporting Tool

= CD/DVD Creator

'S, Déja Dup Backup Tool
&) Disk Usage Analyzer
= Disk Utility

@ stLinux Troubleshooter
&= Software Log Viewer

B System Monitor

.i_'" D wa~ W LN

Use the command line

To drect input 1o this vitual machine, press Q4G

2. Switch user to root

e}

Instructions:
1. su - root

Sun Apr 1, 10:45 AM  Stude

g [
EPEL T EEE vmware

2. <Whatever you set the root password to>



root@Fedorald:~

File Edit View Search Terminal Help

[student@Fedorald ~]$ su - root
Password:
[root@Fedorals ~]# |

3. Get IP Address
o Instructions:
1. ifconfig -a
o Notes:
* As indicated below, my IP address is 192.168.1.106.
= Please record your IP address.



File Edit View Search Temminal Help
[root@Fedoral4 ~]# ifconfig -a

etho

lo

Link encap:Ethernet HwWaddr 00:0C:29:81:54:42

inet addr:[CEISUEIRWBLE Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe81:5442/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1

RX packets:2893 errors:0 dropped:0 overruns:0 frame:0

TX packets:366 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1060

RX bytes:546934 (534.1 KiB) TX bytes:58291 (56.9 KiB)
Interrupt:19 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.06.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:48 errors:0 dropped:0 overruns:® frame:0
TX packets:48 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:@

RX bytes:3520 (3.4 KiB) TX bytes:3520 (3.4 KiB)

[root@Fedorald ~1# |}

| B root@Fedorald:~ || @ Google - Mozilla Firefox |

o drect input 1o this vitual machine, press QirteG. A Yy W0 are

Section 4: Configure BackTrack Virtual Machine Settings

1. Open Your VMware Player

Instructions:
1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit BackTrack Virtual Machine Settings

Instructions:
1. Highlight BackTrack5R1
2. Click Edit virtual machine settings



are Payer Hie v Vit

BackTrack5R1

State: Powered Off

0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512MB

KJ_P‘D Play virtual machine

.2 r
j"’ Edit virtual machine settings @

3. Edit Network Adapter

e}

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Do not Click on the OK Button.
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Section 5: Login to BackTrack

1. Start BackTrack VM Instance

o

Instructions:
1. Start Up VMWare Player
2. Select BackTrack5R1
3. Play virtual machine



gU BadTraksR1

RAM:

BackTrack5R1
State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine

512 MB

EE Play virtual machine @

2. Login to BackTrack
o Instructions:

1. Login: root

g
& Editvirtual machine settings

2. Password: toor or <whatever you changed it to>.



3. Bring up the GNOME
o Instructions:

1. Type startx
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Section 6: Open Console Terminal and Retrieve IP Address

1. Open a console terminal
o Instructions:

1. Click on the console terminal



lackTra R1 ‘ File + Virts D " .
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2. Get IP Address
o Instructions:
l. ifconfig -a
o Notes:
» As indicated below, my IP address is 192.168.1.105.
» Please record your IP address.



laces Systerm | Sun Mar 18, 10:51 AM

root@bt: ~

root@bt:-# ifconfig -a
etho Link encaps Hiaddr 00:0¢:29:90:13:78
1¢ S| Bcast:192.168.1.255 Mask:255.255.255.0
grr29ff:fe90:1378/64 Scope:Link
up BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:870 errors:0 dropped:@ overruns:0 frame:0
TX packets:118 errors:@ dropped:@ overruns:® carrier:0
collisions:0 txqueuelen:1600
RX bytes:105401 (185.4 KB) TX bytes:27674 (27.6 KB)
Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.6.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:113 errors:0 dropped:® overruns:@ frame:@
TX packets:113 errors:0@ dropped:® overruns:8 carrier:0
collisions:® txqueuelen:®
RX bytes:7793 (7.7 KB) TX bytes:7793 (7.7 KB)

root@bt:-# ]

[root@bt: /pentest/exp.. [root@bt: ~] ) root@bt: ~ 2

ERE) T ele  vmware

Section 7: Configure Firefox Proxy Settings

1. Start Firefox
o Instructions:

1. Click on Firefox



k Sl W e W & SR TN e
i \ Applications wed Apr 11, 11:30

2. Preferences
o Instructions:

1. Edit --> Preferences



i i it Jtust Machine. > Lidp, > = C
\ Applications Places System &) Mon May 14, 6:23 AM

} ~ v x Welcome To Backtrack 5 - Commercial - Mozilla Firefox
‘ File Edit View History Bookmarks Tools Help

v tri+ -
: s findex.html 4 Q .nA -
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[root@bt: ~]

- [91 ~W,¢J, ol

3. Preferences

@)

Instructions:
1. Click on Advanced
2. Click on the Network Tab
3. Click on the Settings Button
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Welcome To §

| T
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Wel

Professio

[root@bt: ~] [root@bt: /p... [root@bt: /p... &) Welcome To...

To drect nput to this vitual machine. press Qd«G.

* Firefox Preferences

TR L

General Tabs Content Applications Privacy Securnty

General Network | Update Encryption

Conneca

Configure how Firefox connects to the Intemet

Offline Storage
Your cache is currently using 252 KB of disk space

] Qverride automatic cache management

# Tell me when a website asks to store data for offline use
The following websites have stored data for offline use:

Mon May 14, 6:25 AM

Sl Advanced
ﬁ eter yo

"© YOou 2

settings... |
Clear Now PASSWORD:

Exceptions... ‘

Close

BT Current workspace: "Desk

-

TR o

4. Preferences
o Instructions:

1.

o oA W

Type

Click on Manual proxy configurations
Type "127.0.0.1" in the HTTP Proxy Text Box

"8080" in the Port Text Box

Check Use the proxy server for all protocols
Click OK
Click Close



Wel

Professio

OFFENS

Connection Settings

) No proxy

Configure Proxies to Access the Internet

7) Auto-detect proxy settings for this network

HTTP Proxy:

i

Help

O Use system proxy settings
© [Manual proxy configuration:

Mon May 14, 6:28 AM

‘1N001i§.

Use this proxy server for all protocols

No Proxy for: | localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
0 Automatic proxy configuration URL:

Port:

I
Cancel 9 OK |

goso |* |
A\

Help

[root@bt: ~]

To retum to your compater, press Cirds AR

[root@bt: /p...

[root@bt: /p...

) Welcome To...

)

¢ Close

£ Firefox Pref... s.

AT el

eter yo

-e you -

SASSWORD

| Tr

Section 8: Configure Burp Suite

1. Start Burp Suite
o Instructions:

1. Applications —--> BackTrack —--> Vulnerability Assessment --
Application Assessment ---> Web Vulnerability Scanner -->



Mon May 14, 6:39 AM

ssessment

[root@bt: ~] [root@bt: /pentesty. Q wstoo [welcome To Backtr... i-

[ To deect inpet 10 this vitusal machine. press QteG. |

2. JRE Message
o Instructions:

1. Click OK



p————e

Mon May 14, 6:41 AM

{ x burp suite

Your JRE appears to be OpenjDK.
Burp has not been fully tested on this platform and you may experience problems.
[ ok |

A\

[root@bt: ~] [root@bt: /pen... [root@bt: /pen... [Welcome To ... burp suite i_

e —_———————————————————————————
To drect irput 10 this vitual machine, press Qrd+G | )

3. Configure proxy
o Instructions:

1. Click on the proxy tab
2. Click on the options tab
3. Verify the port is set to 8080
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hurp suite free edition v1.4
1 repeater window about

target proxy | spider | el intruder | repeater sequencer | decoder | comparer | options | alerts |

Cintercept | options | history |

proxy lislena

'V",’\‘"q? _port :|°°Pb3<‘.(.°"'Y:SUPPO"__""‘"SL-': redirect | cert [ | edit 9|
¥, 18080 v per-host e — X

i} ‘ ' ’ |_remove |

To add a new lstener, complete the relevant detalls and chick “add™.
local listener por{ [ add
[l listen on loopback interface only

|] support invisible proxying for non-prosy-aware clients

redirect to host:

redirect to port:

server SSL certificate:
J use a self-signed certificate
® generate CA-signed per-host certificates heip "

generate a CA-signed certificate with a specific hostname:

() use a custom certficate (PKCS12):

4. Turn on intercept
o Instructions:

1. Click on the proxy tab
2. Click on the intercept tab
3. Verify the intercept button shows "intercept is on"



\ applicat Places System M) Mon May 14, 6:47 AM
- * burp suite free edition v1.4
burp intru@ly repeater window about

target | proxy | spider nner | intruder | repeater | sequencer | decoder | comparer | options | alerts |
get | proxy | spider | | | ey 1 1 | | F 1 9F ! |

| intercept | options | history |

forward drop [ intercept is on l action

|

2 l<]=] 0 matct

{root@bt: ~) [root@bt: /pen [root@bt: /pen [{Welcome To 4/ burp suite fre.. ) %

To retum 10 your compater, prass (oAl ERNEL TSI eEEs  vmware

Section 9: Intercept with Burp Suite

1. Browse to DVWA's homepage
o Instructions:

1. http://IPADDRESS/dvwa/

» Replace IPADDRESS with the Fedora's IP Address obtair
(Section 3, Step 3).
2. Notice that the DVWA homepage will not be displayed, but i
will get a Connecting message.
3. Continue to Next Step.



' BackirackSR1 - VMware Player [Fde ~ Yitual Machine ~ Help ~ . —_
Mon May 14, 6:58 AM

f ) Connecting

e © | http:/192.168.1.106/dvwa/ <}

Welcome, to Back|Track 5

“The quieter you becc

the more you are abl
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f % — Click to switch to "Des
[root@bt: fpentest/... ¥ \Welcome To Backtr.. | § burp suite freee... & |
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2. Forward Request
o Instructions:

1. Click on the Forward Button 3 times.



| ~

\ Al - Places System )| Mon May 14
burp suite free edition v1.4

burp Intruder repeater window about

| target bi'oxy [ Spidet 7 scannaes Y Intruder ! repeater sequencer | decoder f comparer } options | alerts

[ intercept [ options | history |
request to http://safebrowsing.cents.google.com:80 |74,125,227.37)

— G |

| forward | drop l intercept is on 1 action I
[raw nara.ﬁ_é { headers hex |

B POST
?/nateb:ovsxnc/dovnloads?clxent-nnvclLent—auto-!toxcappve:-s.o.ltpvet-i.2Lv:key-AH!uNxunAHSaéDkPDSZoq_LOa’GU
[ 07 TOAX KO-MmTy I XEXOOS ILKLKEGS£gEYDZ FELIVEVAQSIUVNX1 INCapONpVINV-F1KQA=~ HTTP/1.1

[ Most: satebrowsing.clients.google.com

B User~Agent: Mozilla/5.0 (X11: Linux 1€8€; rv:5.0.1) Gecko/20100101 Firetox/5.0.1

B Accept: text/huml,application/xhtmlexml, applicacion/xml:q=0.5,*/*:q*0.8

EAccept-Lanquaqe: en-us,en;q~0.5

[ Accept-Encoding: gszip, deflate

g Accept-Charset: [50-88%89-1,utt-8;q=0.7,*:q=0.7

[l Proxy~-Connection: keep~alive

fContent~Length: 104

fContent-Type: text/plain

fCookie: PREF=ID=Seleqi19104e552L:U=e3bO512717108Eea:FF=0:TN=1325093725:LM=1325134595:5%Fgi3Zhl0-vOOUyI;
BNID=54=BRVVCxqnZtaOAVEBuCuZpQlpasbB)-2S LoyWNS-dphg-hlgBpy-XYEaisES1SXMyFEnIOATIBc TuBDSV-tLAvi- kXx8SoB1Q0tsl
B LhévEErbht CSHlyxmvizb~gO 1 SEY

I Pragma: no-cache

 Cache-Control: no-cache

|

1

;qooq-nalvate-uhavax:a:69508—70520:3:S§904—81497:mﬂc

Fqooq-phxsh-:hava::a::0587€-:11801:5:9(:0!—99!42:m¢c

0 match
3bt: /pentest) % Welcome To Backtr 4 burp suite fres Current workspace: "Desh

§
ERELETWEEES  vmware

To deoct inpet o this vitual machine, press OdeG,

3. View History
o Instructions:
. Click on the proxy tab
Click on the history tab
Click on /dvwa/login.php
Click on the request tab
. Click on the raw tab
Notice that a PHP cookie session is now established, even
logging to the application.

o0 wN e



burp suite free edition v1.4
burp Intrugl repn&or mndow about

sequencer | decoder | comparer | options | alerts |

!

(“target | prowy | splder ["scanner Tintruder | repeater |
" options | history |
[Fmer hiding CSS, -mam general binary content

o host |method URL params mod | status | length MIME ty,. extensi...
http/lsafebrowsmg cl... POST Isafebrowsmgldownloads?cllem-navdlem au..| Wi L] 1200 9SS text
http://192.168.1.106 IGET _lidwwal L] L] 1302 1437

http:/192.168.1.106 [W LT 200 IS17- HTML ;:hp D
|http:/isafebrowsing-c... [GET  [/safebrowsing/rd/ChNnb29nLW1 hbHdhemUte.., | | ‘ |

QiE + 2 z |

request [ response |

i
12
3
4

|| raw | params | headers | hex |

dvva/ login.php HTTP/1.1
¢ 192.1€8.1.106

User-Agent: Mozilla/S.0 (X11; Linux 1€8€; rv:5.0.1) Gecko/20100101 Firefox/S5.0.1

fAccept: text/html,application/xhtmlexml,application/xml;q~0.9,*/":q0.8

fAccept~Language: en-us,en;q-0.5

l Accepe-Encoding: gzip, deflate

fAccepe-Charset: ISCO-8859-1,utf-8;9<=0.7,*;q*0.7

R Proxy-Connection: keep-alive

JCookie: security=high: PHPSESSID=reoctnSdtbi8SqloggllismSited ]¢

SURT: 1

[ ll<][=] 0 matct

- » »

[root@bt: ~) (root@bt: /pentest ) Damn Vulnerable W 4 burp suite free editi

To retum to your computer. press Qid+AL

4, Login to DVWA

Instructions:
1. Username: admin
2. Password: password
3. Click Login
4. Notice that the DVWA Navigation Menu will not be displayec
instead you will get a Connecting message.
5. Continue to Next Step



Ly \EH| Mon May 14, 7:26 AM

Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox

o connecting..,

ﬂli S} |, http: l/).92.16841.166fdealloqm.php

< N\
DVIWA

Username
admin «

Password

passwaord «

Waiting for 192.168.1.106..,

[root@bt: ~)

°) Damn Vulnerable W... 4 burp suite f

[root@bt: /pentest/

5. Forward Request
o Instructions:

1. Click on the Forward Button 3 times.
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\ A ) Dl ace Syste g \CHR| Mon May 14
burp suite free edition v1.4

burp Intruder repeater window about
(“target | prowy | spider | scanner |intruder | repeater | sequencer | decoder | comparer | options | alerts |

[ intercept [ options | history |
request to http://safebrowsing.cents.google.com:80 |74,125,227.37)

e
\

| forward ‘. drop [ intercept is on 1
raw eara.ﬁé { headers hex |

POST

[} /satebrowsing/dovnloads?client*navclient-auto-ffoxsappver=5.0. lépver~I . livrkey=AREgNiunAMSaEéQkPDSZoq_LOAFOVW

07mTOAXKO-MmTy I XEXOOS ILKLKEGS£gEYDZ FELIVEVAQSIUVNX1 INCapONpVINV-F1KQA=~ HTTP/1.1

Host: safebrowsing.clients.google.com

User~Agent: Mozilla/S5.0 (X11: Linux 1€86; rv:5.0.1) Gecko/20100101 Firefox/5.0.1

SAccept: text/html,application/xhtmlexml, applicacion/xmli:q=0.%,*/*:q+0.8

rAccept-Lanquaqe: en-us,en;q~0.5

HAccept-Encoding: gzip, deflate

g Accept~-Charset: 1S50-88859-1,utt-8;9q=0.7,*:q=0.7

[l Proxy~-Connection: keep~alive

fContent-Length: 104

fContent-Type: text/plain

BCookie: PREF=ID=S5e2e4£191040Gi22:U=e3b0S12717100iea:FF=0:TH=1325093725:LN=1325134595:5*Fgi3Zhl0-vO0OUzy];

sNlD'51-BPVVCanZtaOAVH3uCuZp:1p55ij-25loyHHQ-dpbq—thpr-XY(axs(SlSHly’HnXOAch1uBD5¥-tLAv:-_kXx3SoBlCOtsl
LhévEErbht CSHiyxmwizb~gO1SEY

EPraqmn: no~cache

jCache~Contrxol: no-cache

action

R —

lgoog-malvare-shavar; a: €9508-78520:5:59904-04497 :mac
{qooc-phxsh-shava::a::0587€-:11801:5:9(:0(—95(42:m¢c

0 matct

bt /pentest) 2 Welcome To Backtr 4 burp suite fres Current workspace: *Des}

To deoct inpet o this vitual machine, press OdeG,

6. View login.php results
o Instructions:
Click on the proxy tab
Click on the history tab
Click on /dvwa/login.php line that contains method POST.
Click on the request tab
Click on the raw tab
Notice that we now have the PHP Session ID, Username and [

oOUA WN P
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burp suite free edition v1.4
burp Intru@l repeater window about
[ target | prowy | spider | scanner | intruder | repeater | sequencer | decoder | comparer | options | alerts |
_options | history
general binary content
hod

Filter: hiding CSS, image

__\params _mod | status | length |MIME ty... extensi..|
_|200 955  text ] ‘

jhttp://192.168.1.106 _ GE W L L 1302 1437 | ! !
|http:/192.168.1.106 GET L | L) 1200 1517 [HTML _ [php  [D:
http://safebrawsi ol Ll j200 13351 | |
tp://192.168 i |7 302 (352 [HTML  [php |
http://safebr g = NAb29nLWlhbHdhemUte.., | L) | L] 1200 670 )

| !
hitp://192.168 200 4874 WML [php |

|| request | response |

|| raw | params | headers | hex |

<7&§v571501515h§<ﬂ?1971.1

| ﬁ 162.160,1.10¢

P USTr-~Agent: Mozilla/5.0 (X1i; Linux L€B6: rv:5.0.1) Gecko/20100101 Firetox/S5.0.1
R Accept: text/html,application/xhtmlexml, application/xml; q=0.9,*/*:4q~0.8

[ Accept-Language: en-us,en;q*0.5

Accept-Encoding: gzip, deflate

B Accept~Charset: [S0-885%~1,uct-8:q=0.7,*:q"0.7

[ Proxy-Connection: keep-alive

[ERPatarar: K b/ /102 ¢ 0 D&/ dvya/ loain. php

;Cookxe: security=high; PHPSESSIDereoctnSdtb0SqlcgyliamSitesd
fContent~Type: application/x-wvw~-form-urlencoded

Content~Length: 44 «

l}
§ username~adminipassvord=passvordélogin=Login

"j 0 match

root@bt: /pentest » Damn Winerable w... [ buipsuite freeeditiy’ §

Copy Session Information

e}

Instructions:
1. Highlight the PHPSESSID information (See Below)
2. Right Click
3. Copy



')r——

burp suite free edition v1.4
burp Intruder repeater window about
‘ &F Br—mgl 'sipﬁg j 777ﬂ intruder | repeater | sequencer } decoder | comparer | options alerts |
B et | history |

Filter: hiding CSS, Image and general binary content

host |method URL params mod | status | length MIME ty... extenst..
Inttp:f/safebrowsing.cl... POST _ /safebrowsing/downloads?client=navelient-au.... ' 1955  [text
htt ' a
Jdwafognphp |
/safebrowsing/rd/ChNnb29nlW1 hbHdhemutc..,

17 _|HTML _php [0

L HTML  php |
browsing/rd/ChNnb29nlW1 hbHdhemre... 870 | | |
! 4874 HTML _ jphp  D:
T E——
request | response |
raw | params | headers | hex | | send to spider l
POST /dvva/ o&xn.pi;'ﬁfl. 1 ) f tive U
Host: 192.1€8.1.10& do & passive £¢a
User~Agent: Mozilla/S5.0 (X11; Linux 1€0&; rv:5.0.1) Gecko/2 send to. ntruder
Accept: text/html,applicacion/xhemli+xml, application/xml: g0
Accept-Language: en-us,en:q=0.5 send to repeater
Accepr-Encoding: g@=z=ip, deflate send to sequencer
Accept-Charsec: ISO-B8859-1,utt-8:q=0.7,%:q*0.7 | send to comparer
Proxy-Connection: keep-alive
Petferer: htep://192.1€8.1.10&/dvva/ login.php | send to d"“"_’
Cookie: mecurity=high; PHPSESSIDsreoctnsSdfbESqlcggizamsites Show response in browser
Content=Type: application/x-vvv-torm=-urlencoded ;eques} in b(awge{ »
Concenc-Length: 44 engagement tools [pro version only] »

usernama*adminipassvord=passvordélogin=Login copy URL
copy to file
save tem

To drect input to this vidual machine, press Qird+G.

8. Start Up Notepad
o Instructions:

1. Applications --> Wine --> Programs --> Accessories —--> Not



Applications Mon May 14, 8:26 AM

4"’_____—

e P Accessories , = Notepad \

[Damn Vulner... [burp suite fre... B [Untitled - Not... i

9. Paste URL into Notepad
o Instructions:

1. Edit --> Paste



Mon May 14, 8:28 AM

* Untitied - Notepad

Seloct o CrisA
Tere/Date FS

v Yirap kng knes

security=high; PHPSESSID=reoctn5dibBIqlcggl2smbjled

[root@bt: ~) [root@bt: jpen... [Damn Vuiner... [burp suite fre... "¢ Untitied - Not... i. '

To drect ot 10 this vitusl machine, press OdeG. |

10. Create a curl statement
o Instructions:
1. curl -b "security=high; PHPSESSID=reoctn5dfb89glcggl2sm5;f
location "http://192.168.1.106/dvwa/index.php" | grep -i

* We are creating a curl statement to simulate a man-ir
middle attack.

= PHP Session Note: Remember to use the PHP Session inf
you captured in (Section 9, Step 7).
= IP Address Note: Remember to use the IP Address Capt
(Section 3, Step 3).
2. Highlight curl statement.
3. Right Click and Copy



Mon May 14, 8:36 AM

Untitled - Notepad
fdk  Sewch Hebp

h: PHPSESSID=reoctn5dib89qlcgglZsm5jfed™ —location "http:f192.166.1.106/dvwafindex.p
This is your PHP Session ID Replace 192.168.1.106
with your IP Address

t@bt: jpen.. [Damn Winer. [burp suite fre £ Untitled - Not... i-

Section 10: Curl Man-in-middle-attack

1. Open a console terminal
o Instructions:

1. Click on the console terminal



- ol
Wed Dec 7, 7:08 AM

ce bhack | traclk [=

— e =

Todredrww&umod-ne.mcﬂo(i

@)

2. Issue Attack
o Instructions:
1. Edit --> Paste
2. Press <Enter> after you verify the curl statement was corr
pasted.
3. Without supply any username and password information, noti
the Welcome title displayed after logging into DVWA.



Mon May 14, 9:15 AM

root@bt: ~

Shift+Ctri+V

-2
root@bt:-# curl -b “"security=high; PHPSESSID=reoctn5dfb89qlcggl2sm5jfed” --location “"http://192.168.1.166/dw
a/index.php" | grep -i Welcome

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
0 ] ] 2} 0 5} (2] @ =elevies selecles saleeies 0 <title>Damn Vulnerab

e Web App (DVWA) v1.0.7 :: Welcome</title>

<hl>¥Welcome to Damn Vulnerable Web App!</hl>
102 4493 102 4494 0 37499 @ --i--t-r s-pemies eaze-ie- 129k
root@bt:-#

] root@bt: ~ [root@bt: /pen [Damn Winer. [burp suite fre [Untitied - Not... §

[To drect rout o ths vtual machine. pross Q<G EREL TSRS vmware

Section 11: Firefox Man-in-middle-attack

1. Booting up WindowsVulerableOl
o Instructions:

1. Start up VMware Player
2. Select WindowsVulerableOl
3. Edit Virtual Machine



2. Configuring the Network Adapter

o

Instructions:
1. Select Network Adapter
2. Select Bridged Connection
3. Select OK

WindowsVulnerable0O1

State: Powered Off

0S: Windows XP Professional

Version: Workstation 6.5-7.x virtual machine
RAM: 512 MB

Play virtual machine

Edit virtual machine settings




" s eal AA Y
Virtual Machine Sett

Devi - ¥ Device status
o emory 512M8 a8 e
Bl B 2 (V] Connect at power on
e=iHard Disk (IDE) 8GB '
= Foppy Auto detect m> 0 Bridged: Connected drectly to the physical network
| Network Adapter Bridged | Replicate physical network connection state
e
“58 °°2:°'°'d Z’:;:m | NAT: Used to share the host's IP address
‘E' 2y ke deaast () Host-only: A private network shared with the host
) LAN segment:
[ Add... ][ Remove ]
[ ok || camce || Hep

3. Play WindowVulnerableOl

e}

Instructions:

1. Select Play virtual Machine



WindowsVulnerable01

State: Powered Off
0S: Windows XP Professional
Version: Workstation 6.5-7.x virtual machine
RAM: 512 M8

(*_‘@ Play virtual machine

2
f Edit wirtual machine settings

4. WindowsVulerable(Ol Authentication
o Instructions:

1. Login as administrator



Log On to Windows

I To direct input to this virtual maching, press Q<G

5. Start FireFox
o Instructions:

1. Start --> All Programs —--> Mozilla Firefox



B

Administrator

All Programs B

J start

To retum to your computer, press QirieAt.

& E-mail W Windows Lpdate
ol is @ Accessories ;
0"':*"?:5 ) Adcbe Acrohat 4.0 /
@) Games J
-(nmmcndw Q sk ’
) Marozoft SQU Server 2005 "
émms‘tﬁ'a & et '
Eim““ B 1rnomet Exploeer
W MSN Explorer
@WM"“&A &) Ouook Express

@ et Progrom Access and Defaults
W Windows Catalog

s Remote Assistance
0 Windows Meda Player
) IElnspector

#a Frefox

12 mo!;nm-m-m-mx_l
. Location: C:\Progyam Fies! e
@ eSwport. \Mocds J

) AccessData ;

@! Log Off f’é Shvt Down
;& W 1033

"

6. Go to Add-ons
Instructions:

e}

1. Tools

--> Add-ons



Rownloads Ctrled
Set Up Syre
Web Developer
Page [fo
St Private Browsing  CtrleShift4d
Claar Recent Metory. . Ctil+Shift+Ded
Oplions
c A faster way to b
' Install Goog
Googhe Search Fm Feeling Lucky
1Google Advertising Pw.v]r..m Busmess Solutions Privacy & Terms +Google

EREC e vmware

7. Install Cookies Manager+ 1.5.1

e}

Instructions:
1. Search for cookies
2. Click the Install button next to Cookies Manager+ 1.5.1



N

) Add-ons Manager - Mozilla Firefox

D= DR Yon oy Recne Bk tib

i Googe

| 4k ~dd-ons Mansoee x|+

8. Restart Firefox

e}

Instructions:
1. Click Restart now

€[> # - ool < /
Tame Last Updated ezt match =
O\ Search Search: My Add-ons QQUERE S ERsEes
Cookies Manager+ 1.5.1 Tuesdyy, Agel 26, 2011
= Get Add-ons Cookies manager to view, edi and creste new cookies. It iso shows extra rformatl. | More Instal
View Cookies 1.10.3 Wednesday, »eoll
%EXM‘SIOI’B 9 It adds a tab to the Pags Info dalog box, which shows the cookies belongngtothe . Mors Instal
5 Appearance Edit Cookies 0.3.8.1 Monday, February 22, 2010
% This extension & now being partly markained by Abine hitp: [fwwer.abine.comf.New. ., More Instal
& Puons
Export Cookies 1.2 Monday, November 08, 2010
% Exports ol cockdes in 1E manner.Makes a Netscape standard cookles tat file Very us.,, Mo Instal
Cookies Export/import 1.0 Thursdsy, November 03, 2011
% Importsfexports cockies following Netscape standard. More nstal
Cookie Monster 1.1.0 Friday, September 16, 2011
@ Cookie Moreter provides prosctive cookie managemant on & ske or domain level basi.. Mg Instal
i Coankia Tmnarter 1 1 Monday, May 31, 2010

ERELC e vmware



N

2 Add-ons Manager - Mozilla Firefox

O‘ Search
& Get Add-ons
itEnmsms

;_/'y Appearance

& Plugins

Nome Last Updated Bost match =

Search: My Add-ons (EREREEREL R

)

Q@ &% % % O

+ Cookies Manager + will be installed after you restart Firefox. Restartnow  Undo

Cookies Manager+ 1.5.1 Monday, May 14, 2012
Cockies manager that slows view, edt and create cookies &3 well &5 edt stonceandb. Moe
View Cookies 1.10.3 Wednesday, December 07, 2011
It adds 5 tab to the Page Info dialog box, which shows the cookies bekogng tothe  Mare Instal
Edit Cookies 0.3.8.1 Monday, February 22, 2010
This extension & now being partly mairtained by Abine http: [fwww.abine.com/ .New... More Instal
Export Cookies 1.2 Monday, November 08, 2010
Exports all cockies in 1E mannerMakes & Netscape standard cookies tat file Very us.. More instal
Cookies Export/import 1.0 Thursday, November 03, 2011
Impoctsjexports cockies following Netscaps standard.  Morg Instal
Cookie Monster 1.1.0 Friday, September 16, 2011
Cookse Monster provides peoactive COOKe Mmanagemant on a ske or doman level basi, . Mors Instal

9. Browse to DVWA's Login Page

o Instructions:

1. http://192.168.1.106/dvwa/login.php

» Replace 192.168.1.106 with the DVWA's address obtaine

(Section 3,
2. DO NOT LOGIN!!!

Step 3).



Damn Yulnerable Web App (DYWA) - Login - Mozilla Firefox

DR o ooy Qoolnie— ot tie

,jmmabhweom(ww»-w' |-l- ,

\(-/_-) ] 192.168.1.106/dvwealogn phe ‘ -i¢ - Pl

DVWA

4:/

y,

Usetnane

Password

To drect input 1o this vitual machine. press QG

10. Start Cookies Manager+
o Instructions:

1. Tools --> Cookies Manager+

EEL T vmware



N

Damn Yulnerable Web App (DVWA) - Login - Mozilla Firefox

Hlo Edt Vew Mgtory Qockmarks RSl teb
| Damn Yulnerable Web App (OVWA) - Logl Qowrdoads Cheled
| Addons Cl+Sht+A -
& 9 | 1924680006/l St LD Sy 77~ C|{$8- Pl
N
Web Developer »

Page Ifo

—_
Start Private Browsing  Ctrib4Shiftsp \ !
Cloar Recerk Mistory., Chri+Shit+0el A 4
Cptions Y/
- ,/'A"‘
Username
Passwotd

To drect nput to this vitual machine. press Qrd«G. EEL T vmware

11. Edit PHPSESSID Cookie
o Instructions:
1. Select the PHPSESSID cookie that was just created
2. Click on the edit button



Damn Yulnerable Web App (DVWA) - Login - Mozilla Fitefox.

) Do Vunerable Web Agp (OVWA) - Logn | = |
€ 9 | ] 192,168,106/ lgn to Ty - 1G] {99 soe »
SN

& Cookies Manager+ v1.5.1 [showing 198 of 198,

1 192.168.1.106

ir‘ abre.ret o1l
{I™" accounts.google.com —uma
il_ accounts.Qooghe, comn _ume
{ E accounts.google com GAPS

© PHPSESSID
C S24usmadAdkpfomngtolvSrgd
" 192.168.1.106
Pty §
S Any type of conomction
(0 Aend of session

(e | [ g | [ poee |

s Start ) Dasnn Vulner abls We Q Cockins Manager + @ W 10:56

To deect input 1o this vitual machine, press QireG.

12. Replace PHPSESSID Cookie

e}

Instructions:
1. Delete the PHPSESSID in the Content textbox.
2. In the Content textbox, Paste the PHPSESSID obtained from
9, Step 7).
3. Click Save
4, Click the Close Button



. Damn Yuloerable Web App (DVWA) - Login - Mozilla Firefox

| Dt Vulrvarable Web Acp (DVWA) - Login lﬁJ

\(-/"' L 192.168.1.108/dvwesflogn sho ‘7c" -." v ’

Edit Cookie+

Name: [7] | PHoSESSID |
Contert: (7] f eoctn5drbeogdcogizsms e [
host: 2] 192.168.1.106 e
peh: ) | 2; =
Send For: (7] |Any type of connecton [T
Mipory: DN v Delete
Expres: [7] | stendof sesson v e
[[save | [ cose |
(et ] (oo ] [oo=e )

J start ") Dann Yulner able We e $ies Manyger + ] ™ 1100

To deect input 1o this vitual machine, press QireG.

13. Launch Man-in-middle-attack
o Instructions:
1. Replace login.php with index.php. Your URL should look si
the following:
* http://192.168.1.106/dvwa/index.php
= Remember to replace 192.168.1.106 with DVWA's IF
obtained in (Section 3, Step 3).
2. Press <Enter>
3. Notice you just by-passed the login screen and successful
a man-in-the-middle attack.



) Damn Yulnerable Web App (DYWA) v1.0.7 :: Welcome - Mozilla Firefox
Bl ER  Vew Hgoy QRockmaks Dok Hep
[ Darrn Ve able Wed 2pp (DVWA) v1.0.7 i |+

€ D B 192.168.1.106/ s ke o L B J

o)

—

o 5 Welcome to Damn Vulnerable Web App!
Instiuctions ] Damn Vulnerable Web Agp (DVWA) is a PHPMySOL web spplication that is damn vulnerable. Its main (
- are 10 be an aid for secunty professionals to test thew skills and tools in 3 legal environment, help web de
Setup ] better understand the processes of secunng web applications and aid teachers/students to teach/leam w
application security in 3 class room emaronment
Brute Force WARNING!

Command Execution ] Damn Vulnerable Web App is damn wulnerable! Do not upload it to your hosting prowder's public htmi fold
CSRF I any internet facing web server as d will be compromised. We recommend downloading and installing XAl
- - onto a local machine inside your LAN which is used solely for testing
File Inclusion | Disclai
Isclaimer
SOL Injection |
Jection (Blind) We do not take responsibility for the way in which any one uses this application. We have made the purp
SOL nje I the apphcation clear and it should not be used makciously. We have given warnings and taken measures
Upload I prevent users from installing DVVWA on 10 live web servers If your web server is compromised via an insta
DVWA it is not our responssbility # is the responsibility of the person/s who uploaded and instalfed it
XSS reflocted | G A
eneral instructions
XSS stored |
The help button allows you to wew hitsftips for each vulnerabiity and for each secunity level on thewr respe
DVWA Security | page

PHP Info

ERELTEE  vmware

1. On BackTrack's Firefox

e}

Instructions:
1. Edit --> Preferences



2. Edit Network Settings

e}

R

Mon May 14, 10:20 AM

Damn Vulnerable Web App (DVWA) v1.0.7 :: Welcome - Mozilla Firefox

3.1.106/dvwa/index.phpy

Flie Inclusion

SQL Injection

SQL Injection (Blind)

Instructions:

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) Is a PHP/MySQL web application that Is damn vuinerable. Its main ¢
are to be an aid for security professionals to test their skilis and tools in a legal environment, help web
developers better understand the processes of securing web applications and aid teachers/sludents to
teach/leam webd application securty In a class room environment

WARNING!

Damn Vulnerable Wed App Is damn vuinerable! Do not upload It to your hosting provider's public htmi folk
any intemet facing web server as It will be compromised, We recommend downloading and instaliing
onto a local maching Inside your LAN which is used solely for testing

Disclaimer

We do not take responsibility for the way In which any one uses this application. We have made the purp
the application clear and It should not be used maliciously. We have given wamings and taken measures
prevent users from Instaling DVWA on to live web servers. If your web server is compromised via an Ins
of DVWA 1t Is not our responsibllity It Is the responsibility of the persons who uploaded and installed It

General Instructions

The help button allows you 10 view hits/tips for each vulnerability and for each securily level on their resg
page

[ Untitled - Not

1. Click on Advanced
2. Click on Network Tab.
3. Click on Settings Button.



N A

Home
L
[Sotopi

')r—'

Firefox Preferences

[ Damn Winerable
; —_— L3 =k e Q. b= e
@ smn [ =% « | |
General Tabs Content Applications Privacy Security

General | Network |Update Encryption

Com:ﬁe

Configure how Firefox connects to the Intemet

Offline Storage
Your cache is currently using 252 KB of disk space
[ Qverride automatic cache management

e

Tell me when a website asks to store data for offline use
The following websites have stored data for offline use:

To retum 10 your computer, peess Qe AR

Q

Sync

n May 14, 10:22 AM

[ Settings...|

| Clear !ow ,

| Exceptions... |

| Close

") Firefox Pr...

i!.’dss& P Ehehs

T
| E—

noratie. Its main ¢
pment, help waeb
hers/siudents to

Pr's public html fold
and Installing XA\

taken measures
omised via an ins
i and instalied it

Fe madce the purp

ievel on their resp

[
vmware

3. Configure Connection Settings

Instructions:
1. Click on
2. Click on
3. Click on

o

No proxy radio button
the OK Button
the Close button




Mon May 14, 10:24 AM

Connection Settings

1
S B hy a vel Configure Proxies to Access the Internet ; Q Q !
I ofeson L —
Geners () Auto-detect proxy settings for this netyork z

O Use system proxy settings

™ 4 A
o () Manual proxy configuration: nerable. Its main
MTTD Provy STy B sty | & 5 pment, holp web
l Yoot b e ' hers/students to

offli
You Vi
-
Be's pubiic Mmi fol
and Installing X A}
X X
Theg
5 Prox ha : ve made the purp
_— . { == s . taken measures
Upload Exa 2 y t 216 omised via an ins
— ' ; and Installed 1t
XSS refected | ) Automatic proxy configuration URL:

T 3 lovel on their resp

Section 13: Proof of Lab

1. Proof of Lab
o Proof of Lab Instructions:

1.

2.
3.
4

o o

Pull up your BackTrack Terminal Window

history | grep curl | grep Welcome | grep -v history | tai

date

echo "Your Name"
» Replace the string "Your Name" with your actual name.
" e.g., echo "John Gray"

Do a <PrtScn>

Paste into a word document

Upload to Moodle



Mon May 14, 10:32 AM

-~ * root@bt: ~

root@bt:-# history | grep curl | grep Welcome | grep -v history | tail -1
2063 curl -b "security=high; PHPSESSID=reoctn5dfb89qlcggl2sm5jfe4” --location "http://192.168.1.166/dvwa/ir
dex.php" | grep -1 Welcome

root@bt:-#

root@bt:-# date

Mon May 14 10:32:13 COT 2012

root@bt:-#

root@bt:-# echo "Your Name*

Your Name
root@bt:-#
root@bt:-# ]




