( Damn Vulnerable Web App (DVWA) )

{ Automate SQL Injection with SglMap }

Section 0. Background Information

1 What is Damn Vulnerable Web App (DVWA)?

(0]

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is

damn vulnerable.

Its main goals are to be an aid for security professionals to test the
skills and tools in a legal environment, help web developers better

understand the processes of securing web applications and aid

teachers/students to teach/learn web application security in a class room
environment.

T Whatisa  SQL Injection?

(0]

7 What

SQL injection (also known as SQL fishing) is a technique often used to
attack data driven applications.

This is done by including portions of SQL statements in an entry field in
an attempt to get the website to pass a newly formed rogue SQL

the database (e.g., dump the database contents to the attacker). SQL
injection is a code injection technique that exploits a security
vulnerability in an application's software.

The vulnerability happens when user input is either incorrectly f

for string literal escape characters embedded in SQL statements or user
input is not strongly typed and unexpectedly executed. SQL injection is
mostly known as an attack vector for websites but can be used to attack
any type of SQL database.

is sqimap?

sglmap is an open source penetration testing tool that automates the

process of detecting and exploiting SQL injection flaws and taking over

of database servers. It comes with a kick - ass detection engine, many
niche features for the ultimate pe netration tester and a broad range of
switches lasting from database fingerprinting, over data fetching from

the database, to accessing the underlying file system and executing

commands on the operating system via out - of - band connections.

1 Pre-Requisite L  abs

0
0

Damn Vulnerable Web App (DVWA): Lesson 1: How to Install DVWA in Fedora 14
Damn Vulnerable Web App (DVWA): Lesson 4: Using Metasploit with Command Execution



http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson1/index.html
http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson4/index.html

0o
0

(Required)
Damn Vulnerable Web App (DVWA): Lesson 5: Using Tamper Data with crack_web_form.pl

Damn Vulnerable Web App (DVWA): Lesson 6: Manual SQL Injection, John the Ripper

1 References

(0]

http://sqlmap.sourceforge.net/doc/README.html#s1

1 Lab Notes

o

In this lab we will do the following:
1. We will use sqglmap to obtain the following pieces of information:
a. A list of Database Management Usernames and Passwords.
b. Alist of databases
c. Alist of tables for a specified database
d. A list of users and passwords for a specified database table.

1 Legal Disclaimer

(0]

As a condition of your use of this Web site, you warrant to
computersecuritystudent.com that you will not use this Web site for any

purpose that is unlawful or that is prohibited by these terms,
conditions, and notices.

In accordance with UCC § 2 - 316, this product is provided with "no
warranties, either expressed o r implied."” The information contained is
provided "as - is", with "no guarantee of merchantability."

In addition, this is a teaching website that does not condone malic
behavior  of any kind.

Your are on notice, that continuing and/or using this lab outside your
"own" test environment Is considered malicious and is against the law

© 2012 No content replication of any kind is allowed without express
written permission.

Section 1: Configure Fedoral4 Virtual Machine Settings

1. Open Your VMware Playe r

o Instructions:
1. On Your Host Computer, Go To
2. Start -- > All Program -- >VMWare -- >VMWare Player
2. Edit BackTrack Virtual Machine Setting S
o Instructions:

1. Highlight fedoral4
2. Click Edit virtual machine settings


http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson5/index.html
http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson6/index.html
http://sqlmap.sourceforge.net/doc/README.html#s1
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3. Edit Network Adapte r
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Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.
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Section 2: Login to Fedoral4

1. Start Fedoral4 VM Instanc e
o Instructions:
1. Start Up VMWare Player
2. Select Fedoral4
3. Play virtual machine



fedoraiqg

State:
OS:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

&

Play virtual machine

~

Edit virtual machine settings

2. Login to Fedoral 4
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Instructions:
1. Login: student
2. Password: <whatever you set it to>.
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Section 3: Open Console Terminal and Retrieve IP Address

1. Starta Termin al Consol e
o Instructions:

1. Applications -- > Terminal
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B System Monitor

Use the command line

.
To diract input 1o this vitual machine, press QG e .T‘-maw&'ﬂr_'iﬁ

2. Switchuse rtoroo t
o Instructions:

1. su - root
2. <Whatever you set the root password to>



root@Fedorald:~
File Edit View Search Terminal Help

[student@Fedorald ~J$ su - root
Password:
[root@Fedorals ~]# |

EREL TS vmware

3. GetIP Addres s
o Instructions:
1. ifconfig -a
o Notes(FYI):
A As indicated below, my IP address is 192.168.1.106.
A Please record your IP address.



File Edit View Search Terminal Help

[root@Fedoral4 ~]# ifconfig -a
ethe Link encap:Ethernet HWaddr 00:0C:29:81:54:42

inet addr:)CRIBUEIPWBLLS Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe81:5442/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1

RX packets:2893 errors:0 dropped:0 overruns:0 frame:0

TX packets:366 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1060

RX bytes:546934 (534.1 KiB) TX bytes:58291 (56.9 KiB)
Interrupt:19 Base address:0x2000

lo Link encap:lLocal Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:48 errors:0 dropped:0 overruns:® frame:0
TX packets:48 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:®
RX bytes:3520 (3.4 KiB) TX bytes:3520 (3.4 KiB)

[root@Fedorald ~]# |}

(B root@Fedorald:i~ | @ Google - Mozilla Firefox |

To drect inpt 1o this vitual machine, press QieG. i ey WO are

(o]

Section 4: Configure BackTrack Virtual Machine Settings

1. Open Your VMware Playe r
o Instructions:

1. On Your Host Computer, Go To
2. Start -- > All Program -- >VMWare -- >VMWare Player

2. Edit BackTrack Virtual Machine Setting S
o Instructions:
1. Highlight BackTrack5R1
2. Click Edit virtual machine settings
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BackTrack5R1

State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512 M8

E’B Play virtual machine

<
j’ Edit virtual machine settings @

3. EditN etwork Adapte r

(o]

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Do not Click on the OK Button.
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Section 5: Login to BackTrack

1. Start BackTrack VM Instanc e
o Instructions:

1. Start Up VMWare Player
2. Select BackTrack5R1
3. Play virtual machine



BackTrack5R1

State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine
RAM: 512MB

E@‘ Play virtual machine <:

T
& Edit virtual machine settings

2. Login to BackTrac k
o Instructions:

1. Login: root
2. Password: toor or <whatever you changed it to>.
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3. Bring up the GNOM E
o Instructions:

1. Type startx

uDOD:DO:Or
PCnet/PCI
intel 0000
registered as
1 cards_found
Fusion MPT SPI Hc
nptspi 0000:00:10,

t driver 3

Initiating bringup
3C1030 BO:

Attached s
dal Cac
sdal A

dal Cache
[sda] Ass
sdal Attached S

Revolution

I >l (m poration

Ul 35 Z21.Apr.2008 tsbogend@alpha.franken.de

PCI INT A -> GSI 19 (level, low) -> IRQ 19
: Intel 440BX (hlp -

IT 7 70A at 0x2000 0: : 78

3 AGP aperture

PCnet/PCI 11

assigned IRQ 19

79C976A

.04.18

PCI INT A -> GSI 17 (level, low) -> IRQ 17
Capabilities={Initiator}
3C1030 BO, FuRev=01032920h, Ports=1,
ficcess UHware, UNuware
Beginning Domain Validation
Domain Validation skipping write
Ending Domain Validation
FAST-40 WIDE SCSI 80.0 MBss
41943040 512-byte logical
Write Protect is off
Cache data unavailable
Assuming drive cache: write
si generic sgl type ©
data unavailable
ming drive cache:
daS >

MaxQ=128, IRQ=17
Virtual S 1.0 PQ: © ANSI:

tests

ST (25 ns,
blocks: (21

offset 127)
.4 GBs20.0 GiB)

through

urite through
data unavailable
uning drive cache:

I disk

write through
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Section 6: Open Console Terminal and Retrieve IP Address

1. Open a console termina I
o Instructions:

1. Click on the console terminal
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2. GetIP Addres s
o Instructions:
1. ifconfig -a
o Notes(FYI):
A As indicated below, my IP address is 192.168.1.105.
A Please record your IP address.



laces Systerm | Sun Mar 18, 10:51 AM

root@bt:-# ifconfig -a

root@bt: ~

etho Link encaps Hiaddr 00:0¢:29:90:13:78
1¢ S| Bcast:192.168.1.255 Mask:255.255.255.0
grr29ff:fe90:1378/64 Scope:Link
up BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:870 errors:0 dropped:@ overruns:0 frame:0
TX packets:118 errors:@ dropped:@ overruns:® carrier:0
collisions:0 txqueuelen:1600
RX bytes:105401 (185.4 KB) TX bytes:27674 (27.6 KB)
Interrupt:19 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.6.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:113 errors:0 dropped:® overruns:@ frame:@
TX packets:113 errors:0@ dropped:® overruns:8 carrier:0
collisions:® txqueuelen:®
RX bytes:7793 (7.7 KB) TX bytes:7793 (7.7 KB)
root@bt:-# ]

[root@bt: /pentest/exp.. [root@bt: ~] ) root@bt: ~ 2

ERE) T ele  vmware

Section 7: Login to DVWA

1. Start Firefo
Instructions:

1. Click on Firefox

(o]

X
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2. Loginto DVW A
o Instructions:

1. Start up Firefox on BackTrack
2. Place http:// 192.168.1.106 /dvwa/login.php in the addre Ss be
A Replace 192.168.1.106 with Fedora's IP address obtained in
(Section 3, Step 3).
3. Login: admin
4. Password: password
5. Click on Login



Mon Apr 16, 614 AM &

* Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox

Damn Winerable Web App (OV... B3
< © | htp/192.168.1.106/dvwallogin. php < vl gy Q| ¢

DVWA)

Username
admin «

Password

) Damn Vulnerable Web .., ™) root

= =GO

Section 8: Set Security Level

1. Set DVWA Security Leve I
o Instructions:
1. Click on DVWA Security, in the left hand menu.
2. Select "low"
3. Click Submit



Places Systen Mon Apr 16, 6:17 AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox

Damn Vulnerable Web App (DV...

<« © |[B http/192.168.1.106/dvwa/security.php MR T Q

Home . DVWA Security »
Instructions |
Setup | Script Security

Security Levei Is currently low.

Brute Force |
_ You can set the security level to low, medium or high
Command Execution
= . The secunty level changes the vuinerabiity level of DVWA
CSRF |
File Inclusion | ) (e <= 3.
QL Injection J medium ‘
SQL Injection (Blind)
Upload |
v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications
XSS reflected ]
You can enable PHPIDS across this site for the duration of your session
XSS stored ]

PHPIDS is currently disabled. [cnabie PHPIDS)

-1

% Damn Vilnerable Web ...’ ™) root@bt: - [

Section 9: Obtain PHP Cookie

1. SQL Injection Men u
o Instructions:

1. Select "SQL Injection” from the left navigation menu.



o |l Mon Apr 16, 6:28 AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

[ Damn Winerable Web App (DV...

< © B http:/192.168.1.106/dvwavulnerabilities/sqli/ vic |2 Q|

e | Vulnerability: SQL Injection
Lot ] User ID:

Sete I Submit

‘Brute Force —

More info

£ Damn Vuinerable Web ... =] root@bt: ~

2. Select Tamper Dat a

(o]

Instructions:
1. Tools -- >Tamper Data
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

Damn VWulnerable Web App (DV...

&

S |8 nttp:/192.168.1.1

More info

=] root@bt: /pe. ) DamnWine... ) Tamper Dat E examples.tx =] root@bt: /pe

=l Pl els vmware

3. Start Tamper Dat a

(o]

Instructions:
1. Click on Start Tamper



o Tue Apr17, 5:11PM &

* Tamper Data - Ongoing requests

Fil | rﬁl'nll.'i All

Time  Duration  Total Duration  Size  Method  Status  ContentType  URL  loadFlags &

 Request Header Name  Request Header Value | Response Heade...

= =] root@bt: /pe " Damn Wine ") Tamper Dat., B examples.tx =] root@bt: /pe iO
o To retum to your computer, press Qrd+AR EREL e vmware
4. Basic Injectio n

o Instructions:
1. Input "1" into the text box.
2. Click Submit.
o Notes(FYI):
A The goal here is see the GET request being made to the CGI program
behind the scenes.
A Also, we will use the "Surname" output with SQLMAP to obtain
data base username and password contents.
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

8] Damn Wulnerable Web App (DV...

Home

J

Instructions

Brute Force

Command Execution |

Flle Inclusion

|

| SQLinjection |

SQL Injection (Blind)

\,. S i http://192.168.1.106/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit# 'AC' ?ﬂv Qi

Vulnerability: SQL Injection

User ID:

1 « Submit

ID: 1
First name: admin
Surname: admin

4 You will use "Surname" as part of a later SQLMAP

. Attack
More info

SiDamnVilness! I examplestx... [C] root@bt: jpe... (& Untitied- No... § [

5. Tamper with request
o Instructions:

?

EREl TS wle vmware

0. Make sure the Continue Tampering? textbox is unchecked.

1. Then Click Submit



Tue Apr17, 5:15PM &

Filter ‘
Time  Duration  Total Duration  Size  Method  Status  ContentType  URL  loadFlags m

*x Tamper with request?

@ http://192.168.1.106/dvwa/vulnerabilities/sqli?id=1&Submit=Submit#

P () Continue Tampering? | :
RequestHeaderNaf | suomit | <fm | Abort Request | | Temper | fﬂ“—

&= =] root@bt: /pe 7 Damn Wiine ") Tamper Dat.. & examples.tx =] root@bt: /pe r

To drect input 10 this vitual machne, press Qd+G. EREL e vmware

6. Copying the Referer UR L
o Instructions:

0. Select the second GET Request
1. Right Click on the Referer Link
2. Select Copy



7. Open Notepa d
o Instructions:

0. Applications -- >Wine -- >Programs -- > Accessories -- > Note



