Tema 1. Co3gaHue BUPTya/IbHOM JIaGOPaTOPUHU

e YcTaHOBKa U nepBUYHasA HacTpoika Kali Linux

1. CospaTb BMPTyasibHYO MawmnHy VirtualBox c napameTtpamu:
e  Umsa: npousBosbHOe, Hanpumep, "Kali + pamunua cmydeHma namuHuyel unu Kupunnuyei"
e Twn onepaumMoHHOM cuctemsl: Linux
e Bepcus: Debian (64-bit)
e OnepatuBHasa namaATtb: 1024 M6
e Cetb:
o Apantep 1 — B pexkume NAT
e Hocutenu:
o KoHTtponnep: IDE — obpa3s ontuyeckoro aucka kali-linux-xfce-2018.3-amd64.iso.
o KoHTtponnep: SATA — B npoLecce CO34aHUSA BUPTYaNbHOM MalUMHbI YCTAHOBUTbL pasmep
»KecTKoro amcka 20 I'e
e O6wMme nankm — BblI6PaTb HA JIOKAIbHOM YKECTKOM AMCKe NankKy, coaepKallyto npoduab TEKYLLETO

nonb3osartens student.

®ainn obpasa DVD kali-linux-xfce-2018.3-amd64.iso nonyuyntb y npenogasatens (pasmelleH Ha CETEBOM
ancke Y: ) nam ckayaTb camocToaTenbHo no agpecy https://www.kali.org/downloads/.

MNoakntounTb 06pas3 kali-linux-xfce-2018.3-amd64.iso B BUpTyanbHYt0 MallMHY B KayecTBe ycTponctea DVD:

€73 Kali Linux 2018.3 - Hactpoiikm |2

OBwme nanku

@ Obwme HoouTenn
CUCTEME Hocutenu ATpuDyTEI
KoHTponnep: IDE ONTHYECKMA NPUBEOA: | BTOpMYHBINA MacTE ™ @
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@ kalidinux-xfce-2018, 3-amdé4.is... [ B0 cO/OVD
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Ba Ayao Kali Linux 2018.3.vmdk St
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2. BbInoaHMTb ycTaHoBKY OC. 3anyCTUTb BUPTYaNbHYIO MaluMHy. OCHOBHbIE 3Tanbl NPOLLECCa YCTaHOBKM
npeacTaBAeHbl HUMKE NPU NOMOLLM CKPUHLLOTOB.


https://www.kali.org/downloads/
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~the quicter you become, the more you are able to hear”

Boot menu

Live (amd64)

Live (amd64 failsafe)

Live (forensic mode)

Live USB Persistence

Live USB Encrypted Persistence
Install

Graphical install

Install with speech synthesis
Advanced options

(check kali.org-prst)
(check kali.org-prst)
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Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:
Marathi - et E
Mepali - Tt

Morthern Sami
Morwegian Bokmaal
Morwegian Nynorsk

Persian

Sameaqillii
Morsk bokmal

Morsk nynorsk

el
I Polish Polski
Portuguese Portugués

Portuguese (Brazil)
Punjabi (Gurmukhi)
Romanian

Russian

~

Portugués do Brasil
UFEt

Romana

Pycckmii

Serbian (Cyrillic) Cpncku N
Sinhala Sotnz
Slovak Slovencina

- = =s

-

Screenshot
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BY OFFENSIVE SECURITY

Select a language

MNepeBoA NporpaMMbl YCTAHOBKH Ha BLIGpaHHbIA A3bIK He 3aBepll &H.

Ecnun BEI NnpoAonXHTe YCTAHOBKY Ha BblﬁpaHHOM A3blKe, TO BONbWHHCTBO AWanoroe Eyn,er NOKa3aHO KaK
OMHAAETCHA, HO, ocobeHHo NPpH HCNONB30BaHWH pacllMpeHHsIX HAacTpo ek NnporpaMMel YCTAHOBKH, eCcTh
HeKOTOpad BEpPOATHOCTL YBEWAETE AHANONA Ha AHIMUACKOM A3BIKE.

MpoJoAMUTE YETAHOBKY HA BHEDAHHOM A3HKE?

) Het

| | CHuMoOK akpana [ BepHYThCA l I'Iponnn)mﬁg_]
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BY OFFENSIVE SECURITY

BblﬁepHTE MecTOHaxoM jeHHe

BblﬁpaHHDe MecTononoXeHwe GYABT YYUTEHO NpH Har:Tpm“u(e H4acoBOro NoAca H CO3 aHWH CNHCKa NpH Bblﬁﬂpe
cHCTeMHOR Nokanu. ObklvHo, 3jeck YKa3blBaeTCH CTpaHa, B KOTOPO“ BLI XKHBETe,

JlaHHbIA COKPAaLLEHHBIA CNTMCOK OCHOBAH HA BbIGpaHHOM BaMK A3bike. Beibepute "gpyran”, ecnu Bawero
MEeCTONONMOXEHNA HET B CIHCKe.

CTpaHa, oBnacTs WAK PEruoH:

Poccuiickan ®egepauna

VKkpauHa

Apyras

CHMMOK 3KpaHa [ BepHyTbca l Mpoaknxurs
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BY OFFENSIVE SECURITY

Hacrpoiika KnaBuatyphl

BHOSPHUTE KNABUATYRHYIO PACKASAKY:

CeBepo-caaMckasn
HopBexckan I
Mepcupckan
PUAMNNUHCKaRA
NMonkckan
MopTyransckas
Manpgxcabu

PyMEIHCKanA

Cepbckan (Knpunnuya)
CHHAXH

CuHxana

CnoBaukan
CnoeeHckan
lcnaHckasn

Lieenckan

®paHyy3ckan obuan

CHHMOK 3KpaHa [ BepHyThLCA l I'Iptmog)lmrb
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BY OFFENSIVE SECURITY

HacTpoiika KnaBHaTyphbl

BaM HYKHO yKa3aTk cnocob nepexno4eHns KNAaBHATYpPLI MeXAY HALLMOHANBHONW PACKNaAKoi U CTAaHJaPTHOR
naTHHCKON packnapkom.

Haubonee aproHoMuyHeIM cnocoboM cunTaloTcA npaean knasuw a Alt wnu Caps Lock (B nocnegneM cnyyae
ANA NepeKnioYeHA MeX gy 2arnasHbIMH U CTPOYHBIMK ByKBaMK Hcnone3yeTca KkoMbuHauna Shift+Caps Lock).
Eweé ojjHa nonynAapHan koMbuHauua: Alt+Shift; 3aMeTumM, 4To B 3TOM cnyvae koMbuHaums Alt+Shift notepsaer
CBOE NPHBLIYHOE AelcTBWe B Emacs u Apyrux, Hcnons3ywuinx eé, nporpaMMax.

He Ha Bcex KnaBMaTypax ecTb NepeYyncneHHble KnaBuil 1.

Cnocob NEPEKMHE HNA MEN AY HALNMOHANLHOM W N3 TUHCKON PACKASAKON:

npasblit Alt (AltGr)
npasbiit Control

npasbii Shift

npaeBas KNaeuwia c NoroTMNoM

KnaBuila ¢ MeHIo

|
Control+Shift

Control+Alt

Alt+Caps Lock

nessiil Control+ neseiit Shift

nesblil Alt

CHMMOK 3KpaHa [ BepHyThCA l I'Ip(mgmlmrb
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3arpy3|(a KOMNOHEHTOE NpOrpaMMel YCTaHOBKH C KOMNAaKT-AHCKa

3arpy3ka ACNONHUTEeNbHLIX KOMNOHEHTOB

MNonywexmne ethdetect

@ 0 P & [ i [ & 3] right
i8] Kali Linux 2018.3 [PaGoraer] - Oracle VM VirtualBox I = | E i

®aitn  Mawwna Bug Beos Ycrpoiictea  Cnpaexa

KALI

BY OFFENSIVE SECURITY

Hacrpoiika ceTH

Ha paweM KoMnsioTepe obHapy)XXeHo HECKONLKO ceTeBkIX MHTepdecoB. Beibepute ToT, KoTOpLIA by s et
MCnonb30BaH Kak OCHOBHOW BO BpEeMA ycTaHoBKN. Ceillyac BelieneH NepBblil HalAeHHbIA HHTepdeiic.

OcHOBHOR CETEBOR MHTEPMERC

etho: Intel Corporation 82540EM Gigabit Ethernet Controller
ethl: Intel Corporation 82540EM Gigabit Ethernet Controller

CHMMOK 3KpaHa [ BepHyThCA l I'Ip(mnmm-‘b_]
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BY OFFENSIVE SECURITY

Hacrpoiika ceTn

L MATHYeCcKod HAcTpoRKH IPVE...

R
OTHeHa
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KALI

BY DFFEMSIVE SECURITY

Hacrpoiika ceTH

Beefpute MMAa atoro KOoMNeOTEPpAa.

NMA KoMNelOTEpa -- 3TO OlHO CNOBO, KOTOpOe HABHTH(‘JMHHPYBT Bally CHCTeMYy B CeTW. ECnu Bel He 3HaeTe
K3aKHM LONXKHO DLITE HMA Ballell CHCTEeMbl, TO HOCOBET?ﬁTECb C agMHHHCTpaTOpOM paw el ceTH. Ecnu Bel
yCrTaHaBnUBaeTe pally CDEICI’BEHHYIO AOMAWHOK CETh, MOMETE BblﬁpaTb nwboe uMA.

Hma komneoTEPA:

[kal]

CHMMOK 3KpaHa [ BepHyThCA l I'Ipnunmmﬁk_]
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Hacrpoiika ceTn

NMA AOMEeHa -- 3T0 YacTk Bawero MHTepHeT-aApeca, cnpaea oT HMeHW KOMNeIoTepa. 3a4acTylo oHa
3aKaH4YMBaeTcd Ha .com, .net, .edu unu .0rg. Ecnu BLl HacTpanBaeTe ceTh JOMA, TO MOXKETE yKa3aTh YTo-
Hllﬁyﬂb CBOE, HO YEIEAHTECI:, HYTO HCNOoNbL3yeTe 0 AWHaAKOBOE WMA NOMeHa Ha BCeX Ball WX MallWHaXx.

Hma qomeHa:

[-1ab|

CHHMOK 3KpaHa [ [ BepHyThCA | I'Iptmchvma
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KALI

BY OFFENSIVE SECURITY

HacTpoiiKa y4éTHbIX 3aniceil nons3oBaTene 0 naponei

HeobxopuMo BBECTH Naponk Y4&THOI 3anucH cynepnone3oeatens (root), ncnone3ayeMoii ona
aAMHHHCTPHPOBaHUA cHCTeMbl. [lOCTYN K KOMNLIOTEPY € HCMONb30BaHWEM 3TOil YYETHOI 3anuch
3n0oHaMepeHHbIX HIH HH3KOKBanMdHULMpOBaHHLIX NoNb30BaTENel MOXKET NPUBECTH K KaTacTpodHiYecKiM
nocnepAcreuam. MoaToMy Nnaponks cynepnonb30BaTens He JONXeH Nerko yrajbiBarbca, noAbuparkca no
CNoBapio, W OH He JonxeH G6bITh CBA3aH ¢ Ball el NTHYHOCThIO.

XopolKil napons npeAcraenaeT U3 ceba cMeck bykB, UM P W 3HAKOB NpEenUHaHUA, U JOJDKeH NepHo AH4ecKi
MEHAThCA.

Maponb Y4ETHOW 3anMch cynepnonL3oBaTens He JonxeH BeiTk NYCThIM, HHAYe oHa By et 3abnoknpoBaHna, a
HaCTPOEHHOI B NporpaMMe yCcTaHOBKH NONL30BaTeNbCKoil YHETHOI 2anucn by aeT paspeweHo paboTatk
npaeaMM Cynepnons3oBaTenn 4epes KoMangy "sudo”.

Bo BpeMA BBO LA Napons BEOAUMbIE CHMBOLI He By 1yT oTobpaxartbcs Ha akpaHe.
Mapone CynepnoNe30B8aTENA:

(essssese

[] Noka3blBaTL BBOJAMMBIA Naponb

BEEJHTE TOT XKe camblii napons ewé pas, 4robbl y6e ANTLCA B NPaBUALHOCTH BEOJA.
Beegute napons ewé pas:

(eseeoeedl

[J MokasbiBaTL BBOAUMLIIi Naponb

CHMMOK 3KpaHa| [ BepHYThbCA | MNMpCyLONKHT b
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Hacrpoiika BpeMeHn

ECNH HY>KHOr0 4acoBOro NOACa HET B CNUCKe, TO BEPHHTeCh K W ary "Breibop A3uika" u Beibepute cTpany, B
KoTopoi ucnone3yeTca TpebyeMeldl Hacopoi noAc (cTpaHy, B KOTOP O Bbl XXHMBETE HANW celfYac HaXxo ANTeck).

BHOEpUTE HACOBOM NOAC:

Mockea-01 - KanuHuHrpapg

Mockea+ 00 - MockBa

| |Mockea+0l - Camapa

\ Mockea+ 02 - EkaTepunbypr

MockBa+03 - OMCK
Mockea+ 04 - KpacHoApck
Mockea+05 - UpkyTck
MockBa+06 - AKYyTCK
Mockea+07 - BnagMBOCTOK
Mockea+ 08 - Marapan i

Mockea+09 - KaMyaTtka

CHMMOK 3KpaHa [ BepHyThca l MpojoNKNHTE
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KALI

BY OFFENSIVE SECURITY

Pa3MeTKa AMCKOB

MporpamMMa yCcTaHOBKH MOXET NPOBECTH BAC Yepes Nnpoyecc pasMeTkn Ancka (npegnaran pazHsie
CTaHZapTHbIe cxeMbl) Ha pasgens), nnbo 3To MoXHO caenats Bpy4Hylo. Ecnu Boibpats ucnonszoeanne
MHCTPYMEHTA YNpaBneHWA pa3MeTKol, ¥ Bac BCé paBHo 6y A eT BO3MOXKHOCTL NO3KE NOCMOTPETh H
noANpaBnTe pe3ynLTar.

Ecnu BeIGpaTh HCNONL30BaHWE WHCTPYMEHTa YNpaBneHns pasMeTKoil Bcero ANCKa, To ganee Bac NonpocaTt
YyKa3aTh HYXKHBIH JHCK.

MeTog pasmeThu:

ABTO - HCNONL20BAaTL BECL JHCK

ABTO - HCNONb30BaTh BECh JMCK W HACTpouTh LVM
ABTO - HCNONL30BaTh BeCh JUCK C WHpoBaHHBIM LVM

BpyuHyio

CHMMOK 3KpaHa [ BepHyThCA l *ﬂpOAOHKHTb
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KALI

BY OFFENSIVE SECURITY

Pa3aMeTKka AWcCKOB

3aMeTHM, 4TO BCe JaHHbie Ha BLIbpaHHOM gncKe By AyT CTEPTEI, HO HEe paHee YeM Bkl NOATEEP AHTE, Y4TO
AeACTBUTENILHO XOTHTe cenaThk H3MeHeHNd.

BrfepuTte AMCK 008 PA3METKH.

SCS13(0,0,0) (sda) - 21.5 GB ATA VBOX HARDDISK

CHHMOK 3KpaHa

[ BepHyThcA l [ MpoyLO MKHT b l
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KALI

BY OFFENSIVE SECURITY

Pa3MeTKa AMCKOB

BribpaHo AnA pasMeTKn:

SCS13 (0,0,0) (sda) - ATA VBOX HARDDISK: 21.5 GB

Nepey CXxeMy.
Cxema paiMeTKu:

IMck MoxeT 6uITh pa3MeyeHd No 0QHOM U3 CNefylounX cxeM. ECnu Bhl He 3HaeTe, 4To BeIbpaTk -- Beibupaiite

Bce thaiinel B ofHOM pa3pene (peKoMeHAYeTCA HOBHYKaM)
OTpensHeiit pasaen ana fhome

OTpensHele pasgenst Ana /home, fvar u ftmp

CHMMOK 3KpaHa
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KALI

BY OFFENSIVE SECURITY

Pa3aMeTKka AWcCKOB

Mepen BaMH CAMEOK HAC TPOEHHHX PA3ASA0E i MX TOYEK MOHTHPOBaHMS, BubepuTe pazaen, STobs MIMEHHWTE 810
HACTPOHKK (THA haliNoBOIl CHCTEME, TOYKY MOHTHPOBaHMA M TaK ganee), ceofoaHoe MECTO, STOBH CO34aTe HOBHI
paznen, uau YeTPoRCTED, YTOBK CO3AaTe HA HEM HOBYIO TaBAULY Pa3aenos.

ABTOMAaTHYecCKan pasMeTka

Hacrpoiika nporpaMMioro RAID

Hacrpoiika MeHeaXKepa norn4eckux ToMos (LVM)
Hactpoutk wudppopanue 4na TOMOB

HacTpouTk ToMa iSCSI

=~ SC5I13(0,0,0) (sda) - 21.5 GB ATA VBOX HARDDISK
= #1 nepBH4H. 20.4 GB f extd / I

= #5 normyec. 1.1 GB f noak nogk

OTMEeHUTE H3MEeHeHWs pazpenoe

3aKoH4YHTH pPasMeTKy H 3anicaTb M3MeHeHHA Ha AHCK

[ CHHMOK 3KpaHa I [ Cnpaeka ] [ BepHyThcA ] MpokgonKHTL
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Pa3MeTKa AMCKOB

Ecnu BhI NnpoAoOnXHTE, TO H3MEeHEeHWA, NepeYyucreHHsIe HHXKe, EYA!'T IanUcaHel Ha AMcKM. InKu e BBl MOXeTe
caenaTtb BCe H3MeHeHHWA BPY4HYIO.

Ha atux ycrpnﬁcnaax H3MEeHeHbl Taﬁnm.l,bl pazpenoe:
SCSI3(0,0,0) (sda)

Cnegylouune paszgens byayt ordopMarupoBans::
pa3gen #1 Ha ycrpoiictee SC513 (0,0,0) (sda) kak extd
pa3fen #5Ha ycrpoiictee 5C513 (0,0,0) (sda) kak noak

3annucaTte MIMEHEHWA Ha OWCKT

) Het

CHMMOK 3KpaHa
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KALI

BY OFFENSIVE SECURITY

VcTaHoBKa CHCTEeMbl

. VCTaHOBKa CHCTEMEl...

Konnposaﬂue ASHHEX HE JHUCHK..,

B @ 0 P &2 [ 1 {0 (D (3] right Crl
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KALI

BY DFFEMSIVE SECURITY

HacTpoiika MeHe A¥epa NaKkeToB

3epkano apxuBa U3 CeTH MOXKEeT HCNO/b30BaThCA B ON0AHEHNH K MO yxe BKNIOYEHHOMY Ha KOMNaKT-AWCKH.
TakxKe oHO MoXeT cogep»xatb bonee HoBble Bepcun MNO.

l Hecnone3oeate IEPKING SPXHBEa W3 ceru?

) Hert

CHMMOK 3KpaHa [ BepHyThCA l I'Ip(mng)lmrb
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KALI

BY OFFENSIVE SECURITY

Hacrpoilka MeHe gXepa nakeToB

Ecnu BaM HeobXo AHMO HCNONL3OBAThL HTTP-npoKcH ANA ACCTYNA K BHELWHEMY MUPY, YKAXXHTe B 3TOM none
MH¢0PM3I.|,I|IO O NpOKCH. ECNKU HeT -- 0CTaBLTE None NycrbiM.

HdopMaumio o NpoKcH crnefyeT BBOANTL B cTaHgapTHoM Buge http:/llnons3osatens]
[:naponel@lyzenl:noptl/
WHepopmayua o HTTP-NpoKCH (ECAN APOKCH HET -- HE 3aNOAHANTE)

[ .

CHHMOK 3KpaHa [ BepHyThLCA ] ﬂpﬂﬂmi?l(lﬂb
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BY DFFEMSIVE SECURITY

HacTpoiika MeHe A¥epa NaKkeToB

Mony4eHue paiina 26 n3 28
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KALI

BY OFFENSIVE SECURITY

YCTaHOBKA CHCTEMHOTO 3arpy34ynka GRUB Ha XECTKMIi ANncK

¥CTaHOBKa cHCTeMHOro 3arpy3unka GRUB

NonyseHne tainna 2 3 3

@ 0 & & [ i [ & (3] right ctr
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KALI

BY DFFEMSIVE SECURITY

YCTaHOBKa cHCTEMHOro 3arpy34nka GRUB Ha ECTKHH ANCK

Moxoxe, 4To faHHan cucTeMa by geT e AMHCTBEHHOI Ha 3TOM KoMnbloTepe. Ecnu 310 A eACTBUTENBHO Tak, To
MOMKHO CMOKOIHO YCTaHaBNMBaTk CUCTEMHBII 3arpy34nk GRUB B ocHOBHYIO 3arpy304HyIo 3anick NepBoro
MECTKOro AMcKa.

BHMMaHne! Ecnu nporpaMMe yCcTAHOBKM He y,anock oBHapymHTe ApPYrylo onepauloHHYO CHCTeMy,
MMEIOLLYIOCA HA KOMNBIOTEPE, TO H3MEHEHHWe OCHOBHOM 3arpy304HON 3aNMCH NpUBE AT K TOMY, 4TO 3Ty
onepauMoHHYK CHCTEMY HEKOTOPOE BpeMA Henb3A Dy aert 3arpy3nts. Mo3nHee MoXHO By aeT HacTpouTh
GRUB ana eé 3arpy3xu.

Ve TaHOBUTE CHC TEMHEIA 38rPY34nK GRUB B raBHYI0 33rPY304HYI0 38MUce?

) Het

CHMMOK 3KpaHa [ BepHYThbCA ] MpoyonxuTh
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MarumHa Cnpaeka

Daiin Bua Beog YcrpoicTea

KALI

BY OFFENSIVE SECURITY

YCTaHOBKA CHCTEMHOTO 3arpy34ynka GRUB Ha XECTKMIi ANncK

MpUWNO BpeMA HAY4YHTE TONBKO Y4TO YCTAHOBNEHHYHK CHCTeMy 3arpy»artkcA. [IAA 3Toro Ha 3arpyso4yHoe
ycTpoicTBo by et ycTaHoBNeH cucTeMHbIil 2arpy 34k GRUB. OBLIYHO OH YCTaHaBNUBAeTCH B INaBHY IO
3arpyzo4Hyio 3anuck (MBR, Master Boot Record) nepeoro xécrkoro gucka. Mpu XxenaHum MoXHO
ycraHoBuTe GRUB B nioboe apyroe Mmecro Ha agucke, nubo Ha gpyroi anck, nubo Boobule Ha guckeTty.

YeTpoHC TBO ANA YCTAHOBKH CUCTEMHOID 38rPY34MKa:

¥Ka3aTb yCTpORCTBO BPYUHYIO

/devisda (ataVBOX_HARDDISK VBee92c56b-fl6eeddd) i

CHHMOK 3KpaHa [ BepHyThbca l Mp o IKHTE

@ 0 P & [ i [ & 3] right
i8] Kali Linux 2018.3 [PaGoraer] - Oracle VM VirtualBox I = | E i

®aitn  Mawwna Bug Beos Ycrpoiictea  Cnpaexa

KALI

BY OFFENSIVE SECURITY

YCTaHOBKa cHCTEMHOro 3arpy34nka GRUB Ha ECTKHH ANCK

3anyck "grub4nstall fdev/sda"...

3
B ® %P & = & [ (D [®]) right el
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Daiin Mawmna Cnpaeka

Bua Beog YcrpoicTea

KALI

BY OFFENSIVE SECURITY

3aBeplUeHHe yCTaHOBKH

3anyck updatenitramfs...

B @ 0 P &2 [ [ 1 {0 (D (3] right Crl
i Kali Linux 2018.3 [Paboraer] - Oracle WM VirtualBox I |. == &J

®aitn  Mawwna Bug Beos Ycrpoiictea  Cnpaexa

KALI

BY DFFEMSIVE SECURITY

3aBeplUeHHE YCTaHOBKH

YeranoBka FapepuieHa
VcraHoBka 3aBeplleHa, NpUHLWINO BpeMA Farpy3uTe Bally HOBYHD CHCTEMY. HNzenekure YCTaHOBO4YHbIE

HOCHTENH, 4ytobbl cHCTeMa cMorna 3arpy3uTbCH.

CHMMOK 3KpaHa [ BepHyThCA l MpopopxuTh
D@ &l D@ ] richt el
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Cnpaeka

Buag Beog Ycrpoiictea

Pain  MawmwHa

KALI

BY OFFENSIVE SECURITY

3aBeplleHHe YCTAaHOBKH

3aBepuweHne NnporpaMMsbl yor =L

3anyck remove-ive packages...

B B P o i [ iR ([0 & (3] right el




3. HacTtpo#Kka nocne yCcTaHOBKM.

L4 I'IpaBoﬁ KHOMKOW MbllM Ha Pabouyem cTone Bbi3BaTb KOHTEKCTHOE MEeHI0, OTKPbITb OKHO TEPMUHANA!

D OTKpLITL B HOBOM OKHe

Co30aTh 3HA4YOK I2MNYCKA...
= Co3naTe coblnky URL...
™ Co3AaThk KaTasnor...

1] Cospate nokymenT e

L

OTKpbITE TEPMWHAN

;¥ BLICTPOUTE 3HI4YKK
=| HacTpoika paboyero cTona...

CBOWCTEA...

B Menio npunoxennii .
a TepmuHan - root@kali-xfce: ~/Pabouwnii cTon .-:;-:.- E ﬁ

ain Mpaeka Bwg TepmwHan Brnagkw Cnpaeka
kali-xfce: # apt updatelf

L],anee BbIMNO/IHAEM KOMaHAbl B OKHE TEPMUNHANA.
L O6HOoBANEHME CNUCKA NAaKeTOoB:
apt update

e (O6HOBNEHME YCTaHOB/IEHHbIX MaKEeTOB:

apt upgrade



Bpems, HeO6XOAVIMOe ana obHoBNEHUA YCTaHOB/NIEHHbIX MAaKETOB, 3aBUCUT OT CKOPOCTU KaHa/10B CBA3U C
penosnuTopmnem Kali Linux, 1 MOXKeT COCTaBNATb HECKONIbKO AEeCATKOB MUHYT.

e [lo 3aBepleHnn 06HOBAEHUS NAKETOB BbIMNOJIHUTL Nepe3arpy3Ky CUCTEMbI:
reboot

e T[locne nepesarpysku yCTaHOBUTb NaKeT 3aro/IoBOYHbIX GpaifoB MCXOL4HOMO Koga agpa cuctembl. OH
noHaaobuTca ANA ycTaHOBKM NakeTa [lonosiHeHwuii roctesoii OC:

apt -y install "linux-headers-$ (uname -r)"
e [opgkntounTb o6pa3s DVD AononHeHus roctesoii OC:

ﬂ Kali Linux 2018.3 Xfce [PaBoraeT] - Oracle VM VirtualBox

®aiin  Mawwna Bug Beog | Yerpoiicrea | Crpaska

3
m MpunoxeHna ||g [Tepr @ OnTnueckne guckn =

Dﬁ Ayano 3

- @ CeTb 3

.1 (¥ USB b

Q BeB-kamepe »

Ll  OBue nankw »

|E| OBwmi Bydep obmena r

9 E TryHiwwA Drag and Crop r

dp Mogrnrounte cbpas gucka JononHenni rDCTeL\,?ﬁ Qc..

Ha Pabouyem cTtone nosBasierca MKoHKa ISO-obpa3a lononHeHuit roctesoii OC:



n MpunoxeHna |x VirtualBox Guest Ad

JomMalHKnA

KaTanor

0] OTKpBITh

A WNzpneds TOM

OTKNOYWUTE TOM

CBOWICTEA...

B Meno npunoxennit

o  OTKpbITb coaepxmmoe DVD => ﬂpaBon KHOMKOW MbILW Bbl3BaTb KOHTEKCTHOE MEHIO 1A 3/1EMEHTA
autorun.sh => OTKpbITb € NOMOLWbIO => OTKPbITb B APYFrOM NPUNOKEHUN:
: cdrom0 - Da#noebli MeHexep [ R
®ain MNpaeka Bwg MNepexon Cnpaeka
+ & | B /media/cdromoy o
Il BHUMaHWe, Bbl NCMOAL3YeTe YYETHYIO0 33MUCL CYyNMeprnonk30EaTens. Bel MOXETE NOEPeAWTL Ballly CUCTEMY. |I
YcTpoicTea [ e— [ — — o i
6| dainoean ccT... i l i l J ﬁ
I @ vBox GAs 5. — 328Bit 64Bit cert 052
A | sf_mike A
T = | s
3aknagku iJ OTxkpeme c nomowsko «bash» ] #! i | ﬂ
‘ root OTKpPLITE C MOMOLUEKD = ﬂ OTKPBITE C MOMOLLBIO «Vim» k
B Paboumii cton

LTI

=
| l KopanHa

4 &l OTkpeITE € NoMowkio «Leafpads
* 9
C "- 10 KonupoeaTk OTKpEITE B ApYroM ﬂﬂ.-.y-ﬂomeHHM...
ere VBoxWinde weAd
"= 063op ceTm ditions.
BuibpaTs af

OTNpaBuUTE Ha . 4 OTkpLITE © noMowsio «gVim»

Oro OTKPbITh BoibpaHHLIA tain




e B okHe OTKpbITb C NOMOLLbIO B Nosie Ucnonb3oBaTb KOMaHAY BBECTU UMA UHTepnpeTaTopa bash =>
OTKpbITb:

. OTKpBITE € NOMOLLLID =
®aidn lMpaeka Bwua [Mepexd p = v

4 & 0 /medi OTKpbIBaThL autorun.sh n gpyrue thains Tuna 3]
«CueHapwit shell» npw nomowm:
BHUMEHMWE, Bbl MCMOMbL3 WTh Bally cucTemy.

YCTpPOMCTEA

@ | ®aijinosan cKcT... i i

@ vBox GAs 5. — AUTORUN.INF

JaKnagKm

# root i | E

B Paboumii cTon ! dditi  VBoxSolarisAddit

ions.pkg
Kop3uHa
CeTb
-—
= Obzop ceTn
VBi v
¥ WcnonszoeaTe KoMaHay:
|bash| | 0bzop...
Mcnone30BaTe N0 YMON43aHWIO ANA 3TOro Tuna thainoe
OTMEHWTL OTKpbI
«auf k-

e (CrapTyeT nporpamma aBTO3anycKa, 3aMycKatoLLan Nporpammy ycTaHOBKM flononHeHui rocteBoi OC:

x VirtualBox Guest Additions installation Gi = (e

wilding the Yirtual Additio ernel modul

: Funning kernel modules will not be replaced until the

f failed

YCTaHOBKa 3aHMMaeT HeCKO/IbKO MUHYT. loc/ie nepesarpy3ku 40CTYMNHbI AOMNOAHUTEIbHbIE BOSMOMXHOCTH,
npegocTaBAsemMble 3STUM NaKETOM: U3SMEHEHME PAa3MEPOB OKHa BUPTYa/ibHOM MaLMHbI, 0bwmii bydep obmeHa
BMPTyanbHOW M host-malimHbl, 0bLime nanku.



Co3aaHue BUpPTya/ibHOM MamvHbl Windows.

4. CospaTb BMPTYyanbHyto malmnHy Windows ¢ napameTpamu:

Mms: npousBosibHoe, Hanpumep, "Win + gpamunusa cmydeHma namuruuyell uau Kupunanuyed"
Tun onepauMoHHoM cuctembl: Microsoft Windows
Bepcus: Windows 7 (64-bit) nan Windows 2008 (64-bit)
OnepaTtnBHaa namatb: 2048 M6
Cetb:

o Apantep 1 — B pexkume NAT
Hocutenu:

o KoHTponnep: IDE — He 3agaH,

o KoHTponnep: SATA — UCNONb30BATb CYLLECTBYHIOLLMIA BUPTYANbHbIN KECTKUI ANUCK.
O6wue nankmM — BbIGPATb Ha IOKAZIbHOM YKECTKOM AMCKEe Marky, CoAep Kallyto npoduib TEKYLLEro
nosb3osaTtens student.

B npouecce cosgaHuAa BMpTyaﬂbHOVI MaLWKNHbI Ha Ware noaAKN4YeHUA BUPTYa/IbHOTO eCTKOro AnCKa BbI6paTb

onuuio Ucnonb3oBaTb CyLLECTBYIOL U BUPTYa/IbHbI YKECTKUA AUCK:

#

@ Co3daTe BUPTYANEHYH MaLLMHY

i’i‘f_x

HecTkWi Anck

@ Mnonb30BaTh CYLLECTEYHOLLMA BMPTYanbHBIM MECTKMIA AWK

Mpi HENSHUA K HOBOM BUPTYaNbHOA MALWMHE MOMXHO NOOKMKIYMTE BUPTYANEHLIA MECTHMA auck., Bl
MOMETE CO308TE HOBLIA MNKM BEIBDETE W3 YHE MMEKDLLMXCA,

Ecni Bam Heobxoguma Donee cnosHan KoHGMrypawia Bel MOMETE NPONyCTMTE STOT War M BHECTK
W3MEHEHMA B HACTPOMRKM MALLWHBI NoCNe e& Co3AaHMA.

PexoMeHO yemblil 00EEM HOBOMD BMPT YansHoro MECTKOro aucka paseH 32,00 Ib.

He Noakmo4aTe BMPTYansHEIR HECTHIA QMoK

C0303Th HOBBIA BUPTYaNeHBIM HECTKMA AWK

Win7Proxg4ru. vmdk (ObeigHel, 40,00 [B) - ] Iﬁ

I CumaquJ[ OTMeHa ]

O6pa3sbl BUPTYasIbHbIX }ECTKMX ANCKOB HAaXoAATCA Ha ¢paliioBom cepBepe (ceTeBoit ANCK Y:) KaxAabli B

oTAeNbHOM KaTasiore B Buge Habopa ¢ainos c pacwmpeHmem .vmdk:

e B KaTasnore Windows 7 Pro — 06pas »KecTKoro AmcKa ¢ yCTaHOB/IEHHOM onepauyoHHOM CMCTEMON
Windows 7 x64;

e B KaTasnore Windows Server 2008 R2 — 06pa3 *KeCTKoro gMcka ¢ ycTaHOBAEeHHOW onepaLnoHHON
cuctemoirt Windows Server 2008 R2.

COOTBETCTBVFOLIJ,I/IVI KaTtanor cneayet ue/iIMKom CKOnnMpoBaTb Ha JIOKaNbHbIM ANCK 1 UCNOJ1b30BaATb MNpPU

CO34aHnn BMpTyaﬂbHOl‘;l MaLlWnHbI.
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