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Pa3smep block B Bawiem torrent-dpanne

Pa3smep n uncno piece B sawem torrent-pamnne

Yncno TpeKkepos B Bawem torrent-panne

YTo Ball KNIMEHT YKa3biBaeT B coobueHusax Handshake
OTKyaa bepeTca 3HavyeHue xew B coobueHmax Handshake
Baw Peer ID u ero popmart (Azureus nam Shadow)
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Yncno nonyyeHHbix coobuieHnin Choke n Unchoke ot ogHoro m3
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Pa3smep block B torrent-panne

pTorrent 221 = [ﬂ

File Options Help

p Find Content Ei\ ‘. / | x ‘ [> E]E] i | @ 7T
MNarne Size Done  Status Seeds Peers  Down Speed Up Speed Uploaded  Ratic  Awvail.
4 [ Torrents (1) L 3 Avicnuiicinii ana gebunoe.pdf 369 MBE [ 6.8 Downloading 20 0(0) 1.2 MB/s 1.6 kB/s 0B 0000 2632
& Downloading (1)
+ Completed (0)
I Active (1)
14 Inactive (0)
[ i3 Labels (1)
[2] Feeds (0)
MNew Apps! . General | o= Trackers ‘_: Peers :‘&' Pieces |_| Files | | Speed | | Logger
2 Size  #of Blocks Blocks Completed  Availability Mode o
a7 G4.0 kB 4 0 2 fast
11 64.0 kB 4 0 2 fast i
115 64.0 kB 4 0 2 fast
131 64.0 kB 4 0 2 fast
132 64.0 kB 4 0 2 fast
162 64.0 kB 4 0 2 fast
175 64.0 kB 4 0 2 fast =
176 64.0 kB 4 0 2 fast
190 64.0 kB 4 0 2 fast
156 64.0 kB 4 0 2 fast
203 64.0 kB 4 0 2 fast
A1 64.0 kB 4 0 2 fast
214 64.0 kB 4 0 2 fast |
28 G4.0 kB 4 0 2 fast
228 64.0 kB 4 0 2 fast
232 64.0 kB 4 0 2 fast
243 64.0 kB 4 | ] 1 2 fast
292 64.0 kB 4 0 2 fast
311 64.0 kB 4 0 2 fast
322 G4.0 kB 4 0 2 fast
385 64.0 kB + ] 2 2 fast
ann RANLR 4 n 2 fact =
DHT: 185 nodes (Login) D:11 MB/sT: 235 ME U:1.8 kB/s T: 438 kB [~]




Pasmep 1 4yncno piece

uTorrent 2.2.1
File Options Help

p Find Content

4 [[if) Torrents (1)
& Downloading (1)
« Completed (0)
L Active (1)
14 Inactive (0)
[» 3 Labels (1)

[2] Feeds (0)

MNew Apps!

ol
w@ /X PuE o pe
MNarne Size Done  Status Seeds Peers  Down Speed Up Speed Uploaded  Ratic  Awvail.
L 3 Avicnuiicinii ana gebunoe.pdf 369 MB Downloading 9(9) O0(146) 6331kB/s 1.5 kB/s 0B 0000 9255
ﬂ General |¢ Tlackersl J-._i Peers | o Piecsl | Files | l: Speed | 2 Luggel|
Downioadedt: [T T 1_THTT_ 11T TN T T E T w0y 1 T T T T T e T T Ty 264 %
waiaiter: [T THTT 1T TH [T PTNTeT We we 1w Wi T e T Twwneme T T sas
Transfer -
Time Elapsed: 50s Remaining: 2m 55 Wasted 0 B (0 hashfails)
Downloaded: 9.78 MB Uploaded: 0B Seeds: 9 of 9 connected (0 in swarm)
Download Speed: 6331 kB/s (avg. 200.3 kB/s) Upload Speed: 1.5 kB/s (avg. 0 B/s) Peers: 0 of 146 connected (0 in swarm)
Down Limit: ) Up Limit: ] Share Ratio: 0.000
Status: Downloading
General
Save As: ChUsers\RAD\Downloads\Anrauiickwii gna aebunos.pdf
Total Size: 36.9 MEB (9.78 ME done) Pieces: 592 x84.0 kB (have 151)
Created On: 11/27/2018 10:35:27 AM by uTorrent/2210
Hash: 353970EA ADDAZDET 29CAR2B7 84ACCE46 E2E77988
Comment: http://new-rutor.org/torrent/667122

DHT: 204 nodes (Updating)

0:7301 kB/s T: 9.8 MB

U: 2.9 kB/s T: 53.8 kB A




HYncno Tpekepos

[ || New H i Open ][ [HSave H[HSaveAs”Coding [UTF—B -

Main Files Tree Raw

ChUsers\RAD\Downloads\[new-rutor.org]Maks.Inglish. Anglijskij.dlya.debilov.2018.PDF.torrent - Torrent File Editor

o el

MName AHrRWACKMiA gna aebunos. pdf
URL http:/fnew-rutor.org/torrent/66 7122 5@
Publisher new-rutor.org

Created by uTorrent/2210

Datecreated  11/27/2018 10:35:27aM T[]
Private torrent [C]

Piece size 64 KB

Pieces 592

Total size 36,98 MiB

Hash 353970eaadda2db729ca8 2b 734acce 462 2277983

Magnet link 1%3A%3A 1111%3A 1% 5D %3A27 108t =udp Y34 Ye2F % 2Fipve. leechers-paradise.org %3A6969 1) @

Comment

Trackers

http: ffnew-rutor.orgftorrent/667122

http:/fretracker.local fannounce
http:/ftracker. filetracker. pl:8089/announce
http:/ftracker 2. wasabii.com. tw: 6969 /announce
http:/ftracker.grepler. com: 6965 fannounce
http:ff125. 227, 35. 196:6969 fannounce
http:/ftracker. tiny-vps. com:6969/announce
http:/f87.248. 186. 252:8080 /announce
http:/f210. 244, 71, 25:696% /@nnounce
http:/f46.4.109. 148: 6959 /announce

udp: /46, 148, 18.250: 2710
http:/ftracker.dler.org:69649 announce
udp:(/[2001:67c: 28f8:92::1111:1]: 2710
udp:fipvé.leechers-paradise.org:6969




Coobwenuna Handshake

! Anrnnicknii gna gebunoe.pcapng  [Wireshark 11213 (v1.12.13-0-g969649d from master-1.12)]
File Edit View Go Capture Analyze Statistics TE|EphUI’1! Tools Internals Help

codams BERR A+»oT2EEacaan DB B

Filter: | bittorrent Expression... Clear Apply Save
. . . fo
M Wireshark: Filter Expression - Profile: Default E-@ andshake
andshake
Field name Relation Value (Protocol) andshake
- andshake
+# BICC - Bearer Independent Call Control i is present andshake
# Bitcoin - Bitcoin protocol == Predefined values: xtended
= BitTorrent - BitTarrent 1= 1 ave, Piece (TIdx:0x214) Have, Piece (Idx:0x12f) Have, Piece (Idx:0x24e)
xtended
bittorrent.azureus_msg - Azureus Message > andshake
bittorrent.extended - Extended Message < LI}
bittarrent.info_hash - SHA1 Hash of info dictic = hterface O
. . F:61 (08:4f:a9:67:df:61)
bitt tjpc.addr - Cache Add <=
foment pe.addr - Lache Address ) b.200.235 (94.230.200.235)
bittorrent.jpc.addr.length - Cache Address Len contains B33), seq: 1, ack: 1, Len: &8
bittorrent.jpc.port - Port matches
bittorrent.jpc.session - Session ID
bittorrent.msg - Message
bittorrent.msg.aztype - Message Type

bittorrent.msg.bitfield - Bitfield data - jagz i gy

4 1 r

oK l I Cancel

0000 08 4f a9 67 df 61 3c 97 Oe 76 bl do 08 00 45 00
0010 00 6c 36 e1 40 00 80 06 00 00 5e 13 75 al 5e ed
0020 c8 eb ce dO 53 55 ec 69 cc 81 90 dd fa 66 50 18

0030 01 02 fb e4 00 00 13 42 69 74 54 6f 72 72 @5 6e o . ..B itTorren
0040 74 20 70 72 of 74 of 63 6f 6c 00 00 00 OO QO 10 t protoc ol......
0050 00 05 35 39 70 ea ad da 2d b7 29 ca 82 b7 84 ac .. 59p. Yoou.

0060 c6 46 e2 e7 79 88 2d 55 54 32 32 31 30 2d 42 62  .F..y.-U T2210-8b
R T T

@ 7 |[File: "C\Users\RAD\Downloads\Anrnuiickn... | Packets: 41098 - Displayed: 89 (0.2%) - Load time: 0:01.252 Profile: Default




Xew B coobweHmax Handshake

Chlsers\RAD\Downloads\[new-rutor.org]Maks Inglish.Anglijskij.dlya.debilov.2018.PDF torrent - Torrent File Editor = |

[ || New H i Open ][ HSave ][HSaveAs] Coding [UTF—B -

Main Files Tree Raw

Name AHrRWACKII ans aefunos. pdf Commert Trackers
URL http: /jnew-utor,org/torrent/667122 [ (@ |ht:/new-utororgftorrent 667122 Qﬁiﬁfﬁ;ﬁﬁ;ﬂf&”ﬂjgg@hﬂmm
Pubiish ” X http:/ftracker 2. wasabii.com. tw: 6969 /announce
uilsher new-rutor.org http:/ftracker.grepler. com: 6965 fannounce
http:ff125. 227, 35. 196:6969 fannounce
Created b
rea ¥ UTorrent/2210 http:/ftracker. tiny-vps. com:6969/announce
Datecreated  11/27/2018 10:35:27AM 7 [ Eﬁfj’:ﬁiﬂg‘ﬁliﬁ{ i;zsg%gﬁg‘;ﬂgﬂﬁzf
Private torrent [ http:/f46.4.109. 148: 6959 /announce
udp://46. 148, 18.250: 2710
Piece size 64 KiB http:/ftracker.dler.org:69649 announce
) udp:(/[2001:67c: 28f8:92::1111:1]: 2710
Pieces 592 udp:fipvé.leechers-paradise.org:6969
Total size 36,98 MiB
Hash 353970eaadda2db729ca8 2b 734acce 462 2277983

L-.
©

Magnet link 1%3A%3A 1111%3A1%5D %3A27 L0&tr =udp ¥e3A Y 2F % 2Fpvs. leechers-paradise.org %3A6969




Peer ID n ero popmart

e https://wiki.theory.org/index.php/BitTorrentSpecifi
cation#peer id

e Peer ID:
2d:55:54:32:32:31:30:2d:42:62:e3:¢c5:35:3a:cf:6f:8d
:1c:e3:d9

e Peer ID: -UT2210-Bb..5:.0....

e Peer ID: Azureus-style


https://wiki.theory.org/index.php/BitTorrentSpecification%23peer_id

NaeHTUPUMKALMA NOb30BaATENS

* FAQ no y4eTy CTaTUCTUKWU:

e http://rutracker.wiki/FAQ %D0%BF%DO%BE %D1%
83%D1%87%D1%91%D1%82%D1%83 %D1%81%D
1%82%D0%B0%D1%82%D0%B8%D1%81%D1%82%
D0%B8%D0%BA%D0%B8

* Y10 Takoe Passkey n cnocobbl ero 3ameHbsil:

e http://rutracker.org/forum/viewtopic.php?t=33963
41



http://rutracker.wiki/FAQ_%D0%BF%D0%BE_%D1%83%D1%87%D1%91%D1%82%D1%83_%D1%81%D1%82%D0%B0%D1%82%D0%B8%D1%81%D1%82%D0%B8%D0%BA%D0%B8
http://rutracker.org/forum/viewtopic.php?t=3396341

B3anmoaencrsoBasLLME MUPDI

‘ Anrnnicknii gns gebunce.pcapng  [Wireshark 11213 (v1.12.13-0-g969649d from master-1.12)]
File Edit View Go Capture Analyze Statistics TEIephon! Tools Internals Help

e 48 B

Filter. | bittorrent

=]

Ma. Time Source
7124 55.699074000 94.19
8293 55.976513000 37.11
8295 55. 976730000 94.19

41290 60.717373000 94,19
41295 60. 758718000 46.17
41299 60. 759509000 94.19
41334 61.069709000 5.167
41335 61.070190000 94.19

<

Frame 7124: 406 bytes on wir
Ethernet II, src: wistronI_7
Internet Protocol version 4,
Transmission Ccontrol Protoco
BitTorrent
= Message: Len:3, Port
Message Length: 3
Message Type: Port (9)
Port: 39512
= BitTorrent
= Message: Len:5, Have, Piec
Message Length: 5
Message Type: Have (4)
piece index: 0x00000159
E BitTorrent
= Message: Len:5, Have, Piec
c

TPy ",

OEEBE

0000 08 4f a9 &7 df 61 3c 97

@

e

Summary

Comments Summary
Show address reselution
Protocol Hierarchy
Conversations
Endpoints

Packet Lengths...

10 Graph

Conversation List
Endpoint List
Service Response Time

29West

ANCP

BACnet

Collectd...
Compare...

Flow Graph...
HART-IP

HTTP

OMC-RPC Programs
Sametime

TCP StreamGraph
UDP Multicast Streams
WLAN Traffic

1P Statistics
BOOTP-DHCP...

-

Protocol
BitTorr
BitTorr
2 BitTOrr
BitTorr
BitTorr

BitTorr
BitTorr
BitTorr

250 Have, Piece (Idx:0%x183)
122 Handshake
161 Handshake

g] QAAQF @E %% O

k)ression... Clear Apply Save

Length Info
406 Port Have, Piece (Idx:0x159)

60 unchoke

454 Extended
122 Handshake
148 Handshake

Have, Piece (Idx:0x98)

Have, Piece (Idx:0x198)

Have, Piece (Tdx:0x5a)

Have, Piece (Idx:0xla3d)

ol

Have, Piece

Have, Piece (Tdx: I:‘

L

0010 01 88 3f Oc 40 00 80 06

00cO 00 05 04 00 00 00 al 00
00d0 00 00 00 05 04 00 00 00

00 5e 1375 al 25

00 00 00 05 04 00

ptured (3248 bits) on interface 0

, Dst: 08:4f:a9:67:df:61 (08:4f:a9:67:df:61)

117.161), Dst: 37.112.198.102 (37.112.198.102)
DST Port: 34897 (34897), seq: 436, ack: 615, Len: 352

| »

m

@ 7| File "C\Users\RAD\Downloads\Anrnuiickn... | Packets: 41098 - Displayed: 89 (0.2%) - Load time: 0:01.185

Profile: Default

10



Peer Map B Savvius Omnipeek

Omnipeek

i File Edit View Capture Tools Window Help

Packets: 41,995 100 11/19/2019 10:10:21.641175 - 11/19/2019 10:11:36,828618 Duration: 0:01:15.187443
Flows: 545 50 'l
Files: 0 R
Events: 359 £ o«
Applications: 11 £ ;’g
IP Addresses: 427 i
Countries: 62 E =
10:10:21 10:10:29 10:10:37 10:10:45 10:10:53 10:11:01 10:11:09 10:11:17 10:11:25 10:11:33
00
|?V| Erter a fiter expression here (use F1 for help) |D|

W %Y

Applications .« Hodes: 427 Convs.: 426 | Protocols: i || 8: | " 5
Voice & Video o —

Compass 836352110 -—_________——_:_____________: 82208112133 = | Configuration | Node Visibilties | Profiles
Capture P 51.159.28.163 —— - "
wtore. = I Node Visibiity Criteria 3|~
Evans \.53.171 1983 Maximum Nodes
Notes 93510275 - @ Absolute
5.167.233.88 5.139.167.39 -
Expert (s3]
Clients/Server 95.8410.218 35.245,140.200 - Percent
Flows 80.247.97.178 Tritinga.org 100 =
Applications 7210236135 37145132114
Web 06.22.45.136 Traﬁ\c.Typas =
Servers Unicast
Clients 186222 211 54 212178.135.62 = [[] Multicast
Pages 90.191.107.201 90.151.22.143 [F] Broadcast
Requests |2 ittorert-1 e lnwd net 8888 :
Voice & Video | 83.219.136.140 46.175.65.207 ¥ Mode Ranking
Calls 194.67.212157 2229354131 [Highest v]
Media 17324944185 47.92.124.237 L
Visuals 185.198.56.7 198.27.82.86 MNode Statistic
® Peer Map tardis.tiny-vps.com — [Total Packets v]
88.201.218.31 3953130175
Ell-aphs Traffic Direction
lles
Statistics 5477.21823 B3.67.21.169 [Received -
Summary touter. bittarrent. com 79104.7.238 Summary
Modes 94191121 bittarrent.vo.llnwd. net Showing up to 100 nodes
Protocols 91.203.138.11 with _thgdhigh?s{tjtotal plackets
Applications received, including only
Countries | 212.46.18.182 these that are unicasting
2 46.0.136.37 = i

For Help, press FL

11



OTBeT Ha coobuweHue Interested

M bittorrent.pcapng  [Wireshark 11213 (v1.12.13-0-g969649d from master-1.12)]
File Edit View Go Capture Analyze Statistics TEIephon! Tools Internals Help

@ @ 4

218

Filter. | bittorrent.msg.type ==

Ma.

=]

Source Destination Protocol Length Info

A PDT L Qaapn #@M%| B

Expression... Clear Apply Save

Time
7124 55.699074000

<

Frame 7124: 406 bytes or
Ethernet II, src: wistrc
Internet Protocol Versid
Transmission control Prg
= BitTorrent
= Message: Len:3, Port
Message Length: 3
Message Type: Port
Port: 39512
= BitTorrent
= Message: Len:53, Have,
Message Length: 5
Message Type: Have {
piece index: 0x0000(
E BitTorrent
= Message: Len:5, Have,
e b, €

0000 08 4f a9 &7 df 61 3c
0010 01 88 3f Oc 40 00 80

00cO 00 05 04 00 00 00 al
00d0 00 00 00 05 04 00 00

8.102 BitTorr

406 Port Have, Piece (Idx:0x159)

Mark Packet (teggle)
Ignore Packet (toggle)

Set Time Reference (toggle)
Time Shift...

Edit Packet

Packet Comment...

Have, Piece (Idx:0x98)

Have, Piece (Idx:0xla3)

ol

Have, Piece (

Manually Resolve Address

L mn

captured (3248 bits) on interface 0

d9), Dst: 08:4f:a9:67:df:61 (08:4f:a9:67:df:61)
19.117.161), Dst: 37.112.198.102 (37.112.198.102)

8), DSt Port: 34897 (34897), seq: 436, ack: 615, Len: 352

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Follow TCP Stream
Follow UDP Stream
Follow 55L Stream

r r T row

Copy L
Protocol Preferences L4
Decode As...

Print...

Show Packet in New Window

Oe 76 bl d9 08 00 45 00

@ 7 [File: "C:\Users\RAD\Downloads\bittorrent.p... | Packets: 41998 - Displayed: 1 (0.0%) - Load time: 0:01.227

Profile: Default

-

m
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Coobuwenuna Choke n Unchoke

e https://wiki.theory.org/index.php/BitTorrentSpecifi
cation

* CoobuweHuna Choke: bittorrent.msg.type ==

e CoobuweHuna Unchoke: bittorrent.msg.type ==

13


https://wiki.theory.org/index.php/BitTorrentSpecification
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