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KpaTKaAa TeopeTnyeckaa crnpaBKa

e OTKpoute dann zeros_in_pkt_1214.pcap 8 Wireshark. Hangute B
Hem Ethernet-kagp No 1214. B KoHLUe 3TOro Kagpa nmeetca 6
Hy/1ieBbIX 6aNT, KOTOpPbie coBpemeHHble Bepcum Wireshark
onpeaenatoT Kak Padding, oTHocAawmmnca k Ethernet. OgHako TakK
Wireshark 3t 6aTbl MHTEPNPETUPOBAN He BCeraa, Aa uy apyrux
aHa/IM3aTopoB TPaPMKa MHEHMA NO STOMY NOBOAY PacxoaAaTcA
(cm. CKpuHWOTBLI Aanee). M3BECTHO, YTO pa3Hble NPOTOKObI
ncnonb3ytoT Padding (T.e. 3anonHeHMe He3Havallen
MHPOPMaLMent) C PasINYHbIMK LEIAMK: A1 BbIPaBHUBAHUA MO
onpeaeneHHoOM rpaHuue, AnA A0NO/IHEHMA A0 MUHUMA/IbHOTO
pa3mepa u T.n. Kpome toro, BHyTpM 3Toro Ethernet-kaapa
HaxoanTca NpobHbIn TCP-cermeHT «Keep-Alive», KOTOpbIN TaKKe
MOJKeT coaeprKkaTb «one garbage octet» (cm. pasaen 4.2.3.6):

e https://tools.ietf.org/html/rfc1122

e Tak yTO 370 33 HANTbLI N KAKOMY MPOTOKOJIY OHU NPUHAANENKAT:
TCP, IP unu Ethernet?



https://tools.ietf.org/html/rfc1122

3aJaHne Ha AOM

e OTkpounTe pann zeros_in_pkt _1214.pcap 8 Wireshark. Ana Ethernet-
Kagpa Ne 1214 sbinosiHUTE criegytoulee:

1)  PaccuuTtaiite KOHTpOAbHYtO cymmy TCP, nonaran, 4to 6 HyneBbiX 6alT B KOHLUE
NpUHagnexatT JaHHOMY NPOTOKONY. TaKXKe paccumTamTe KOHTPObHYHO
cymmy TCP, nonaras, 4to 6 HyneBbix 6anT B KoHUe HE npuHaanexaT emy.
CpaBHMUTE NO/y4YeHHble 3HauYeHua ¢ cogepxmmbim nons Checksum. Kakown
BapWaHT OKa3ascA NpaBu/ibHbIM?

2) PaccuntamTe KOHTPO/IbHYIO CyMMy 3aronioBKa IPv4, nonaras, 4to 6 HyneBbIx
6anT B KOHLE NPUHAANEXAT AAaHHOMY NPOTOKO/Y. TaKXKe paccumtamte
KOHTPOJIbHYIO CYMMY 3aronoBkKa IPv4, nonaras, 4to 6 HyneBbiXx 6anT B KOHLE
HE npuHagnexat emy. CpaBHUTE NOJIy4eHHble 3HAYEHUA C COA4EPKMUMbIM
nona Header checksum. Kakoi BapnaHT oKa3aaca npaBuabHbIM?

3) CronupynTe coaepMMoe BCEro Kaapa Kak Hex Stream v ¢ nomoulbto canTa
https://www.scadacore.com/tools/programming-calculators/online-
checksum-calculator/ Haﬁgme ero Frame Check Sequence (cm. Tabn. CRC-
32, ctpoKa Reversed, ctonbel, Bil% Endian (ABCD)). CpaBHUTE CO 3HaYE€HUEM
FCS Ha ckpuHwoTte ana Omnipeek 11 (FCS: 0xF4DA3A02 Calculated)

e OTYeT AO0NKEH COAEPKaTb BbIMOJJIHEHHbIE pacyeTbl, a Tak¥e BbIBOAbI O
TOM, KaKOM NPOTOKO/1 BCTaBMA 3TN 6 HyNeBbIX BalT, C KAKOW LeNblo U
BCTpeYatoTcs i oHU B Apyrux Ethernet-kagpax atoro daiina



https://www.scadacore.com/tools/programming-calculators/online-checksum-calculator/

Wireshark 3.2.3: Padding ©

M zerosin_pkt 1214 peap E‘Ii“&l
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am ® REBRec=gosEEaaan

[ |App|'-r a display filter ... <Ctrl-f> 1+
Mo. Time Source Destination Protocol  Length Info =

> Frame 1214: 6@ bytes on wire (488 bits), 68 bytes captured (488 bits)
4 Ethernet II, Src: Cisco_18:4e:8@ (@@:8f:34:18:42:088), Dst: Notebook d3:25:19 (@@:86:1b:d3:25:19)
> Destination: Notebook_d3:25:19 (@8:@6:1b:d3:25:19)
» Source: Cisco_18:4e:80 (B@:87:34:18:42:00)
Type: IPv4 (@x@308)
Padding: BREEGBEREEGEE
4 Internet Protocol Version 4, Src: 217.708.129.242, Dst: 138.238.52.139
8188 .... = Version: 4
2181 = Header Length: 28 bytes (5)
Differentiated Serwvices Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 48
Identification: @xf@cd (6164@)
Flags: ex4@ee, Don't fragment
Fragment offset: @
Time to live: 44
Protocol: TCP (B)
Header checksum: @x4b5d [validation disabled]
[Header checksum status: Unverified]
Source: 217.78.120.242
Destination: 13@.23@.52.139
4 Transmission Control Protocol, Src Port: 88, Dst Port: 1851, Seq: 1851835, Ack: 584, Len: @
Source Port: 8@
Destination Port: 1851
[Stream index: @]
[TCP Seement Len: @1 i
22 86 1b d3 25 19 @@ 8f 34 18 4e 80 B8 0@ 45 0@ ¥eeo 4:N---E
@@ 28 f@ c3 4@ @@ 2c @6 4b 5d d2 46 81 f2 32 e6 (@, KJ'F

34 8b 80 50 04 1b 2a 6o 46 4d 84 70 a6 aa 50 18 4 P *n FM.p P
@830 1b 54 el 94 80 00 NI T d

m

O ¥ Ethernet Padding (eth.padding), & bytes Packets: 1399 - Displayed: 1399 (100.0%:) Profile: Default




Wireshark 0.99.8: Trailer ®

i zeros_in_pkt_1214 pcap - Wireshark E‘Ii“é‘

File Edit View Go Capture Analyze Statistics Help

Bweee EEXEE AesT LI([EE QAR #D8 % B

Filter: * Expression.. Clear Apply

Me. . Time Source Destination Protocol Info 1
1212 1.201492 217.70.129, 242 130.230.52.139 TCP [TcP segment of a reassembled PDU]

& Frame 1214 (60 bytes on wire, 60 bytes captured) -
= Ethernet II, Src: Cisco_18:4e:00 (00:0f:34:18:4e:00), Dst: Notebook_d3:25:19 (00:06:1b:d3:25:19)
# Destination: Notebook_d3:25:19 (00:06:1b:d3:25:19)
[ Source: Cisco_18:4e:00 (00:0f:34:18:4e:00)
Type: IP (Ox0800)
Trailer: 000000000000
= Internet Protocol, Src: 217.70.129.242 (217.70.129.242), Dst: 130.230.52.139 (130.230.52.139)
version: 4
Header length: 20 bytes
@ Differentiated services Field: 0x00 (psCP Ox00: Default; ECN: Ox00)
Total Length: 40
Identification: 0xf0Oc8 (61640)
@ Flags: 0x04 (Don't Fragment)
Fragment offset: 0
Time to live: 44
Protocol: TCP (0x06)
@ Header checksum: O0x4b5d [correct]
Source: 217.70.129.242 (217.70.129.242)
pestination: 130.230.52.139 (130.230.52.139)
= Transmission Control Protocol, Src Port: http (80), Dst Port: optima-vnet (1051), Seq: 1051035, ack: 584, Len: O
Source port: http (80)
pestination port: optima-wvnet (1051)
Sequence number: 1051035 (relative sequence number)
Acknowledgement number: 584 (relative ack number)
Header length: 20 bytes P
@ Flags: 0x10 (ACK)
window size: 6996 18

[AYPPC R U |

m

eIl R

0000 00 06 1b d3 25 19 00 Of 34 18 4e 00 08 00 45 00
0010 00 28 fO ¢8 40 00 2c 06 4b 5d d9 46 81 f2 82 e6
0020 34 8b 00 50 04 1b 2a 6e 46 4d 84 70 a6 aa 50 10
0030 1b 54 el 94 00 00

Ethernet Trailer or Checksum (eth trailer), 6... | Packets: 1399 Displayed: 1399 Marked: 0 Profile: Default




Network Monitor 3.4: Unknown

Microsoft Network Monitor 3.4 - C\Users\RAD'\Downloads'zere.pcap(Converted)

File Edit View Frames Filter Experts Tools Help

| New Capture 4 Open Capture E Save As | == Reassemble

zero peap @ Start Page Parsers

ol

4 Layout ~ <3 Parser Profiles = ] Options @) How Dol =

Metwork Conversations x || Display Filter

b3

=53 alTrafhic Apply " Remove History = 7, Load Filter =
=-3 Other Traffic L R L

“\fj Save Filter 2 Clear Text

@f’ IPv4 (130.230.52.139 - 217.70.129

nknownDat Binary Large Cbject (& Byt

cp: [Heep aliwve]Flags=.
.. 3rcPort: HTTP (80)
--DstPort: 1051
SequenceNumber: 711870022 (0x2RA6E464D)

- DataCff=set: 80 (0=50)
[H-Flags: ...E....
~Window: 6996 (scale factor 0x0) = €996

- Checksum: OxE194, Good
- UrgentPointer: 0 (0x0)

< m SIEN T

- hcknowledgementHumber: 2221975210 (0x8470R6GAL)

Ethernet: Etype = Internet IP (IPv4),Destinationfiddress: [00-06-1E|
[+-DestinationAddress: Portable Systems, IBM Japan Co,
- Sourcelddress: Cisco Systems 184E00 [00-0F-34-18-4E-00]
- EthernetType: Internet IP (IPFv4), 2048 (0x300)

Ltd D32519

pvd: Srec = 217.70.129.242, Dest = 130.230.52.139, Next Protocol

.y SrcPort=HITP(80), DstPort=1051,

Frame Summary b4
% Find~ § ¢ ga Color Rules lﬁ Aliases + Columns +
Frame Mumber Time Date Local Adjusted  Time Offset  Source Destination Protocol Mame  Description -
1212 5:54:05 AM 3/2/2008 1.2014520  217.70.129.242 130.230.52.139 TCP TCP:[Continuation to #1095]Flags=...A...., SrcPort=HTTP(30), DstPort=1051, PayloadLen=1295, S5eq=7118
1213 5:54:05 AM 3/2/2008 1.2015270  130.230,52,139 217.70.129.242 TCP TCP:Flags=...A...., SrcPort=1051, DstPort=HTTP(80), PayloadLen=0, Seq=2221975210, Ack=711870030, \'l_l
1214 5:54:05 AM 3/2/2008 1,4332080 217.70.129.242 130.230.52.139 TcP TCP:[Keep alive]Flags=...A...., SrcPart=HTTP(80), DstPort=1051, PayloadLen=0, Seq=711870029, Ack=22;—
1215 5:54:05 AM 3/2/2008 1.4332880  130.230.52.13% 217.70.129.242 TcP TCP:[Dup Ack £1213]Flag .., SrcPort=1051, DstPort=HTTP(30), PayloadLen=0, Seq=2221975210, Ac ~
< | [0 | +

Frame Details % ||Hex Details x

rame: Number = 1214, Captured Frame Length = 60, MediaTvpe = ETH|| . .
: T g : B i} Decode As | Width | Prot Off: 54 (0:36) Frame Off: 54 (0:36) Sel Bytes: 6

0000 00 06 1B
oooC 08 00 45
4B 5D D2
04 1B 24
1B 54 E1

D3 25 19 00 OF 3¢ 18 4E 00 ...0%...4.N.
00 00 28 FO C2 40 00 2C 06 ..E..(8E@.,.
46 81 F2 82 E6 34 8B 00 50 KJUF & =4 .P
6E 46 4D 84 70 A6 AL 50 10 ..*nFM p;*PF.

94 00 00 PPEEGHEEHHEGHENGENG] T

| A Frame Commem5| 2]

Hesx Details

Version 3.4.2350.0

ﬁ Displayed: 1399 Captured: 1399 Focused: 1214 Selected: 1
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Colasoft Capsa Free 11.1.2:

‘./'_) | Analysis Project 1 - Colasoft Capsall Free = auX
~ Analysis System Tools Views tjﬂ Help ™
S = —_— — -]

I » B | o =28 = j’ =1 B Export
il iy =) o5 o [ & A 5 B Clea
File Start  Pause Stop General MNode Name | Analysis  View Packet Capture Packet Conversation  Log Log 3

Group Table Object Display | Buffer  Filter Output Filter View  Output fis Lock
Replay Metwork Profile Settings Analysis Profile Settings Utilization (0% pps (179) Traffic Chart(bps) Packet Buffer 8.0 MB
Nede Explorer ummary rprUtUCD‘ rMAC Endpoint rIP Endpoint rMAC Conversation FIP Conversation rTCP Conversation rUDP Conversation | Port Matnx_f Pack|ﬁ| 4 ¥ Online Resource x
== — " P
S G- | & & | B E kAl 6 - - | 63| Fitter - Al - =
L fﬂ;‘]‘ll oslEs No. Absolute Time  Source Source Geolocation Destination Destination G “
i+
- W Protocol Explorer (1) 1212 05:54:05.280530000 | wwnw.rarlab.com:80 Germany 130.230.52.139:1051 Finland
BB MAC Explorer (1) ;
2 1p Beolorer (1] 1213 05:54:05.280565000 = 130.230.52139:1051 Finland www.rarlab.com:80 Germany
=T 1214 05:5405.562246000 | wwiwrarlab.com:80 Germany 130.230.52139:1051 Finland |
1215 05:54:05.562326000 | 130,230,52.132:1051 Finland www.rarlab.com:80 Germany Z
J +
1051 - (100000000 | 00 06 1B D3 25 19 00 OF 34 18 4E
7118700z |[0000000B | 00 08 00 45 00 00 28 FO €8 40 00 | ... Live Demo
22219752 00000016 | 2C 06 4B 5D D9 46 81 F2 82 E6 34 .-
4 00000021 [ BB 00 50 04 1B 2R 6E 46 4D 84 70
s 0000002C | A6 RR 50 10 1B 54 E1 94 00 00 00 - @ Find Top Talkers in Network
- 00C ||pooooos? (oo 00 0O OO OO ... &) Who Is Using Network Bandwidth?
1 &) How to Detect ARF Attacks
@ How to Detect Metwork Loop
&) How to Use Alarms
S0. ... [ More Videos...]
-.1 .
How to Use Capsa |
. 0. | |
| Support Forum = |
e99¢ Feedback = |
0xE194 |%
0
[54/€]
‘5’ Humber 6 bytes [
4 | 1 | r il
~._ Original Packet 400, [ m Ty
%Replay- Full Analysis @Network Profile 1 - Bandwidth - 1000Mbps | .. Total 1 files, replay stopped  Inactive 00:00:08 | /1,399 \éﬂ Ready I\ Alarm Explorer |0 0 oo oo




TamoSoft CommView 6.5: Padding

@ Log Viewer [zeres_in_pkt_1214.pcap]

ol
File Search Rules
4 ETHERNET: Etype = Internet IP (IPv4),DestinationAddress:[19:25:D3:1B:86:88],5curcefddress: [8@:4E:18:34:0F:08] Dest MAC  SrcIP Dest IP Src Port Dest Port -
estinationAddress: @@:86:1B:D3:25:19 http 1051
ourceAddress: 98:8F:34:15:4E:80

thernetType: Internet IP (IPv4), 2848(8x388)
Direction: Pass-through

ate: 2-Mar-2888

ime: 85:54:85.562246

Delta: 8.281631

Frame size: 68 bytes

- Frame number: 1214

4 -Versions: IPvd4, Internet Protocol; Header Length = 28

¢ Liversion: (@18@....) IPv4, Internet Protocol

H -HeaderLength: (....8181) 28 bytes (@x5)

-DifferentiatedservicesField: DSCP: 8, ECN: 8

otallength: 48 (8x28)

dentification: 61648 (@xFeC8)

»-FragmentFlags: 16384 (@x4808)

~TimeToLive: 44 (Bx2C)

extProtocol: TCP, 6(@xE)

- Checksum: 19293 (8x4B5D) [Good]

~5SourceAddress: 217.78.129.242

~DestinationAddress: 138.238.52.139

4-Tcp: Flags=...A...., SrcPort=HTTP(88), DstPort=1851, Payloadlen=8, Seq=711878@29, Ack=2221975218, Win=6996

- SrcPort: HTTP(88)

~DstPort: 1851

- SequenceNumber: 711878829 (8x2AGEAGAD)

AcknowledgementNumber: 2221975218 (BxS47BAGAA)

»-Datalffset: 80 (8x58)

4-Flags: ...A....

- CHR: (

ECE: (

“Urgent: (..

- Bk (..
{
{

CWR not significant

ECN-Echo not significant

Not Urgent Data

Acknowledgement field significant
Mo Push Function

Mo Reset

Mot Synchronize sequence numbers
Mot End of data

-Push:
Reset:

-Window: 6996

- Checksum: @xE1%94, Good
~UrgentPointer: ® (8x@)

-|Padding: Binary Large Object (6 Bytes)

http

http

4-Ipvd: Src = 217.78.129.242, Dest = 138.238.52.139, Next Protocol = TCP, Packet ID = 516848, Total IP Length

10 82 @F-34 18 4E 0@ 08 @2 45 88 ...V%...4.N...E
B0 2C @5-48 5D DI 46 81 F2 82 E6 . (pM@., .KIWFfT,
1B 2A GE-46 4D B4 78 AG AA 58 18 4<.P..*nFM,plEP
50 00 00-00 00 00 00 TG

i |




Omnipeek 11

File Edit View Capture Tools Window Help

Omnipeek

:yxe 10 ‘0" baut???

applications Packet | Source Destination Flow ID | Flags Size Relative Time | Protocal Application Summary e~
Voice & Video 1212 i 217.76.129.242 § 130.238.52.139 1 1353 1.201492 HTTP HTTP R PORT=1851 HTML Data
Compass 1213 g 13@.238.52.139 217.70.129.242 1 64 1.201527 HTTP HTTP Src= 1051,Dst=  88,.A.... ,s=2221D
Capture 1214 W 217.76.129.242 130.230.52.139 1 64 1.4832088 HTTP HTTP Src=  8@,Dst= 1851,.A....,5= 711
® Packets 1215 ' 138.238.52.139 217.78.129.242 1 64 1.483288 HTTP HTTP Src= 1851,Dst=  8@,.A....,5=2221 7
Events < L1 | >
Mates = Y Ethernet Type 2 - © 90 86 1B D3 25 19 @@ @F 34 18 4E 0@ @8 00 45 00 08 28 FO (8 ....%...4.N...E
Expert B Destination: @9:06:1B:D3:25:19 NotebookDe:D3:25:19 [8-5] 2@ 4@ 8@ 2C @6 4B 5D D9 46 81 F2 82 E6 34 3B @@ 56 84 1B 2A 6E @.,.K].F....4..P
Clients/Servers B3 Source: @9:0F:34:18:4E:@0 Cisco:15:4E:60 [6-11] [ 20 B O e B B B e
Flows @ Protocol Type: 8x8888 Internet Protocol version 4 (IPv4) [12-13] 60 EENEONEN S
Applications = Y IP Version 4 Header - Internet Protocol Datagram
Wweb @ Version: 4 [14 Mask BxF@]
Servers @ Header Length: 5 (20 bytes) [14 Mask 8x8F]
Clients ¥ Diff. services: @xee [15]
Fages @ Total Length: 48 [16-17]
Requests @ Identifier: 61648 [18-19]
Voice & Video Y Fragmentation Flags: %018 [28 Mask 8xE@]
Calls 1 @ Fragment Offset: ® (@ bytes) [28-21 Mask Bx1FFF]
Media | @ Time To Live: 44 [22]
Visuals | | & Protocol: 6 TCP - Tronsmission Control Protocol [23]
Peer Map @ Header Checksum: @x4BSD [24-25]
Graphs ¢ Source IP Address: 217.78.129.242 [25-29]
Files ¢ Dest. IP Address: 13@.238.52.139 [38-33] L
Statistics = % ICP - Transport Control Protocol 1
Summary @ Source Port: 8@ http [34-35]
Nodes @ Destination Port: 1851 optima-vnet [36-37]
Protocols @ Sequence Number: 711878029 [38-41]
Applications @ Next Sequence #: 711878829 (olculated
Countries @ Ack Number: 2221975218 [42-45]
@ TCP Offset: 5 (26 bytes) [46 Mask 8xF@]
@ Reserved: %090 [46 Mask OxOE]
Y TCP Flags: %000610608 [45-47 Mask BxB1FF]
@ Window: 6996 [42-49]

@ TCP Checksum:
@ Urgent Pointer:
@ wo TCP Options

BXE194 [58-51]
@ [52-53]

= ¥ ECS - Frame Check Sequence

@ FCs:

BxFADASAR2 (olculaoted

<

4



Anropmntm Internet Checksum

e AITOPUTM pacyeTa KOHTPOIbHOM cyMmmbl MHTepHeT (Internet
Checksum), ucnonobsyemoii1 8 IPv4, UDP n TCP, onuncaH B

e https://tools.ietf.org/html/rfc1071

e ObpaTnUTe BHUMAHME, YTO B OTZINYME OT KOHTPOJIbHOM
CyMMbl 3aronoBKa npotokona IPv4, 8 UDP 1 TCP npwu
pacyeTe KOHTPOJ/IbHOM CYMMbI Y4MUTbIBaETCA (HO cam He
nepeaaeTca) NnceBao03aronoBoK (pseudo header)

e B OC Microsoft Windows ana pacyeta KOHTPO/IbHbIX CYyMM
MOXHO BOCIMO0/1b30BaTbCA CTaHAAPTHbIM Ka/IbKYNATOPOM,
NepeKNOUYUBLLUNCH B peXXum «lporpamMmmmncT»:

* View > Programmer > Hex


https://tools.ietf.org/html/rfc1071

ROHTPpO/bHAA cymma TCP

0 7 15 23

T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T

Destination IP address

0000000 Protocol = 6 Segment length
Source port Destination port
Sequence number
Acknowledgement number

ﬁeédt’er”’ IIIIIII.IIIIIII
-Ier]gth IR?S.I C E U A P R S F L L L 1 1 IWIInIdOIWI 1 L L L

Checksum Urgent pointer
Options (if any) Padding

Data




ROHTPO/IbHAA cymma |Pv4

0 7 15 23

V'erlsioln III-IILI Type of servrce | ITlotaI ierlrgtlhl
ildier;trfrcatronl T Fiads | IFraglmenltdffsletl

I'I'Iirnleltollivlel | Protocol | a Headerchecksum |

Source IP address

Destlnatlon IP address

Optlons (|f any)

Padding

Data




[Tomep pacyeTa AnAa Kagpa No

M zeros_in_pkt_1214.pcap ==
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
P =
Adm 20 JEORB ses=TsEE QAN
[I |App|'-r a display filter ... <Ctrl-f> = '] +
Mo. Time Source Destination Protocol  Length Info ol
- 1 @.0oe000 13@8.230.52.139 217.78.129.242 AEE 621851 » B@ [SYN] Seq=@ Win=65535 Len=@ M55=1468 SACK PERM=1 ; |J
2 8.839661 217.78.129.242 136.236.52.139 nEE 62 88 = 1851 [SYN, ACK] Seq=0 Ack=1 Win=5848 Len=8 M55=1468 SACK_PERM=1
3 8.839748 138.230.52.139 217.78.129.242 TCP 54 1851 = B8 [ACK] Seq=1 Ack=1 Win=65535 Len=8
4 @.e44785 13@.23@8.52.139 217.78.129.242 HTTP 637 GET /rar/wrar371l.exe HTTP/1.1 -

Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

4 Ethernet II, Src: Notebook d3:25:19 (@@:86:1b:d3:25:19), Dst: ALL-HSRP-routers_34 (@@:8@:8c:87:ac:34)
[* Destination: All-HSRP-routers_34 (@@:8@:8c:87:ac:34)

[* Source: Notebook_d3:25:19 (@@:86:1b:d3:25:19)
Type: IPv4 (@x8808)
4 Internet Protocol Version 4, Src: 138.238.52.139, Dst: 217.78.129.242
2188 .... = Version: 4
+... 8181 = Header Length: 2@ bytes (5)

Total Length: 48

Identification: @x2lbe (8638)

Flags: @x4@@@, Don't fragment

Fragment offset: @

Time to live: 128
Protocol: TCP (6)

Header checksum: @xce5f [validation disabled]
[Header checksum status: Unverified]
Source: 138.238.52.139
Destination: 217.78.129.242

4 Transmission Control Protocol, Src

Source Port: 1851
Destination Port:
[Stream index: @]
[TCP Segment Len:

ge

e]

Seguence number: @ (relative

Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)

Port: 1851, Dst Port: 8@, Seq: @, Len: @

sequence number

m

Beas
eals
8eze
8a3e

O 7 Frame (frame), 62 bytes

| Packets: 1399 - Displayed: 1399 (100.0%)

| | Profile: Default

13




Edit > Preferences > Protocols > ...

M Wireshark . Preferences

Interlink -
PDC

IPDR/SP

iPerf2

ISAKMP
iSCSI
150N

iSER
ISMACRYP
iSNS
15015765
150 8583
150bus VT
15uP
moMm

A

lulp S
4 . »

Internet Protocol Version 4

Decode IPv4 TOS field as DiffServ field
Reassemble fragmented IPv4 datagrams
Show IPv4 summary in protocol tree
Validate the IPv4 checksum if possible

re from IP TSO-enabled hardware

[7] Interpret Reserved flag as Security flag (RFC 3514)
[T] Try heuristic sub-dissectors first

IPv4 UDP port 0

OK.

] [ Cancel

J

Help

M Wireshark . Preferences

TAL

TAPA
TCAP

TCP
TCPENCAP
TCPROS
TDMeE
TDMoP
T0s
TeamSpeak?
TELNET
Terede
TETRA

TFP

TFTP
Thread
Thrift

Tibia

TIME

TIPC
TiVoConnect
TLS

THS

Token-Ring ™
] 1l b

Transmission Control Protocol
Show TCP summary in protocol tree
Validate the TCP checksum if possible

W

[@]| Whether to validate the §yhle TCP streams
TCP checksum or not.
({Invalid checksums will
cause reassembly, if
enabled, to fail.)
EIFTVE Sequence f

Scaling factor to use when not available from capture
Track number of bytes in flight
Calculate conversation timestamps

[ Try heuristic sub-dissectors first

I:‘ Ignore TCP Timestamps in summary

Do not call subdissectors for error packets

TCP Experimental Options with a Magic Mumber
[ Display process information via IPFIX

TCP UDP port 0

QK ][ Cancel ][ Help
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ROHTpONbHAA cymma TCP: 4337/

M Wireshark [

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm:® JnRE AcesTeEaaan

L] |App|'-r a display filter ... <Ctrl-f= - | -]+

Mo. Time Source Destination Protocol  Length Info ol
1 @.eoe000 13@8.230.52.139 217.78.129.242 ras 62 1851 » B@ [SYN] Seq=8 Win=65535 Len=@ MSS5=1468 SACK_PERM=1 |_J
2 9.839661 217.78.129.242 136.236.52.139 e 62 88 = 1851 [SYN, ACK] Seq=0 Ack=1 Win=5848 Len=08 M55=1468 SACK_PERM=1
3 8.839745 138.230.52.139 217.78.129.242 TCP 54 1851 = B8 [ACK] Seq=1 Ack=1 Win=65535 Len=8
4 @.e44785 13@.23@8.52.139 217.78.129.242 HTTP 637 GET /rar/wrar371l.exe HTTP/1.1 -

> Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

> Ethernet II, Src: Notebook d3:25:19 (@@:86:1b:d3:25:19), Dst: ALL-HSRP-routers_34 (@@:8@:8c:87:ac:34)

> Internet Protocol Version 4, Src: 138.238.52.139, Dst:

Source Port: 1851

Destination Port: 8@

[Stream index: @]

[TCP Segment Len: @]

Sequence number: @ (relative sequence number)
Sequence number (raw): 2221974626

217.78.129.242
4 Transmission Control Protocol, Src Port: 1851, Dst Port: 88, Seq: @, Len: @

[Next sequence number: 1 (relative sequence number)]

Acknowledgment number: @
Acknowledgment number (raw): @

2111 .... = Header Length: 28 bytes (7)
Flags: @x@e2 (SYN)

Window size value: 65535

[Calculated window size: 65535]
Checksum: @x4337 [correct]

[Checksum Status: Good]

[Calculated Checksum: @x4337]

Urgent pointer: @

[Timestamps]

Options: (8 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted

92 B8 Bc @7 ac 34 8@ @6 1b d3 25 19 @3 @@ 45 @@ 4 % -E
@2 38 21 be 42 @@ 3@ @6 c6 5T 82 e6 34 Bb d9 46 al-@ _--4--F
81 f2 @4 1b @@ 5@ B4 7@ a4 62 @@ @@ @@ @@ 7@ a2 -P-p -b----p

eesa +f f [EJER o0 @0 82 @4 05 b4 61 61 64 82

O 7 Details at: https:/fwww wireshark. org/docs fwsug_html_chunked /{ChAdvChedksums. html (tcp.checksum), 2 bytes

Packets: 1399 - Displayed: 1399 (100.0%:)

Profile: Default
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PacueT KOHTPO/IbHOM cymMmbl TCP

82e6 + 348b b771
15b38 > e
do46 + 81f2 Eh39 12ab 1738

0006 + 001c 0022
041b + 0050 046b 048d

128d2 >
8470 + a462 »8d3 2843
0000 + 0000 0000
17001 >
7002 + ffff 2002 2002

0000 + 0000 0000
0204 + 05b4 07b8

0101+ 0402 0503 Uiz
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KOHTpobHAA cymma IPv4: c65f

M zeros_in_pkt_1214.pcap

(=) [
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm 5@ BB ] &= NSEEETTY.
L] |App|‘-r a display filter ... <Ctrl-f> =} | -]+
Mo. Time Source Destination Protocol  Length Info ol
1 @.eoe000 13@8.230.52.139 217.78.129.242 ras 62 1851 » B@ [SYN] Seq=8 Win=65535 Len=@ MSS5=1468 SACK_PERM=1 |_J
2 9.839661 217.78.129.242 136.236.52.139 e 62 88 = 1851 [SYN, ACK] Seq=0 Ack=1 Win=5848 Len=08 M55=1468 SACK_PERM=1
3 8.839745 138.230.52.139 217.78.129.242 TCP 54 1851 = B8 [ACK] Seq=1 Ack=1 Win=65535 Len=8
4 @.e44785 13@.23@8.52.139 217.78.129.242 HTTP 637 GET /rar/wrar371l.exe HTTP/1.1 -

> Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

> Ethernet II, Src: Notebook d3:25:19 (@@:86:1b:d3:25:19), Dst: ALL-HSRP-routers_34 (@@:8@:8c:87:ac:34)
4 Ipternet Protocol Version 4, Src: 138.238.52.139, Dst: 217.78.129.242

2188 .... = Version: 4
8181 = Header Length: 28 bytes (5)
> Differentiated Services Field: @x@8@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 48

Identification: @x2lbe (3638)

Flags: @x4e@8, Don't fragment

Fragment offset: @

Time to live: 128

Protocel: TCP (6)
Header checksum: e@xce5f [correct]

[Header checksum status: Good]

[Calculated Checksum: @xce5T]
Source: 138.238.52.139
Destination: 217.78.129.242
+ Transmission Control Protocol, Src Port: 1851, Dst Port: 8@, Seq: @, Len: @

80 88 Bc 87 ac 34 @0 86 1b d3 25 10 83 68 45 00 4 % E-

BE18 88 38 21 be 40 80 20 06 [Tl 52 6 34 8b do 46 -@!-@--- @--4--F
81 2 84 1b 00 50 84 70 a4 62 0P @0 @0 00 70 @2 -- - P-p ‘b ---p
ff f 43 37 00 60 @2 64 @5 b4 61 61 64 62 7

O 7 Header checksum ({ip.checksum), 2 bytes Packets: 1399 - Displayed: 1399 (100.0%:)

Profile: Default
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PacueT KOHTPO/IbBHOW cymMmbl |Pv4

4500 + 0030 |UEELIE e
21be + 4000 61be 1399f > 39a0 >

8006 + 0000 8006 2l NOT
82e6 + 348b b771 > c65f
d946 + 81f2  15b38 > 5b39 5b39

13777 > 3778
5b39
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3HadyeHue FCS Ethernet: d3201d7b

File Edit View Capture Tools Window Help

MNetwork

applications Packet | Source Destination Flow ID | Flags Size Relative Time | Protocal Application Summary ol
Woice & Video 1 138.2308.52.139 217.78.129.242 1 66 9.828288 HTTP HTTP Src= 1851,Dst= SO,....S.,S=2221|—|
Compass 2 4 217.70.129.242 ¢ 138.238.52.139 1 66 8.839661 HTTP HTTP 8@,Dst= 1@51,. 5.,5= 718
Capture 3 4 130.230.52.139 ¢ 217.70.129.242 1 64 8.839746 HTTP HTTP c= 1851,Dst= 8@, .A....,5=2221
® Packets 4 i 130.238.52.139 ¢ 217.70.129.242 1 641 8.844785 HTTP HTTP C PORT=1851 GET /rar/wrar37l.exe
Events ‘| L] | +
Notes = f Ethernet Type 2 - B 8@ 80 eC @7 AC 34 @@ @6 1B D3 25 19 @8 @@ 45 @0 8@ 38 21 BE
Expert Destination: 09:00:0C:07:AC: 34 (isco:67:AC:34 [8-5] 2@ 40 @@ 3@ @5 C5 SF 82 E6 34 8B DO 45 E1 F2 @4 1B 0@ 50 84 7@
Clients/Servers B3 Source: ©0:06:16:D3:25:19 NotebookDe:D3:25: 1 20 e e L T v e el SRR
Flows @ Protocol Type: 8x8888 Internet Protocol versi 60 N0 ONe
Applications = Y IP Version 4 Header - Internet Protocol Datagram
Wweb @ Version: 4 [14 Mask
Servers @ Header Length: 5 (2@ byte ask 8xeF]
Clients Y Diff. Services:
Fages @ Total Length:
Requests @ Identifier:
Voice & Video I Fragmentation Flags:
Calls @ Fragment Offset:
Media | @ Time To Live:
Visuals @ Protocol: [23]
Peer Map @ Header Checksum:
Graphs Source IP Address:
Fies Dest. IP Address: 217.70.129.242 L
Statistics = f TCP - Transport Control Protocol 1
Summary @ Source Port: 1851 optima-vnet [34-35]
Nodes @ Destination Port: 88 http [
Protocols @ Sequence Number: 2221974626 [38-41]
Applications @ Next Sequence #: 2221974627 Colculated
Countries @ Ack Number: @ [42-45]
@ TCP Offset: 7 (28 bytes
@ Reserved: %000 [46
T TCP Flags: %000000818 |
@ Window: 65535 [48-49]
@ TCP Checksum: @x4337 [58-51]
& Urgent Pointer: @ [52-53]
a;thpt:ions: Option Type=2 Option Type=1 Option Type=1 Option Type=4 [54-51]
= Y ECS - Frame Check Sequence

@ s 8xD3281D7B Calculated [ 4

q m I b
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KnanKkaem npaBon KHonkown n Copy

M zeros_in_pkt_1214.pcap ==
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A @ LERE Res=FaEEQQaHE
[I |App|'-r a display filter ... <Ctrl-f> = '] +
No. Time Source Destination Protocol  Info ol
- 1 @.0oe000 13@8.230.52.139 217.78.129.242 AEE Win=65535 Len=8 MS55=1468 SACK PERM=1 ; |J
Mark/Unmark Packet Ctrl+M 5 =
2 8.839661 217.78.129.242 136.236.52.139 nEE . Seq=8 Ack=1 Win=5848 Len=8 M55=1468 SACK_PERM=1
3 8.939746 130.230.52.139 217.70.129.242 Tcp Ignore/Unignore Packet Cir+D Ack=1 Win=65535 Len=@
4 @.e44785 13@.23@8.52.139 217.78.129.242 HTTP Set/Unset Time Reference Cirl+T il
> Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) Time Shift... Ctrl+Shift+T
4 Ethernet II, Src: Notebook d3:25:19 (@@:86:1b:d3:25:19), Dst: ALL-HSRP Packet Comment... Ctrl+Alt+C

Type: IPv4 (@x8808)

[* Destination: All-HSRP-routers_34 (@@:8@:8c:87:ac:34)
[* Source: Notebook_d3:25:19 (@@:86:1b:d3:25:19)

Internet Protocol Version 4, Src: 138.238.52.139, Dst: 217.78.129.242
Transmission Control Protocol, Src Port: optima-wnet (1851), Dst Port:

Edit Resolved Mame

Apply as Filter
Prepare as Filter
Conversation Filter
Colorize Conversation
SCTP

Follow

Copy

Protocol Preferences
Decode As...
Show Packet in New Window

Summary as Text
a5 CSV
35 YAML

As Filter Ctrl+Shift+C

Copy Bytes as Hex + ASCI Dump
.as Hex Dump

.35 Printable Text

.85 @ Hex Stream

...as Raw Binary

...as Escaped String

O 7 Frame (frame), 62 bytes

| Packets: 1399 - Displayed: 1399 (100.0%)

| | Profile: Default

20



Bctasnsgem un xxmem AnalyzeDataHex

=5 el 5

File Edit View History Bookmarks Tools Help

%" Online Checksum Calculator - %

& c ‘Q‘ U a https:/f

R =

ww.scadacore.com/tools/programming-calculators/online-checksum-calculator/

Online Checksum Calculator

m

This Checksum Calculator allows you to find the checksum of your input string. The entered ASCII or Hex string will
produce a checksum value that can be used to verify the checksum algorithm used by a particular device. This tool is
especially useful for interfacing with devices for lloT and sensor-to-cloud applications.

Hex Input

00000c07ac3400061kd3251908004500003021be40008006c65f82263480d94681£2041b00508470a
462000000007002££££433700000204050401010402

ASCIL Input
ool 00l 3R ere €01 26007 224227 BP0 @00l 22070 LI
hd
£g

AnalyzeDataAscii

CheckSum8 Xor
CheckSum 8 Xor

Mormal
z
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CRC-32: Reversed v Big Endian

File Edit View History Bookmarks Tools Help ==
% Online Checksum Calculator - %
<« G @ U & nttpsy v.scadacore.com/tools/programming-calculators/online-checksum-calculator/ e * =
CRC-16-DNP
(DNP, IEC 870, ModBus)
Generator Type Big Endian (ABCD) Little Endian (DCBA)
Normal 0x3D65 68 3E 3E68
Reversed 0xAGBC ED FC FCED
Reversed Reciprocal 0x9EB2 99 DD DD 99
CRC-16-DECT
(Cordless Telephones)
Generator Type Big Endian (ABCD) Little Endian (DCBA)
MNormal 0x0589 A5 0B 06 AS
Reversed 0x91A0 CA 63 63 CA
Reversed Reciprocal 0x82C4 FD 67 67 FD
CRC-32
(ISO 3309, ANSI X3.66, FIPS PUB 71, FED-STD-1003, ITU-T V.42, Ethernet, SATA, MPEG-2, Gzip, PKZIP, POSIX cksum, PNG, ZMODEM)
Generator Type Big Endian (ABCD) Little Endian (DCBA) Mid-Big Endian (BADC) Mid-Little Endian (CDAE) =
Mormal 0x04C11DB7 1C 7D 3AFS F93A 7D 1C 7D 1CF9 3A 3AF91C7D
Reversed 0xEDB88320 D3 20 1D 7B 781D 20 D3 20D3 7B 1D 1D 7B D3 20
Reversed Reciprocal 0x82608EDB, 7A 81 E6 CC CCE6 81 7A 81 JTACCE®B E6 CCTA 81

CRC-32C (Castagnoli)
(iSCSI & SCTP, G.hn payload, 55E4.2)

Generator Type Big Endian (ABCD) Little Endian (DCBA) Mid-Big Endian (BADC) Mid-Little Endian (CDAB)
MNormal Ox1EDCeF41 2F 68 85 FC FC 65 68 2F 68 2F FC 65 65 FC 2F 68
Reversed 0x82F63B78 100D 79 76 76 79 0D 10 0D 1076 79 7976 10 0D
Reversed Reciprocal Ox8F6E37TAOQ| FF 7D 3E BA BA 3E 7D FF 7D FF BA 3E 3EBAFF 7D

CRC-32K (Koopman)

Generator Type Big Endian (ABCD) Little Endian (DCBA) Mid-Big Endian (BADC) Mid-Little Endian (CDAB)
MNormal 0x741B8CD7 72 F0 90 87 8790F0 72 FO 72 87 90 9087 72 F0
Reversed OxEB31D&2E 44 DO 3F 54 54 3F DD 44 DO 44 54 3F 3F 54 44 DO
Reversed Reciprocal 0xBAODC66B CEEC47 F6 F6 47 ECCE EC CEF6 47 47 F6 CEEC
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