Ycoiyru nepefadyu JaHHBIX B 0eCIPOBOJHBIX MEPCOHA/TBHBIX CeTX

Jlekuus
Texuosmorust NFC

Near field communication (NFC) — TexHosorusi 6ecripoBOJHOM BBICOKOUACTOTHOM CBSI3U
Majior0 pajiiyca [JeMCTBUs, KOTOpas [JaeT BO3MOXKHOCTb OOMeHa [JaHHBIMH MEeXAy
YCTPONCTBaMH, HaxOASIMMHCS Ha PacCTOSTHUM OKojio 10 caHTMMeTpOB. AHOHCHMDOBaHa B
2004, korma Nokia, Philips (NXP Semiconductor) u Sony 06bsiBUIM 0 co3manuu dhopyma
NFC c 1jenpto pa3paboTKu ¥ CTaHZapTH3alMKU WHTepdelica B3aUMO/EHCTBUS pa3TUUHbBIX
YCTPOMCTB, OCHOBAaHHOT'O Ha KaCaHUM.

LentpaneHasg uvactora NFC paBHa 13,56 MI'y. CkopocThb mepefjaud [JaHHBIX [JOCTUraeT
424 kbut/c Ha pacctosHUM TipuMepHO 10 cM. B oT/Mume OT CyIeCTBYIOIIMX TEXHOTOTUN
0eCKOHTAKTHOM CBsi3W Ha [JaHHOM /JMaria30He YacTOT, KOTOpble TO3BOJISIOT Tepe/iaBaTh
MHOpPMaLIMI0 TOMBKO OT aKTHBHOTO ycTpoicTBa naccuBHoMy, NFC obecrieunBaeT obMeH
MEXXy ABYMsI aKTUBHBIMH (paBHOMPaBHBIMH) ycTpoiicTBaMu. Takum ob6pazom, NFC MoKHO
VICTI0JIb30BaTh /IS locTyna K ycrpoucream RFEID.

NFC sBnsieTcsi pacmmpeHrdeM CcTaHfapTta OeCKOHTAKTHBIX cMapT-KapT (ISO 14443) u
COOTBETCTBEHHO 0OpaTHO COBMECTHMaA C IIMPOKO HCIIO/b3yeMbIM CTaHJAPTOM CMapT-KapT
Ha ocHoBe ISO/IEC 14443 A (unanpumep, Mifare) u ISO/IEC 14443 B, a Takxke
JIS X 6319-4 (FeliCa). [Ins obmeHa MeXay AByMSI yCTPOWCTBaAMH pa3paboTaH HOBBIH
nipotokos1 ECMA-340 u ISO/IEC 18092. YcrporictBo NFC moskeT noazep>XuBarhb CBSI3b U C
CYLLIeCTBYIOLIIMMM CMapT-KapTaM{, U CO cuuThbiBaTessMu craHzgapra ISO 14443, u c
apyrumu  ycrpoiicteamu NFC, u, Takum o00pa3oM, — COBMECTUMO C CYyILIeCTBYOIei
WHOPACTPYKTYpol OeCKOHTAaKTHBIX KapT, Y)Ke WCIIO/Mb3YIoieicss B 0OIeCTBeHHOM
TpaHCIiopTe U IuiarexHbix cucremax. NFC HaresieHa rpekzie BCcero Ha HCIIO/Ib30BaHUe B
[U(PPOBBIX MOOM/IBHBIX YCTPONCTBAX.

[nsi obecrieueHWss COBMECTUMOCTHA MeXAy MOOWIbHBIM TesmedoHOM M Kaptamu RFID
Pa3/MuUHBIX TIPOU3BOAWTENE HeoOXOAMMO BBINIOJIHUTH TECTUPOBaHWE LH(POBOTO
IIPOTOKOJIA U NIPOBeCTH U3MepeHKe rnapaMeTpoB PU-curHana: BpeMeHHbBIX XapaKTepPUCTUK,
YaCTOTbl HeCylled, aMIUIMTYy[bl CUTHaja Cjyliareas, a Takke aMIUIMTyAbl U
UyBCTBUTE/ILHOCTH [PUEeMHUKA B aKTUBHOM peKUMe.

IIpuHIMO padoThI

B ocHoBe NFC nexut uHAykTHUBHasi cBsi3b. Yacrora pabotel — 13,56 MI'l, ckopocTb
nepegaur — 106 kK6uT/c (Bo3MoxkHbI 212 KO6UT/C 1 424 k6ut/c). [ns nepenaun faHHbIx NFC
VICTIO/Ib3yeT J[iBa pas/IMuHbIX BUJA KOAWPOBaHWA. EC/iM akTWBHOe yCTPOMCTBO IepefaeT
JaHHbIe cO CcKopocThio 106 KO0f, Torma ucmonb3yeTcss MoAUGMUIMPOBaHHBIN Ko Musiepa
co 100% AMH (ASK). Bo Bcex [pyrux c/jydasix HCIIOMb3yeTCsl MaHUeCcTepCcKoe
Ko/iMpoBaHue ¢ ko3 duiirieHToM AMH 10%.

KosdduuyenT AMH — OCHOBHasi XapakTepUCTHKa aMIUIMTYJHON MOAY/SLMHA — OTHOLIEHWe pa3sHOCTU
MEXX/ly MaKCUMasbHbIM U MUHUMAJIbHBIM 3HaueHUsIMU aMILIUTYZ, MOZY/MPOBAaHHOIO CUTHa/a K CyMMe 3THX
3HaueHuH, BbIpA)KeHHOe B MpoLieHTax m = (Amax — Amin)/(Amax + Amin).
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Koo Mumiepa — Moducuuyuposannas Yacmomuasa Moodyasyus (MUM).

[JaHHBIN KOJ, OTHOCUTCSI K KJ1acCy TpexXKaHa/jbHbIX KOJOB, TaK Kak B HeM MCIIO/Ib3YIOTCS TPU PasInUHbIX
MHTepBaja JJ1s1 nepeziaun buta OTHOCHUTEJIbHO HICXOZJHOTO cUrHasza —
1 (oguHapHBIi), 1,5 (OMyTOPHEIN) U 2 (IBOMHOK) .

ITpu 3TOM HCIONB3yeTCs C/IeAYIOLIUMA alrOPUTM KOAWPOBaHKS:
i 1 nepemaeTcs M3MeHEHWEM TOJISIPHOCTH B Cepe/IiHe TaKTOBOTO TMEePUO/a;
i TIpU mepejave MoC/eJOBAaTeBHO JBYX HYJI€H MOMSPHOCTh MEHSIETCS B KOHIIe TAKTOBOTO MHTEPBAa;
i B KOMOuHaumu 0 ¥ cyieytroIasi 3a HUM 1 — MOJISIPHOCTb OCTAeTCst Hen3MeHHOM.

AWArPAMMA CUTHANOB KOOWPOBAHNA
Mo Koay MANNEPA v KOOY MANNEPA B KBAOPATE:

TaKT OBLIH CHIHan:

JBOMYHBIA CHIHAN:

Kog, Munnepa: |

1T | 1,5T | 1T | 1,5T | 15T | 1,5T [ 1T | 1,5T [ 1T | 1,5T | 1T | 1T | 1T 2T 1T 2T 1T 2T

Kon Munnepa e keagpare:

2,57 1T | 15T | 16T | 1,5T 25T 1T | 1,5T | 1T | 1T T k1) a1

J
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OcHoBHast 0c06eHHOCTh KoJla Musiepa — UCIO/b30BaHUE UMITY/TbCOB OFHOUW U TOM Ke JI/TUTeNbHOCTH ISt
repeZiauu pa3MUHbIX CUMBOJIOB. VIMITy/nbChl TakTOBOM AnutensHocTH T nepepatot u 0, v 1, a umnynsc 1,5T
— cumBosibl 01 u 10. TTo 3TO# TpUUMHE MOTYT BO3HMWKATh COOM B KaHa/le CHHXPOHM3Al[dH, UYTO BeZeT K
TOSIBJIEHUIO OMIMOOK. 3all[UTa OT TaKUX COOEB OCHOBaHAa Ha TMPHBSA3KE CUHXPOUMITY/ILCOB K KOMOWHAI[UM
cuMBosioB 101 — eAMHCTBEHHOM, /1J1s1 KOTOPO# BhIeneH uMnyibC 2T.

Henocratkom Kozja Musnjepa siBisieTcsl IPUCYTCTBHUE IOCTOSIHHOM COCTaBJISIIOLLel, TIPU 3TOM [0CTaTOYHO
Be/IMK M HU3KOYaCTOTHBIA KOMITIOHEHT.

OTMeueHHBIM HeZOCTATOK Koja Mwuriepa yaanock TpeofosieTb B MOAWGUIMPOBAHHOM KoJie, Ha3BaHHOM
Munnep B kBagparte. B kome Mwisepa TNMOCTOSiHHasi COCTaBJISIIOIIAsl TOSIB/ISIETCSl TIPU Tiepefiade YeTHOTO
yncia eJUHUL] MeXIy AByMs HyJasiMu. Mopudukalys AaHHOTO KOZla WCTIpaB/sieT JaHHBIM HeloCTaTok. B
10/100HBIX KOMOWHALMSIX TIOTIPOCTY BHIUEPKUBAETCS TIOC/IeJHUM TTepera/ MOIsPHOCTeH.

CwibHOM CTOpOHOW Kozila Musiiepa M ero MoAuUGUKALMU sIBAsSeTCsl BbICOKasi 3(h(heKTUBHOCTb, XOpOIast
CnocobHOCTh K caMOCHHXpOHM3auyu. OHaKO HaJ0 YUWTHIBaTh, UTO 3a BPeMs, KOTZa TepeiaeTcs OfuH
CUMBOJI MCXOJIHOM TIOC/IeIOBATEILHOCTH, HAJ0 TPHWHATH pelieHde — 0 3T0 win 1, UTO TPUBOJUT K
CHIPKEHHIO TIOMEXO03aIl[UIIeHHOCTH, a CJIeJOBaTe/IbHO [/ N30eXKaHUs 3TOr0 HaJl0 PACIIUPSTh, KAK MUHUMYM
BZIBOE, TIOJIOCY YacCTOT.
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OnpawnBacies YeTpoicTEo None s MpocnywMBao LW es YCTPoRCTED

INEKTPOHHAR X ANEKTROMarHUTHOS b INEKTPOHHAR
CXEMA none | CHeMa

HaHHwe

[Ipy nepepaue wuHGOpPMaLMM ITACCUBHOMY YCTPOMCTBY HCIIO/Ib3YeTCS aMIUIUTYJHAas
manaumnyssiiust ASK. TIpy oOMeHe ¢ aKTUBHBIM YCTPONCTBOM 00a yCTPOMCTBAa PABHOITPABHBI.
Kaxmoe ycTpoiicTBO nMeeT COOCTBeHHBI MCTOYHUK TTUTAHWS, TIO3TOMY CHTHA HeCyleu
OTKJIFOUaeTCs Cpasy I10c/ie OKOHUaHU Iepesjauu.

3a cueT UH/YKTHUBHOM CBSI3W MeXX/ly OMpallMBaIOL[MM U TIPOC/YILMBAIOIIMM YCTPOMCTBAMU
MaCCMBHOE YCTPOMCTBO BAMSIET Ha aKTUBHOe. VI3MeHeHVe nMIlefjaHca MpPOC/IyLIMBAKOLIEro
YCTPOMCTBA BbI3bIBaeT H3MEHEHWe aMIUIMTYAbl WA a3bl HarpsDKeHWs Ha aHTeHHe
OTIpAILIMBAIOIIEero YCTPOKCTBA, KOTOPOe OH 0OHAPYKUBAeT.

OneKTpryecKuil MmrieZlaHc (KOMIUIEKCHOe COIPOTHBI/IEHUe, IOJTHOE COMNPOTHUBJIEHHE) — 3TO KOMILIEKCHOE
COTIPOTHB/IEHME [IBYXTIOMIOCHUKA [JI1 TapMOHWYECKOro CHrHasja. VMmmenaHc — 3TO aHalor IOHSTUS
COTIPOTHUBIIEHUS [1J1s1 IOCTOSIHHOTO TOKAa B MIPUIOXKEHUM K CHHYCOUZAIbBHOMY TOKY.

OTOT MexaHM3M HasblBaeTCs MoOZAy/sLuen Harpy3kd. OHa BBINIOJIHAETCSA B peXHUMe
MPOC/yIIMBaHUSI C MPUMEHeHWeM BCcromorare/ibHOW Hecyier 848 kI'y. B 3aBucumMocTu oT
cTaHfapTa npumeHsieTcss amriutyaHass (ASK ans 14443 A) wiu da3oBasi MaHUITY/ISALIUS
(BPSK pnsa 14443 B). Eme ogvH naccuBHblM pexkum, coBmectumbld c  FeliCa,
ocyliecTBsieTcss 0e3 BcriomorarenbHOM mofgHecyied ¢ maHunynsuyveli AMH (ASK) Ha
vacrore 13,56 MI'L.

PexxuMbl padoThI

B NFC omnpeziesieHO Tpy OCHOBHBIX peXXMMa PabOThI:

W [TaccuBHBIM (3My/sLMs CMapT-KapThl). IlacCcMBHOE YCTPOWCTBO BeieT cebs Kak
OeCKOHTAKTHasi KapTa OJJHOTO M3 CYIIeCTBYIOIIUX CTaHAapTOB.

i [Tepesaua MeXxy paBHOMPABHBIMU YCTPOWCTBAMHU. IIpOM3BOAUTCS OOMEH MeXIy
OByMsi ycTpouictBamu. IIpu 3TOM 3a cueT COOCTBEHHOTO WCTOUHMKA TTUTAHUS Y
MPOC/IYLIMBAKOIIEr0  yCTPOMCTBA MOXHO ucnonb3oBatb NFC  paxe npu
BBIK/TFOUEHHOM MUTAHUU OMpALLMBaroLero yCTPOMCTBa.

i AKTMBHBIN peXXUM (UT€HHE WK 3arKCh).

B KakaoM pexrMe MOXeT TIPUMEHSIThCS OAWH W3 Tpex crocoboB rmepegaun: NFC-A
(14443 A), NFC-B (14443 B), NFC-F (JIS X 6319-4). [ns pacro3HaBaHHSI CIT0C0O0a
repe/iauy MHULMUPYIOLL{ee YCTPOUCTBO MOChIIaeT 3arpoc.

Cranpgapr Tun ycrpoiicTBa KogupoBanue Mopynanus Ciopocrn Hecywas,

I, x6/c MTI'g
NEC-A OnpaiuvBaroiee Mopud. kog Munnepa  ASK 100% 106 13,56
[TpocnymmBatoiee  MaHuecTep ASK 106 13,56+£848 kI’
NEC-B OrnpauvBatoniee NRZ-L ASK 10% 106 13,56
[TpocnymmBaromee  NRZ-L BPSK 106 13,56+848 kI
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Ornpaiuvsatoiee Manuectep ASK 10% 212/424 13,56

NFC-F
[TpocnyumBatoijee  MaHuecTtep ASK 212/424 13,56 (6es3 )
TNOZIHeCy1|ei)
B naccuBHOM pexume wucnonb3ytorcs metkn NFC — maccuBHble yCTPOMCTBa,

npefjHa3HaueHHble 7jii oOMeHa c akTuBHbIMM NFC-yctpoiictBamu. Kak u metku RFID,
MeTku NFC TIpuMeHSIIOTCA i1 XpaHeHHs HeOO/bIIOro KOJWYecTBa JaHHBIX. Bcero
orpezesneHo 4 TUIa MeTOK.

Tun 1 2 3 4
Crangapr 14443 A 14443 B JIS 6319-4 14443 A/B
CoBMeCTUMBII - . Sony NXP DESFire, SmartMX-
— Innovision Topaz NXP Mifare FeliCa JCOP, p.
Ckopoctsb I1]1, kK6/c 106 106 212,424 106, 212, 424
96 0, pacimpenue a0 48 6, pacipeHue
O06beM aMATH 2 K6 10 2 K6 Oo1M6 o 32 k6
3aiuTa ot Kojm3uit - Het Ectb Ectp Ectb

Ncnoas3oBaHue

Cam mno cebe uHTepdeiic NFC He JaeT HUKaKUX peasbHbIX TPAKTUUECKUX ClieHapueB
WCIIO/Ib30BaHUsl WK pellleHWH. B oTivuue, Haripumep, oT Bluetooth, mpodumu kKotoporo
YeTKO OIMCHIBAIOT, Kak Tepefatb (aii, Kak MOAK/IIOUUTh TapHUTYPYy Wid 00ecreduThb
cereBoii fgoctyr, NFC siBisieTcss To/bKo 0a30#i, a HemocpeJCTBeHHbIE CLieHapyuu PaboThI
00eCrieurBarOTCs  JOTIO/THUTEIbHLIM TIPOrPaMMHBIM  0OecrieueHHEM, KOTOpoe paboTaeT
yepe3 Hero. C OfIHOM CTOPOHBI, 3TO OTKPLIBAET LIMPOKHE BO3MOKHOCTH [I7Isi pa3paboTumrKoB,
a C Jpyroil — sBsieTcs AJii HUX >ke mpoOsiemMoli mpu obecrieueHUH B3aWMOZENCTBUS
Pa3HbIX NIPU/IOKEHUMN U YCTPOWCTB.

HOna  ycrpanenuss HeonpeneneHHoctd @Popym NFC npepnaraer craHjapTU3UpOBaTh
TIPOTOKOJIbI /1J1s1 OTIpe/ie/IeHHbIX clieHapueB (B yacTHOCTU NDEF — 717151 XpaHeHus1 KOPOTKUX
coobmennii Ha MeTkax; SNEP — Simple NDEF Exchange Protocol — pns oOmeHa
vH(bopMalveli MeXay yCTPOMCTBaMM), OJHAKO MpaKTUUYeCcKoe orpe/iesieHre COBMeCTUMOCTH
KOHKDETHBIX YCTPOWCTB OOBIYHO 3aTpPyAHEHO OTCYTCTBHEM [eTajbHOW WH(OpMaluyd OT
TIPOM3BOAUTENST U CPeACTB JUarHOCTUKU. Ellle oJHMM MOMOILHHMKOM BBICTYIIaeT 37eCh
komrtanuss Google, koropast Tpeayiokuaa B mocieqHux Bepcusix Android coOGcTBeHHYHO
pa3pabotky Android Beam. OnHa T103BO/IsieT OOMEHHBaTbCSI HEKOTOPBLIMM TUITAMH
MHOpMaLIUK MeX/y COBMECTUMBIMU yCTPOMCTBaMHU.

M CcToyHMKU:
1. Near Field Communication. https://ru.wikipedia.org

2. Texunonorust NFC B cMapTdoHax 1 ee mpakTHueckoe Hcronb3oBanue. http://www.ixbt.com
3. Texunonoruss NFC — cBsi3b Ha 6mm3koM paccrosiHuy. http://www.russianelectronics.ru
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