Ycoiyru nepefadyu JaHHBIX B 0eCIPOBOJHBIX MEPCOHA/TBHBIX CeTX

Jlekusa 1
Ilporokoa ZigBee

ZigBee® — 5T0 OTKpBITBIA CTaHZAPT OECIIPOBOAHON CBSA3W JJII CHCTEM
cbopa aHHBIX U yTipaB/eHus. TexHosorusi ZigBee M0O3BoJsIeT CO3AaBaTh
CaMOOPraHM3yIOINecss W CaMOBOCCTAHAB/IMBArOIIUecs OecripoBoJHbIE
CeTU C aBTOMATMUeCKOW peTpaHC/siuel cooOlieHuid, C MoAJepKKoi
OarapeliHbIXx W MOOWIBHBIX y3/0B. basupyercsi Ha OGecripoBogHOM
Z. B o crangapre IEEE 802.15.4. TexHosoruss OTHOCUTCS K 0OeCIPOBOAHBIM
lg ee NepCOHaIbHBIM BbIUUC/IUTETbHBIM ceTsiM (WPAN).

Crierudukarnysi ZigBee opreHTHMpOBaHa Ha TIPWIOXKEHWs], TpeOyrolyie rapaHTUPOBAaHHOM
Oe3omacHo¥ mepeaun AAHHBIX TIPYU OTHOCUTEBHO HEOO/BIINX CKOPOCTSX U BO3MOKHOCTH
JTUTE/TbHOM pab0ThI CeTeBBIX YCTPOMCTB OT aBTOHOMHBIX MCTOUHHMKOB TMHTaHuUs (Oarapeit).

Y HWCTOKOB MpOTOKoja cTouT opraHusaius ZigBee Alliance, ocHoBaHHas B 2002 u
BK/TFOUarotjasi B cebst 6osiee 300 KomraHUWiA. AJTbSTHC OTBeUaeT 3a pa3BUTHE U MPOJIBUKEeHHe
CTaH/apTa, a Takke 3a ceprudukanuio obopynoBanus. Crenmdukarus ZigBee 1.0 Obina
parucduimpoBada 14 mekabps 2004 u mocTyrnHa [ WwieHOB anbsiHca ZigBee. Uepe3s rof
criel{upUKaLIMK TTePBOM BepCHU TIPOTOKOJIa OBLTM yTBEP)KAEHBI, U OH CTa/ll BHEJPSATHCS B
KOHeuHble ycTpoicTBa. Celyac NepBblid BapUaHT ClielM(UKaliMi U3BeCTeH M0/, Ha3BaHUEM
ZigBee 2004. Btopoii BbIyck cTeka Ha3biBaeTcsi ZigBee 2006. 30 okrsiopst 2007 1., Obiia
pa3mMelrieHa crierudukaims ZigBee 2007, obecrieurBaroiasi TOSHYH0 COBMECTUMOCTH C
yctpoiictBamu ZigBee 2006. B ZigBee 2007 pa3paboTuuky TipeiCTaBUIN Cpa3y /JBe
peasiM3aliuM CcTaHapTa: rnpoctyo ZigBee u npoasunyTtyto ZigBee Pro (ZigBee Pro Feature
Set). BOMBLUIMHCTBO COBPEMEHHBIX YCTPOWCTB /s aBTOMaTH3alMd Joma OasupyeTcs
¥MeHHO Ha Pro-sepcuu ot 2007 roza.

[Tpotokon ZigBee umeer psii otBeTBieHui: B 2009 romy ObLn TIpefCTaBieH CTaHAAPT
ZigBee RF4CE (Radio Frequency for Consumer Electronics), a mo3aHee TmosiBUiach
cneyudukanus ZigBee IP, npegHa3HaueHHas /i Ucnosib3oBaHusi [IPv6 B ceHCOPHBIX CeTsX.
Ona mo3BonsieT pa3BepHyTb ceTb G6LOWPAN mnoBepx MajiOMOLHBIX YCTPOUCTB C
noaaep>xkou IEEE 802.15.4.

bonblioe  KomMuecTBO Bepcud  MPOTOKOJAA BKyle C TeM, UTO TMPOM3BOACTBOM
KOMMYHMKALIMOHHBIX UYWIOB C MOAJEPXKoM ZigBee 3aHMMaeTcsi MHOXECTBO KOMIIAaHWM,
KaX/ass M3 KOTOPbIX MHTepnpeTupyeT crely(dUKalyMyd T[0-CBOeMY, a TakXe BHOCHUT
oripeZieJieHHble ONTUMU3aLMM B pabOTy TIPOTOKOMa, TNPUBOAUT K mpobiemaM C
COBMECTHMOCTBIO. B nuTepaType ykasbiBaeTcsl, UTO 060pyZ0BaHMe pa3HbIX CTaH/|apTOB B
paMKax OJHOW CEeTH Jydllle He MCI0/b30BaTh, U BEPOSATHOCTb TOTO, YTO YCTPOMCTBA OT
Pa3HBIX MPOM3BOUTE/eN OTKaXKYTCsI paboTaTh IPYT C IPYrOM, BeCbMa BeJTHKa.
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IIporpammublii uaTepdeiic ZigBee

HOnst uatepdeiica ZigBee HeT eAHOTO [/ BCeX MIaT(OpM TPUK/IaJHOTO TipoTokosia API.
CJlenaHo 3TO HaMepeHHO, UTOOBI MPeJOCTAaBUTh COBEPIIEHCTBOBAaHHE MPOTOKOOB API
Mpou3BOAUTEM0 TiaTdopMbl. [Ins pa3paboTuMKa 3TO O3HAUaeT, UTO TIPU Tepexofie Ha
Apyryto 1iathopMy Heo6X0IMMO BHOCHTH MOIPABKU B TporpaMMHoe obecrieueHre. UToObl
YIPOCTUTD 3Ty 3a/lauy, PEKOMEH/YeTCS BBITIOJHATh YaCThb KOZIa, OTBEUAOIIYI0 3a 00MeH CO
CTeKoM, Ha oThenmbsHoM MK.

B cranpgapte nponvcaHbl TOMbKO QyHKIMK ZigBee. KoMmaH/ibl, BbI3bIBatolle Ty WM UHYIO
(GYHKIMIO, UMEIOT pPa3Hyl CTPYKTYPY B 3aBUCUMOCTU OT UCHOb3yeMOUN T1aThopMBbl.
Hanpumep, komanza nepenaur qaHHbix APSDE-DATA. request Ha o6opygoBanuu Freescale
BbI3biBaeTcsi MHCTpyKLMer AF_DataRequest(), a Ha mardopme Ember — uHCTpyKijuei
emberSendDatagram(). Xotsi o06e (QyHKIMM Ha3bIBAIOTCA I10-pa3HOMY W HMMEIOT
HEOZIMHAKOBBIN HAOOp apryMeHTOB, OHH TIPOM3BOJAT OHO U TO XKe ZIeMCTBUe — Tepejauy
OKTeTa.

CeTb ZigBee He MO)eT cama OIpe[ie/lUTh TWIl 00OPYJOBaHUS TOTO WM WHOTO Y3/a,
pa3paboTuMKy TMPUXOAUTCS JAOrafblBaTbCsi 00 STOM 10 KOCBEHHbIM TpHU3HAaKaM M
0co0eHHOCTSM ToBe/leHus1 ycTpoiicTBa. ObopymoBaHue ¢ MeTKoM ZigBee-certified siBnsieTcst
TIO/THOCTBIO COBMECTHMMBbIM, BHE 3aBUCMMOCTHU OT IPOX3BOAUTEIS.

IIpumeHeHue

ITpotokonbl ZigBee pa3paboTaHbl AJii WCIIOAB30BAaHUS BO BCTPOEHHBIX TPHUJIOKEHUSX,
TpeOyIOIUX HU3KYH CKOPOCTh Tepefaud AAaHHBIX W HU3KOoe 3HepromnoTpebieHue. Llennb
ZigBee — 5TO CO3/laHMe HeJOPOroM, CaMOOPraHU3YIOLEHC s CeTH C STYEMCTOM TOMOJIOTHen
TpeiHa3HAYEHHOU /il pelleHusl LIMPOKOro Kpyra 3ajgad. CeTb MOXKET MCIO0JIb30BaThCs B
MIPOMBIIIJIEHHOM KOHTpOJe, BCTPOEHHBIX [jaTuuKaX, cOope MeAWLIMHCKUX JIaHHBIX,
OTOBELIEeHUHU O BTOPXKEHWU WM 3aibIM/IEHUH, CTPOUTE/TbHOU U JOMalllHeN aBTOMary3aLiuu
u T. 1. Co3maHHasi B UTOre CeTh MOTpPeO/isieT OYeHb Majio SHEPruM — WHAUBUAYasbHbIE
YCTPOMCTBA COIJIACHO [IaHHBIM cepTUdHUKarKu ZigBee mM03Bo/sAOT 3HeprobaTtapesim
paborarth /1Ba roja.

TurioBbie 06/1aCTH TPUMEHEHUS:

e JlomalllHWe pa3B/jieueHUs] U KOHTPOJIb — PAaljMOHa/JIbHOE OCBell|eHHe, NPOABUHYThIN
TeMIiepaTypHbIM KOHTPOJ/Ib, OXpPaHa 1 6e30macHOCTh, PUIBMBI U My3bIKa.

e JlomalllHee OMOBellleHWe — JaTUMKW BOAbI WM SHEPrud, MOHUTODUHI SHEPryu,
[laTUUKH 3a/IbIMJIEHHUS U 110)Kapa, paljOHa/IbHble JaTYMKU JOCTYyTa U [IeperoBOpoB.

¢ MobunbHble CTy>XKObI — MOOHW/BHBIE OIIaTa, MOHUTOPHUHT W KOHTPOJ/b, OXpaHa M
KOHTPOJIb [IOCTYTIa, OXpaHa 3Zl0POBbs U TeJIe[IOMOLb.

e KomMmmepueckoe CTpPOUTENbCTBO — MoHUTOpPUHr SHepruv, HVAC (Heating,
Ventilation, & Air Conditioning — OTor/ieHre, BeHTU/ISILIUS U KOHAULMOHMPOBaHUE —
OBK), cBeTa, KOHTPO/Ib AOCTYIIA.

¢ TlpombimieHHOe 00OpyZOBaHWE — KOHTPO/b IPOLIECCOB, TMPOMBIIIIEHHBIX
YCTPOWCTB, yIipaB/jieHHe SHepPruer U UMyllleCTBOM.
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CeTeBble MPOTOKOJIBI

IIporokonwl, periameHTupoBaHHble crta”Haapramu [EEE  802.15.4 wu ZigBee 2007
Specification, obecrneunBatoT ¢opmHupoBaHHe U (PYHKI[MOHHPOBaHWE OeCITPOBOAHOM
CEeHCOPHOU CEeTH.

Crangapt IEEE 802.15.4 onpepensier ¢usmnuyeckudi 1 MAC ypoBHH, a crieLju(uyKaLys
ZigBee omipezesnisieT CeTeBOM YPOBEHb U YPOBEHb MpU/IOKeHWH. Ha prcyHKe MokKasaH CTeK
IIPOTOKOJIOB ZigBee.

YpoBeHb npunoxenuu (APL)

®epma NpUNoXKeHUIA

e e O6bekT npubopa ZigBee
il (R i (zDo)

" lNMoaypoBeHb noanepXku npunoxeHuin (APS)
EE Ynpaenexue Bporep cooBweHwi Menenmep E
: 3 GesonacHocTe APS APS _npunmnuﬂ E E o
E g CeTeBoii ypoBeHb (NWK) >
= w0 Ynpasnetue CeTesble Ynpagnesue ] IR T

Gea0NacHOCTLI CETH COOBLWEHUA MapLWpyTHIALMER

Onpapenexo IEEE
B02.15.4

YpoBeHb goctyna k cpeae (MAC)

Onpaaeneno ZigBea

Cnpenenser
NPOMIBOAMTENE
Onpaaanaet
NPOHIBOANTENE

¢H3H'-Ieclmﬁ ypOBEHb(PHY)

Pagwo 2.4 MMy Panqo 868/915 MMy

CONOND

PYHELMM YPOBHRA

Hcnoab3yeMble YaCTOThI

[lepefaua [aHHBIX B paMKax CeTHM OCYLLEeCTB/SIeTCS II0 pajuoKaHany. Vcrnonb3yemble
YaCTOTHI 3aBUCAT OT perroHa: Ayisi EBporbl BeiOpaHo 3HaueHue 868 MI'n, ans CILIA u psiza
apyrux crpaH — 915 MI'y. Kpome Toro, cTaHjapT rpejgycMarpuBaeT paboTy Ha dacToTe
2,4 I'T1y — oHa He UMeeT TPUBS3KYU K reorpaduyeckoMy mojoxeHuro. ITpu 3Tom, rmogo6Hoe
obume BapuUaHTOB Maji0 CKa3blBaeTCs Ha BOMpOCAaXx COBMECTUMOCTH: IO (hakTy,
npakTHueckKd Bce ZigBee-obopynoBaHue wucrionb3dyeT dactory 2,4 I'Th. OToT BapuaHT
obecrieuriBaeT HaUOOJIBIITYIO MPOMYCKHYIO CITOCOOHOCTb — B TEOPUU, OHA MOXKET JJOCTUTaTh
3HaueHus B 250 Kout/c. [lanbHOCTD TIepejaud CUTHA/Ia BHYTPU TTOMeIleHUst cocTaBsieT 10—
20 meTpoB.
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ZigBee Frequency Bands

Channel 0

Channels 1-10 ZMhz
—_—

868.3 Mhz I T
20kb/s 402 Mhz 928 Mhz

E5Mhz=z

Ch Ils 11-26
annels

250kb/s

2.4 Ghz 2.835 Ghz
PHY Frequency Band Bit
| (MHz) (MHz) Modulation Rate Number of Channels
| 868-868.6 | BPSK 20 1
| B68 /915 | 802-928 | BPSK 40 10
2450 2400-2483.5 O-QPSK 230 16

ZigBee Ha nionoce 2,4 I'T'y ucrnionb3yeT KaHanbl 11-26, pa3geneHHble uHTepBaaoMm 5 MI'w.
B ycrpotictBax Freescale kananbl nmerotr Homepa 0—15, mo3TOMy UX HaZl0 TPAHC/IUPOBATh B
KaHaibel 11-26. B cersix ZigBee wncnonb3yercss yruiotHeHue criekrpa (DSSS — Direct
Sequence Spread Spectrum). [lepesaua Npou3BOAWTCS B TOMYLYIJIEKCHOM pexxume. B
Ka)Xk/IbIii MOMEHT BpeMeHHU [IOCTYTIeH TOJIbKO O/iMH KaHas. OObIYHO B TIpOTOKO/Max ZigBee He
UCTIO/b3yeTCsl TiepeK/ioueHre KaHazna. Bbicokoe kauecTBO paboThl Jake B YCIOBHSIX
CWJILHOM 3allTyM/IeHHOCTH obecrieuriBaeTcst Moay/sitert O-QPSK u yriothHenuem DSSS.

Ilpy kBajparypHoii ¢a3zoBoii Manunyasanuu QPSK (Quadrature
Phase Shift Keying win 4-PSK) ucnonb3yeTcsi co3Be3iyie U3 UeTHIPEX
TOYeK, pa3MeIIéHHBIX Ha DPAaBHBIX PacCTOSHUSX Ha OKPY)XHOCTH. Ha
e CUMBOJT TIPUXOAUTCS AiBa 6uTa. CKOPOCTH MOXKeT OBbITh yBe/JMueHa B /iBa
pa3a otHocutesibHO BPSK mipu To# ke mosioce cUTHama, MO0 OCTaBUTh
CKOPOCTb IIpe)KHel, HO yMeHbIIUTb I10/10CY BJBOE.
= Xorss QPSK MOXHO cuvTaTh KBajpaTrypHOW Manunyssauued (QAM-4),
WHOTZa eé TIpoLje paccMaTpuBaTh B BUJe [BYX He3aBUCHUMBIX
MO/y/IMPOBaHHbIX HecylluX, cABHMHYThIX Ha 90°. [lpu Takom mogxone
- - YyéTHbIe (HEUETHBbIE) OUTHI WCIOB3YIOTCSA IS MOAY/IALMU CHUHGbA3HOM
| cocrasssitolel I, a HeuéTtHele (UETHBIE) — KBaZpaTyPHOUM COCTaBJISIIOLIEM
Hecymeld Q. Tak kak BPSK wucronb3yercs pyisi 06erx COCTaBSHOIUX
Hecyl1el, ToO OHU MOTYT ObITb AeMOZAY/IMPOBaHbl HE3aBUCHUMO.
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B deTbIpexno3uuoHHO ()a30BoH MOJY/ISILHH CO CIBUTOM KBa/[paryp

(OQPSK - Offset QPSK) 6uTOoBbIe TIOTOKH, I[I0[jaBaeMble Ha

40 MOZYJISITOpBI KBajpaTyp I v Q, cABUHYTHI Apyr OTHOCUTENLHO Apyra Ha

JJIUTeNBHOCTb  OfiHOro OuTa (TO/NOBMHA CHUMBOJBHOIO WHTEpBAsa).

: »y ITosTOMy B KOHKPETHO B3ATbIi MOMEHT BPeMEHU TOMbKO OJWH U3

KBa/IpaTypPHBIX OMTOBBIX TIOTOKOB MOXKET M3MEHSIThb CBOe 3HaueHHe. JTO

co3jaer Juarpammy repexofioB COCTOSIHUH, CYLLleCTBEHHO

» OTJIMYAIOLIYIOCS OT ArarpaMMebl Ilepexo/ioB COCTOsIHMM Mogy/simn QPSK.

B OQPSK curHajbHble TpaekKTOpUM He MPOXOAAT PSAOM C HayaaioM

KOOpAWHAT KBaJpaTypHOW IUIOCKOCTH. B pesynbTare MakcuMasibHOe

- o M3MeHeHUe aMILIMTY/bl Ilepe/jaBaeMoro CWrHasna jgocruraetr 3 pb. 3to

’ CyIIeCTBEHHO MeHbllle W3MEeHeHUs] aMIUIUTYAbl B CUTHa/maxX ABOWYHON U

KBaZipaTypHOii ~ Mozynsuuu. B pesynbrate  yhaercss  MOMy4YUTb

CyIIeCTBEHHbIM BBIMTPHIII TI0 KO3(QUIIMEHTY TI07e3HOr0 [IeHCTBUS
YCUNUTENSI MOIITHOCTY PaAuorepeaaTyrKa.

Meroa npsiMoil moc/ieoBaTeIbHOCTH /i pacmmpenns cnekrpa DSSS (Direct Sequence Spread
Spectrum) — IMPOKOMO/JIOCHAS MOAY/IAIUA C NPAMBIM paciidpeHreM creKTpa. VcxoAHblil BOWYHBII
curHan TipeoOpasyeTcss B TICEBAOCIyYaliHYIO TIOCTeA0BaTelbHOCTb, WCTONb3yeMYyH [ MOAY/SLN
Hecymled. Bcs ucronb3yemasl «IIIMpPOKasi» T0JI0Ca YacTOT JIeJIUTCS Ha HEKOTOpOe UUC/IO0 TOJKaHanoB (B
ZigBee 31THX mozikaHaioB 32). TTo crangapty 802.15.4 Kax/[blii MepeiaBaeMblii OaliT UHPOPMAIUN JIETUTCS
Ha JBa Tonybaiita (4-OMTHBIX CUMBOMA), KaKIBIA M3 KOTOPBIX MO Tabmuile repekofupyercsi B 32-OUTHIO
TICII, koropasi TepefaeTcs Kak Obl OJJHOBPEMEHHO W TiapajulefibHO ((pM3MUeCKW CUTHaJIbl TepeiatoTCs
T0C/IefloBaTeNlbHO), MCMOb3ys Bce 32 moakaHasna. [Ipyd 3TOM CHUIBHO yYMeHbIaeTCss OTHOIIeHWe YPOBHS
repeZilaBaeMoOro CHMrHazsa K YPOBHIO IyMa, (TO eCTb C/Iy4alHBbIX WM TpeJHaMepeHHBIX TOMeX), TaK 4TO
repe/laBaeMblii CUTHAl y)Ke Kak Obl Hepa3iuuuMm B obiem 1yme. Ho Gmarofapsi ero W30BITOUYHOCTH
TIPUHUMaIOLIlee YCTPOMCTBO BCe JKe MOJKeT ero pacrio3Harh.

Symbol Chip sequence (Cq, C1, Ca, ..., Ca1)

0 11011001110000110101001000101110
11101101100111000011010100100010
00101110110110011100001101010010
00100010111011011001110000110101
0101001000101110110110011100001 1
00110101001000101110110110011100
11000011010100100010111011011001
10011100001101010010001011101101
10001100100101100000011101111011
10111000110010010110000001110111
01111011100011001001011000000111
01110111101110001100100101100000
00000111011110111000110010010110
01100000011101111011100011001001
10010110000001110111101110001100
11001001011000000111011110111000
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Bbibop kaHasa TPOM3BOAUTCS TIO/Ib30BaTe/ieM. YCTPOWCTBO TIPU TOJKIHOUEHWH K CeTH
CKaHUpyeT Bce KaHasbl. [Ipyu (opMHUpOBaHMM CETU CKaHUPOBaHKE TPOBOJUTCS ABaXKAbI: B
MacCMBHOM U aKTUBHOM peXuMax. Pa3paboTumKy TIpefoCcTaB/sieTCss BO3MOXKHOCTD
MCII0/Tb30BaTh /IBa peXkKuMa paboThl ceTH: ¢ «Masskom» (beacon-enabled) u 6e3 Hero (beacon-
disabled). Pe>xum beacon-enabled obecrieuriBaeT CTPOro CTpyKTypHUPOBAHHYIO 110 BpeMeHH!
repefiauy JaHHBIX B PAMKax CYTepLMKJIOB, UTO T0O3BOJISIET OMpe/e/uTh BpeMsi 3a/leP>KKU Ha
OTCBIJIKY TlakeTa. MasikoM B CeTH SIBJISIeTCSI KOOPAWHATOP, KOTOPBIN pacchi/laeT COOOIeHUs
CUHXPOHU3aL1H.

[TaccuBHOE CKaHMpOBaHWE TI03BOJIsIeT BbIOpaTh Haubosiee CBOOOAHBIM KaHal, a IIpU
aKTUBHOM CKaHMPOBaHUM KOOPAWHATOP pacchliaeT HalJileHHble B CeTH 3alpochl Maska
(beacon request), uToObI ompeieNUTh 3aHsAThIe UAeHTU(UKaTOpbl PAN. 1o ymMoTuaHUIO CeTh
ZigBee BbIOMpaeT KaHa/l C HAUMEHBIIIMM KOJIMUECTBOM CeTel W C CaMbIM HHU3KHM YPOBHEM
myMa. [1py nok/itoueHnH yCTPOKCTBA K CeTH NMPOBOAUTCS TOJILKO aKTUBHOE CKaHUPOBaHUe.
Ecnu ceth yxe chopmMupoBaHa M TMOAK/IHOYaeMOe YCTPOMCTBO TMOJYUM/IO OTBETHBIN Kajp
Masika (beacon response), To KaHa CYUUTAeTCs OCTAaTOUHO TUXUM.

JInneH3upoBaHnue

Crietiidukanus ZigBee goctymnHa i MIMPOKOM MyO/IMKY TIPU YC/IOBUSIX HEKOMMEPUECKOTO
WCII0/Ib30BaHusl. BXogHOM ypoBeHb ujieHCTBa B a/bsiHCe ZigBee, Ha3biBaemblii Adopter,
obecrieurBaeT JIOCTY K ell[é He ONyOJUKOBaHHBIM CrielIUUKALIUAM 1 pa3pelliaeT co3/aBaTh
MPOAYKTHI [I/I1 KOMMEDUECKOrO WCIO/b30BaHus creluduKkaluu. Peructpauuss B Xxofe
WCTO/Ib30BaHusl  crieldukaiuu  ZigBee TpeOyeT OT KOMMepUYeCKOro pa3paboTuurka
TIpUCOeJMHEeHMs K albsHCy ZigBee.

FOC!E&QCTBEHHOE peryjinpoBadue

CornacHo Pemennto 'KPY npyu Munungopmcsssu Poccuun ot 07.05.2007 Ne 07-20-03-001
Ha TeppuTopuu P® npumeHeHue cetell ZigBee B yacToTHOM Auana3oHe 2400-2483,5 MI'1
He TpebyeT Moy4YeHHsl YaCTOTHBIX pa3pelleHri U JOTIO/IHUTE/IbHBIX COT/IaCOBaHUM.

Tononorus cetu ZigBee

ZigBee noanep>xuBaeT TPOCTbIe TOMOJIOTUM CETU, TaKUe KaK «TOUYKA-TOUKa», «JepeBO» U
«3Be31a». OfHaKo, OCHOBHBIM BapuaHTOM TOMOJIOTUU SIB/ISIETCSI CaMOOPTaHU3YIOIIYIOCS U
CaMOBOCCTaHAaB/IMBAIOLLIYIOCS ~ AgYeucmylo (mesh) mononoeuto C peTpaHC/sALMed U
MapIpyTu3anyei coobiennii. B Takol ceTH, Ka)K[oe YCTPOMCTBO MOXKET CBSI3BIBATHCS C
JMFOOBIM IDYTMIM yYCTPOMCTBOM KaK HamnpsIMylO, TaK U 4epe3 ITPOMEKyTOUHBbIE Y3/Ibl CETH.
Sluencrass TOMOJOTHUS TIpe/jlaraeT a/ibTepHAaTUBHbIE BapHaHThI BbIOOpa MapIpyTa MeXay
y3namu. CooOirleHust TOCTYMalT OT y37Aa K Y37y, ToKa He [JOCTUTHYT KOHEYHOTO
rosyyaresnsi. BO3MOXKHBI pa3/iduHble TYTH TPOXOXKAEHUsS COOOITeHHI, YTO TIOBBIIIAeT
[NOCTYITHOCTb CeTU B C/Iydae BbIXOZa U3 CTPOSI TOI'O WA UHOTO 3BEHa.
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B cetu ZigBee cyijectByeT 3 TUMa y3/I0B: KOOPAWHATOP
(2C), poytep/mapiipytu3arop (ZR), KoHeuHble yCTPOUMCTBa
(ZED), xoropble [ensiTC Ha CISLMe YCTPOWCTBA W
MOOU/TbHBIE YCTPOMCTBA.

['naBHOe ycTponcTBO B ZigBee-ceTu — 310 KOopauHarop. B
KOKIOM CeTu eCcTb OAWH KoopAuHatop ZigBee.
KoopauHaTtop BbIMO/HSAET (PYHKIUU 110 (OPMUPOBAHUIO
CeTH, a TaKXXe SIB/seTCS OJHOBPEMEHHO [JOBEPUTETbHBIM
LeHTpoM  (trust-LieHTpoM).  JloBepuUTe/bHBIA  LIEHTP

D) cesriinsie Mobwmsww | YCTAHABJIMBAET TOHTHKY 0e30MacHOCTH, XPAHUT KITIOUU
Oe3ormacHOCTH ¥ 3aJi@aeT  HAaCTPOHKKM BO  BpeMms
=t .
© verupymarer O e TIOZIK/TFOUEHUS YCTPOMCTBA K CETH.

KoneuHoe  ycTpolicTBO oOMeHMBaeTcsi HWHGpOpPMaleild C  MaTepUHCKUM  y3/I0M
(KoOpAMHATOpPOM WM MapuipyTu3aropom). OHO He MOXeT Tepe/iaBaTh JaHHbIe C APYTHUX
ycTpoiicTB. M3-3a 3TOrO y3es OOJBIIyI0 YacTh BpeMEHW MOXKeT TpeObiBaTh B CIISIIIEM
coctossHUMA (PeXXUM TIOHM)KEHHOTO JHeprornorpedsieHus1), UYTO TI03BOJIIET 3KOHOMUTH
3Hepropecypc Oarapeli (Kak IpaBW/IO TaKue YCTPOMCTBA MMEIOT aBTOHOMHOE IUTaHUe).
OObIYHO KOHEUHBIE YCTPOMCTBA BBITIOTHSIOT POJIb AaTYMKOB WJTH KOHTPOJIJIEPOB KaKUX-THO0
WCTIONTHATETbHBIX YCTPOUCTB. VX KOMMUYECTBO [UKTYETCS TIOTPeOHOCTBIO KOHKPETHOTO
TIPUJIO’KEHUSI.

PoyTepbl OCyIIIeCTBASIOT MapLIPyTH3al[i0 TAKeTOB 10 CeTW W JO/DKHBI ObITh TOTOBBI K
repesiaue JaHHBIX B 10001 MOMeHT BpeMeHH. [103TOMY 3TU y3/1bI He UCIIO/B3YIOT PeXXKUMOB
TIOHW)KEHHOT'O0 SHeprornoTpeb/ieHys U UMEIT CTallMOHapHOoe MNUTaHue. VX KOo/lnyecTBO B
CeTH JI0/DKHO OBbITh [JOCTATOUHBIM i1 00C/IyKMBaHUSl TpeOyeMoro KoaMuecTBa CIISIUX U
MOOW/IBHBIX y3/I0B. MaKCUManbHOe KOMYeCTBO  CISAIMX WM MOOWIBHBIX Y3/I0B,
00C/Ty)kKMBaeMbIX OJHUM POyTepoM - 32.

OOMeH 1aHHBIMHU M 3a/IePXKKH

[Mpu wHAVMBUAYaNTbHOM pacChbUIKe CHauajda MeX]y y3/71aMd aBTOMaTUueCKd BbIOMpaeTcst
MapuipyT. Ilocne moATBep)k/eHUsl TMakeT MOChLIaeTCss MOBTOPHO [0 Tpex pa3. MHorga
MapLIpyT Ilepefauyd M3MeHsIeTCs, eC/d IPOMEXYTOYHbIM y3e/l BBIXOJUT U3 CTpOSl.
[ITrpokoBelaTebHble JaHHbIE MEPeJaroTCsl BCEM y3/1aM CEeTH, HaxO[SALIUMCSl B Mpefesax
jocsiraeMoctd. ['pynmoBasi mepejjaua OCylLeCTB/SIeTCSl B Mpefiesiax Orpeze/ieHHOW TPYIIbI
Y3/I0B.

ZigBee — aCHHXPOHHBIM TIPOTOKOJ, TMO3TOMY KaK[bld Yy3e/]l MOXXeT WHUI[MUPOBATh
nepefiauy B /000 MOMEHT BpeMeHU. Harpumep, Korjja mosib30BaTe/ib BK/IFOUAET CBeT,
JAHHbIE TIOCBIIAFOTCS MTHOBEHHO, HE3aBUCHMO OT OBICTPOAEHCTBUS BBIK/TIOUATEIS.
Hedocmamok ZigBee 3akaiouaemcs 8 mom, Ymo He/b3si npedckd3dmb 3d0epicKy nakemd.
OObIYHO TIpUHUMAETCs, YTO Ui Tepefaud TakeTa TpeOyercs mo 10 MC Ha KaKIbId
TIPOMEXKYTOK MeXKay aboHeHTamu. CIOKHOCTH BO3HHUKAIOT, KOrza TpeOyeTcsl TTOBTOpHAast
MOChIJTIKA WM BbIUKMC/IeHWe MapuipyTa. [Insg BbiOOpa MapiipyTa IIPOW3BOAMTCS
IIMPOKOBeLl|aTe/IbHasi pacChlika, a yCTPOMCTBO, HauaBlliee Tepefauy, AO/DKHO >K/AaThb.
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[ToBTOpHBIE TIOCBIIKA [JenATcs Ha Tomaroeele — MAC U MeXIy KOHEeUHbIMU
ycrpouictBamMu — APS. Eciv ofuH y3e1 MHULMKPYeT Tepeady ApPyromy, HaXO[sIleMyCs
Ha pPacCTOSTHUM UeThIpeX CKAauykoB, TO B CpeJHeM MakeT Oyxer mpuHAT yepe3 40 mc, a
ToATBep K eHre npuzet yepes 80 Mc.

[Tpu UHAMBHIYa/TBLHOW Tiepefiaue C TIOATBEPXKIEHHUEM MOXKET ObITb TPOM3BEAEHO [0 TPeX
TIOBTOPHBIX Tiepefjau C WHTepBa/ioM 1.5¢C, T.e. B XyAlIeM cCjiyuae 3a/lep’)KKa MOXKeT
COCTaBUThL OKO/IO 5 c. Pa3mep makeTa He B/IMSIET Ha 3aJiepKKY, €CJTM KaHal OTHOCHUTETbHO
CBOOO/IEH, TIOCKOJIbKY BpeMsI OXKHM/IaHUSI BBIOMpAeTCs CAydalHBIM 00pa3oM, yMeHbIIast
BpeMsi Tiepefaud. Ho ec/M KaHa/i 3arpy’keH, TO BEePOSITHOCTb TIOBTODHOM TOCBUIKU
9KCITOHEHIIMA/IbHO BO3pacTaeT C yBeJWYEeHHEM [I/IMHbI T[akeTa. B CBSI3M C 3TUM
PEKOMEH/IyeTCs TiepechlylaTb KOPOTKUE TaKeThl, UTOObI COKPATUTDh 33/I€P’KKY M YMEHBIIUTh
3aHMMaeMYI0 I10JI0CY, 0CBOOOXK/asi pecypc AJisi APYTUX NpuiokeHni. ITepesada B 60IbIIHNX
rakKeTax Iiejiecoobpa3Ha TOMBKO B CTyvae, eC/id JJaHHbIe UMEIOT OUeHb OO0JIBIIION 00beM.

Anpecanus ceTu

Turibl agpecoB ZigBee v quana3oH ux 3HaueHWi npuBesieHbl B Tabmuie 1. CeTeBoit azipec,
ob6o3Hauaembiii NwkAddr, mnpexcraBiser coboii 16-pas3psifHOe UMC/IO, YHUKA/IbHO
orpezestollee y3ejl B C€TH, TO €CTb OAWH KOOPAUHATOP, TEOPeTUYECKH, MOXKET B3Th IO/,
cBOrO oreKy nopsiaka 65 000 ycrpoucTtB. Bmecre ¢ TeMm, npesyCcMOTpeHa BO3MOKHOCTb
OJHOBPEMEHHOI'0 UCMO/Ib30BaHUsI HeCKOIbKUX ceTel. Hanpumep, B otene Aria (Jlac-Berac)
OJHOBPEMEHHO WCII0/b3yeTCsl OKOJO 75 ThIC. YCTPOWCTB C ToAjepkkou ZigBee.
Koopaunarop Bcerga umeet agpec 0x0000. Ha ogHOM KaHajie MOTYT CyLLeCTBOBAaTh [Ba
KOOpJMHATopa C OJWHAKOBBIMM ajjpecamu, IIOCKOJIbKY OHU uMeroT pasHble PAN 1D
(Personal Area Network ID — ugentudukatop cetn).

Tabauya 1

Adpeca ZigBee
Haspanue JAunana3oH OmnucaHue
Kanan 11-26 ®usunyeckas yactb PU—criekTpa
Upentudurarop PAN  Ox0000-0x3fff AJIpec ceTu B KaHaje
Ceteroid afpec Ox0000-0xFFf7
(NwkAddr) Agpec y3na B ceTu
KoneuHast Touka 1-240 AJipec TIpUIOXKeHUs B y3i1e
Knacrep 0x0000-0xffff OGbeKT BHYTPU NIPUIIOKEHHUS
Komanza OX00-O0xff JelicTBYe BHYTpPH K/acTepa
ATpubyT 0X0000-0xffff E/iMHMIIa JJaHHBIX BHYTPU K/lacTepa

Pacimpennsiii PAN ID  OX0000000000000000~  YHukanbHbIi 64-pa3psHblii
Extended PAN ID (EPID) OXffffffffffffffff  upenrupuxarop cern

['pyrnma OX0000-0xffff BoiGpaHHas 4acTh y3/I0B CETH
e 0X0000-0xFFFf Mg s
rpodust

B creke ZigBee (0x01) mosie NwkAddr xapakrepu3yeT pacriojio)keHWe y3/71a B CeTH.
Haripumep, yctpoiictBo ¢ NwkAddr = 0x0001 siBnsieTCst TiepBBIM TTOAKIFOUMBIIIEMCS K CETH
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ZR, a y3en c agpecom NwkAddr = 0x796F — 3To mepBoe KOHeuHOe yCTpOHCTBO. B cTeke
ZigBee Pro (0x02) agpec mprcBavBaeTCst TPOU3BOILHBIM 00pa30M.

MAC-aapec

MAC-agpec — 3T0 pacCHIMpeHHBbIM ajipec, MpeACTaBISIONUA Cco00l yHUKa/lbHbIA 64-
pa3psiiHblii HOMep, MPUCBOEHHBIM ycTpoiicTBy. Mexay agpecom MAC u NwkAddr ner
cBsi3U. IIpy OTK/IIFOUEeHUM yCTPOMCTBA OT CETH Y MOACOeAUHeHUH ero K apyrou MAC-azapec
obsi3aTenlbHO ocTaHeTcst mpexkHUM, a NwkAddr MoykeT U3MeHUThCS.

IIpuemuuku ZigBee He copepxar MAC-agpec. OH HasHayaeTcss NPOM3BOAUTE/IeM U
3anMchIBaeTCsl BO (UIBII-NaMATh MUKPOKOHTPOJUIEPA, PacIoioKeHHOro Ha ruiate. MAC-
aJipec 3amnuchiBaeTcsi OT MJjajiiero 6ura K crapiieMy, [03TOMy BO @QUI3ILI-TIaMSATh
yCTPOICTBa OH 3aHOCUTCSI B 00paTHOM TOpsiZIKe.

MAC-azipec MOXXeT WHOTJ]a MCIO/b30BaThbCsl BMECTO KODOTKOTO ajipeca y3/a, Harpumep,
ecmd  y3eq TiepeMelaeTcss W MeHseT CBOM KOpOTKMM ajpec. Tak, Korja TIy/ibT
JVCTAHILMOHHOTO yTIPaBJIeHHsI BBIXOAUT M3 30HBI OXBaTa CBOETO POAUTEJIsI, OH WIIET HOBOE
POAUTE/ILCKOE YCTPOUCTBO, UTOOBI OBIThH JOCTYITHBIM /ISl Y3/10B CETH.

Npentudukaropsr PAN

Npentudukaropsl PAN ID ucrionb3yroTcs [s1 TOTHYeCKOTo OTAeeHUsT Y3/I0B OfHOW CeTH
ZigBee OT y3/I0B [IpyroM, eC/IM CeTH PACIOIOKeHbl Ha OJHOM U TOH >Ke TepPUTOPUU 100
paboTaroT B ofHOM KaHaJsie. biiarosapsi pasHbiM ID HeCKOMBKO ceTell MOTYT CyIieCTBOBATh B
HEeTI0CpeICTBEHHOM O/TM30CTH APYT OT Apyra 6e3 nHTepdhepeHI M.

Wpentudukarop ZigBee nipescrassiet coboit 16-paspsiaHoe unciao ot 0x0000 go 0x3fff. B
cradgapre 802.15.4 ugeHTu(UKaTOpel UMeHOT 3HaueHUs B Auarna3oHe 0x0000-0xfffe. B
Bepcun ZigBee 2006 neHTH(HKATOPbI UMEIOT YHUKa/JbHOE 3HaueHue Ha JAaHHOM KaHalle,
T. €. B pa3HbIX KaHasax MOryT paboTark ycTpoiictBa ¢ ofguHakoBbiM ID. B ZigBee 2007 310
3arpelleHo 13-3a puMeHeHUs QyHKI[MK ObICTpoi MoACTpoMKY yacToThl (frequency agility),
KOTOpasi paspellaeT CeTy IepeK/IrouaTh KaHasbl /1/Is1 [TOMCKa JIy4llero.

[Tpu ¢popmupoBanuu cetu PAN ID npunumaer 3Hauenue Oxffff, koTopoe roBoput o ToMm,
YTO MPUJIO’KeHHe 3arpallliBaeT y CTeKa CyuyalHbld WIeHTU(PUKATOp, He KOHMIUKTYIOLUN C
ID ppyrux, paboraromux mobmmzoctH, cereid. Ilpu mopkmrouenuu kK cetu ID = Oxffff
O3HauaeT, UTO y3e/ XOueT TOAK/IIOUUTBCS K JitoOol cetu. UpeHTudukatop BBIOMpaeTcs
TI0/Tb30BaTe/IeM.

Pacimvpennsbii uaeaTudukarop PAN
Pacmmipensbie uzentrgukatopsl (EPID — Extended PAN ID) npeacraBasitoT coboit 64-
pa3psiiHble umc/ia, KOTOpble YHUKAIBHBIM 00pa3oM HeHTU(UIMPYIOT MepCOHAMbHYIO CeTb.

OOMeH [JaHHBIMH TIPOM3BOJAUTCS C WCIIOIb30BaHWEM 16-pa3psiiHOTO HAeHTH(UKATOpa,
KpoMe ofHoro cmayyasi. OTBeTHbIM KaJp, TOC/JAaHHbIM Ha 3arpoCc Masika, COZAEepP)KUT
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pacIIMpeHHbINA UAeHTU(UKATOp CeTH, UTOOBI y3es, KOTOPbIM XOueT MOJKIHUUTLCS K CeTH,
BbIOpas HyKHbIH ID.

Korpa y3en ZigBee xoueT NOAK/IFOUMTLCS K CETH, OH BCer/a BbIChlIaeT 3arpocC Masika. 3arem
OH aHa/lu3vMpyeT BCe TIOAy4YeHHble OTBeTHble Masiki U BblOMpaeT TOAXOASILUH.
PacimpeHHble UeHTU(PUKATOPbl HE yCTaHAB/IMBAIOTCS HU OJHUM KOMHTETOM CTaHZJapTOB.
Ons crapumx 24 paspsapoB EPID pekomenayercs ucrnosb3oBatb OUI — yHUMKaIbHBIN
HOMep, TPHCBOEHHBIM CeTeBOMYy YCTPOWCTBY mpousBoauTtenem. Pacmmpennele [D
abcomoTHO He cBsizaHbl C 16-pa3psiaHbiMu uaeHTU(UKaTopamu U MAC-agpecamu U
VICTI0JIb3YIOTCSI UCKJTFOUUTEJIBHO /11 HAXOXKJEHUSI Y3/10M HY>KHOW CeTH.

Anpecanus BHYTPH y3/1a

Briiie Ob1M TIpUBeleHBI TTapaMeTphbl y3/1a, HeoOXOoAuMble 1Jisi ero Orpefie/ieHHsI B CeTH.
OpHako ZigBee obecrieunBaeT TakKe COBMECTMMOCTb Ha ypPOBHE TIPUJIOXKEHUS 3a CueT
WCTIO/Tb30BaHMsI K/1IaCTePOB, KOHEUHBbIX TOUeK, KOMaH[l, aTpuOyToB u mipoduseit. Kaxabii
nakeT go/bkeH cofepxkatb PAN ID (mone MAC), NwkAddr (nmone NWK), agpec KoHeuHO#
TOUKHU TIPUeMHUKa U nepefiatuuka, ID npoduis u knactepa (mose APS).

KoHeuHbIe TOUKH

KoHeuHble TOUKM TIO3BOJISIOT OTHOCUTH OJIMH y3e7l K pa3/iduHbiM TPOPWIsAM WU
00beIUHATbL HeCKONMBbKO ZigBee-ycTpoiicTB B y3en. Kakablil y3e/ ceTH MOXKET COZiepKaTh
1-240 KOHEUYHBIX TOUEK B COOTBETCTBUM C KOJIMYECTBOM BBITIOTHSIEMbIX TMPUIOXKEHUM.
Homepa KOHeuHbIX TOUeK MOT'YT UATH He T10 TIOPSJKY.

Hanpumep, BbIK/IIOUaTeh MOXKeT OBITh TIpeJHa3HaueH Kak [jis BHYTPEHHETo, Tak W s
BHeIIIHero ocBelleHusi. COOTBETCTBEHHO, OH Ipe/CTaB/sieT cOO0M JBe KOHEUHbIe TOUKHU.
Takue yCTpOWCTBa KaK TepMOCTAT MOTYT COZlepKaTh HECKOJIbKO He3aBUCUMBIX YCTPOMCTB C
TOUKM 3peHuUs ceTH (JaTuuk, uHTepdeliC MmoJb30Bare/isi, HarpeBaTebHbIM U 0X/1aUTebHBIN
3JIEMEHTBI).

Knacrepsl

Kractep TmOXoK Ha KimacC B 00BEKTHO-ODUEHTHPOBAHHOM IPOrPaMMHUDOBAaHUM U
npeficTaBsisieT 060 COBOKYITHOCTB:
® onucaHus cmaHoapmHoz2o Yycmpoticmea ZigBee (ocBeTuTebHOE YCTPOMCTRO,
JUMMeD, BbIK/I0UaTe b, CYETUHK)
® onucauusi CmaHOapmHbIX ampubymoeg Ajisi ITOTO YCTPOWCTBA (BK/I./BBIKJIL., SIPKOCTb,
TOKa3aHUsl CYeTUMKa)
® ONnuUCaHusi CMAHOApmMHbIX KOMAHO JJiIi 3TOTO YCTPOMCTBa (yCTaHOBUTH YPOBEHb
SIPKOCTH, CUMTATh MMOKa3aHWsl, BK/TFOUNTh/BBIK/TIOUUTB)

Knactepbl UMeIOT K/IMeHT-CepBepHYI0 Tipupoay. ZigBee-cepBep — 3T0 yCTpPONCTBO, KOTOpOe
XPpaHUT 3HaueHue aTpulyTa, B TO BpeMsl, Kak ZigBee-K/IMeHT JUCTAaHLIMOHHO CUMTHIBAeT WU
3aIMChIBaeT 3HaueHue 3Toro arpudyra. Harpumep, rapa CTaHJapTHBIX YCTPONCTB JIaMIIOUKa
Y BBIK/TIFOYATe/lb MOTYT BMeCTe peasii30BaTh (QyHKI[MOHUPOBaHME CTaHAAPTHOTO KjacTepa
BKJTIOUUTB/BLIK/TIOUMTh. [Ipy 3TOM /amriouka OyJeT OTBETCTBEHHa 3a CepBEpPHYI0 uacTb
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k1actepa. OHa XpaHWT 3HaueHWe arpubyTa BKJIIOUEHO/BLIK/IIOUEHO. BhIKIouaTens
[VICTAQHIIMOHHO yCTaHaB/MBAeT 3HaueHWe 3TOro aTpulyTa M peasiM3yeT, TaKUM 00pa3oM,
KJIMEHTCKYI0 YacTh Kiactepa. OfHO U TO )K€ YCTPOMCTBO MOXKET COJiep)KaThb KIMeHTCKue
YaCTU OJHUX KJIaCTepPOB U CepBepHble uacTu Apyrux. Harpumep, BbIK/IIOUaTe/b B Hallem
TIpYMepe MOXKeT JIOTIONIHUTEebHO CO/lep>KaTh CepBepHYI0 YacTh KjaacTepa KOHGUrypaius,
TIpY TIOMOLI[M KOTOPOro OH OyzAeT mony4aTb WHGPOPMALMI0O O pPe)KuMaxX CBoed paboThl OT
KOH(UTypUPYIOIIIero yCTpONCTBa.

Knacrepbl onpefensitotrcsi  16-pa3psiiHbIM - UIeHTU(MHUKATOPOM U SIBJISIIOTCS  0ObeKTaMu
npunoxeHusi. B To BpeMsa kak NwkAddr u KoHeuHble TOUKHM OTHOCSITCA K afipecalluH,
K/lacTep oOrpefie/isieT Ha3HaueHue TpWIOKeHWs. Haripumep, KiaacTep BK/IIOUEHUS U
Bbik/TtoueHuss On/Off BbiTosHSIET JeiicTBUe TepeBoJia yCTPOMCTBA M3 OAHOTO COCTOSIHUS B
apyroe. I1py 3TOM THIT UCTIOTHATE/ILHOTO YCTPOMCTBA HEBAa)KEH.

Tekyliljee COCTOsIHHME YCTPOWMCTBA OINpefeNseTcss TPUIOKeHWeM 10 aTtpubyTy BHYTpU
Kiactepa. HekoTopele KiacTephwl, orpejeneHHble B ZigBee, npuBeseHbl B Tabmuie 2.
Knacrepsl onpeziesieHbl TOJMBKO BHYTPU KOHKpeTHOro mnpoguiss. Hanpumep, B ogHOM
npodusie knactep 0x0000 moxkeT BbinosiHATH OTKMoueHue cetu (Off), a B gpyrom —
cofiep)kaTb OCHOBHble ycTaHOBKM (Basic). Kpome wupeHTH(UKaTopa K/jacTepbl HWMEOT
HaripaBieHve. B cBoiictBe SimpleDescriptor koHeuHOM TOUKM KJacTep 00O3HauaeTCsi Kak
BXOJ], /TN BBIXOZ,.

Tabauya 2
Knacmepubi ZigBee

HauMeHoBaHMe ID

Basic (ocHOBHOI) 0x0000
Power Configuration (pery/ivpoBKa MOIJHOCTH) 0x0001
Temperature Configuration (HacTpoiika TeMIiepaTyphbl) 0x0002
Identify (knmacTep pacrio3HaBaHus) 0x0003
Groups (k/acTep rpyIirbl) 0x0004
Scenes (knacTep CLeH) 0x0005
On/Off (Bk/toueHNe/BBIK/IIOUEHUE) 0x0006
On/Off Configuration (HacTpoiika BK/IFOUeHHs U BLIK/TFOUEeHHs) 0x0007
Level Control (yrnpaB/ieHre ypOBHEM) 0x0008
Time (Bpemsi) 0x000a
Location (MecTomnosoxeHue) 0x000b

B crangaprabix nipodunsx (Public profile) ucnonb3yercs 6ubmuoreka kiactepoB ZigBee
(ZigBee Cluster Library, ZCL), copepxaijas KoMmaHAbl ¥ arpuOyTbl. C TOMOILEIO
OUOMMOTEeKN JIETKO TIO/TyUUTh WM TIPUCBOUTH aTpubyT, UCIO/b3ys o0muii Habop KoMaH[,.
bubmoreka ZCL rtpynmupyeT KaacTepbl MO (YHKIJMOHAJLHOMY TIpU3HAKY: 0OIIero
HasHayeHus, JJis paboThl C JaTuvKaMHU, [Jisl yIIpaBlieHus] OCBETUTEe/IbHbIMU YCTPOUCTBAMHY,
BEHTW/IsILIMEN U T. /. VIcrionb3oBaHWe CTaHAAPTHBIX K/IaCTePOB [Jisi ePeChUTKHA COOOIeHNI
ABJISIETCS 00s13aTeTbHBIM TpeboBaHueM crierdukaru ZigBee PRO Feature Set.

KomaHapb!l npe/icTaBiSIOT co00i 8-pa3psiiHOe UMC/I0 U MOTYT ObITh BHYTPUK/IACTEPHBIMHU
WM MeXXK/IacTepHbIMU. KilacTepHble KOMaH[bI 3aBHUCSIT OT HOMEpa KjacTepa M OObIYHO
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HauvHatotcs ¢ 0x00. Hampumep, 0x00 — komaHjja BbIk/IOueHUsi B kiactepe On/Off u
KOMaH/la IB)KeHUs K 3alaHHOMY yYPOBHIO B Kiactepe LevelControl.

B uHAMBHUIYyabHBIX TTPOGUISX MCITO/IB30BaTh OMOMMOTEKY KIacTepoB HeoOsi3aTebHO. DTO
TI03BOJ/ISIET COKPATUTh MIPOTPAMMHBIN KOfl. ATpUOYTHI SIBASIFOTCS 16-pa3psiIHBIMUA YKC/IaMH 1
OTKCHIBAIOT TeKylllee COCTOsiHWe KiacTepa. COBOKYITHOCTb aTpubyTOB BCeX KJaCTepoB,
Mo/iZiep>KUBaeMbIX yCTPOMCTBOM, OTIpe/ie/isieT COCTOsIHUe YCTPOMCTBa.

IIpodunu

ITpogpunem HazbiBaemcsi COBOKYNHOCMb HACMPOEK NPO2PAMMHO20 obecneyeHus y3108 cemu,
obecneuugarowyas ux cogemecmuyro pabomy. Crneuvdukarys rpodusis orpejenseT Takue
rapameTpbl, KaK CIIOCOObI 3a/laHHsl WAEHTHU(PHMKALIMOHHBIX ITapaMeTPOB CETH, PEeKUMBI
o0pa3oBaHUs CeTH, CIOCOOBI 3al[UThl JAHHBIX, HCIIO/Ib3YEMbIM T0JHA00p KIacTepoB,
KOTOPBIM BK/IFOUAET K/IaCTePhl U3 Pa3HbIX PYHKI[MOHAIBHBIX rpynn 6ubmoreku ZCL.

BuGnuotera knactepor ZigBee®
Cneyugursayus npoghuna

UCTanBIyem NodHa Bop KIGcmepoa
Gubnuomesy ZCL

Besonacmocte o MT
¥ Honm:u;- { Ocams .:.l.
: :”
* {' npraen e Mpodwne npunoxeuwil ZigBee®

5 B B 3% 3 3 4 E> —

2 2 2 2 2 R -
e o 0x | R 1k A
¥ omepuec % Ao
Buinuomera ICL :pynnupyem
Racmeps no g GHEN #‘ #‘ {:}
.Tuputrruu.n;‘ i e {:} 'ﬁ i:}

Bce 3ampochbl JaHHBIX TMOCHLIAIOTCA B MPO(UIb MPUIOKeHUs. sl 3TOr0 UCIOMb3YHTCS

upeHtuuKatopsl npodunsi — 16-paspsigHble uncia B AuarnasoHe 0x0000-0x7fff pns
craHiapTHeix Tipounielt u  O0xbf0O0-Oxffff — nana npodwuneir, onpeneneHHbIX
TIPOM3BO/IUTEJIEM.

[Ipodunb OTHOCUTCST K TIDWIOKEHUIO WM yCTpoucTBY. CTaHZapTHble NpodUIn
OTpeiesisitoTCS albsHCOM ZigBee, HAMBUyaIbHbIE — MPOU3BOJUTEIEM.

Home Automation (aBToMaty3aius oMa) — CMAaHOapmHbill npoduab 04151 06beOuHeHuUs 8
cemb O6bIMOBbIX ycmpolicma, 8 m.4. oceemumenbHbIX NpuboOpos, eblKAOUamenell, po3emox,
nyabmoe ynpaeneHusi, KOHOUYUOHepos8, mepMocmamos, Hazpegamesneli. [Ipyroii mpumep —
craHfaptHeid npo¢uns Commercial Building Automation, KOTOpbIii oripefiesisieT TaKue
ycrpoiictBa ZigBee Kak c/n0dcHble oceemumesnbHble npubopbl U MHO20NO3UYUOHHbIE
8blK/OUamMenu, cucmembl omnupaHusi Oeepell 6e3 UCNOMb308AHUSL KU U CUCMEMbl
6ezonacHocmu.

B ofHOU CceTM MOXKeT CyIeCTBOBaTb HECKOJbKO CTaHAAPTHBIX W WHAUBUAYaATbHBIX
npoduneii. B ZigBee Alliance mocrosHHO wuger pabora Haj paciuupeHHeM Habopa
CTaH/]apPTHBIX TIpo(u/el, UyTOOBI Y/OB/IETBOPUTH BCe TOTPEOHOCTH K/IMEHTOB. VIMeHHO
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TIPOM3BOJUTE/N OTpeieNIsiioT, KakKUuX Mpoguieli He XBaTaeT B MepBYH0 ouepeib. Kpartkuii
CMHCOK CTaH/apTHBIX TTpoduIel pruBefieH B Tabsmiie 3.

Tabauya 3
CmaHdapmHble npogpunu ZigBee
ID npo¢. Ha3Banue npopuns
0101 Industrial Plant Monitoring (IPM, MOHUTOPUHT NpeANpUsATH)
0104 Home Automation (HA, aBTOMaTH3aL1sl )KAJTbIX TTIOMEILleHUI)
0105 Commercial Building Automation (CBA, aBToMaTu3alisi KOMMepueCKUx
TIOMeLeHUI )
0107 Telecom Applications (TA, TenrekoMMyHHKaLVs1)
0108 Personal Home & Hospital Care (PHHC, am0ysiaTopHOe Wiu CTal[iOHAapHOe JieueHue)
0109 Advanced Metering Initiative (AMI, fononHuTebHbIE U3MEPEeHNsT)

[Mpodun TO3BOMISIOT COEAUHATH YCTPOMCTBA  pas3/MuHbIX TpOW3BOJuUTeneil  Ge3
JIOTIOJIHUTE/IbHOW HacTpoUKu. IHAMBUya/ibHbIe NTPO(MUIN, TaKXKe Ha3biBaeMble MPOQUIAMU
npousBoguTesieit (Manufacturer Specific Profiles, MSP), He 3akperiieHbl anbsiHCcOM ZigBee.
OHM co37al0TCs /ISl TaKUX TIPUIOYKeHUM, KOTOpble PacCUMTaHbl Ha B3aUMOjeNCTBUE C
YCTPOMCTBaMH TOJILKO OJJHOTO TIPOU3BOJUTEJIS.

[Tpodunu, onpesieneHHbIe POU3BOAUTENIEM, TTO3BOJISIIOT 3a/iaBaTh Jt000M Habop K1acTepos,
KOHEUHBbIX TOueK M ycTpoucTB. CTaHJApT He HakK/IabiBaeT Kakux Obl TO HU ObLIO
OrpaHUUeHHY Ha TUM TepeflaBaeMbIX AAHHBIX TPU YCJIOBUH, UTO CKOPOCTb Tepejadyu
HaXO/IUTCS B [IOTTYCTUMOM Jiaria30He U TIPUIO)KeHHe He Teperpy»kaeT KaHaJl.

ZigBee Alliance 1o 3ampocy mpoW3BOAWTE/II — UJjieHa OpraHu3alui — IIpHCBavBaeT
uZieHTUGUKATOp TMpefjio)keHHOMYy UM mipodumo.  YTtoObl  3a7aTh  KjaacTepbl B
WHAVBUAYaTbHOM Mpoduie, HeOOXOAUMO CHada/ia COCTaBUTh KapTy BCeX YCTPOWMCTB CETH U
OTIpe/leNIuTh, KaKOro THIa WH(OPMAI[UI0 OHU [JO/DKHBI oOpabaTbiBath. B 3TOM Ciyuae
CTpyKTypa OyzeT Hanbosiee po3pavHa | JieTka B yIpaBIeHUH.

NpenTudukaTopbl yCTPOUCTB

Kakgasi KoHeuHasi TOUKAa COAEP)KUT ujeHTU(hUKaTop mpodunass U UeHTUhUKATOp
ycTpoiictBa. Kak yke roBOpW/IOCh, OAHO (hU3nMueckoe YCTPOMCTBO MOXKeT IpeZCTaB/sATh
cobo¥ HeCcKo/IbKO ycTpoicTB ZigBee. MaeHTudukaropsl ycTpoicTB ZigBee NpuHHMAarOT
3nauenust ot 0x0000 mo Oxffff (cm. Tabs. 4). VimeHTH(hUKATOPHI YCTPOWCTB UMEIOT JBOMHOE
Ha3HaueHWe. OHM TIO3BOJISIIOT OTOOpaXkaTh Ha /IMCIIIee  TI0JIb30BaTesisi  MKOHKH,
COOTBETCTBYIOLI[E THUIY YCTPOMCTBA, U B TO >K€ BPeMs IOMOTAIT C/le/laTh WHCTPYMEHTHI
ZigBee GOosee coBepIlIIeHHBIMH.

Tabauya 4
Hoenmugukamopst ycmpoticme 045 npogunss Home Automation
YcrpoiicTBo Npentud. YcTpoicTBo Npentud.
Pacivipuresns fguara3oHa 0x0008 [atuuk cBeTa 0x0106
Po3zeTka anektpocetn 0x0009 3areHUTe/b 0x0200
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BriktouaTenb cBeTa 0x0100 KonTposisiep 3areHuTens 0x0201

Jlamnia ¢ perynvpyeMon HarpeBareibHO-0X/1aJUTeTbHBIN

0x0101 0x0300
SIPKOCTBIO 3/1IEMEHT
BriktouaTenb cBeTa 0x0103 TepmocTtar 0x0301
PerynsTop sipkoctu 0x0104 [aTuvk Temmneparypsl 0x0302

PaccmoTpyM  IBYyXMO3ULMOHHBIM T€peK/oYare/ib U LITeNCe/NbHYH0 po3eTKy. B rmiaHe
y[a/IeHHOTO0 MOHUTOPWHIA U YIpaB/eHUsl 3TU YCTPOMCTBA WJleHTUUHbI. OHU MpUHAJIeXar
ogHoMy Knactepy — 0x0006 (On/Off). OpHako, ¢ TOUKUA 3peHUsl TI0/Ib30BaTesisl, po3eTKa
OTHOCUTCSI K MHCTPYMEHTY [Ji1 BBOJA B SKCIUTyaTal[dl0 3eKTPOHHBIX YCTPOMCTB, a
TiepeK/IroyaTe b M03B0JIsseT BKIKOUUTD WU BBIK/TFOUMTD CBET.

Cetb ZigBee He ycTaHaB/iMBaeT HWHTep(eiica MeXAy UeOBEKOM U YCTPOMCTBaMHU.
Bhik/touatesieM MOXXeT ObITh KHOTIKa, TymOiep, TlaCTMHA JlaTudKa 3/IEKTPUUECKOTO 1071,
JlaTYUK yCKOpeHHus U T. [. Bo Bcex craHaapTHbIX npodusix ZigBee cofep>XUTCsl CIUCOK
ycTpoiicTB. [Ipon3BoguTeI MOTYT PAaCIIMPUTh €ro, UCTo/b3ys mojie Manufacturer Specific
Extension, koTopoe sBsieTCsl YacThio MHTepdetica bubmoreku KmactepoB ZigBee. OHM
TaK)Ke MOTYT CO3/laTh YCTPOWCTBO B UHAWBUya/sibHOM Tipodusie (MSP), Torma oHo Oyzer
B3aMMO/IENCTBOBaTh C YCTPOMCTBAMH M3 CTaHAAPTHOIO Mpoduis uepe3 WUeHTU(PUKATOPbI
YCTPOUCTB U KJIaCTephl.

Do PMHPDOBdAHUE CETHU

Cetb ZigBee — camoopraHm3yloliasics, U ee pabora HauMHaeTcsi C (HOpMHUPOBaHUS.
YcTporcTBO, Ha3HAueHHOe TPU TMPOEKTUPOBAaHMU KOOPAWHATOPOM MEePCOHA/TbHOW CeTH
(PAN KoopauHaTop), orpezie/isieT KaHas, CBOOOAHBINA OT TOMeX, U OXKHZAeT 3arpoCOB Ha
TIOJK/TFOUEeHNe.

YcTpoKicTBa, TbITarOLIMeCcs] NPUCOEJUHUTHLCS K CEeTH, pacChbUIalOT LIMPOKOBeIllaTe/TbHbIN
3aripoc. IToka PAN koopavHaTop — eJUHCTBEHHOE YCTPOMCTBO B CETH, OTBEUaeT Ha 3ampoc
Y TpefioCTaB/sieT MPUCOeJUHEHHEe K CeTU TOMbKO OH. B JasnbHellllieM NpUCOefVHEHUe K
CeTH MOTYT IpPeAOCTaB/IATh TAKXKe MPUCOeUHUBLINECS K CeTH MapLIPyTHU3aTOPBL.
YCTpoiCcTBO, TMOMyuWBIllee OTBET Ha IIIMPOKOBeIllaTe/bHbIN 3arnpoc, OOMeHUBaeTCs C
TIPUCOEUHSIIONMM  YCTPOMCTBOM COOOIIIeHUsIMH, UTOObI OTpeZie/IuTh  BO3MOYKHOCTh
npucoeuHeHNs. BO3MOXKHOCTb — OTpeJesisseTCsi  CIOCOOHOCTBIO — TPUCOEAUHSION[ETO
MapIIpyTh3aTopa 00C/Ty>KUTh HOBbIE YCTPOWCTBA B IOTIOTHEHUE K paHee IMOJK/TIOUeHHBIM.

BcTynieHue B ceTh (MpHUcoeJMHEHUE)

CymectByeT ngBa criocoba mpucoenuHeHusi: MAC acconuaiusi ¥ TOBTOPHOE CeTeBOoe
nipucoeavHeHue (NWK rejoin).

MAC accoyuayusa noctyriHa moboMy ycrpoiictBy ZigBee u ocyijectBaseTrcsi Ha MAC
ypoBHe. Mexanusm MAC accouyanyu cieyronjuil:
1. YcTpouicTBO, NO3BOJIAIOLIEE TIPUCOEAUHUTHCSA K HeMy, BbicTaBisseT HA MAC ypoBHe
paspellieHre Ha MPUCOeJUHEeHNe.
2. YcTpolcTBO, BCTyMawlllee B CeTb, BbIcTaBjaseT Ha MAC ypoBHe 3amnpoc Ha
TIpPUCOeUHEHUE U Tlepe/iaeT IIMPOKOBeL|aTe/TbHbIN 3arpoC Masyka.
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3. TlonyunB MasiuoOK OT YCTPOMCTB, TOTOBBIX TMOAK/IIOUWATH IPUCOEJVHSIEMOe
YCTPOMCTBO, TIOC/Ie[iHEee OrpefiesisieT, B KaKyl0 CeTb U K KaKOMy YCTPOMCTBY OHO
KeslaeT MPHUCOeIUHUTLCS, U BbicTaB/sieT Ha MAC ypoBHe TpeOoBaHHe O BCTYTIEHUN
C (1aXkKkoM «ITOBTOpPHOe MprcoeiuHeHre» B 3HaueHrnr FALSE.

4. 3areM BCTyMarolljee YCTPOMCTBO Harpap/sieT Ha BbIOpaHHOE [jisi TIPHUCOeAWHEeHUs
YCTPOMCTBO 3ampoC TMPUCOEJUHEHUSI W TI0JlyuyaeT OTBET C MPUCBOEHHBIM €My
CeTeBbIM a/|peCOM.

[Ipu MAC accouuyauyy JAaHHble TepefaroTcss He 3airM@poBaHHbIMH, 103ToMy MAC
accolualiys He siByisieTcsi 6e30macHo.

IlosmopHoe cemesoe npucoeduHeHUe BOTIPEKM Ha3BaHHIO MOKET TPUMEHSITbCS U TIpU
NepBUYHOM TipucoequHeHUM. OHO BBITIO/IHSETCS Ha ceTeBOM ypoBHe. [Ipu 3ToM, eciu
BCTYTIAlOIIlee YCTPOMCTBO 3HAeT TEKYIIMM CeTeBOW Kirou, 0OMeH IMakeTaMU MOXeT ObITh
6e3omacHbIM. Kitou Mo>keT OBITB TI0/TyUeH, HarlpyuMep, TIPYU HaCTPOMKe.

[Tpy TOBTOPHOM MOAK/IOUEHUHN TPUCOeINHSIOIIeeCs] YCTPONUCTBO BLICTAB/IsSIET Ha CETEBOM
YPOBHe 3arpocC TMpUCOeAUHeHHsi W OOMeHMBAaeTCs C TIOAK/IIOUANOIIUM YCTPOMCTBOM
MaKeTaMU «3arpocC MPUCOeAUHEHHUsS» — «OTBET Ha 3arpoC MPUCOeIUHEHHUS» .

JAlMHaMMKa ceTH

Kpome cnyuaeB miprcoefuHeHNsI HOBBIX YCTPOWCTB CTPYKTypa CETU MEHSIeTCS U B CTydastx,
KOT7la YCTPOMCTBA TMOKWJAIOT CeTh W TOBTOPHO TMPUCOEIUHSIOTCS B APYTMX MecTax (3TO
TPOUCXOJUT, HaAripuMep, B C/ayuyae Tiepe3arpy3ku ycTpoiictBa). Kaxabli pa3 Takoe
YCTPOMCTBO TIOJyuYaeT aZipeC W3 MMEOIIerocss B PACIOpPSHKEeHUH TPUCOeJUHSIOIIEro
MapIIpyTHA3aTopa Jrara3oHa a/ipecos.

M CTOYHMKN:
1. Marepuansi c caira http://www.zigbee.org
2. ZigBee. https://ru.wikipedia.org
3. B. Jlexuun Cetu ZigBee. 3auem u riouemy? https://habrahabr.ru
4. Tlpotokon ZigBee: GecmpoBOAiHBIE TEXHOJIOTUM Ha C/Iy)KOe «ymMHOro» zaoma. H.

JKorog. http://www.ferra.ru

becrnipoBognbie cetu ZigBee u Thread. http://www.wless.ru

A. ITaBnoB Azpecanus v npodunu ZigBee. http://www.russianelectronics.ru

7. Hpto T'cnacon (Drew Gislason). Ilpunokenuss ZigBee: oomeH manHbiMu, API u

PAN [niepeBog]. http://www.russianelectronics.ru

YeTbipexmno3uliuoHHas (a3osas moayasuus (QPSK). http://digteh.ru

9. UYetnipexmno3uliuoHHasi (a3oBass monyasiuus co casuroMm Keazapatyp (OQPSK).
http://digteh.ru
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