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1. TACITIOPT PABOYEM IMPOT'PAMMBI TPO®ECCHUOHAJIBHOI'O MOJYJISA

PabGouass mporpamma mnpodeccuonambHoro Moayins «(Ooecnedenue HHMOPMALMOHHOMK
0€30MaCHOCTH B TEeJIEKOMMYHUKAIMOHHBIX CHCTEMAaX M CeTSX BeNIaHusD» (Jajnee mporpaMmma)
ABIISIETCS. YAaCThIO OCHOBHOM 0Opa3oBaTENbHOM MPOrpaMMBbl: IPOrpaMMBbl MOATOTOBKH CIHEIUAINCTOB
cpennero 3sena (I[IICC3).

[Iporpamma B cootBerctBHM ¢ PI'OC mo cnermumanpHoctr CIIO 11.02.10 PagmocBs3b,
paauoBelIaHMe W TejeBuaeHMe (0a30BOii TMOATOTOBKM) CIIOCOOCTBYET OCBOCHHMIO BHJA
nearenbHOoCTU: «O0ecnedyeHue MHPOPMALMOHHONW 0€30MACHOCTH B TeJIEeKOMMYHHMKAIMOHHBIX
CHCTEMAX U CeTAX BelaHU» U COOTBETCTBYIOMUX MpodeccrnoHanbHbIX kKomneTermwii (I1K):

[IK 3.1. Ucnonp30BaTh mporpaMMHO-aIlliapaTHbIe CPEACTBa 3alIUThl MHPOPMALIMK B CHCTEMaX
pasvoCBsA3H U BELIAHMUSL.

IIK 3.2. IlpuMeHSATh CUCTEMBbI aHaIM3a 3alIUIICHHOCTH JUIsl OOHApYXXEHHUS YSI3BUMOCTECH B
ceTeBoil nH(ppacTPyKType, JaBaTh PEKOMEHIAIUH 110 UX YCTPAHEHHUIO.

I1K 3.3. OGecneunBath 0€30MacCHOE aIMUHUCTPUPOBAHKE CETEH BEIIAHMS.

Ona sBrsieTcst eqUHOM A71s Beex (opMm oOyueHus. Pabodas nmporpamma coepKuUT TeMaTHUECKUI
IUIaH U CIYXHT OCHOBOM Juis  pa3paboTKU  KOHTpOJIbHO-oueHOuHbIX cpenctB  (KOC)
pohecCuOHaTBHOTO MOIYJIS.

[Tporpamma npohecCHOHaTBLHOTO MOAYJISI MOXKET OBITh MCIIOJIb30BaHA!

®B JIOTIOJIHUTEIEHOM TPOo(ecCHOHANBHOM 00pa30BaHUHM U MPOGECCHOHATBHON IMOJITOTOBKE B
00JacTy TEJIEKOMMYHMKAIMI [TPU HAIMYUU CPeHEro (IOJIHOro) obiero oOpa3oBaHUs, ONBIT pabOTHI
He TpedyeTcs;

® [IpY OPraHU3AIMKU KYPCOB IMOBBIIICHUS! KBATH(PUKAIIMN U TIEPEIIOATOTOBKE PAOOTHUKOB CBS3HU
[IPU HAJIMYUU TPO(HECCHOHATEHOTO 00pa30BaHus.

1.2. Ilesu 1 321241 MOAYJIs — TPeOOBaHUS K pe3yJIbTaTaM 0CBOEHHS MOIYJIf:

C uenpl0  OBNAAEHUS  YKa3aHHBIM  BHUJOM  JIEATEIBHOCTH M COOTBETCTBYIOLIUMHU
pohecCuOHATbHBIMY KOMIIETEHLUSAMU 00Yy4aroIuics B X04€ OCBOCHUS IPO(ECCUOHATIBHOTO MOTYJIs
JTOJIKEH:

HMeTh NPAKTUYECKUI ONbIT:

— BBISIBJICHUSI KQHAJIOB YTEUYKU HHPOPMAIIHH;

- orpezeNneHus HEOOXOANUMBIX CPEICTB 3aIllUTHI,

— MIPOBEJICHUS aTTECTAIlMU O0BEKTA 3aIIUTHI (TPOBEPKU YPOBHSI 3AIIUIEHHOCTH);

- pa3paboTKH MOTUTHKHU 0€30MaCHOCTH I 00BEKTa 3alUThI;

— YCTaHOBKH, HACTPONKHU CHEIHATM3UPOBAHHOTO 000pYI0BaHUs O 3aIIUTe HHPOPMAIUH;

— BBISIBJICHHS BO3MOKHBIX aTaK Ha aBTOMaTU3UPOBAHHBIE CUCTEMBI;

- YCTAaHOBKM M HACTPOMKM MPOTPAMMHBIX CPEJCTB 3alllUTHl aBTOMATH3UPOBAHHBIX CHUCTEM H

MH()OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX CETEH;

— KOH(UTYPUPOBAHUS aBTOMATU3UPOBAHHBIX CHUCTEM U HWH(GOPMAIMOHHO-KOMMYHHKAIIHOHHBIX
ceTeilt;
- MPOBEPKU  3AIIUIIEHHOCTH ABTOMATU3UPOBAHHBIX CUCTEM u nH(OpMaIMOHHO-

KOMMYHUKAITHOHHBIX CETEH;

- 3alIUThI 0a3 JaHHBIX;
— OpraHU3aIMy 3alIUThl B PA3JIMYHBIX ONEPALIMOHHBIX CUCTEMaX U cpeaax;
- mudpoBanus HHGopMaImy;
yMeTh:
— KIIACCU(PUIIUPOBATH YTPO3bI HHPOPMAIIMOHHOW 0€30MaCHOCTH;
— MPOBOAMTH BEIOOPKY CPE/ICTB 3aIIUThHI B COOTBETCTBUU C BBISIBICHHBIMH YTPO3aMHU;
- ONpeIeNsATh BO3MOKHBIE BUIbI aTaK;
- OCYIIECTBIISITH MEPONPUSITHUS 10 MPOBEICHUIO aTTECTAIIMOHHBIX padoT;
— pa3pabaThIBaTh MOJIUTUKY 0€30MaCHOCTH 00BEKTA;
— BBITIOJHATh pacueT U YCTAHOBKY CIEHUATM3UPOBAHHOTO OOOpPYIOBaHUS ISl MaKCUMaTbHON
3alUIIEHHOCTH 00BEKTA;
4



MCII0JIb30BaTh IPOrPaMMHBIE IPOIYKTHI, BBISBIISIOIINE HEAOCTATKU CUCTEM 3aLUTHI;
IIPOU3BOJUTH YCTAHOBKY M HACTPOMKY CPEICTB 3aILUTHI;

KOH(UIypHpOBaTh aBTOMAaTHU3UPOBAHHBIE CUCTEMbI M HH(POPMALMOHHO-KOMMYHUKALIMOHHBIE
CETH B COOTBETCTBUHM € MOJIUTUKON HH(OPMAIIMIOHHON 0€30I1aCHOCTH;

BBIIIOJIHATH TECTUPOBAHUE CUCTEM C LIEJIbIO OIIPENEIICHUs] YPOBHS 3alUIIICHHOCTH;
MCII0JIb30BaTh IPOrPaMMHBIE ITPOYKTHI JIS 3aLUTHI 0a3 TaHHBIX;

NPUMEHATH KPUITOTpapHUECKUEe METO/IbI 3aIIUTHI HH(POPMAIINH;

3HATb:

KaHaJIbl yTeUKU MH()OpMaLUy;

Ha3zHaueHHe, KJIacCu(UKAIUIO ¥ IPUHLIUIIBI PA0OTHI CIIEHUATU3UPOBAHHOTO 000PY/JOBAHUS;
NPUHIUIBI TOCTPOCHUS MH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX CETeH

BO3MOYHBIE CITOCOOBI HECAHKITMOHUPOBAHHOT'O JIOCTYIIA;

3aKOHOJIaTeNIbHBIC M HOPMATHUBHBIE IPABOBBIC aKTHI B 00JIACTH WH(POPMAIIMOHHOHN 0€3011acCHOCTH;
IIpaBUJIa IPOBEJACHUS BO3MOXKHBIX IIPOBEPOK;

ATarbl ONpeAEICHUS KOHPHUICHINATbHOCTH IOKYMEHTOB O0BEKTa 3alUThI;

CTPYKTYPY CUCTEM YCIOBHOI'O IOCTYIa U MPUHILIMII UX PAOOTHI;

BO3MOYHBIE CITOCOObI, MECTAa YCTAHOBKH U HACTPOMKU MPOTrPAMMHBIX NPOJYKTOB;
KOH(Urypalnuy 3aluiaeMblX ceTel;

QJITOPUTMBI PabOThI TECTOBBIX MPOTPAMM;

COOCTBEHHBIE CPECTBA 3aIUTHI PA3JINYHBIX ONEPALMOHHBIX CUCTEM U CPeZ;

CHOcoOBI U METOIbI M (PPOBAHUS HHPOPMALIUH.

1.3. Kotu4ecTBO 4acoB Ha OCBOEHHE MPOrPAMMBbI THCIHIJIMHBI:

Bcero — 198 yacos, B ToM umcie:

00s13aTeNbHOM ayTUTOPHON y4eOHOUM Harpy3ku oOydaromnierocss — 150 yacos;
yueOHOM U TPOU3BOJCTBEHHON MpakTUKU— 36 + 18 yaca,

CaMOCTOSITEIILHOM paboThl 0Oy4Jaromerocs — 48 yacos.



2. PE3YJIBTATBI OCBOEHUSA ITPO®ECCUOHAJIBHOTI'O MOAYJISL

Pe3ynpTaTroM OCBOEHHS HpOrpaMMbl MPO(GECCHOHATBHOIO MOJIYNsS SABISETCS OBJIAJCHUE
o0yJaromuMHucs BHIOM JesTeabHocTH Obecnevyenne HWH(POPMAUMOHHONH 0€30MaCHOCTH B
TeJIEKOMMYHHKAIMOHHBIX CHCTEMAaX M CeTAX BelllaHus, B ToM uucie npopeccuonanbubiMu (I1K) n
o6mumu (OK) KxomneTeHuusIMu:

Kon HaumeHoBaHue pe3yjibTaTa 00yueHUust

OK 1. [lonumarh CyIIHOCTH M COIMAIBbHYIO 3HAYUMOCTh CBOeil Oyayieil mpodeccuu,
IIPOSIBJIATH K HEW YCTOWYMBBINA UHTEPEC

OK 2. OpraHu3oBbIBaTh COOCTBEHHYIO JESTEIbHOCTb, BBIOMpAaTh THUIIOBBIE METOABI M
CIOCOOBI BBIMTOJHEHHSI MPO(ECCHOHANBHBIX 3314, OLEHUBATh UX YPPEKTUBHOCTh U
Ka4eCTBO

OK 3. [IpuHrMaTh pemieHus B CTaHJAPTHBIX M HECTAHIAPTHBIX CUTYalMsIX U HECTH 34 HHUX
OTBETCTBEHHOCTb

OK 4. OcymiecTBIATh TMOWCK H  HCIONIB30BaHWE WHPOpPMAINK, HEOOXOTUMON s

3¢ (}HEeKTUBHOTO BBINMONHEHUS NPOGECCHOHATBHBIX 3a/ay, MPOo(ecCHOHATBFHOTO U
JIMYHOCTHOTO PA3BUTHS

OK 5. | Ucnonw3oBath UH(POPMALMOHHO-KOMMYHUKAITUOHHBIC TEXHOJIOTHUH B
pohecCHOHALHOM IeATEITIBHOCTH

OK 6. PaGorats B KOJUIEKTHBE M KoMaHzae, 3(PQGEKTHBHO 0OMIATHCS C KOJIJICTaMH,
PYKOBOJICTBOM, TOTPEOUTEIISIMU

OK 7. bpathb Ha cebsi OTBETCTBEHHOCTh 3a pabOTy WIEHOB KOMAaHJbl (IIOJAYMHEHHBIX),
pE3yabTAT BBIMOJHEHHS 3aIaHHUH

OK 8. CaMOCTOSTEIPHO ~ OTPECNATh 3aJa4d  MPOPECCHOHATBHOTO W JIMYHOCTHOTO
pa3BUTHSI, 3aHUMATbCS CaMOOOpPa30BaHMEM, OCO3HAHHO IUIAHHPOBAThH TOBBINICHHUE
KBaTH(UKAITII

OK 9. OpueHTHpOBaTbCA B YCIOBHUSX YAaCTOW CMEHBI TEXHOJOTUH B MpodeccHOHAIbHOMN
JESATEILHOCTH

[1IK 3.1. | MUcnonb30oBaTh NporpaMMHO-annapaTHbIE CPEICTBA 3alUThl MH(pOpMaIy B
CHCTEMax PaJHOCBsI3U U BEIIaHUS

IIK 3.2. | [IpumeHSATH cUCTEMBI aHaIM3a 3alIUIIEHHOCTH Uil OOHAPYKEHUS YI3BUMOCTEN B
ceTeBO MH(MPACTPYKTYpE, 1aBaTh PEKOMEHIAINH 10 UX YCTPAHEHUIO

IIK 3.3. | OGecneunBath 6€30MaCHOE AIMUHUCTPUPOBAHUE CETEH BEIIaHUs




3. CTPYKTYPA U COAEP KAHUE TPO®PECCUOHAJIBHOTI'O MOYJIA

3.1. TemaTnuyeckuii njiaH npodgeccuoHaIbHOro MoayJas «OdecneyeHue HHPOPMALNOHHOI 0€30MACHOCTH B TeJIEKOMMYHUKAMOHHBIX CHCTEMAaX
U CeTAX BelAHUs)

O0bem BpeMeHH, OTBeICHHbI HA 0CBOEHHE n
MEKIMCHUIIIHHAPHOTO0 Kypca (KypcoB) paKiuKa
Oo0si3aTesibHAS ayJUTOPHAS CamocrosiTe/ibHA
Kox Bcer yueOHasi HArpy3Ka s1 pabora
0 o0yuarouerocs o0yuarouierocst [Ipon3BoACTBEeHHASI
npogdeccuoHaIb HaumeHoBaHus pa3jiesioB
* Jaco B T.4. B T.4., B T.4., YueOHa (mo npoduitio
HBIX npo¢eccuoHaILHOI0 MOYJIsl 5 xabo o
KOMIIeTeH Ml Beero paTopH | KypcoBa KypcoBa A, CHEeUAIBLHOCTH),
ble pa0doTsl U | 51 padora | Beero, | s1 pabora | 4YacoB 4acoB
‘{aéOB NPaKTHYeCKH | (MpoeKT) | 4acoB | (MPOeKT)
€ 3aHATHS, , ,
JacoB JacoB JacoB

MK 3.1-3.2 Pazpnen I[IM 1. TexnoJiorus 94 36 14 18 -

NPUMEHEHHUs KOMILJIEKCHOM

CHCTEMBI 3a1UTHI HHpopMaIH B

CHCTEMAX PAIMOCBSI3H U CETAX

BelllaHusl
IIK 3.2- 3.3 Pasznes IIM 2. Texnosnorus 126 60 34 30 36

HCIOJIb30BAHUSA CHCTEM YCJIOBHOIO

JAOCTYIA B CeTAX BeIIAHUA
IIK 3.1, [IK 3.2, | Ilpou3BoAcTBeHHAs MPAKTHKA, (110 18 18
IIK 3.3 NpopuII0 CNeNnaJIbHOCTH), YACOB

Beero: [ 198 | 96 | 48 | - | 48 | - | 36 18




3.2. Coaep:xxanue o0y4eHHs1 MO NpodeccHOHAILHOMY MOAYJIK «O0ecneyeHHue HH(OPMALNMOHHOM 0€30MACHOCTH TeJeKOMMYHHKAIMOHHBIX

CHUCTEM H CCTHAX BCINAHUA)

Ypo
HaumeHnoBaHue pa3aeiioB BeH
npogeccuoHAJIbLHOT0 MOYJISA Conep:kanue y4yeOHOro MaTepuaJa, JadopaTopHbie padoThl M IPAKTHYECKUE 3AHATHS, Oo0bem b
(ITM), Me:RIUCHMIIIMHAPHBIX caMocCTosiTe]IbHAs padoTa 00y4ammXxcs, KypcoBasi padoT (IpoeKT) YacoB | OCBO
KypcoB (MJIK) u Tem e€HHU
s
1 2 3 4
Pazgea IIM 1 54
TexHosorns npuMeHeHust
KOMILJIEKCHOM CHCTEeMbI
3ammThI HHGOpMaIMU B
CHCTeMaX PaJMOCBSI3H U CeTAX
BelIaHMA
M/IK 03.01. 54=
TexHoJiorusi NpUMeHeHHUs! ﬁgi"'
KOMILJIEKCHOM CHCTeMbl 184.CP
3alUTHI HH(OPMALMHU B
CHCTEeMaX PaJIMOCBSI3H U CeTIAX
BelIaHMA
Tema 1.1. Coaeprxanue yueOHOro MaTepuaJa: 8
OcHoBbI HHGOPMAILTMOHHON 1 | 3ansaTtue Ne 1. llousitue nndopManMoHHOI 6€30MaACHOCTH
0e30macHOCTH 1. [TonsTHe nH(pOpMAIIMOHHON 0€301MaCHOCTH, XapaKTEPUCTHKA €€ COCTABIISIOLIHX.
12 (8+44.JIII3) 2. Mecto nH(popmanMoHHONW 0€30macHOCTHM B CHUCTEME HaIlMOHAJIbHOW 0€30IacHOCTH.
KonnenryanbHas MOJIeNb 32U ThI HH(OPMAIIHH. 1
3. [TpoGnembl nHpOpMaLIMOHHOW 6€30MacHOCTH B cepe TeTeKOMMYHUKAIMM: 00BbEKThI
3alUThI; BUJIbI 3aIIUTHL; CUCTEMBI 3aIIIUThI HH(OPMAIIHH.




3anaTue Ne 2. Knaccupukanus yrpos Ub

1. Knaccudpukanmmst wu  aHanu3  yrpo3  WHGOPMAIMOHHOW  OE€30MacHOCTH B
TCJIICKOMMYHUKAIIUOHHBIX CUCTEMAX.

2. Bune! ys3BumocTi uHpopMauu U GopMbl ee POosSBICHUS.

3ansaTue Ne 3. 3amuiaembie ”HGOPMALHMOHHbIE AKTUBBI

1. [Tonsitue o kKoHbUAEHIMATBEHOW HMH(OpManuu (Tpudbl, 3aKOH O TOCYIapCTBEHHON
TallHe, 3aKOH O JIMYHOM TallHe, 3aKOH 0 KOMMEPUYECKOIl TailHe).

2. KareropupoBanue napopmanuu.

3ansaTue Ne 4. OcHOBHbBIE IPUHIUIIBI IOCTPOECHHUS CHCTEM 3alIUT HHGOpMALHMHT

1. YpoBHu  uHpOpMaLMOHHOW  Oe€30MacHOCTH  —  3aKOHOJATENIbHO-TIPABOBOM,
aJIMMHHUCTPATUBHO-OPraHU3aI[MOHHBIN, TPOrPaMMHO-TEXHUYECKHH.

2. [TpuHIMIIBI TOCTPOEHUS CHCTEM 3alTUThl HHOPMAIUH.

IlpakTHyecKue 3aHATHS:

111

3ansaTue Ne 5. AHanu3 pucKoB HH()OPMAIIMOHHON OE30MTACHOCTH

11.2

3anaTue Ne 6. OGecrnieueHue HHPOPMAIIMOHHON O0€30MAaCHOCTH B BEAYIIUX 3apyOEKHBIX
CTpaHax

Tema 1.2.
[IpaBoBoe obecmieuenne

nH(pOpMaIMOHHOM 0€3011aCHOCTH
12 (8+4u4.JIII3)

Copep:xanue yueOHOro MaTepuasia:

1 | 3ansaTue Ne 7. HopMaTHBHO-IPAaBOBasi paMKa OTPACIH 3a1IUTHI HHGOPMaIUU
1. Nudopmarnus kak 00bEKT mpasa.
2. HopMmaTtuBHO-1IpaBoBbIE OCHOBBI HHPOPMAIIMOHHOM Oe3onacHocTH B PO.
2 | 3anaTue Ne 8. HopmaTHBHO-paBoBasi paMKa 0TPAC/H 3alMThl HHGOPMATHH
1. KoHCTUTYIMOHHBIE TapaHTUU IMpaB TpaxJaH B 00jJacTM MHGPOPMAIMOHHON
0€30MaCHOCTH.
2. [TonsiTvie 1 BUJBI 3a1UIIaeMOM HH(OpPMAaIMK 110 3aKOHOaTeNIbCTBY PD.
3 | 3ansaTue Ne 9. 3amura rocynapcrBenHoli Taiinpl. KateropupoBanue nadopmanun
1. CucreMa 3alUThl TOCYJapCTBEHHOM TaliHBI.
2. IIpaBOBOM pPEKUM 3aAIUUTHI TOCYAAPCTBEHHOM TAalHBI.
4 | 3ansirue Ne 10. CranaapTusanusi nHGpOPMAMOHHOH 06€30MaCHOCTH
1. JlunensupoBanue u cepTuduKalys B 00JaCTH 3alUThl HH(OPMaLIUH.
2. Cranpaptuzanus HHPOPMAIIMOHHON 6€30IaCHOCTH.

IlpakTnyeckue 3aHATHSA

1.1.3

3ansitue Ne 11. V3yyeHnue HopMaTuBHO-IpaBoBoii 6a3sl b

1.14

3ansaTue Ne 12. [locrpoenne koHuenimu HHGOPMaIMOHHON 6€30MaCHOCTH NPEANPUSTHUS

Tema 1.3.

Coaep:xaHue y4eOHOIro MaTepuaJia:




OpranuzannoHHoe obecnieueHune
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.
12 (6+64.J1I13)

3anstue Ne 13. IlonsiTHe MOTUTHKH 0€30IIACHOCTH

1. CynutHocTh ¥ cepbl ACHCTBUS OpPraHU3aIl[MOHHON 3aIIUTH HH(GOPMAITHH.
2. Mexanu3mbl obecriedeHus HHHOPMAIMOHHON 0€30MaCHOCTH.

3. Pa3zpaboTka nmonuTrkyu 6€301MacHOCTH.

3ansaTue Ne 14. Anaau3 yrpo3 nHGOpMALMOHHOI 0€30acCHOCTH

1. [IpoBenenne aHanu3a yrpo3 M pacuera PUCKOB B obiactd MHGOPMAIMOHHOMN
0€30MacCHOCTH.

2. Br160p MexaHNU3MOB U CpeaCTB obecreueHrs] HHHOPMAIIMOHHON O€30MaCHOCTH.

3. Mogenu 3amuThl THPOPMAITHOHHBIX CUCTEM.

3ansaTue Ne 15. OpranusanuonHoe odecrnedyeHue HHGPOPMALMOHHOH 0€30IIACHOCTH
1. [TpaBuna opranuzanuu paboT moapas3Ae’IeHNi 3aIUThl HHPOPMALIUH.

2. Pa3paboTka uHCTpyKLIMiA IO paboTe CO Cpe/CTBAMU 3aIIUTHI.

3. Opraamzanys paboThl NepcoHaNa ¢ KOH(GUICHINANBHON HHpOpMaLHe.

HpaKTuqecKue 3aHATUA.

1.15

3ansaTue Ne 16. Aynut nHbopMamoHHOH 0€30MaCHOCTH TPEATPUITUS

1.16

3ansitne Ne 17. PazpaGoTka mojiokeHMH O 3alllUTe MEPCOHAJBHBIX JAHHBIX PaOOTHHUKOB
IPEANPUITUI

1.1.7

3ansaTue Ne 18. Pa3paboTka monutuku 6€30MacHOCTH MPEANPUATHUS

CamocrosiTesibHAs padoTa 00yyawmmMxcs nNpu usydeHun pasaena [IM 1:
Odopmienue B Bue KOHCIIEKTa OCHOBHBIX PYKOBOJISIIIIMX JOKYMEHTOB 00 aBTOMaTU3UPOBAHHBIX CHCTEMAX.
Pa3zpaboTka cxembl KiaccHPHUKAIUU aBTOMAaTU3UPOBAHHBIX CUCTEM.
M3ydyeHne KOHIENIUU aBTOMATU3UPOBAHHON CUCTEMBI.
CocraBiieHH€e CXeMbI OJICUCTEMA 3AIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

Pa3pabotka cxemsl [TaponbHOI ayTeHTHPHUKAIMH.
Odopmienue B Bi/ie KOHCIIEKTA OCHOBHBIX MOJ0XKEHHUH 00111eMeTO10IOTMYECKUX TPUHIMIIOB (POPMUPOBAHUS TEOPUU 3aLUTHI.
CocrasneHne nepeyns 3a7ad TEOPUH 3aILUTHI.

1
2
3
4
5. OdopmiueHnue B BUIe KOHCIIEKTAa OCHOBHBIX MPU3HAKOB HECAHKLIMOHUPOBAHHOTO JOCTYIA K UH(POpMAaLIHH.
6
7
8
9

HpI/IHHI/IHI)I MOCTPOCHUA 3aIIUTEI B CETAX.
10. O(bOpMHCHI/IC B BUJC KOHCIICKTA BOIIPOCOB, KACAOMIUXCA TTOHATUA CTPATCTHUU 3alIUThI I/IH(I)OpMaI_II/II/I U 0COOCHHOCTEH CTPATCTUYCCKUX

penieHui.

11. IToaroToBka nepevHs TpeOOBaHUI K cepBrcaM O€30MaCHOCTH.

12. CocraBneHne cXeMbl OCHOBHBIX COCTABIISFOIIUX MOJUTHKHA O€30MaCHOCTH.

13. OdopmiieHne B Bujie KOHCIIEKTa OCHOBHBIX MOJIOXKEHUH MexaHu3ma ayTeHTH(UKaLnK.
14. Pa3paboTka CTpYKTYpbl IPOLECCOB TEXHOJIOTUH yIpaBiieHus nojacuctemont 3anmtsl OC.

18
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15. [loHsTHE CUCTEMHOTrO aHAIM3a: MUKPOCKOIINYECKOE MTPEICTABICHUE CUCTEMBI, UEPAPXUUECKOE NPEACTABIEHUE CUCTEMBI.
16. Pa3zpaboTka kiaccuuKauyg MOACIICH 3allUuTHI.

17. OdopmiieHue B Bujie KOHCIIEKTa OCHOBHBIX TpeOoBaHuil kK CpeacTBaM M METOaM BBISIBICHUS! KOMITBIOTEPHBIX BUPYCOB.
18. [ToaroToBka apXUTEKTYpHOU MOJIENIN YTIPaBJIEHUS JOCTYIIOM.

19. Odopmiienne B Bujie KOHCIIEKTa OCHOBHBIX MOJIOXKEHUH AyTeHTHu(uKauu B JoMeHax Windows.

20. Cocranenue nepevns craanii CeTeBbIX aTak.

21. OnpeneneHue TUIIOBOM MOJIENN CHCTEMBI aBTOMAaTH3UPOBAHHOTO NMPOEKTUPOBAHMS 3aLIUTHI HH()OPMAIIHH.
22. Pa3paboTka MOe/IH 3alUThl HH()OPMAITUH.

23. OdopmiteHue B BUJIE KOHCIIEKTa OCHOBHBIX MOJIOKEHH alllapaTHBIX CPEACTB 3alIUThl HH(POPMAIIHH.

24. OopmiieHne B BUJIE KOHCIIEKTa OCHOBHBIX BUJIOB KOHTPOJI OE€30IIaCHOCTH.

25. [loxroroBka mana Ayaura. OdopmieHre B BIIe KOHCIIEKTa OCHOBHBIX ITOJIOKEHUI MaTeMaTH4YeCKOH 3auThl HH(POpPMAIUH.
26. CocTaBiieHHe NepevyHst MEeTOI0B KOAUPOBAaHUS MH(DOPMAIUH.

27. PazpaboTka anropuTMa XeumpoBaHUs.

28. [loaroroBka nepeyHsi aHTUBUPYCHBIX IPOTPAMM.

29. Odopmitenne B BUJIE KOHCIIEKTa OCHOBHBIX MOJIOKEHHI HH)KEHEPHO-TEXHUYECKOH 3auThl HHpOpMaIum.
30. PazpaboTka cxeMbl 3alIUThl ONEPAUOHHON CHCTEMBI.

31. OdopmiieHune B BUJIE KOHCIIEKTa OCHOBHBIX BHOB ITOTEHIIHAIBLHO OMACHBIX ITPOTPaAMM.

TemaTuka TOMALTHUX 3aAHMI

CocraBieHune T0KIaa 0 KPUTEPUSIX 3aLIUTH HH()OPMAIIHH.

ITonroroBka pedepara no teme «JIuHelHas cTpyKTypa 3alUThl HHPOPMALIUN.

Cxema «Knacchl 3alIUThl aBTOMATU3UPOBAHHBIX CHCTEM).

Cxema «HopMaTHBHO-TIpaBOBOE PETyIUPOBAHHE 3aLIUTHI HH()OPMALIUM.

[ToaroroBka npe3enTtanuii mo reMe «HecaHKIIMOHUPOBAHHBIHN JTOCTYN K HH(OPMAITUN.

ITonroroBka noknana «Mojens 3amuThel Kiapka-Buiaconay.

Cxema «VICTOYHUK HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K UH(DOpMALUM.

CocraBnenue goknana «Moaens 3amutel bamna-Jla [agynen.

[ToaroroBka npe3eHTanuii «3amura onepaoHHoN cucteMsl Windowsy.

0. IloaroroBka pedepara «CtaHaapTh 0€30MACHOCTH.

1. Cxema «BBoj, xpaHeHHe U Y4eT HH()OPMALIUN».

12. TloxnrotoBka pedepara «Pe3epBHOE KOMMPOBAHUEY.

13. TMoxroroBka mpe3enTanwii «I[IporpaMmMbl BOCCTAaHOBJICHHS HHPOPMAILIUN.

14. Cxema «Ayauty.

15. CocraBnenue nokiana «IIpoTokoibl 3alIUIIEHHBIX KaHATIOBY.

16. MexcereBoe 3kpaHupoBaHue «PUIbTpaus TpapuKa.

17. TloaroroBka mpe3eHTanuii «MaTpuiia 10CTyIa.

RRO©oo N ORWNE

11



18. Cxema «Apxurekrypa cpeincts 0ezomacHoctu [PSec.

19. IMoarotoka pedepara «Cpencrsa 3amutsl CYBJ] Oracley.

20. Cocrasnenue ngokinana «Oodecrneyenne KOHQUICHINAIBHOCTH U LEIOCTHOCTU HJIEKTPOHHBIX JOKYMEHTOBY.

21. TloaroToBka npe3eHTaui «AyTeHTH(UKAIMS, aBTOPU3aLUS U aIMUHACTPUPOBAHKE ICUCTBUI MOJB30BaTEIICH».
22. TlonroroBka pedepara «Jlomen 6e30nacHOCTHY.

Pasznea IIM 2 126=
TexHoJIOrusl MCIO0JIb30BAHUS 90+36
CHCTEM YCJIOBHOTO JIOCTYIA B

CeTAX Bel[aHUsA
MJIK 03.02. 90=
TexHo0rus HCNOJIL30BAHNS 26+
344.J1113
CHCTEM YCJIOBHOTO IOCTYNA B 1309
CeTHAX BelaHUsA CP
Tema 2.1. Conep:xanue yueOHOro MaTepuasa:
[IporpammMHo-annapaTHbie 12

CpeJlCcTBa 3alIUThl HHPOpPMAIIUH.

30 (12+184.J1113)

1 | 3ansarue Ne 1. 3amura nngopmanuu B TKC
1. HNudopmanronHas 0e€30MacHOCTh B TEJICKOMMYHHUKAIIMOHHBIX M HH()OPMAIMOHHO-
KOMMYHHUKAI[MOHHBIX CETSIX.
2. OcHosnble HanpaBieHus 31 B TKC.
2 | 3anaTue Ne 2. 3ammmennocts TKC
1. CTpyKTypHBIE CXEMBl CUCTEM 3alIUThl MHQOpPMAlMK B TUIOBBIX MH(MOPMAaIIMOHHBIX
CHUCTEMaX.
2. [Tokazarenu 3alIMIIEHHOCTH TEIEKOMMYHUKAIIMOHHBIX CHCTEM.
3 | 3ansTue Ne 3. Ayaut 3ammmensoctu TKC
1. CepBucsl, o0ecreunBarome UH(POPMALMOHHYIO 0€3011aCHOCTb B
TEJIEKOMMYHUKALIMOHHBIX CUCTEMAaX U  CETSAX BEIIaHUs.
2. Orpannuenue GU3NIECKOT0 JTOCTYyTa K aBTOMaTU3UPOBAHHBIM CUCTEMAM.
3. Nnentuduxanus 1 ayTeHTUPUKALUS T0JIb30BaTENEH.
4. OrpanudeHue JOCTyIa B CUCTEMY; pa3rpaHUYCHHE JOCTYIIA.
5. Peructparus coObrTuii (ayaur).
4 | 3ansTue Ne 4. OcHOBBI KpUNTOrpadun
1. Kpunrorpaduueckas 3ammura; KOHTPOJb ILEJIOCTHOCTH; YIPAaBICHUE MOJUTHKAMU

0€30MacHOCTH;, YHHUUYTOKEHHE OCTATOYHOW MH(OpMAIMU; Pe3epBHPOBAHME TAaHHBIX; CETeBas
3aHII/ITa; 3amuTra oT YTe‘-IKI/I u nepeXBaTa I/IH(i)OpMaHI/IH 10 TCXHUYCCKHUM KaHaJIaM.
2. IToxcucremMsl 0E30MMACHOCTH.
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3anstue Ne 5. Bpenonocnoe I10

1. TunoBble yJalleHHbIE CETEBbIE aTaKU U UX XapaKTEPUCTHKA.
2. KommnbroTepHbie BUPYCHI U 3aIIUATA OT HUX.
3. AHTUBHUPYCHBIE TPOTPAMMBI 1 KOMILJIEKCHI.
6 | 3anaTue Ne 6. 3amura ot BpegonocHoro IO
1. [TocTpoeHue cucTeM AaHTUBHPYCHOM 3alllUThl TEIEKOMMYHHKAIIMOHHBIX CHCTEM U
ceTel.
2. ITporpammuoe obecrieuenus 11 60psObI ¢ BpeaoHocHbIM [10.
JlabopaTopHble padoThl: 18
2.2.1 | 3ansTue Ne 7. Meroasl 3anmTsl nHpopmarmu. Hndp npoctoii nepectaHOBKH
2.2.2 | 3austue Ne 8. Metonp! 3amuthl nHGopmanmn. [udp Lezaps
2.2.3 | 3ansaTue Ne 9. PezepBHOe KonmpoBaHue WHPOPMAIUN
2.24 | 3auatue Ne 10. OcHOBHblE NpPU3HAKK NPUCYTCTBUS Ha KOMIIBIOTEPE BPEIOHOCHBIX
IporpaMm
2.2.5 | 3anstue Ne 11. OnHOpa3oBbie OJOKHOTHI
2.2.6 | 3anusarue Ne 12. Cerp DeiicTens
2.2.7 | 3ansaTue Ne 13. IlludpoBaHue c OTKPHITHIM KIIOUOM U JIEKTPOHHAS HU(PPOBas MOAMHUCH
Ha GPG. Meron mmdpoBanus ¢ OTKPHITHIM KI1I040oM RSA
2.2.8 | 3anarue Ne 14. OneHka 3alUIICHHOCTH HH(QOPMAIIMH 110 aKyCTUICCKOMY KaHATY
2.2.9 | 3anuarue Ne 15. Ouenka 3aIMIEHHOCTH HHPOPMAIUH 110 AJIEKTPOMArHUTHOMY KaHaIly
Tema 2.2. Cojaepixkanue yueOHOro MaTepuaJa: 14
AJIMUHUCTpUpPOBAHUE 1 | 3ansTue Ne 16. TexHoT0ruM 3aIIMTHI JAHHBIX
TEJIEKOMMYHUKAITUOHHBIX 1. TexHonornu 3aIuThl JTaHHBIX.
CHUCTEM U CETEU 2. [Ipunnunsl  kpunrtorpadpuyeckoil  3amuTel  MHGOpMamuu  (CUMMETpUYHBIE U
CBSI3U ACHMMETPUYHBIE aJITOPUTMBI UG POBAHMS, MIEKTPOHHAs M(POBasi MOIIHNCH, cTeraHorpadus).
30 (14+164.JI113) 2 | Banstue Ne 17. AyrenTndukamnus
1. Pa3znuuHble TEXHOIOTUH ayTeHTU(UKALINH.
2. TexHOoI0rUM 3aIUTHl MEXCETEBOI0 OOMEHA JaHHBIX.
3. TexHonorus odecriedeHnst 0€30MaCHOCTU CETEBBIX ONEPALIMOHHBIX CHCTEM.
4. OCHOBBI TEXHOJIOTUHM BUPTYaJIbHBIX 3aIluIIeHHbIX ceTeid VPN.
3 | 3ansaTue Ne 18. TexHosoruu o0HApYKeHHsI BTOPKEHU
1. TexHonorus oOHapyXeHHS BTOPXKEHHMH (aHAIM3 3aAIMIIEHHOCTH U OOHApYyKEHHs
CETEBBIX aTaK).
2. TpeboBanus 1Mo 3a1UTe OT HECAHKIIMOHUPOBAHHOTO IOCTYIA
3. TexHuueckue cpeacTBa obecredeHns 0€30MaCHOCTH TEIEKOMMYHHUKAIIMOHHBIX CHCTEM
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ceTell Belauus

4 | 3ansitHe Ne 19. 3ammTa KOPNOPATHBHBIX ceTel

1. MHoroypoBHeBasi 3allUTa KOPIOPAaTUBHBIX ceTell. PexuMm  (yHKIMOHUpPOBaHUS
MEXKCETEBbIX JKPAaHOB M MX OCHOBHBIE KOMIOHEHThHI. Mapmpyrtusatopsl. Inro3s1 cereBoro
YpPOBHS. YCHUJICHHAs ayTeHTU(DUKALIUS.

2. OCHOBHBIE CXEMBI CETEBOM 3alIUTHl Ha 0a3e MEKCeTeBbIX 3KpaHOB. IIpumeHeHue
MEXCETEBBIX 3KPAHOB JUIs OpPraHM3alMy BUPTYaIbHBIX KOPIIOpaTUBHBIX ceTed. [IporpaMMHubIe
METOAbI 3alUThl MH(OpMaIK. 3alUTa KOMIIBIOTEPHBIX CHUCTEM OT YAAJICHHBIX aTak depe3
cetsb Intrnet.

5 | 3anstue Ne 20. 3ammTa KOPNOPATHBHBIX ceTel

1. Knaccudukanus crnoco0oB 3amuThl WHGOPMAIMKM B KOMIBIOTEPHBIX ceTsiX. lloHsTHE
pa3pyIIAoIero MPOrpaMMHOTO  BO3JCHCTBUS. Monenn B3aMMOJCWUCTBHS — NPHKIIAJIHON
POTPaMMBI U IPOTPAMMHOM 3aKJIa/IKH.

2. Mertoabl nepexBata M HaBA3bIBaHUS MH(opMaruu. MeTopl BHEAPEHUs TPOrPaMMHBIX
3aKJIAJI0K.
6 | 3ansitue Ne 21. [loHsAATHE KOMIILIOTEPHOT0 BHPYCa
1. KomnbroTepHsle BHpPYChl Kak OCOOBIM  KjacCc pa3pylIaolUX  [POrpaMMHBIX
BO3JICHCTBHS.
2. 3amuTa OT pa3pylIaoUX NIPOrPaMMHBIX BO31E€HCTBUH.
3. AHTHBHpYCHAs 3alllUTa B CETSX.
4. [ToHsITHE M30JIMPOBAHHON TPOTPAMMHOM CPEJIBI.
S. Pexomenanuu no 3amure nHGopmaiuu Internet.
7 | 3ansaTne Ne 22. Opranu3anus 3alUTHl KOPNOPATHBHOI HHPOPMAIHH
1. Opranu3zanroHHble TpeOOBaHUS K crucTeMaM HHpopMaioHHoi 3amutel UC.
2. TpeboBanust mo oOecrieueHHI0 HWHPOPMALMOHHOW O€30MaCHOCTH K  alapaTHbIM
CpEJCTBaM M MPOrpaMMHOMY 0O€CTIEUEHHUIO.
3. TpeboBaHus 0 MPUMEHEHHIO CITIOCOOO0B, METOJIOB U CPECTB 3aLIUTHI HH()OPMALIHH.
4. TpeboBaHust K  JOKYMEHTUPOBAHHWIO COOBITUH B CHCTEME U  BBISBICHHUIO
HECaHKLMOHUPOBAHHOI'O AOCTYTIA.
S. Opranuzanus ayauta vHQopmarronHoi 6ezonacHoctu MC u npeanpustus B 1esiom.

JlaGopaTopHble padoThbI:

2.2.10 | 3ansaTue Ne 23. Buas! u konpurypuposanust VPN-TyHHENEH

2.2.11 | 3ansaTue Ne 24. TexHuueckue cpeacTBa OOHApPYKEHHs, JIOKATU3AIMK U HEUTpanIu3aluu
PaIMOM3ITyYarOIuX  CIEHUANTBHBIX TEXHHYECKHX CpPEACTB HETJIACHOTO  IMONyYCHHS
uHpopMaun
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2.2.12

3anstue Ne 25. MccnenoBanue 3aluIIeHHOCTH OECIIPOBOAHBIX CETEH Nepeiaun JaHHbIX

2.2.13

3ansaTue Ne 26. [IporpamMMmHbIe cpeacTBa aHAIU3a CETEH C KOMMYTallMeld MakeToB. AHaIU3
ceTeBOro Tpaduka ¢ noMousio nporpaMmel «Wireshark»

2.14

3ausitue Ne 27. [Iponeaypa ayreHTH(GHUKAIIMK MTOJIB30BaTEIsI HA OCHOBE TApOJIs

2.2.15

3anstue Ne 28. YcranoBka u koHpurypupoBanue opanamayspa ISA. IToctpoenne VPN-
ceTH Ha Oaze ISA

2.2.16

3ansitue Ne 29. AjropuT™bl TPEAYIPEKICHHUS M OOHAPYKEHUS BUPYCHBIX YTPO3

2.2.17

3ansitue Ne 30. Opranuzainusi HHXCHEPHO-TEXHHUECKON 3alIUThl HHPOpMaLUU

CamocrosiTesibHas pa6oTa npu u3ydyenuu pasjaena [IM 2:

Odopmitenne B Bujie KOHCIIEKTa OCHOBHBIX MOJIOXKEHUN KpUIITOrpaduu.

Pa3pabotka cxembl MexaHu3ma apOuTpax.

Nzydaenne ctpykTypsl CHMMETPUYHONM CHCTEMBI IH(POBAHUSI.

CocraBieHHE CXEMBI CEpBepa NPUIIOKEHUI.

Od¢opmienue B BUIe KOHCIIEKTA OCHOBHBIX MOJOXKEHUH MTpoliecca reHepaly KIoue.
[ToaroroBka cxembl AGOHEHTCKOE IIM(PPOBAHHUE.

Paspabotka cxemsbl [lakeTHoe mmdpoBaHue.

Pa3paboTka cxembl AyTeHTU(UKALMS JaHHbIX.

Odopmienue B BUie KOHCIIEKTAa OCHOBHBIX MOJIOKEHUH MpeacTaBiIeHus ajl(aBUTa B JBOMUHOM KOJIE.
[ToaroroBka cxeMsl (hyHKIIMOHUPOBAHUS HJIEKTPOHHBIX [IATEKHBIX CUCTEM.
Odopmienue B Buae KOHCIIEKTa OCHOB KOJIUPOBAHMS.

Pa3pabotka cxembl OfHOHaNpaBJIeHHBIX Xell-(QyHKINH.

Pa3paboTtka cxembl HIMPPOBaHUS C OTKPHITHIM KIIOUOM.

Odopmiienne B Bujie KOHCNekTa Martepraia rno llndposanuio Mmerogamu 3aMeHsbI.
Odopmienue B BUIe KOHCIIEKTa MaTepraia 00 AGOHEHTCKOM KU (DPOBaAHUH.
Pa3pabotka cxembl MaTpu4HOI epecTaHOBKH.

Odopmienue B Buae KOHCIIEKTa MaTeprasa O KpUITOAHATU3E.

[TonroroBka k npakTuieckoMy 3aHsaTHio «KogupoBaHuey.

Pa3pabotka cxembl YacTOTHOrO aHayIn3a.

BoOoo~NoOR~WNE

0.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.

P a3pa60TI<a CXEMbI KpHUIITOAHAIN34A.

[TonroroBka k nmpaktuueckoMy 3aHsaTHio «lIpocras 3ameHar.

Odopmiienne B Bujie KOHCIIEKTa Marepuaia o KommeiorepHoM mmdpoBanuu.
Odopmienne B BUie KOHCIIEKTa Matepraia o ['aMmmupoBaHum.

[ToaroroBka k npakTuyeckoMy 3aHATHIO «IIpOTOKOJIBI yIIpaBiIeHHs] MapIIPyTH3ALUED.
[TonroroBka MaTepuasna 0 KpUNTorpadGuyecKux MpoTOKOIaX.

[MoxroroBka k mpakTHYecKOMy 3aHATHIO «AOcomoTHBIN mudp. [HuppobaokHOT.

30
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27.
28.
29.
30.

[MoaroroBka marepuana o Tabnune Buxenepa.

[Touck u odopmiieHHE B BHI€ KOHCTIEKTa MaTepraiioB 1o Teme «IlepcoHanbHbIi HIeHTU(PUKAITMOHHBIN HOMEP.
Pa3zpaboTka cTpyKTyphI TeHepaluy KIItoueh.

Odopminenne B Bujie KOHCIIeKTa Matepuasia 0 CTpyKTypHOM cxeme u(POBaHUS C OTKPHITHIM KITIOYOM.

TemaTHka JOMAIITHUX 3aJaHUI

RO ~NoOR~WDNE

-
-

0.
. IloaroroBka npe3enTauuii no reme «Kpunroanaamsy.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21,

CocraBnenue nokiaaa o Cranmapre mmdposanus ['OCT 28147-89.
[MoaroroBka pedepara mo Teme «AOCOTOTHBIN MUDPH.
Cxema «lIpocras 3ameHay.
Cxema «IIpocras 3aMeHa ¢ KIFOUOMY.
Cxema «Cucrtema Lle3aps ¢ Ki1rouom».
Cxema «CHMBOJIBHOE KOJUPOBAHUE.
[TonroroBka pedepara mo Teme «OCHOBHBIE MPOIEAYPHI HUPPOBOM MOATHCH.
[ToaroroBka pedepara mo reme «KoMOMHUPOBAaHHAS KPUIITOCUCTEMAY.
Cxema cuMMeTpU4HOE mudpoBaHue.
Brimonnaenue pedepara mo reme «Kpuntomaorus».

[MonroroBka pedepara mo TeMe «ACUMMETPUIHBIE KPUIITOCHCTEMBI Ha 0a3€ SIUTUITHYECKIX KPUBBIX).

[TonroroBka mpe3eHTaIMid 10 TeMe «DIEeKTPOHHAS HU(POBAst MOIMKUCH.

MamnHHOE KOJIMPOBAHUE.

[TonroroBka pedepara no Teme «AyreHTuduxaiys aDOHEHTOB MIPHU BXOJI€ B CUCTEMY U MPU YCTAHOBJIICHUU COCTUHEHUS.
AcuMmmeTpuuHOe mu@poBaHUe.

CocraBneHue J0KJIaaa O pa3BUTHH KPUMITOTpadUUIeCKIX METOI0B 3aKPBITHS HH(POPMAIIUH.

Poccuiickue cucremsl mudpoBaHus.

Cxema: Anroputmsl U(POBOI TOIMUCH.

Cocranenue nokiaaa «Az0yka Mopsey.

IToaroroBka npeseHTami no Teme «Onepanum ¢ KI4aMu.

YueOnas | Buasl padort:

NPaKTHKA 1

TexHUuyeckue cpecTBa 3allUThl HHQOpPMAIMK B KaHaJIaX BelaHus (4acThb 1)

TexHuuyeckue cpeicTBa 3allluThl MHQOpMaIMK B KaHajaX BenlaHus (4acth 2)

I[I/IaFHOCTI/IKa CETEBBIX IOJAKIIOUECHUN C IIOMOIIBIO BCTPOCHHBIX YTUJIUT OHCpaHHOHHOﬁ CHUCTCMBI (‘{aCTB 1)

JlnarHocTrka ceTeBbIX MOAKIIOUEHUH C OMOIIBIO BCTPOCHHBIX YTHIIUT ONEPallMOHHOM CUCTEMBI (4acTh 2)

Microsoft Windows (uacts 1)

Microsoft Windows (dacts 2)

N[O~ WwWiN

Ethernet ¢ momonibio nakeTHoro anaiau3aropa (4acth 1)

Omnpenenenue cpenHero kodp@UIMEHTa 3arpy3kd AYIJIEKCHOrO KaHaja mnepeiayd Ha peainbHoW cetu Fast

36
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8 Omnpenenenue cpenHero kodp@UIMEHTa 3arpy3kd AYIJICKCHOTO KaHaja mHepeaayd Ha peanbHoW cetu Fast
Ethernet ¢ momoIpi0 MakeTHOro aHaau3aropa (4acTp 2)
9 Wireshark: BpigeneHre KITIOUEBBIX KaJpOB, COXPaHEHUE JAHHBIX 3aXBaTa, MPOCMOTP KaJpa B OTACIHHOM OKHE,
neyath (4actp 1)
10 Wireshark: BpigeneHre KITIOUEBBIX KaJpOB, COXpaHEHUE JAaHHBIX 3aXBaTa, IMPOCMOTP KaJpa B OTACIHHOM OKHE,
neyaTh (4actp 2)
11 Wireshark: ananu3 nporokoina Ethernet
12 Wireshark: ananu3 nporokona ARP
13 Wireshark: ananus npotokona IP
14 Wireshark: ananu3 nporokona ICMP
15 Wireshark: ananus npotokona TCP (uacts 1)
16 Wireshark: ananm3 nporokona TCP (gacts 2)
17 Pabora Ha 000py0BaHUHN 00BEAMHEHHBIX CETEH N0 00ECTIEYCHNIO 3aTUThI HH(popMarwu (4acTh 1)
18 Pabora Ha 060pynoBaHuK 00bETUHEHHBIX CeTEH M0 00eCeUeHHUI0 3auThl HH(opManuu (4acTh 2)
Mpoussoncrs | Buapl padoT: 18
eHHast 1 YcTaHOBKa, HACTPOMKA CIIEIMATU3UPOBAHHOTO 000PYIOBaHMUS 110 3aIUTe WHPOPMAIUU
(Hl;p;[f;:;m 2 BrIsiBIIeHHE BOBMOXKHBIX aTak Ha aBTOMAaTU3WPOBAHHBIE CHCTEMBI
CIEMUATLHOC 3 YCcTaHOBKa M HACTPOWKa MPOrPaMMHBIX CPEJICTB 3aIUThl aBTOMATH3HMPOBAHHBIX CUCTEM U HWH(GOPMAIIMOHHO-
T™H) KOMMYHHKAIIHOHHBIX CeTeH
4 KondurypupoBanue aBTOMaTU3MPOBAHHBIX CUCTEM U MHPOPMALMOHHO-KOMMYHUKAIIMOHHBIX CETeH
5 ITpoBepka 3alMIIEHHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM U MH(GOPMAIIMOHHO-KOMMYHHKALIMOHHBIX CeTeil
6 OpraHu3anuy 3alUThl B Pa3IUNYHBIX ONMEPAIMOHHBIX CHCTEMAaX U Cpeax
7 AJIMUHUCTPUPOBAaHHE TEJICKOMMYHHUKAIIMOHHBIX CUCTEM U MH(POPMAIMOHHO-KOMMYHHUKALIMOHHBIX CEeTell CBS3H
8 Hacrpotiika u konpurypupoanre VPN-rynneneit L2, IP SEC L3, samumennsie npuinoxenus L4 SSL, SSH
9 AyTeHTH(QUKAIMS U UIEHTU(DUKALUS C HCIOJIH30BAHUEM CETEBBIX ONEPAIIMOHHBIX CUCTEM
Bcero: 198

JU1sl XapaKTepUCTUKN YPOBHSI OCBOCHHs y4eOHOr0 MaTepualla UCIOJIb3YOTCS CIeyIoIe 0003HaYeHUs:

1. — o3HakOMUTENBHBIN (y3HaBaHUE paHEe U3YUYEHHBIX 0OBEKTOB, CBOWCTB);

2. — peNpOAYKTUBHBIN (BBITIOJTHEHUE IEATEIHHOCTH IO 00pa3Ily, HHCTPYKIIUH HIIH O]l PYKOBOJICTBOM);

3. — IPOAYKTHBHBIN (IUTAHUPOBAHUE U CAMOCTOSTEIHHOE BBITIOJTHEHUE ACATEILHOCTH, PEIICHNE TPOOIEMHBIX 3a/1au).
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4. YCJIOBUS PEAJIMBALIMU ITPOI'PAMMBI [TIPOPECCUOHAJIBHOT'O MOAYJIA

4.1. TpeGoBaHusi K MUHUMAJIbHOMY MAaTePHAJILHO-TEXHHYECKOMY 00eCleYeHHUIo:

Peanuzanus nporpaMmbl MOAYIISL MPEAINOAraeT HAIMYME YUeOHBIX KaOMHETOB TEOPETHUECKOM
MOJATOTOBKM, MaTeMaTUYeCKUX MPHUHIMIIOB TOCTPOCHHUS KOMIIBIOTEpHBIX ceTelt, Jlaboparopuu
uH(OPMAIIMOHHON 0E30MaCHOCTH.

ObopynoBanue yueOHOro kaduHera:

- IOCAJI0YHbIE MECTA MO KOJIMYECTBY 00YJAIOLIIXCSI.

- pabouee MecTo MpenogaBaTes,

- HeanHBIe/BJIeKTpOHHBIe ACMOHCTpAalMOHHBIC HOCO6I/IH,

- yueOHO-MeTOInYeCKUe MOCcOoOUs B ANEKTPOHHOM/TIEYaTHOM BUJIE

-TeXHUYECKHE CPEACTBA O0YyUCHHS: KOMIBIOTEP, MyJIbTUMEIUIHBII TPOEKTOP, IKPaH

Oo6opynoBanune Jlabopartopum wuHPOPMAUMOHHOH Oe30mMacHOCTH U padodyux MecT
Jadoparopumu:

O6opynoBanue 1a00paTOPUU:

- IOCa/I0YHbIE MECTa MO0 KOJUYECTBY 00y4YarOIINXCS.

- pabouee MecTo MpernogaBaTes,

- IeYaTHBIE/3NIEKTPOHHBIE IEMOHCTPAIIMOHHBIE TOCOOUS,

- y4eOHO-METOINICCKUE TTOCOOUS B AIICKTPOHHOM/TICYATHOM BUJIC

-TEXHUYECKHE CpeICTBa OOYYEHHUS: KOMIIBIOTEp, JIMIIEH3MOHHOE IMPOTrpaMMHOE OOecreueHue,
MYJIbTUMEAUMHBINA IPOEKTOP, IKPaH

J171st BEIIOSTHEHUS J1a0OPATOPHBIX U MPAKTUYECKUX Pa0OT HEOOX0IMMO UMETH 060PY/10BaHUE:

O6benuuennbix cered (Cisco mnm np.), cereir gocryma (ETTH, ADSL, Wi Fi u np),
BO3MOXXHOCTh KOHGUTYpALIUU U aJMUHUCTPUPOBAHUS CETEBBIX OMNEPALMOHHBIX CHCTEM, MEKCETEBbIC
skpanbl, omnepannoHHbie cuctembl WINDOWS, LINUX, UNIX, NOVELL u nap., anHTUBUpYCHBIE
MPOrPaMMbI, KPUIITOAITOPUTMBI, 000PYJOBAaHHE CUCTEM YCIOBHOTO JOCTYTIA.

Peanuzanus nporpammsl MOy sl IPEAIOIaraeT 00s3aTelbHy0 y4eOHYI0 U MPOU3BOICTBEHHYIO
MPAKTUKY, KOTOpasi MPOBOAUTCS KOHIEHTPUPOBAHHO MOCJIE OCBOCHUS BCET'O MOIYIIS

4.2. UnpopmannoHHoe odecniedeHne 00y4eHus .

Jns peanuzanus nporpaMMbl OMOIMOTEUHBIM (QOHJ 00pa3oBaTeIbHONW OpraHU3alMM HMEET
AJIEKTPOHHBIE M3/IaHUS U HMH(POPMALMOHHBIE PECYpChl, PEKOMEHAYEeMble Ul HCIOJb30BAHUS B
00pa30BaTeILHOM IIpoIiECCe.

OcCHOBHBIC HCTOYHHKH:

1. bapanosa, E.K. Mudpopmanuonnas 6e30macHOCTb M 3amuTa MHQOpMaIuu: ydeOHOe
nocobue/ E.K.bapanosa, A.B.babam. — 3-e uzn., nepepad. u non. — Mocksa: PUOP: UH®PA-M,
2020.

2. Bby3os, I'.A. 3amuTa nHGopMaIi OrpaHUYEHHOTO JJOCTYIA OT YTEUKH MO0 TEXHUYECKUM
KaHajam: yueOHoe nocoOue ais By30B/I.A.by30B. - Mocksa: I'opsiuas munus-Tenekom, 2018.

3. BacwibkoB, A.B. bBesomacHocTe M ympaBieHHE JOCTYNOM B HH(OpMAIMOHHBIX
cucreMax: yuebHoe nmocooue aisi CI1O /A.B.Bacunbkos, M. A.Bacunbskos. - Mocka: ®OPYM, 2020.

4. 3BepeBa, B.II. YuacTne B miaHMpOBaHMM W OpraHU3alMM paboT MO 0OECIEeYEeHUIO
3amuThl o0BbekTa: yueOHuk mis cryn. yupexna. CIIO/ B.II. 3BepeBa, A.B. HazapoB. — Mockaa:
KYPC: UHOPA-M, 2017.

S. Nmeiino, B.fl. OcHoBHBIE TONOXKEHUST WHGOPMAIIMOHHONW O€30MacHOCTH: ydeOHOe
nocobue g crya. yupexa. CIIO /B.S.Umeiinos, M.B.Menarynss. - Mocksa: ®@opym: UTHOPA-M,
2018.

6. [Mapteika, T.JI. UnopmanmionHas 6e30nacHOCTh: yueOHOe mocoOue Tl CTY. YUPEK.
CIIO /T.JL.Iapteika, U.M.ITonos. - Mocksa: ®opym, 2020.
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7. [Hanbrun, B.®. UnpopmannonHas 0e30MaCHOCTh KOMIBIOTEPHBIX CHUCTEM M CETEM:
yaebHnoe nmocodue st crya. yupexa. CITIO. - Mocksa: ®OPYM: UH®PA-M, 2020.

8. [Hanerun, B.®. KommuekcHas 3ammra nHGOpMAanUKd B KOPHOPATUBHBIX CHCTEMAxX:
yaeOHoe nocobue. - MockBa: DOPYM: UHOPA-M, 2020.

JlonoIHUTeIbHbIE HCTOYHUKU:

1. Aytentudukamus. Teopus u TmpakTuka oOecmedeHus O€30MacHOro JocTyma K
nH(pOpMaAIMOHHBIM pecypcaMm: ydeOHoe mocobue s By30B / A.A. AdanacbeB, JI.T.BeneHnes,
A.A.Boponmos [u n1p.]. — Mocksa: ['opsiuast nunus—Tenexkom, 2012.

2. bapanosa, E. K. OcHoBBI HHGOPMATHKY W 3aIUTHI HHGOpMAIMK: yuyeOHOe rmocodue. -
Mocksa: PUOP: UHOPA-M, 2018.

3. bamer, I1. H. Undopmannonnas 6e3onacHOCTh W 3anuTta nHGopManun: yaeoHuk / I1.
H. baunei, A. B. ba6am, E. K. bapanosa. - Mocksa: PUOP, 2013.

4, benos, E.b. OcHoBbl uHpOpMaNMOHHON O€30MAaCHOCTH: Y4YeOHOE TocoOue s
By30B/E.b.benos, B.I1.JIock, P.B.Memepskos, A.A.lllenynanos. - Mocka: I'opsiuast muHus-Tenexom,
2011.

S. l'anarenko, B.A. OcHoBbl uHpOpMannoHHo# Oe3zomacHoctn/ B.A. Tamarenko. -
Mockga: Untepuer-Yuusepcuter Mndopmanuonusix Texunonoruit (MHTYUT), 2016.

6. I'pummaa, H.B. Hudopmammonnas  06e30mMacHOCTh — OPEAUpUATHS:  ydeOHOe
noco6ue/H.B.I'pumuna. - 2-e u3n., nom. - Mocksa: ®opym: THOPA-M, 2019.

7. Hessanun, [I.H. Mopenn 06e€30macHOCTH KOMIBIOTEPHBIX CHUCTEM. YIIpaBJICHHUE
JOCTYNOM U MH(GOPMAIIMOHHBIMU MOTOKaMu. - MockBa: ['opsuas nunus-Tenekom, 2017.

8. HymkuH, A.B. AnnapaTHslie 1 IporpaMMHBIE CPEACTBA 3allUThl HHPOpMaLMK: yueOHOe
noco6ue / A.B. lymkun, A.KonwioB, A.KpaBuenko. - Boponexx: Hayunas kuura, 2017.

9. [Ipockypun, B.I'. 3amura B ONEpanMOHHBIX CHCTEMax: y4eOHOE TocoOue Jyis
By30B/B.I".IIpockypun. - Mocksa: ['opsuas nunus-Tenekom, 2014.

10. Ckpurauk, J[.A. OOmme BONPOCH  TEXHUYECKOW  3aIIuThl  WHQPOpMAIw/
J.A.Cxpunnauk. - MockBa: HMutepuer-Yuusepcuter Mubopmanmonnsix Texnomoruit (MHTYUT),
2016.

11. \Illenyxun, O. W. OOHapyXeHHE BTOPKEHUH B KOMIIBIOTEPHbIE CETH (CETEBBIC
aHoManuu): yueOHoe mocoOue mnsg By3oB/O. W.Ilenyxun, JI. K. Cakanema, A. C. ®unuHoBa. -
Mocksa: I'opsauas iunus-Tenekom, 2018.

OTeyecTBeHHBbIE JKYPHAJIBI:
3ammra uapopmanuu Inside
WNudopmannonHas 6e30macHOCTb
3. DIEeKTpOCB3b

™

HNHuTepHeT-pecypcen:

1. MunucTepcTBO dpoBoro pa3BHUTHS, CBSI3H Y MacCCOBBIX KOMMYHHKAIUH
Poccwuiickoit @enepanmu: odpunmaneHbiii caiit. - URL: http://www.minsvyaz.ru/. — Tekcr:
JJIEKTPOHHBIN.

2. ®epepanbHOe areHTCTBO cBs3u (PoccBsa3p): opunmansHelit caiit. - URL: http://www.rossvyaz.ru/.
— TeKcT: PeKTPOHHBIH.

3. Comnews. HoBocTu TeekoMMyHHKaIi, Bemanus u UT: exenneBHas HTepHET-Ta3eTa: [calT]. -
URL: http://www.comnews.ru/. — TeKCT: 3JIeKTPOHHBIH.

4. Connect! Mup cBsa3u: cereBoit skypHam: [cait]. - URL: http://www.connect.ru/. — Tekcr:
JJIEKTPOHHBIN.

5. CRN: UT-6usnec: cereBoe mHpopMmarmonHoe u3manue: [cait]. - URL: http://www.crn.ru/. —
TekcT: 271eKTPOHHBIA.

6. Mobile Review: mopran MoOuIbHBIX TexHOMOTHIL: [caiiT]. - URL: http://www.mobile-review.com/.
— TeKcT: PeKTPOHHBIH.
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PC-magazine: opunmanbubiii caitt. - URL: http://www.pcmag.ru/. — Tekct: 31eKTpoHHBIN.
I'TI Tenexom: odunmanbubIii caint. - URL: http://www.gptelecom.ru/. — TekcT: 371€KTPOHHBIIA.
9. HutepHeT-yHUBEpCcUTET MHPOPMALMOHHBIX TexHoyorud - Mutynt (HammonampHbIi OTKPBITHIN

o

YHUBEPCHUTET. be3omacHocTh: [caiit]. - URL:
https://www.intuit.ru/studies/courses?service=0&option_id=9&service_path=1/ — TekcT:
3JICKTPOHHBIN.

10. KoMIIOHEHTbI W TEXHOJIOTHH: ceTeBOoM >kypHan: [cait]. - URL: http://www.Kit-e.ru/. — Tekcrt:
3JICKTPOHHBIN.

11. Otkpeithie cucteMmsl: [caitt]. - URL: http://www.osp.ru/. — TekcT: 3JeKTPOHHBIIA.

12. Caiit komnanuu Cisco: opurmanbHbii cit. - URL: http://www.cisco.ru/. — TekcT: 3JeKTpOHHBIIA.

13. Caiit xomnanuu D-Link: odunmanersiii cait. - URL: http://www.dlink.ru/. — Tekcr:
3JIEKTPOHHBIN.

4.3. O6mue TpeGoBaHus K OPraHu3aliu 00pa3oBaTeJbLHOIO Mpolecca:

OOs3aTeIbHBIM YCIIOBHEM JOMYCKa K YYEOHOH MpakTHKE M MPAKTUKE IS TOJTYYCHHUS TEPBUYHBIX
npoeCCHOHATBPHBIX HABBIKOB B  PaMKax MPO(ECCHOHANBHOTO MOAYJS SIBISIETCS  OCBOCHHE
TEOPETUYECKOW U BBIMOJHEHUE MpaKTUYecKoil uactu monynsa «OdecneyeHue uHGOPMALHOHHOM
0€30MaCHOCTH B TeJIEKOMMYHHKAIMOHHBIX CHCTEMAX U CeTSAX BeIAHUs»

OOs3aTeNbHBIM  YCIIOBHEM JIONyCKa K YYeOHOW NpPaKkTUKE I TIONYYCHHUS TEPBUYHBIX

npo¢eCCHOHATBHBIX HaBBIKOB SIBIISICTCS OCBOCHHE IPOTPAMMBI COOTBETCTBYIOIIETO
MexaucuurunHapHoro kypeca (MIK).
OO0s3aTenbHBIM YCIOBHEM JIOMYCKa K TPOM3BOJCTBEHHOW NPAaKTUKE B paMKax HpoQecCHOHATHLHOTO
Moayis «OodecnieyeHrne HH(POPMALMOHHOMH 0€30MACHOCTH B TEJIeKOMMYHHKAIMOHHBIX CHCTEMAaX U
ceTAX BeUIaHMS» SBISIETCS OCBOCHUE YYEOHOH MPAKTHKH B PaMKax TaHHOTO MPO(eCCHOHAIBLHOTO
MOJTYJISI.

OCBOEHHIO  JTAaHHOTO  MOAYJIS  JIOJDKHO  TPEANIECTBOBATH  W3YYEHHE  JAMCHUIUINH:
npodecCHOHANBPHOTO IUKIa: Teopusi SIEKTPUYECKUX Ierneil; DIeKTpoHHas TeXHHKa; Teopus
DIIEKTPOCBS3M; BprumcnurensHas TexHuKa, OCHOBBI TEIEKOMMYHHKAIWK; DHEProcHaOKeHue
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM; be30nacHOCTb JKHU3HEIEATCITbHOCTH.

OIHOBPEMEHHO C ATHM OOYYaIOIIUMHUCS JTOJDKHA OCYIIECTBISTHCS CaMOCTOSITENIbHAs paboTa B
COUETAaHWHM C YIpaBICHHUEM U KOHTPOJIEM CO CTOPOHBI TMpenojaBaTeleil u  MacTepoB
IIPOU3BOJICTBEHHOT'O 00Yy4EHUS.

S. KOHTPOJIb n OIEHKA PE3YJIbTATOB OCBOEHMAA
MPO®ECCHUOHAJBHOI'O MOAYJIA

KoHTpoaib M ouneHkKa pe3yinbTaTOB OCBOCHUS MEXAUCUUILUIMHAPHBIX KYPCOB OCYIIECTBIISIETCA
IIPENOJABaTeIeM B IIPOLECCE IMPOBENCHUS 3aHATHM, MPOBEPKE NOMAIIHUX 3aJaHUl, KOHTPOJBHBIX
paboTt, TecTUpOBaHUsS, a TAKXKE OICHKH BBIMOJHEHUS OOYYAIOUIMMHUCS CaMOCTOSATENBHBIX padoT,
VHIMBUAYAIBHBIX  3aJaHul, IIPOEKTOB, HccienoBaHui. IIpomexyrounas arrecrauus 1O
MEXIUCIUTUTMHAPHBIM KypcaMm poBoauTcs B hopme auddepeHnnpoBaHHbIX 3a4ETOB.

Koutpoas # omeHka pe3yibTaToB  OCBOCHHUSI  NPO(ECCHOHATBHBIX  KOMIETEHITUH
OCYIIECTBIISIETCS TIPU MPOBEICHUU DK3aMEHAIIMOHHOW KOMHUCCHEHW SK3aMeHa KBaTH(PUKAIMOHHOTO C
WCIIOJIb30BaHUEM KOHTPOJbHO-01eHOUHBIX cpenctB (KOC) mo3BOMSIFOIIMX OIEHUTh OCBOEHHBIE
KOMIICTCHIIHH.

OCHOBHBIMHU TIOKa3aTeJsIM PE3yJbTaTOB TMOATOTOBKH SBJISIOTCS OCBOCHHME MPO(heCcCHOHATBHBIX
KOMIICTCHITHM:
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Pe3yabTarsl

OcCHOBHBIE TOKA3ATEJIH OEHKU

DopMbI U METOBI

IPOrpaMMHO-aINapaTHHIX;

['pamoTHO OPOPMIIATH JOKYMEHTAIIHIO
JUTSL TUTICH3UPOBAHUS paboT B 00J1acTH
HH(pOpPMaIMOHHOM 06€30MMacHOCTH;

Pa3pabarbiBaTh OJUTHKY B 001acTu
nH(POPMAIIMOHHON 6€30MaCHOCTH.

[TpumensTH CHCTEMBI
aHaIM3a 3alUILEHHOCTH
s OoOHapyKeHUsI
YSI3BUMOCTEN B CETEBOM
UHOPACTPYKTYpE, 1aBaTh
pEeKOMEHJalUUU M0 HX
YCTPaHEHHUIO.

e Pacuert puckoB B o0iactu
nH(OPMALIMOHHON 0E€30MacCHOCTH U Bblaya
PEKOMEH/Tallii TI0 UX YCTPAHEHUIO;

e Bianets cepBucamu, 06ecreynBaOIUIMU
nH(OPMALIMOHHYIO0 0€30IaCHOCTh B
TEJICKOMMYHUKAITMOHHBIX CHCTEMaX U CETIX
CBSI3H,

e Bianers TexHOJOrMEN ayTeHTU(PUKALIUY;
e (OOecrnieunBaTh TEXHOJIOTHIO 3AIUTHI
MEXCEeTeBOro 0OMeHa JaHHBIMU;

e [locTpoeHue CHCTEMBI aHTUBUPYCHOM
3aIUTHI CUCTEM TEJICKOMMYHUKAIIMOHHBIX
CUCTEM.

O0ecnieunBaTh
Oe3omacHoe
aIMUHUCTPUPOBAHUE
ceTell BemaHusl.

e Bribop u  wHcnonb30BaHME  IAKETOB
MPUKJIaJHBIX IPOrpaMM AJisi O€30MacHOTO
aJIMUHUCTPUPOBAHUS CETEBBIX
OTIEPAI[MOHHBIX CUCTEM;

e OoOecneueHue pOTrpaMMHBIMU U
[IPOrpaMMHO-aNIapaTHBIMKM  METOJaMHU
0e30macHOCTH cereit JI0CTYyTIA,
OOBbETMHEHHBIX CeTe U  yNpaBieHUs
TEJIEKOMMYHUKAIIMOHHBIMU CETSIMH.

(ocBoeHHBIE pe3yJbTara KOHTPOJISI M OLlEHKHU
npodeccuoHaJIbHbIE
KOMIIETEeHIIHH)
Hcnons3oBaTh e Yerkoe OHUMAaHHUE npo0iemM Tekymuit KOHTPOIIL B
IpOrpaMMHO- UHPOPMAIMOHHOM Ge3omacHocTH B chepe | popme:
arrnapaTHbie CpeJIcTBa TEJIEKOMMYHUKALH; - 3aIIUTHI
3alMThl MHPOPMALMU B |e ['paMOTHO BBISIBIIATH, KJIACCU(MUIIMPOBATH 1a00paTOPHBIX U
CUCTCMAX PaJHUOCBA3H H u aHaJIU3UPOBAThH YIpO3bl MPAKTUYICCKUX
BEIIaHMSI. UH(OPMALMOHHOM 3aHATHI;
0e301acHOCTH ¥ (JOPMBI X MTPOSIBJICHUS; - KOHTPOJILHBIX paboT
e BriGop  MexammsmoB um  cpexcts | 10 Temam MJIK;
obecrniedeHus nH(popManoHHou | UCCICI0BATCIIBCK-
6E30IIaCHOCTH -  NPOTPaMMHEIX | | TOMCKOBBII XapakTep

pa6OTBI 10 TECMATHUKE
MOAYJIA C
HNCITOJIb30BAHHUECM
Internet.

3aueTsl 10 yueOHOM
NPaKTHKE U T10
Ka)XX/IOMy U3 pa3zeioB
npodecCHOHaIBLHOTO
MOYJIS.

Kpanudukarmonusiit
HK3aMEeH 110 MOJYJIIO.

®opMBI 1 METOJIBI KOHTPOJISI ¥ OLIEHKH PE3YIhbTaTOB 00YUYEHUS JTOHKHBI TIO3BOJISITH TTPOBEPSITH
y 00yYaroImuXcsi He TOJBKO CHOPMUPOBAHHOCTH MPO(ECCHOHANBHBIX KOMIIETEHIIMN, HO U pa3BHUTHE
00X KOMITETEHIIUN U 00€CTICUNBAIOIINX UX YMEHUH.

PesyabTaTsl OcHoBHbBIE OKa3aTeJIN OLEHKH Dopmol u
(ocBoeHHBIE 001IME pe3yJbTara Memoowl
KOMIIeTEeHIIHH) KOHmpona u
OUeHKU
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ITonnmats CYIIIHOCTh u
COLMAJIbHYI0 3HAYUMOCTb CBOEH
Oymymen npodeccum,

IIPOSIBJIATL K HEW YCTOWYMBBIN
UHTEpPEC

e (CBOEBpEMEHHOE u KaueCTBEHHOE
MPUMEHEHUE KOMIICTCHIIMN, YMEHUW H
3HAaHWH, MPUOOPETEHHBIX B pe3yJbTaTe
OCBOCHHMSl  MPEAUIECTBYIOUIUX  TEM,
paszaenos, nucuuine, MJIK, monynen.

Opranu3oBbeIBaTh COOCTBEHHYIO
JESITENIbHOCTb, BBIOMPATH
TUIOBBIE METOABI M CIIOCOOBI
BBITTOJIHEHUS
npodeccHoHaIbHBIX 3ajad,
OLIEHUBATh UX YPPEKTUBHOCTH U
Ka4ecTBO

e Bribop W mpHMeHEHHE METOJOB U
CHOCOOOB  pemieHus NpoQecCHOHATHHBIX
3aga4 B obnactu obecrnieueHus
0€30IaCHOCTH CHCTEM BEIaHUS;

e orneHka J(G(EeKTHBHOCTH U  KadecTBa
BBITTOJIHCHHSI CaMOCTOSITEIILHBIX u
JIOMAITHUX 3aJIaHHH.

ITpuHuMaThH peurenus B | e PenieHue CTaHAAPTHBIX U HECTAHIAPTHBIX
CTaHIAPTHBIX M HECTaHHAPTHBIX PO eCCHOHATBHBIX 3amaq 1o
CuTyallusiX W HECTH 3a HHX obOecrieueHUI0 O€30MaCHOCTH  CHCTEM
OTBETCTBEHHOCTH BEIIAHUSL.

OcymecTBaATh MTOMCK U | e DPPEeKTUBHBI MOUCK  HEOOXOIUMOM
UCIIOJIb30BaHUEe  MH(OpPMALMH, | nH(pOPMALUHK IJIs PELIEHHS 3a1a4 B 00J1aCTH
HE00X01UMOMH IUIsL | ceTeBOM 0€30MacHOCTH,

3¢ dEeKTUBHOTO BBIIIOJIHCHUS | @ KCIIONB30BAHKME Y4EOHOM, CIIPaBOYHOMN
1poQeCcCHOHANBHBIX 3ajaq, | jmureparypsl, HOPMAaTUBHO-IIPaBOBBIX
po(eCcCHOHATEHOTO WU | ICTOYHHUKOB U HHTEPHET-PECYPCOB;
JIMYHOCTHOT'O Pa3BUTHUA

Hcnons3oBars e paboTa C pa3IMYHBIMH ONEPAMOHHBIMU
MH(POPMAIIMOHHO- cUCTeMaMHd M cpeJamMu, IIpOrpaMMHO-
KOMMYHHUKaLIMOHHEIE anrapaTHbIMU 5 [IPOrpaMMHBIMU
TEXHOIOTUHU B | cpelcTBaMu.

npodeccnoHanbHOM

JIESITEIILHOCTH

PaGorate B  KOJJIEKTUBE M | o B3auMOjEiiCTBHE C OOYYAIOIIMMHUCA |
KOMaHJe, 5} dexTHBHO | mpenoxasarensMu B XoAe OOydeHHs, a
001IaThCs Y KOJUICTaMH, | TaKXXe C YICHAMH KOJUJICKTHBA NPEANIPUATHS

PYKOBOJICTBOM, MOTPEOUTEIISIMH

BO BpEMS TPOU3BOJICTBEHHOM MPAKTUKU;
® BHECCHUE HWHAMBUIYAJIbHOI'O BKJIaJa B
KOJIJIEKTUBHOE pELICHUE 3a/1a4.

BbpaTh Ha cebs OTBETCTBEHHOCTH

e CamoaHaiM3 M KOPPEKLHs pe3yJbTaToB

32 pabOTy 4JICHOB KOMAaHJBI | COGCTBEHHOI paboTEL, OlleHKa
(ITOTYMHEHHBIX), pe3yabTaT | AEATENbHOCTH IO KOHEYHOMY PE3YibTaTy.
BBHITIOJTHEHUS 3aJaHUI

CamocTrosaTensHO  onpenenaTsh | e [lnanupoBanue u OpraHu3arus

3agaqdu HpO(I)eCCI/IOHaJ'IBHOl"O u
JJMYHOCTHOI'O pa3BUTHA,
3aHUMATbCA CaMOO6pa30BaHI/IeM,
OCO3HAaHHO IJIaHUPOBATh
ITOBBIIICHUC KBaJII/I(I)I/IKaLII/II/I

CaMOCTOSITENIbHOTO O0yU€HUs TP OCBOEHUU
npo¢eCcCHOHATBHOI0 MOAYJIS.

OpueHTHpOBaThCd B YCIOBUSX
YyacToOl CMEHBI TEXHOJIOTUH B
npo¢eCcCuOHATBHON
JIeSITEIbHOCTH

e Amnamnus MHHOBAIAHI B obiacTu
MPOrPaMMHOTO  OOECTeueHus, Pa3BUTHUS
OTpaciiu,

® paciupeHue Kpyro3opa B

po(hecCHOHANEHOM e TENILHOCTH.

DKcnepTHOE
HAOIIOICHUE U
OIICHKa Ha
MPAKTUIECCKUX U
J1a00paTOPHBIX
3aHATHUSAX,
POJIEBBIX UTpaXx,
MIPH BBITIOJTHEHUH
padoT 1o yueOHoM
u
MIPOU3BOJICTBEHHO
U IIpaKTHUKE.

KBanmudukanmons
BII DK3aMe€EH.
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ITpunoxxenue 1

KOHKPETU3ALIUA PE3YJBTATOB OCBOEHMUS IIM

IIK 3.1. Ucnonb30BaTh NPOrpaMMHO-aNNIaPpATHBIE CPEICTBA 3alIMTHI HH(OPMaLK B CHCTEMAaX
PaaHOCBA3U U BeLIAHUA

NmeTh NpakTUYeCKHUii ONbIT:

® BBIBJICHUS ~ KaHAIOB  yTEYKH
uHpOpMaLnu;
® OIpeaeneHus HEOOXOMMBIX

CPEJICTB 3alIUTHI;
® IPOBEACHUS aTTECTAlUU OOBEKTA;

® 3AIUTEI (poBepku YPOBHS
3aIIUIIEHHOCTH);
e pa3paboTKH HOJIMTUKU

0e30macHOCTH JUIsi 00BEKTA 3aIUThI;

® YCTaHOBKH, HACTPONKHU
CHEIHUATM3UPOBAHHOTO 000PYIOBaHUS
10 3aIuTe NHPOPMAITUH.

Bunel paboT Ha npakTuke:

>

>
>
>

YCTaHOBKA, HACTPOWKA CIECIUATH3HPOBAHHOTO
000pyI0BaHUs 1O 3aluTe HHpOpMaIum;

BBISIBJICHUC BO3MOJKHBIX aTaK Ha aBTOMATU3WUPOBAHHBIC
CHUCTEMBI;

paboTa Ha HIMYJIATOPAX-CUMYJIATOPAX;

paboTa Ha 000pyAOBaHUM OOBEAMHEHHBIX CETEH 10
00€CTICYCHHIO 3aIUTh HH)OPMAITHH.

YMeTh:

TemaTnka J1alopaTOPHBIX/MPAKTHYECKHUX padoT:

® KJIaCCU(PUIMPOBATH YIPO3bI

nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

® IPOBOJUTH  BBIOOPKY  CpEHCTB
3alIUTBl B COOTBETCTBUH  C
BBISIBJICHHBIMH YTPO3aMU;

® ONpe/IeNATh BOSMOYKHBIE BUBI aTaK;

® OCYILICCTBIATh  MEPOIPUATHS IO
MIPOBEICHUIO aTTECTAIIMOHHBIX
pabor;

® pa3pabaThIBaTh MIOJIUTUKY

0€30I1aCHOCTH 00BHEKTA;

® BHIMOJHATh pacyeT U yCTaHOBKY
CHEIHATU3UPOBAHHOTO
o0opynoBaHusl JUIsi MaKCUMAaJIbHOMN
3alIUIIEHHOCTH 00BEKTA.

vV V V V¥V

YV V

3amura u obOpaboTka KOH(HICHIIMATIbHON
JIOKYMEHTAITUH.

Opranu3anys aTTeCTallMK BBIJICCHHOTO MOMEIICHHS 10
tpeboBanusiM DCTIOK.

W3ydyeHne  MHUpPOBBIX  CTaHJApPTOB 1O  3alIUTe
MH(pOpMaLIUH.

HccnenoBanue cUCTEMbl aHajiu3a PUCKOB M IMPOBEPKHU
MMOJINTUKHU UHPOPMAITMOHHON 0e30IMacHOCTH
MPEATPUSITHS.

AymuT nHOOPMAIIMOHHON 3aIUTHI IPEATIPHUSITHUS.
AHanu3 nHGOPMAIIMOHHBIX PUCKOB MPEANPUSITHUS.
Pa3paboTka monokeHHH O 3alMTe [EePCOHAIbHBIX
JTAHHBIX PAOOTHUKOB MPEIIPUATHH.

3HaTh: Ilepeyennb Tem, BKiI04YeHHbIX B M/IK:

e Ha3HaueHue, kiaccupukanuo u | Tema 1.1. OcHOBBI HHPOPMAITMOHHOMN O€3011aCHOCTH.
MPUHIIUIIBI pabotsl | Tema 1.2. [IpaBoBoe oOecrieueHne HHOOPMAITMOHHON
CHEUAIN3UPOBAHHOIO 0€301acHOCTH.
000pyI0BaHUS; Tema 1.3 OpranuzannonHoe obecneueHne MHOOPMAIIMOHHON

® [IPUHIUIBI IOCTPOCHHUS 0€301acHOCTH.

UH(POPMALIMOHHO

KOMMYHHKAIIMOHHBIX CETEH;

® BO3MOJXKHBIE CITIOCOOBI

HECaHKIIMOHUPOBAHHOTO JIOCTYTIA;

® 3aKOHOJATeNIbHbIE U HOPMATHBHbIE
OpaBoOBblE aKThl B  0O0JIACTH
UH(POPMALIMOHHOM 0€30MacCHOCTH.

CamocrosiTebHast pagora: 1. Odopmiienne B  BuAEe  KOHCIEKTa  OCHOBHBIX

PYKOBOJSIIIUX JTOKYMEHTOB 00 aBTOMATH3UPOBAHHBIX
CHCTEMAX.

Pa3pabotka CXEMBI
ABTOMAaTU3UPOBAHHBIX CUCTEM.
M3y4eHne KOHIENIMU aBTOMAaTU3UPOBAHHON CUCTEMBI.

KJ1acCU(pUKaIuu

Ls)
2O




®©

10.

11.

12.

13.

14.

15.

16.
17.

18.

19.

20.
21.

22.
23.

24.

25.

26.

27.
28.
29.

30.

CocraBneHue  cxembl  IOJCHCTEMAa  3alIUTBl  OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

OdopmiieHne B BuE KOHCIIEKTa OCHOBHBIX IPU3HAKOB
HECaHKIIMOHUPOBAHHOTO JAOCTYIA K HH(OPMAIIHH.
Pa3pa0oTka cxeMbl IapoIbHOM ayTeHTHU(PUKALHH.
Odopmiienne B BUJE KOHCIEKTa OCHOBHBIX IOJOKEHUH
00IIEeMEeTO/IOJOTMYECKUX ~ IPUHIMIIOB  (POPMUPOBAHUS
TEOPUU 3aLIUTHI.

CocraneHue nepeyHs 3a7ad TEOPUH 3aILUThI.
[TpUHIUIBI TOCTPOCHUS 3AIIUTHI B CETAX.

OdopmiieHne B Buie KOHCIEKTa BOIPOCOB, KACAIOLIMXCS
INOHATUS ~ CTpaTeruu  3alluThl  MHQOpManmuu U
O0COOEHHOCTEHN CTpaTErn4eCcKuX PEeIICHUH.

[TonroroBka mepeyHss  TpeOOBaHMH K  CEpBHCAM
0€30MMacHOCTH.

CocraBineHHEe  CXEMbl  OCHOBHBIX  COCTaBJISIOLIUX
HOJUTUKU OE€30MaCHOCTH.

Odopmienue B BHUIe KOHCIEKTa OCHOBHBIX IOJIOKEHUM
MexaHu3ma ayTeHTH(PUKALHH.

Pa3paboTka  CTpyKTypsl  IpOLIECCOB  TEXHOJIOTMH
yrpasieHus noacucremoi 3amutsl OC.

[ToHATHE CHUCTEMHOrO aHajaM3a: MHKPOCKOIIMYECKOe
npecTaBIeHue CHCTEMBI, UepapxXuuecKoe
IIPEJICTAaBICHUE CUCTEMBI.

Pa3pabotka knaccudukanuu Moaesnei 3aiuThl.
OdopmiteHne B BUJIe KOHCIIEKTa OCHOBHBIX TPeOOBaHMM K
CpenctBaM © METOJaM BBISIBJICHHUS KOMIIBIOTEPHBIX
BHUPYCOB.

IlogroToBka  apXWUTEKTYpHOW  MOJENM  YIIPABIICHHUS
JIOCTYIIOM.

OdopmieHue B BHIe KOHCTIEKTa OCHOBHBIX IOJIOKEHUM
AytenTudukanuu B fomeHax Windows.

CocraBieHne nepeyHs CTaiuil CEeTEBbIX aTakK.

Onpenencuue THUIIOBOU MOJIEH CUCTEMBI
ABTOMATHU3UPOBAHHOTO IIPOEKTUPOBAHHUS 3aILUTHI
MH(pOpMaLINH.

Pa3paboTka Mozenu 3aUThl UHPOPMALIUH.

OdopmiieHne B BUJE KOHCHEKTa OCHOBHBIX MOJIOKEHUH
anmnapaTHbIX CPEJICTB 3alIUThl HHPOPMAIUH.
Odopmiienne B BHJE KOHCIEKTa OCHOBHBIX BHJIOB
KOHTPOJIsI 0€3011aCHOCTH.

[TonrotoBka mumana ayauta. OdopmieHue B BHJE
KOHCIIEKTAa OCHOBHBIX ITOJIOKEHUH MAaTeMaTHYECKOU
3alIUThI HH(OPMAIIHH.

CocraBnenue NepeyHs METOJI0B KOJUPOBaHUs
uH(pOpMaLINH.

Pa3paboTka anroputmMa XemmpoBaHuUs.

[TonroroBka nepeyHsi aHTUBUPYCHBIX MPOTPAMM.
Odopmnenne B BUAE KOHCIIEKTa OCHOBHBIX IOJIOKEHHM
MH)KEHEPHO-TEXHUYECKOH 3aIuThl HHPOpMAIUH.
CocraBieHne XapakTepUCTHUK MOJCUCTEM BBOJA,
XpaHEeHHUs], PeTUCTPALlMK U ydeTa HHPOpPMaLIUH.
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IIK 3.2. [IpuMeHSITH CUCTEMBbI AaHAJIU3a 3AIIMIIEHHOCTH J1JI1 O0HAPYKEHUA YA3BUMOCTEN B
ceTeBOil HHPPACTPYKTYpeE, 1aBATH PEKOMEH/IAIUM 110 UX YCTPAHEHUIO

Nmetnb
NMPAKTHYECKHUId ONBIT:

® BbISIBJICHHUA BO3MOXHBIX AaTaK Ha

ABTOMAaTU3UPOBAHHBIC CUCTEMBI;
YCTaHOBKH U HACTPOUKHU

MpOrpaMMHEIX CPEICTB
3aIUTHl aBTOMATU3HUPOBAHHBIX
cucTeM U nH(pOpMaIMOHHO-
KOMMYHHUKAITHOHHBIX

CeTeH;

KOH(HUTypHPOBAHUS

ABTOMAaTH3UPOBAHHBIX
CHCTEM M HH(OPMAIIMOHHO-
KOMMYHHKAIIHOHHBIX CETEH;

IMPOBCPKHU 3aIIUIICHHOCTHU

ABTOMATHU3HPOBAHHBIX
CHUCTEM U HH(bOpMaIlHOHHO-
KOMMYHUKAIIMOHHBIX ceTelt.

Buabl padot Ha npakTuke:

VV VVVVVY VY V¥V V VY

AJIMUHHCTPUPOBAaHHE TEIEKOMMYHHMKAIIMOHHBIX CHCTEM
¥ MH()OPMAITMOHHO-KOMMYHHKAIIMOHHBIX CETEH CBSI3U.
AyTteHTH()UKAIMA U UISHTH(DUKALUSA C UCIOIH30BAHUEM
CETEBbIX ONEPALMOHHBIX CHCTEM.

Hacrpoiika u konpurypupoanue VPN-tynuneneit L2, IP
SEC L3, 3amumennsie npuinoxenus L4 SSL, SSH.
AyTeHTH(UKALMA, aBTOpU3ALUSA U aJAMUHUCTPUPOBAHUE
NEUCTBUH MOJIL30BATEIIECH.

Mertonbl ayTeHTUDHUKALMH, UCTIOJIB3YIOIINE TAPOIIH.
AyTeHTH(HKAIMI HA OCHOBE MHOTOKPATHBIX ITapOJICH.
AyTeHTH(HKAIMA HA OCHOBE OJJHOPA30BbIX MapOJIeH.
KoHuenmus 31eKTpoHHOro TOKyMEHTO000poTa.

3amuTa 0a3 JaHHBIX. MeTobl npeoOpa3oBaHUs 1aHHBIX.
3ammra  KOH(QUIEHIMAIBHOCTH MEpeAaBaeMbIX MU
XPaHUMBIX B IAMATHU JIaHHBIX.

[TonTBepxieHNE LETOCTHOCTH U MOAJUHHOCTH JaHHBIX.
AyTteHTH(UKalMsg aOOHEHTOB HpPU BXOJE B CHUCTEMY U
IIPY YCTAHOBJICHUU COEIMHEHHSL.

YMmerh:

Hcnons30BaTh NporpaMMHBIE

MMPOAYKTHI, BBIABJIAOIINEC
HEAOCTAaTKH CUCTEM 3alllUTHI;

MMPONU3BOJAUTH

YCTaHOBKY U HACTPOUKY CPEICTB
3alIUTHI;

KOH(HUTypHpOBAaTh

ABTOMAaTU3UPOBAHHbBIE CUCTEMBI 1
MH(OPMaLMOHHO-
KOMMYHUKAIlMOHHBIE CETH B
COOTBETCTBHUM C MOJIHUTHKOM

TemaTuka J1a60paTOPHBIX/IPAKTHYECKUX PadoOT:

VVYVY VWV VVVY V

\4

\ A%

Meroapl  3amuThl  mHGopManmu. udp mnpoctoii
IIEPECTAHOBKH.

Metoapl 3amuthl nHGopmanuu. [1udp Le3aps.
Pe3epBHOE KonupoBaHue HH(OPMALIUY.

OCHOBHbBIE TIPU3HAKM MPUCYTCTBUSL HAa KOMIIBIOTEpE
BPEIOHOCHBIX [TPOTPAMM.

B3nom MoHOan($aBUTHOTO MOACTAaHOBOYHOTO MIudpa
METO/I0M YaCTOTHOW aTaKH.

OnHopa3oBbie OIIOKHOTHI.

Cetp Deitmrernsi.

[IudpoBaHue ¢ OTKPBITHIM KIIOUOM U 3JIEKTPOHHAS
nugposas noanuck Ha GPG. Merox mmdpoBanus ¢
OTKPBITBIM KiIt0ouoM RSA.

Hcnonp3oBanue xau-QpyHkuuii Ha npumepe MDS.
OrneHka ycTOMYMBOCTH MAPOJIs KO B3JIOMY.

Bunel u konpurypupoanus VPN-TyHHenei.
TexHuueckue cpeacTBa OOHAPYXKEHMs, JIOKATU3alUH U
HEUTpAIM3alMd  PAJAOU3IIYYAOIIMX  CHEHHAJIBHBIX
TEXHUUYECKUX CPEICTB HETJIACHOTO MOJIy4EHUs
MH(pOpMaLINH.

HccnenoBaHue 3alMIIEHHOCTH OECHpPOBOJHBIX —ceTei
nepesayn JaHHbIX.

[IporpammHBIE CpencTBa aHaau3a CETel ¢ KOMMYyTaIluen

UH(POPMALIMOHHOM nakeToB. AHaiaM3 ceTeBoro Tpaduka ¢ TOMOUIbIO
0€30I1aCHOCTH. nporpammbl «Wiresharky.
3HaTh: ITepedyens Tem, BKI0o4eHHbIX B MJIK:

npaBuUJia MPOBEICHHUS BO3MOKHBIX
IPOBEPOK;
9Talbl ONPEACICHUSA

Tema 2.1. IlporpaMMHO-anmapaTHbIE CpPEICTBA 3aLUTHI
uHpOpMaLUH.
Tema 2.2. AAMUHUCTPUPOBAHKUE TEIEKOMMYHHUKAIIMOHHBIX
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KOH(HICHIIMATHHOCTH JOKYMEHTOB

00BEKTA 3alIUTHI;

® CTPYKTYPY CUCTEM YCIOBHOTO
JOCTYIa U IPUHLUI UX padoThI;

® BO3MOJKHBIE CIIOCOOBI, MECTA
YCTaHOBKH U HACTPOUKHU
IPOrPaMMHBIX IPOAYKTOB.

CHCTEM M MH(OKOMMYHUKAIIMOHHBIX CETEH CBA3H.

CamocrosiTesibHas padora

o N

© o~

10.
11.
12.
13.
14.
15.

16.
17.

18.
19.
20.
21.
22.
23.
24,
25.
26.

27.
28.

29.

OdopmiieHue B BHJIE KOHCIIEKTa OCHOBHBIX I10JIOKEHHH
KpUITOTpaduu.

Pa3pa0oTka cxeMbl MEXaHHU3Ma apOUTPaX.

N3yuenne  cTpykTypbl ~ CUMMETpUYHONH  CHCTEMBI
muGpoBaHUsL.

CocraBiieHHE CXEMBI CEpBEpa MPUIIOKEHUH.
OdopmiieHue B BHJIE KOHCIIEKTa OCHOBHBIX I10JIOKEHHH
Ipolecca reHepaluu KIro4den.

IToaroToBka cxeMbl a0OHEHTCKOE MU(PPOBAHUE.
Pa3paboTka cxeMbl makeTHOE MUppPOBAHHE.

Pa3paboTtka cxembl ayTeHTHU(PHUKALNS JaHHBIX.
Odopmienue B BHI€ KOHCIIEKTa OCHOBHBIX TMOJIOKCHHUI
npejcTaBieHus andaBuTa B JBOMYHOM KOJIE.
[ToaroroBka cxembl (YHKIIMOHHPOBAHUS AIIEKTPOHHBIX
IUIATEXKHBIX CHCTEM.

Odopmnenue B Buae KOHCIIEKTa OCHOB KOJUPOBAHHUS.
Pa3pabotka cxembl OpHOHAINpaBlIEHHBIX XeII-(YHKLIUH.
Pa3paboTtka cxembl II(PPOBAHUS C OTKPHITHIM KITFOYOM.
Odopmiienne B BHAE KOHCIEKTa MaTepuasia IO
m(pPOBAHUIO METOIAMU 3aMEHBI.

Odopmiienne B BuAE KOHCIEKTa Marepuaiga o0
a0OHEHTCKOM MIH(POBAHUH.

Pa3paboTtka cxeMbl MaTpUYHOI N1€PECTAaHOBKH.
Odopmnenne B BUAEC KOHCIEKTa MaTepuaia o
KpUIITOAHAIU3E.

[TonroroBka K MPAKTHYECKOMY 3aHSTHIO
«Konuposanue».

Pa3paboTka cxembl 4aCTOTHOI'O aHAJIN3A.

Pa3paboTka cxeMbl KpunToaHaIu3a.

IlogroToBka k mnpakTtudeckomy 3aHsaThio «lIpocras
3aMEHay.

Odopmrienne B BUAE KOHCIEKTa Marepuaiga o
KOMIIbIOTEPHOM U (POBAHUH.

Odopmienne B BUAE KOHCIEKTa Marepuaiga o
raMMHPOBaHHH.

IloaroToBka K MNpakTHYECKOMY 3aHATHIO «IIpOTOKOIIBI
yIpaBIEHUS MapUIpyTH3ALUEN».

[lonroroBka  Marepuana O  KpUNTOrpapu4ecKHX
IIPOTOKOJIAX.

[ToaroToBKa K MPAKTUYECKOMY 3aHITHIO «AOCOTIOTHBIN
mmdp. HnudpobrokHOT.

[TonroroBka matepuana o Tabnune Bikenepa.

[Touck u opopmiieHHE B BU/I€ KOHCIIEKTa MAaTEepUAIIOB 11O
TteMe «llepcoHanbHbIN UACHTU(DUKAIIMOHHBIA HOMEP.
Pa3pa0oTka CTPYKTYpbI F€éHepaIiy KIF0YeH.
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30. Odopmnerne B BHAEC KOHCIEKTAa MaTephala o
CTPYKTYpPHOM cxeme MHu(POBaHUSI C OTKPBITHIM KITIOYOM.

31. IoxroroBka K MpakTU4YeCKOMY 3aHATHIO «CTaHaapThl
U (GPOBOH NOIHUCH».

IIK 3.3. O6ecnieunBaTh 0e30nacHoe aAMMHUCTPUPOBAHME CeTell BelaHUsl.

HNmernb

NMPaKTHYECKHUI ONBIT:

e 3amuTHl 0a3 JaHHBIX;

® OpraHu3allvy 3alIUTHl B
pa3IMYHBIX OMEPAI[MOHHBIX
CUCTEMaXx U cpefax;

e mmmdpoBaHUs HHGOPMAITHH.

Buabl paGoT Ha paKTHKe:

» YcraHOBKa, HAaCTpoOWKa CIELUAIU3UPOBAHHOTO
000pyI0BaHUS 10 3AIIUTE UH()OPMAITHH.

» YcTaHOBKa M HAcTPOMKa NPOTrPaMMHBIX CPEICTB 3aIUTHI

ABTOMATU3UPOBAHHbIX CUCTEM U  HMH(OPMAIMOHHO-

KOMMYHHUKAI[IOHHBIX CETEH.

KondurypupoBanue aBToMaTU3UPOBAHHBIX CUCTEM U

MH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX CETEH.

[TpoBepka 3alMIIEHHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM

¥ MH()OPMAITMOHHO-KOMMYHHKAIIHOHHBIX CETEH.

Opranm3anus 3aliUThl B Pa3IHMYHBIX OIEPAUOHHBIX

cUCcTeMax U cpefiax.

CoOBOKYIHOCTB MPOLEAYP U MpaBUJl KPUIITOrpahuIecKux

npeoOpa30BaHUIA.

3amudpoBanue nH(pOpMALIUU. PacmudpoBanue

MH(pOpMaLINH.

Mudpotekcr. Kirou mmdppoBanust. X31upoBaHue.

bnounoe mmdposanue. [loTounoe mudppoBaHue.

YVV V VYV ¥V VVYVY

YMmeThb:

L] BBITIOJIHATH TGCTI/IpOBaHI/Ie CUCTEM
C TEJBIO OTIPEICTICHUS YPOBHSI
3aIHUIIECHHOCTH;

®  JCIOJIb30BaTh MPOTrPAMMHBIE

MPOIYKTHI 7S 3aIIUTHI 0a3 TaHHBIX;

®  PUMEHSTH KpUIITOTpaduIecKue

METO/IbI 3aIIUThI HH()OPMAIIUH.

TemaTuka J1a00paTOPHBIX/IPAKTHYECKUX PadoT:

» Cxkpsitas nepenada nadopmanuu B JPEG nzo0pakeHusx.

» UccnemoBanne W aIMHUHHCTPUPOBAHUE  CPEACTB
obecrieuenust nHGopMarMoOHHOM Oe3omacHoCcTH Microsoft
ISA Security Server. YcraHoBka W KOH(UTYpUPOBaHUE
opanamayapa ISA. IToctpoenne VPN-cetu Ha 6aze ISA.

» MHoropyHKINOHAIBHBIN MOUCKOBEIA mpudop ST-031
«[Tupanbs». Kontpons 3¢ppekTuBHOCTH 3aUThI peYeBOi
MH(OpPMaLIMHU C TOMOILBIO TPOTPAMMHO-aNNapaTHOTO
komiuiekca «CITPYT-MUHN».

» Opranuzanus MHKEHEPHO-TEXHUUECKOI 3alUTHI
uHpOpMalnu.

3HaTh:

e KOH(pUrypauuu

3aNTAIIAEMBIX CETEH;

® aNrOpPUTMBI pabOTHI

TECTOBBIX IPOTPAMM;

e COOCTBEHHBIE CPEJCTBA 3aIUTHI
Pa3IMYHBIX ONEPALMOHHBIX CHCTEM
U Cpex;

e CcrocoObl U METOJIBI

mgpoBanusi HHGOPMaIUK.

Ilepeyensb Tem, BkiI4YeHHbIX B MIK:
Tema 2.1. IIporpaMmmHo-annapaTHble CpeACTBA 3alUThI
MH(pOpMaLINH.

CamocrosiTeibHas padora:

1. CocraBnenue noxnana o Cranmapte mmdpoBanus ['OCT
28147-89.

[TonroroBka pedepara o Teme «AOGCOMIOTHBIN HIHPP».

Cxema «lIpocras 3ameHa.

Cxema «[IpocTast 3amMeHa C KIIFOYOM.

aogkrwn

Cxema «Cucrtema lle3aps ¢ kimouomy.
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o

10.
11.

12.
13.

14.
15.

16.
17.

18.
19.
20.
21.

Cxema «CHUMBOJIBHOE KOJUPOBAHUEY.

[MonrotoBka pedepara no teme «OCHOBHBIE MPOLEAYPHI
U (POBON TOJITUCHY.

[MonroroBka pedepara mo Teme «KoMOMHMpPOBaHHAS
KPUIITOCUCTEMA.

Cxema cumMMmeTpuyHOE U poOBaHUeE.

Brinonnenue pedepara o reme «Kpunromnorus».
[TonroroBka npe3eHranuii mo teMe «Kpunroanammsy».
[MoaroroBka pedepara mo TemMe «ACHMMETPUYHBIC
KPUNTOCHCTEMBI Ha 0a3e SJTUITHYECKUX KPUBBIX).
[loaroroBka mpe3eHTauuid MO TeMe «DJIEKTPOHHAs
uudpoBast MOIMKUCH.

MamrHHOE KOJIUPOBAHHUE.

[MoaroroBka pedepata mo Teme «AyTeHTHDHUKAIUSL
aOOHEHTOB MpPH BXOJ€ B CHCTEMY U IpPHU YCTaHOBJICHHUH
COEIUHEHU .

AcuMmMmeTpuyHOE MIH(PPOBAHUE.

CocraBieHue J0KIaga O Pa3BUTUU KPHUNTOTPAGUIECKUX
METOJIOB 3aKPBITUS UH(OPMALIUN

Poccuiickue cuctemsl muppoBaHUsL.

Cxema: Anroputmsl HU(GPOBOI MOIIUCH.

CocraBienue nokmnaga «Asz0yka Mopzey.

[logroroBka mnpe3eHTanuii no Tteme «Onepanuu ¢
KJIFOUaMI.
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[Tpunoxxenune 2
NudpopmannoHHbie pecypchbl, HCNOJb3yeMble NPU BHINOJHEHUN CAMOCTOSITEIbHOM padoThI *
*PEeKOMEHIyeTCs TI0JIh30BaThCs MIHTEpHET-pecypcaMul PH CaMOCTOSTENBHOM paboTe 1o BceM
paszzenaM JUCHUILIUHBI

5 cemecTp

Ne 3ausatus

Pexomennpyemble yueOHbIE H3IaHUS

IIM.03. «ObecnieueHue HHPOPMAITHOHHOIH 0€30NMACHOCTH TEJIeKOMMYHUKANMOHHBIX CHCTEM
U CeTSIX BelAHHUsD)

MK.03.01. TexHo/10rusi IPUMEHEHHSI KOMILIEKCHOIH CHCTeMbl 3aIIUThI HH(OPMAILUK B
CHCTEMAaX PAIMOCBSA3HU U CETHAX BeLIaHUs

3anstue Ne 1 [1] c.c. 6-19; [5] c.c.5-64

Banstue Ne 2 | [1] c.c. 34-37, 44-48; [8] c.c. 21-35, 53-56
3anstue Ne 3 | [1] c.c. 15-22, 30-31

3ansatue Ne 4 [1] c.c. 12-13, 31-33; [2] c.c. 334-344
3anstue Ne 5 | [8] c.c. 21-35

3anstue Ne 6 | [6] c.c. 10-29

Bansitue Ne 7 | [1] c.c. 15-19

Sansitue Ne 8 | [1] c.c. 15-19

Bansite Ne 9 | [4] c.c. 13-22, 94-102

3anstue Ne 10 | [1] c.c. 26-30; [7] c.c. 76-97

Sansitue Ne 11 | [1] c.c. 15-19

Bansitue Ne 12 | [4] c.c. 11-13,51-64; [3] c.c. 116-156
Banstue Ne 13 | [7] c.c. 61-75

Bansitue Ne 14 | [7] c.c. 9-25; [1] c.c. 44-48; [3] c.c. 244-249, 334-350
3anstue Ne 15 | [4] c.c. 66-78

Bansitue Ne 16 | [3] c.c. 244-249

Bansitre Ne 17 | [3] c.c. 94-109

3anstue Ne 18 | [7] c.c. 61-73;[8] c.c. 62-86

M/K 03.02. TexHOJ0rusi HCNOJb30BAHUA CHCTEM YCJIOBHOIO I0CTYNA B CETAX BeLIAHUS
Banstue Ne 1 | [6] c.c. 365-403

Bansitue Ne 2 | [7] c.c. 334-343

Banstue Ne 3 | [7] c.c. 344-353

Bansitue Ne 4 | [7] c.c. 121-141; [8] c.c. 86-94
Bansite Ne 5 | [7] c.c. 353-357

Banstue Ne 6 | [7] c.c. 367-377; [8] c.c. 492-510
Bansite Ne 7 | [8] c.c. 86-90

3anstue Ne 8 | [8] c.c. 86-90

Bansite Ne 9 | [8] c.c. 527-530

Banstue Ne 10 | [8] c.c. 527-530

Bansitre Ne 11 | [8] c.c. 94-110

3anstue Ne 12 | [8] c.c. 111-123

Bansitue Ne 13 | [8] c.c. 111-123

3anstue Ne 14 | [2] c.c. 257-275

Sansitue Ne 15 | [2] c.c. 257-275

3anstue Ne 16 | [5] c.c. 96-158; [7] c.c. 97-121
Sansitue Ne 17 | [7] c.c. 142-170

Banstue Ne 18 | [7] c.c. 333-353

3anstue Ne 19 | [8] c.c. 250-270
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3austue Ne 20

[8] c.c.

271-288

Sausarue Ne 21

[8] c.c.

492-507

3austue Ne 22

[8] c.c.

441-479

3ausarue Ne 23

[8] c.c.

407-440

3ausatue Ne 24

[2] c.c.

122-246

3ausarue Ne 25

[2] c.c.

512-534

3austue Ne 26

[3] c.c.

253-278

3ausatue Ne 27

[7] c.c.

142-170

3ausarue Ne 28

[7] c.c.

217-238

3austue Ne 29

[7] c.c.

179-192

3austue Ne 30

[2] c.c.

248-277
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